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Abstract: One of the challenges of deploying Wireless Sensor Networks (WSN) at large scale is to
operate for prolonged periods of time relying on the limited amounts of energy stored in its nodes.
Generally, data communication is the main factor of draining energy. Consequently, reducing the
amount of transmitted data by the nodes is of great interest. At the same time, reducing data to be
transmitted should not decrease the quality of the deduced information. Solving this problematic
is what we call in this article "Ensuring the Quality of Information Service (QolS)". This document
provides a state-of-the-art for the QoIS regarding WSNs. At first, we give a quick overview of the
Internet of Things (IoT) paradigm and the WSN technologies in order to understand how data is
gathered and used in these networks. Also, we introduce a novel concept: QolS, in contrast with
classic QoS. Then, it is expected a summary of criteria that asses the QoIS in WSNs plus some
techniques to improve it. In this article, we will focus on data management techniques. These
techniques can improve raw data, information and/or knowledge quality in energy-constrained
WSNSs. Finally, we give some conclusions and a glimpse about our future work.

Keywords: Internet of Things; Wireless Sensor Networks; Quality of Service; Data Quality; Quality
of Information; Data Reduction; Energy Efficiency.

1. Introduction

Internet of Things (IoT) is a rapidly growing paradigm that is transforming the way we interact
with the world around us. Many fields have been impacted positively with the emergence of IoT :
industry with manufacturing industry 4.0 [1], logistics with inventory management [2], health care [3],
and agriculture [4] to name few. This novel concept involves the pervasive presence of a variety of
objects, such as RFID tags, sensors, actuators, and mobile phones, which are able to interact with each
other and cooperate to achieve common goals. [5] [6]

Environmental science and agronomy are the particular fields we are focusing on in our researches.
Agriculture 4.0 takes advantage of all the new technologies enabled by the IoT paradigm like Wireless
Sensor Networks.

Other application domains of the new technologies using IoT techniques include smart homes,
smart cities, and environmental monitoring. In addition to that some of the futuristic applications such
as smart shopping, smart mobility, and smart governance begin to be discussed in the IoT research
atmosphere [6].

Wireless sensor networks (WSNs) are a concept that has been made viable by the convergence of
micro-electro/mechanical systems technology, wireless communications, and digital electronics. A
wireless sensor network is a collection of small, low-power devices called sensors that are capable of
sensing and transmitting data wirelessly [7]. These sensors can be deployed in various environments
to monitor physical or environmental conditions such as temperature, humidity, pressure, and motion.
The data collected by these sensors can be used for a wide range of applications such as environmental
monitoring, military surveillance, health care, and more [1] [2] [3] [4] [7].

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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In environmental monitoring like many other applications, WSNs are used to collect, send,
and process information in a distributed manner. These sensors are equipped with sensing and
communication capabilities that allow them to collect data and transmit it to a central location for
processing.

The data collected by the sensors is also processed in a distributed manner, with each sensor node
performing some local processing before transmitting the data to its neighbors or the central location.
This allows for efficient use of network resources and reduces the amount of data that needs to be
transmitted over the network.

In addition to collecting and processing data, WSNs can also be used for control applications. For
example, sensors can be used to monitor environmental conditions such as temperature or humidity
and trigger actuators such as heaters or fans to maintain desired conditions.

Overall, WSNs provide a flexible and scalable platform for collecting, sending, and processing
information.

1.1. Our approach and goals

Our work will focus on the Quality of Information Service (QolS) of the WSNs. Since the WSNs
primarily operate as data-centric networks, with their key emphasis placed on the valuable data
generated by sensor nodes, we provide a novel definition of Qos based on the data provided by the
sensor network in the data collecting phase in addition to the information transmitted to the sink in the
data transmission phase. More specifically, we define the Quality of Information Service (QolS) as the
quality of the delivery of useful information by the sensor network. The quality we are discussing will
take into account different criteria for evaluating the usefulness of the information provided as well as
the cost of its delivery, mostly on an energetic basis. The purpose of a reasonable QoIS is to have the
best information quality ( or Quality of Information, Qol) at the least energetic expense. The context
awareness related to IoT technologies, can be used to improve energy efficiency in WSNs by adapting
sensor behavior based on contextual information [8]. For example, detecting anomalies efficiently and
trigger appropriate responses [9].

Many works have explored the intersection of IoT/WSN and Data-driven optimisation techniques,
such as Data Management within mHealth Environments [10], or Joint IoT/ML (Machine Learning)
Platforms for Smart Societies [11].

In our paper we focus, from a data-driven point of view, on optimizing the energy consumption
without altering the overall informational yield of the studied sensor network. This work will provide
the most popular techniques found in the literature to guarantee this optimization, relying on Data
Reduction techniques in WSNs. We intend to generalize WSNs and their different use cases. We adopt
an encompassing approach where we focus only on data in WSNs no matter which type it is nor in
which use case it is deployed.

1.2. The QoS and the QoIS of a WSN

There are different ways to view QoS. It could be the ability of a network to provide different
levels of service to different types of traffic or applications including factors such as bandwidth, latency,
packet loss, and other metrics that affect the performance and reliability of network services [12], the
application reliability [13], the coverage or exposure [14] [15], which refers to covering the desired area
of interest or leaving no sensing holes enabling the sensors to detect unexpected events as quickly and
reliably as possible.

In our research work, we provide a novel approach of viewing the QoS; we introduce the QoIS
as a concept that can measure the usefulness of information provided by a WSN while minimizing
the energy cost of the data transmitting process. While other approaches are based on metrics (like
bandwidth, throughput, delay etc.) to evaluate the quality of the network (information transport), we
focus more on the data itself and its quality (quality of data, correctness of data, etc.) while maintaining
an energy consumption threshold not to exceed. This energy threshold might be reached by the data
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collecting process or the transmitting process according to the data delivery model of the WSN in
question.

1.3. Data delivery models of WSNs and their QolS

There are three main important data delivery models in WSNSs :

¢ Event-driven model
* Query-driven model
¢ Continuous delivery model

These models are used to classify different classes of applications in WSNs based on their common
requirements at the level of the network. These requirements are based on the user’s parameterization
and settings relatively to which application case is requiring the WSN data collecting. Examples of
these requirements are real-time / discrete time monitoring, query-based or autonomous data sensing,
etc. [13]. Authors of this latter article describes the three data delivery models of WSNs as follows:

1.3.1. Event-driven

In this model, sensor nodes detect and report events to the sink node only when they occur.
The sink node is responsible for processing the event data and making decisions based on it. This
model is suitable for applications that require real-time event detection and response, such as intrusion
detection, fire detection, and earthquake monitoring.

1.3.2. Query-driven

In this model, the sink node sends queries to the sensor nodes to request specific data. The sensor
nodes then collect and send the requested data back to the sink node. This model is suitable for
applications that require periodic or on-demand data collection, such as environmental monitoring or
traffic monitoring.

1.3.3. Continuous delivery

In this model, sensor nodes continuously collect and send data to the sink node without being
prompted by any event or query. This model is suitable for applications that require continuous
monitoring of a particular environment or system parameter, such as temperature monitoring in a
greenhouse or structural monitoring of a bridge.

Each of these models has its own advantages and disadvantages. In terms of QolS assessing and
improving, requirements are not the same in every data delivery model specially when it comes to
time and energy constraints.

Table 1 gives a classification of WSN data delivery models based on their perception/transmission
of data. As presented in the table, we can conclude that energetic concerns are much more important in
continuous delivery than in query-driven model since data in a continuous delivery model should be
transmitted frequently (high frequency or even real time transmissions). In these models, guaranteeing
QolS is to reduce the weight of data to be transmitted without altering its quality of information. In
event-driven model, data is perceived at a high frequency (or real time) but only transmitted if an
event occurs, for these models, the accuracy of the perception of the nodes is of high concern and the
energy constraint will hinder this accuracy, guaranteeing QolS in these models is to find the perfect
balance between the quality of perceived data and the energy cost of its perception. Additionally, This
model needs a distributed knowledge so that nodes that perceive data can process it locally, to know if
an event is occurring, without transmitting it to the sink in order to do the processing. In query-driven
models, the user is the trigger of perceiving and transmitting. The user can require high quality or low
quality data from the WSN, relying on their needs and the remaining energy in the WSN.
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Table 1. Perception and transmission of different data-delivery models of WSNss

Data delivery model Perception Transmission
Event-driven High Low
Query-driven Low Low
Continuous delivery High High

This survey article is presented as follows : Section II will give the different criteria in assessing
the Information value of data collected by sensors, Section III will give strategies and techniques to
improve the QolS based on the Information value and the energetic cost of a wireless sensor in the
data collecting phase, and Section IV will give a conclusion and the possible future work based on this
survey. Finally, we give acknowledgement to the funders and contributors.

2. QoIS Assessment Criteria

We conceptualize the life cycle of data (as delivered by a WSN) as follows :

e Raw data is collected by the sensor nodes respectively at the area of interest where the
phenomenon is happening (example: a numeric value of temperature).

¢ Information which is the aggregation of raw data sensed by each node all over the network. the
goal of the aggregation process is to extract meaningful information from raw data via function(s)
that we name "aggregation function" (example: the mean temperature in an area, the aggregation
function is the mathematical mean function).

¢ Knowledge retrieved from information gathered by a sensor network through out a long enough
period of time to make conclusions based on these collected information and other contextual
information. These conclusions are what we name "knowledge" (example : the mean temperature
of a sensed area at day/night of each season. The contextual information here is the date/time
when data was collected).

Accordingly to each phase of the cycle above, data quality criteria may differ.

2.1. Raw data

At this phase of the data life cycle, importance is given to the data quality metrics relative to the
precision of its sensing and its transport quality. Authors of [16] give criteria called data attributes to
evaluate the quality of raw data. We can bring some examples given by articles discussing Quality of
Information (Qol) in WSNs:

® Accuracy: refers to the degree to which the information provided by a WSN reflects the true state
of the environment being monitored [16] .

* Timeliness: refers to how quickly information is delivered from the WSN to its intended recipients
[16][17]. This is particularly important for applications that require real-time or near-real-time
data.

e Completeness: refers to whether all relevant data has been collected and transmitted by the WSN
[16][17]. Incomplete data can lead to inaccurate or misleading results.

® Relevance: refers in the article [16] to whether the information provided by a WSN is useful
and applicable for its intended purpose. Irrelevant data can waste resources and reduce overall
system performance.

® Redundancy: refers to the information overlap among different sensor nodes, and can be
measured via investigating the similarity of their sensing results [18]. Data provided by a sensor
node that is similar to the one provided by another node is likely to be redundant.

¢ Consistency: refers to whether the information provided by a WSN is internally consistent and
free from contradictions or errors [16]. Inconsistent data can lead to incorrect conclusions or
decisions.
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¢ Trustworthiness: refers to whether the information provided by a WSN can be trusted by its
intended recipients [16]. This includes factors such as data integrity, security, and privacy.

* Volume : defines the data volume attribute of a WSN as the size of the data set which can be
used to describe the working state for a given sensor node, including data collected by the node,
and meta-data describing it. [19] [17].

The authors of [20] propose 3 metrics based on the previously cited attributes: currency,
availability and validity. The definitions ensure that all the parameters are interpretable and obtainable.
Furthermore, the paper demonstrates the feasibility of proposed metrics by applying them to real-world
data sources.

2.2. Aggregated information

There are numerous criteria in the literature to assess the quality of aggregated information in a
WSN (also refered to as Qol) [16][21], we can cite a few:

¢ Shannon entropy: is a measure of the amount of uncertainty or randomness in a system. It
was introduced by Claude Shannon in 1948 as a way to quantify the amount of information
contained in a message or signal [21]. The entropy of a system is defined as the average amount
of information needed to describe the state of the system. In other words, it is a measure of
the amount of "surprise” or "uncertainty" associated with the system. Shannon entropy has
applications in a wide range of fields, including information theory, cryptography, statistical
physics, and computer science.

* User requirements responding: refers to the information needs of users in a WSN. These
requirements are based on a set of attributes that define the Quality of Information (Qol) that
users expect from the system [16]. The article also suggests that user requirements can be thought
of as measured information based on a specific set of attributes and, notes that users in a WSN
may not necessarily be human, but could also be other systems or applications that rely on the
data provided by the WSN.

¢ Error probability: is defined as a measure of the likelihood that an error will occur in the
dissemination of information acquired/extracted/transmitted in a wireless sensor network
(WSN).

e Path Weakness: is a game-theoretic metric used to measure the qualitative performance of
different routing mechanisms in WSNs. The approach uses qualitative performance as a Qol
characteristic and uses a sensor-centric concept. According to the article, path weakness is
calculated by considering the probability that an attacker can successfully launch an attack on
a given path in the network. The higher the path weakness, the more vulnerable the path is to
attacks and therefore, lower its Qol.

¢ Transient Information level: is a key metric used to define the Qol assigned to a message ina WSN.
According to the article, transient information level is defined as the product of information and
projected physical distance of that information from destination node. In other words, transient
information level takes into account both the amount of information being transmitted and
how far it needs to travel to reach its destination. This approach is relevant to Qol information
transport block as attributes related to information transport such as timeliness of information
are used.

* Peak Signal-to-Noise Ratio (PSNR): is a metric used to measure the quality of a reconstructed
signal compared to its original form. It is commonly used in image and video processing
applications to evaluate the fidelity of the reconstructed signal. However, this approach only
focuses on accuracy and does not consider other attributes such as timeliness for timely arrival
of information for decision making.


https://doi.org/10.20944/preprints202401.1144.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 15 January 2024 doi:10.20944/preprints202401.1144.v1

6 of 18

2.3. Knowledge

This stage of the data cycle implies historical data to make adequate conclusions for the
decision-making process. The criteria we will be based on are those used in Data Mining to evaluate
the learning quality. We can give as examples:

¢ Recall: is a metric used to evaluate the performance of a classification model in machine learning.
It measures the proportion of actual positive cases that were correctly identified by the model,
out of all positive cases in the data set.

¢ False-positive Rate: is another metric used to evaluate the performance of a classification model
in machine learning. It measures the proportion of negative cases that were incorrectly classified

as positive by the model, out of all negative cases in the data set.
¢ Opverall Success Rate: is somehow a combination of both Recall and False-positive rate. In other

words, it is the proportion of negative cases that were correctly classified as negative by the
model as well as positive cases correctly identified by the model.

As discussed before, the data quality criteria used can differ from a data-delivery model to another.
Also, some criteria might be more important in some delivery models than in others, or more important
in some applicative use cases than in others, etc.

3. QoIS Improvement techniques

3.1. Data Cleaning

Improving the quality of data in a WSN can be achieved by addressing the issue of unreliable data
due to numerous errors in the network, which can have a significant impact on applications that rely
on this data. The article [19] proposes a set of quality indicators and metrics, including data volume,
completeness, accuracy, and consistency, and describes a cleaning strategy based on these indicators.
The proposed method is evaluated through simulations, and the results show that it can effectively
improve the quality of data in WSNs. This data cleaning strategy relying on volume, completeness,
accuracy and consistency as data quality criteria consists of two main steps:

¢ Identifying and measuring quality indicators and metrics. This article identifies four quality
indicators: data volume, completeness, accuracy, and consistency. For each indicator, the article
proposes a set of metrics that can be used to measure its value. For example, the data volume
indicator can be measured by counting the number of data points collected by each node in the
network.

¢ Applying a cleaning strategy based on these indicators taking into consideration the relationships
between indicators : step, the article proposes a cleaning strategy based on these indicators. This
cleaning strategy consists of three main steps:

- Identifying errors in the data using the quality metrics.
- Repairing or removing errors using appropriate techniques such as interpolation or outlier

detection.
- Validating the cleaned data using additional quality metrics.

The article suggests that this cleaning strategy should be applied iteratively until an acceptable
level of data quality is achieved. The article also notes that care should be taken to avoid over-cleaning
or under-cleaning the data, as this can lead to further errors or loss of information.

Overall, this method provides a systematic approach for improving data quality in WSNs by
identifying key quality indicators and applying appropriate cleaning techniques based on these
indicators.

There are two main positive correlations between two data indicators among the 4 indicators
previously discussed (volume, completeness, time-related and correctness) [19] :
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¢ Completeness is positively correlated with data volume.
¢ Time-related indicator is positively correlated with correctness.

Taking into account these correlations, the cleaning strategy follows these steps:

¢ Calculate the volume indicator of data set D
¢ If the volume indicator is larger than a given threshold then:

— Clean the data set by completeness indicator: identify missing or lost data points and then
use appropriate techniques such as interpolation or extrapolation to fill in the missing
values. The article notes that different interpolation techniques can be used depending on
the characteristics of the data set, such as linear interpolation, cubic spline interpolation, or
kriging.

— Clean the data set by time-related indicator: the algorithm is based on the assumption
that the time interval between two consecutive data collections is constant. The algorithm
identifies and removes outliers by comparing the time interval between two consecutive

data collections with a predefined threshold value.
— Clean the data set by correctness indicator: identify and remove outliers based on statistical

analysis of the data set.

After each round of cleaning, it is important to validate the cleaned data set using additional
quality metrics such as accuracy, precision, and recall. This helps ensure that new errors are not
introduced during the cleaning process and that important information is not lost.

The initial two steps are employed to assess whether the cleaning process is required. The volume
indicator gauges the size of the collected data. If the size is exceptionally small, it could indicate
potential issues with the network, such as problems with collection or transmission modes. In such
cases, the system may struggle to gather sufficient data, resulting in very low reliability for the collected
information.

This cleaning strategy results in having a better data quality indicators (completeness, time-related,
correctness) of the sensed data set.

The authors of [22] propose a method for outlier detection using Mahalanobis distance based on
kernel principal component analysis (KPCA). KPCA calculates mappings of data points, transforming
the data into another feature space and effectively separating exceptional points from normal data
distribution patterns. Experimental results demonstrate that KPCA is proficient in detecting irregular
values quickly and effectively.

In [23], the authors present a network outlier cleaning method based on the correction of outlier
values using wavelet and distance-based dynamic time warp (DTW) outlier techniques. The cleaning
process is integrated into the multi-hop data forwarding process, utilizing neighbor relationships in
the hop-based routing algorithm. Experiments validate the effectiveness of this method in cleaning
abnormal sensing data.

[24] leverage the radial basis function for data restoration in WSNs. Additionally, [20] propose
a Kd-tree-based K-nearest neighbor (KNN) data restoration algorithm using weighted variance and
weighted Euclidean distance. Using these metrics, a binary search tree for k-dimensional non-missing
data is built. The weight size is inversely proportional to the data loss indicator and proportional to
the variance of the indicator.

Addressing time-dependent sampling jitter, [25] focus on eliminating non-uniform sampling
time series by employing linear interpolation to correct data errors. The algorithm calculates a linear
function by intercepting the two preceding and subsequent data points around problematic data
points in the time series. This approach aims to obtain estimates close to the true values at the correct
sampling time, effectively eliminating inaccuracies in data due to node sampling jitter through regular
WSN data sets sampling.
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3.2. Data Selection and Transmission

Proceeding in sensory data management by selection and transmission aims to maximize the Qol
of the sensory data while eliminating the redundancy under the constraint of network resources [18],
which leads to an overall increase in the QoIS of the WSN.

The procedure tends to maximize the quality of decision-making by improving the data selection
and transmission phases in order to select and transmit data from most reliable sensor nodes, also, by
taking into account the resource constraint of the network.

The reliability of a sensor node is defined in the article as the degree to which a sensor node
contributes to the classification mission (decision making phase), and can be estimated through
exploring the agreement between this node and the majority of others. The authors propose metrics to
estimate reliability based on the clustering results of sensor nodes. By comparing the clustering results
of each node with those of its neighbors, they can calculate a reliability score for each node that reflects
its contribution to the classification task. The higher the score is, the more reliable the data provided
by that node is.

In other words, in a general case, the reliability of a sensor node is its contribution to the decision
made by the network’s decision making support system. In a scheme where sensor nodes send
clustered data to the sink, it is the level to which the clustering result of the node agrees with those of
the majority of other nodes.

Therefore, in order to improve Qol and reduce redundancy in data transmission, the paper
proposes a data selection and transmission scheme that selects a subset of sensor nodes based on
their reliability and redundancy scores and transmits their data to the sink for decision aggregation.
The authors also propose metrics to estimate reliability and redundancy based on clustering results
and use them to formulate an optimization problem that aims at maximizing Qol while eliminating
redundancies under resource constraints.

In order to pursue the resolving of this optimisation problem, and perform the best possible
selection of sensor nodes to transmit their data, the article defines the two metrics: reliability to
maximize and redundancy to minimize.

The reliability metric is formulated based on the clustering results of sensor nodes. The authors
propose a novel online algorithm to estimate the Qol of individual sensor nodes through exploring
their clustering results reported to the sink of each mission. The reliability can be established by
calculating the entropy and thus the degree of impurity of a sensor node data.

In contrast to decision aggregation, which works offline on all the collected data, sensor selection
calls for a online mechanism which can adaptively determine the set of sensor nodes to transmit based
on their recent data’s quality of information. The criteria to assess data’s quality of information in this
method is reliability, which is incrementaly estimated using Incremental Reliability Estimation (IRE)
Algorithm.

The algorithm operates with a sliding time window that encompasses a specific number of events.
Qol estimates are automatically updated as events within the window are refreshed. Additionally,
each source node updates its clustering result through either re-clustering or incremental clustering.
Subsequently, the clustering results of newly arrived data are reported to the sink node for each
collecting mission (collecting the average temperature is a collecting mission for example) where the
IRE algorithm is invoked.

The redundancy metric is formulated based on the clustering results of sensor nodes. The authors
propose a metric to measure the redundancy between two sensor nodes through investigating the
similarity of their clustering results.

The redundancy score between two nodes is calculated as the ratio of the number of common
clusters to the total number of clusters reported by both nodes. The higher the redundancy score is,
the more similar their clustering results are, and thus, the more redundant their data is.

The objective of the selection phase is to first estimate the reliability of each sensor node, then,
according to available resources (the article highlights the bandwidth constraints) and data redundancy
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constraint, select the most reliable sensor nodes to transmit their data to the sink. Then, the transmission
phase routes and schedules the data transmitted packets to respect the bandwidth constraints.

The data selection and transmission procedure results in having a better Qol in terms of reliability
and less redundancy while respecting resource constraints.

Data selection scheme can also follow a Bayesian approach [26]. The approach in this article
involves selecting observations that minimize uncertainty about the variables of interest while also
minimizing the required number of observations. The authors use Gaussian processes to model the
data and detect change points and faults in the system. The method also takes into account the cost
associated with taking observations, such as battery energy or computational cost. This is presented in
the literature as the ActiveDataSelection. Other works discuss this topic such as [27], [28].

3.3. Data Approximation

Data approximation in WSN collect data from environments at a discrete point of time, so it gives
an approximation of the continuous state. Approximate answers are good enough for most of the
applications specially in the domain of environment monitoring where WSN has become an excellent
solution. [29]

The article [30] discusses the challenges of collecting periodic data in WSNs, which are often
battery-powered and deployed in hard-to-reach areas for prolonged periods. The authors propose a
solution architecture called 2PDA (2-Phase Data Approximation). An initial version of this architecture
was published in [31] . The 2PDA architecture can help extend the network’s lifetime by reducing the
amount of data transmitted while maintaining a high level of accuracy. In other words, the solution
tends to maintain the accuracy criteria while reducing the energy consumption by reducing the amount
of transmitted data.

The 2PDA architecture is based on temporal correlation between sensor readings, which allows
for accurate approximation of missing data points. The authors evaluate the performance of 2PDA
using simulation experiments and show that it can significantly reduce energy consumption while
maintaining a high level of accuracy. The technique is based on linear regression method and
very light-weight in implementation. Also, it considers application precision at each step of data
approximation. If the application precision is satisfied it models the sensor data and transmits only the
parameters, otherwise, data is performed without any approximation.

The work as described in the article is based on two algorithms: CORRELATED and LSM. The
first one is used to determine whether there is a correlation between the sensed variable and time. if
it is the case then LSM algorithm computes parameters (slope and y-intercept) to approximate the
data to send and transmit the two parameters instead of the whole sensed data packet. If the first
algorithms outputs that there is no correlation, raw data is sent instead with no approximation.

3.4. Data Compression

Data Compression techniques aim to reduce the amount of data transmitted over wireless channels
in WSNs [32][33]. These techniques can help reduce power consumption, which is a critical problem
affecting the lifetime of WSNs. By reducing the amount of data that needs to be transmitted between
nodes, data compression can also help to reduce the required inter-node communication, which is the
main power consumer in WSNs. This can lead to longer network lifetimes and more efficient use of
limited resources such as battery power. Additionally, data compression can help to reduce network
congestion and improve overall network performance by reducing the amount of data that needs to be
transmitted and processed by individual nodes.

The data compression techniques as well as the aggregation techniques are used to minimize
the amount of data to be transmitted over a WSN. Since radio communications between the nodes is
the biggest energy consumer, limiting the cost of these communications can improve significantly the
WHOSN lifetime in terms of energy. Data compression, by reducing the size of transmitted data over the
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network, reduces the cost of communication between each node which helps improving the lifetime of
the whole network.

The article provides a comprehensive review of existing data compression approaches in WSNs.
Numerous data compression algorithms can be found in the literature. Many of them can be used in
the case of WSNs. We can cite some of the most commonly used algorithms:

¢ Discrete Cosine Transform (DCT): is a mathematical technique that converts a signal or image
from its spatial domain into its frequency domain. It is similar to the Fourier Transform, but
it uses only real numbers and cosine functions instead of complex numbers and sine/cosine
functions. The DCT is widely used in image and video compression algorithms, such as JPEG
(Joint Photographic Experts Group) and MPEG (Moving Picture Experts Group), because it can
efficiently represent signals with smooth variations in their frequency content [33]. The DCT
coefficients can be quantized and encoded using lossy or lossless compression techniques to
reduce the amount of data needed to represent an image or a video stream without significant
loss in visual quality.

* Discrete wavelet transform (DWT): is a mathematical technique that decomposes a signal or
an image into a set of wavelets, which are small waves that can capture localized features or
details in the signal. Unlike the Fourier Transform, which uses only sine and cosine functions to
represent signals in their frequency domain, wavelets can be designed to have different shapes
and scales that can better capture different types of features in a signal [33]. The DWT is widely
used in image and video compression algorithms, such as JPEG2000, because it can efficiently
represent signals with both smooth variations and sharp edges or details in their frequency
content.

¢ Differential Encoding: is a simple data compression technique that is commonly used in WSNs.
The basic idea behind differential encoding is to encode the difference between consecutive
data samples instead of encoding the actual data values themselves [34]. This can be useful in
cases where the data being transmitted has a high degree of correlation or similarity between
consecutive samples. In differential encoding, the first data sample is transmitted as-is, while
subsequent samples are encoded as the difference between the current sample and the previous
one. This difference value can be represented using fewer bits than the original sample value,
resulting in a reduction in the amount of data that needs to be transmitted. At the receiver end,
the original data can be reconstructed by adding up all of the difference values starting from
the first sample. Differential encoding can be particularly effective for applications where small
changes in sensor readings are more important than absolute values, such as temperature or
humidity monitoring. However, it may not be suitable for applications where large changes in
sensor readings need to be accurately captured and transmitted.

¢ Run-Length Encoding (RLE): is a data compression technique used in WSNs. The basic idea
behind RLE is to represent long sequences of repeated data values with a single symbol or
code. This can be useful in cases where the data being transmitted has long runs of identical or
similar values [35]. In RLE, the data stream is scanned for runs of consecutive identical values.
Each run is then replaced with a code that represents the length of the run and the value being
repeated. For example, if a sequence of 10 zeros is encountered, it can be replaced with a code
that represents "repeat 0 ten times". This can result in significant reductions in the amount
of data that needs to be transmitted, especially for applications where long runs of identical
or similar values are common. At the receiver end, the original data can be reconstructed by
decoding each run code and repeating the corresponding value for the specified number of times.
RLE is a simple and efficient compression technique that can be implemented using minimal
computational resources, making it well-suited for use in resource-constrained WSNs. However,
it may not be as effective for compressing more complex or diverse types of data.

¢ Huffman Coding: is a popular data compression technique that is commonly used in WSNs. The
basic idea behind Huffman coding is to assign variable-length codes to different symbols based
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on their frequency of occurrence in the data stream [36] [37]. Symbols that occur more frequently
are assigned shorter codes, while symbols that occur less frequently are assigned longer codes.
In Huffman coding, a binary tree is constructed based on the frequency of occurrence of each
symbol in the data stream. The most frequent symbols are placed near the root of the tree, while
less frequent symbols are placed further away from the root. Each symbol is then assigned a
unique binary code based on its position in the tree. The resulting code is a prefix code, which
means that no code word is a prefix of any other code word. At the receiver end, the original
data can be reconstructed by decoding each code word using the same binary tree used for
encoding. Huffman coding can be very effective for compressing data streams with non-uniform
symbol frequencies, such as text or image data. However, constructing an optimal Huffman
tree requires knowledge of the frequency distribution of symbols in advance, which may not
always be available in real-world applications. The authors of [37] show that given general
knowledge of the parameters that must be monitored, conventional Huffman coding can be
used to compress the data collected by the sensor nodes. When the data consists of integer
measurements, the Huffman dictionary computed using statistics inferred from public datasets
often approaches the entropy of the data. This allows for efficient compression of data with
minimal loss of information, making it a suitable method for use in WSNs.

¢ Lempel-Ziv-Welch (LZW) Compression: considered as a lossless data compression algorithm, it
is commonly used in WSNs. The basic idea behind LZW compression is to replace frequently
occurring sequences of symbols with shorter codes, thereby reducing the overall size of the data
stream [38]. In LZW compression, a dictionary of symbol sequences and their corresponding
codes is built up as the data stream is processed. Initially, the dictionary contains all possible
single symbols in the data stream. As the data stream is processed, frequently occurring symbol
sequences are added to the dictionary and assigned shorter codes. At the encoder end, each
symbol sequence in the data stream is replaced with its corresponding code from the dictionary.
The resulting code sequence can be transmitted using fewer bits than would be required to
represent each symbol individually. At the receiver end, the original data can be reconstructed
by decoding each code and using the same dictionary used for encoding. LZW compression
can be very effective for compressing text or image data streams with repetitive patterns or long
runs of identical symbols. However, it requires more computational resources than some other
compression techniques and may not always be suitable for use in resource-constrained WSNs.

¢ Arithmetic Coding: the basic idea behind arithmetic coding is to represent a sequence of symbols
as a single fractional value between 0 and 1, which can then be encoded using fewer bits than
the original sequence [39]. In arithmetic coding, each symbol in the data stream is assigned
a probability based on its frequency of occurrence. A cumulative probability distribution is
then constructed by adding up the probabilities of all symbols up to and including the current
symbol. The entire data stream can be represented as a single fractional value within the
range defined by the cumulative probability distribution. At the encoder end, the fractional
value representing the entire data stream is then converted into a binary code using fewer
bits than would be required to represent each symbol individually. At the receiver end, the
original data can be reconstructed by decoding each binary code and using the same probability
distribution used for encoding. Arithmetic coding can be very effective for compressing data
streams with non-uniform symbol frequencies, such as text or image data. However, it requires
more computational resources than some other compression techniques and may not always be
suitable for use in resource-constrained WSNs.

* Burrows-Wheeler Transform (BWT): is a lossless data compression technique that is commonly
used in WSNs. The basic idea behind BWT is to rearrange the symbols in a data stream to
create a new sequence that has more repeated patterns, which can then be compressed more
effectively [40]. In BWT, the original data stream is first transformed into a matrix of all possible
cyclic permutations of the symbols in the stream. The rows of this matrix are then sorted
lexicographically to create a new matrix. The last column of this new matrix is then extracted
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and used as the transformed data stream. At the encoder end, this transformed data stream
is then compressed using techniques such as run-length encoding or Huffman coding. At the
receiver end, the original data can be reconstructed by reversing the BWT process. BWT can
be very effective for compressing text or image data streams with repetitive patterns or long
runs of identical symbols. However, it requires more computational resources than some other
compression techniques and may not always be suitable for use in resource-constrained WSNs.

¢ Prediction-Based Compression: is a data compression technique that is commonly used in WSNs.
The basic idea behind prediction-based compression is to use the correlation between adjacent
data samples to predict the value of the next sample, and then encode the difference between
the predicted value and the actual value [41]. In prediction-based compression, a model is first
created to predict the value of each sample based on its previous samples. This model can be as
simple as a linear predictor that uses a weighted sum of the previous samples, or it can be more
complex, such as an auto-regressive model that uses a linear combination of past samples and
past prediction errors. At the encoder end, each sample in the data stream is predicted using this
model, and then the difference between the predicted value and the actual value is encoded using
techniques such as Huffman coding or arithmetic coding. At the receiver end, these differences
are decoded and added back to the predicted values to reconstruct the original data stream.
Prediction-based compression can be very effective for compressing data streams with high
temporal correlation, such as audio or video data. However, it requires more computational
resources than some other compression techniques and may not always be suitable for use in
resource-constrained WSNs.

Lossless data compression techniques are prefered such as Lempel-Ziv-Welch, Burrows-Wheeler
Transform or Prediction-Based Compression. However, the authors noted that while these techniques
can be effective for compressing data streams with repetitive patterns or high temporal correlation,
they may not always be suitable for use in resource-constrained WSNs due to their computational
requirements.

3.5. Data Prediction

Prediction methods aim to reduce the amount of transmitted data in WSNss [42]. We can classify
these methods under two categories : Single Prediction Scheme (SPS) and Dual Prediction Scheme
(DPS) according to each prediction scheme category, the article makes distinction between schemes
that have the model generated at the Cluster Head / Sink and the ones that have their model generated
in the sensor nodes.

¢ Single Prediction Scheme:

In this category, prediction is made in a single point of the network (sensor or cluster head/ sink).
For example, the Cluster Head has the capability to anticipate the data obtained from sensor
nodes and independently determine the optimal timing for acquiring additional measurements,
taking into account the reliability of the predictions. Alternatively, sensor nodes can forecast
alterations in their environment, enabling them to circumvent unnecessary measurements (and
consequently unnecessary transmissions).

— Model generation in the Cluster Heads / Sink:

Given that Cluster Heads (CHs) / Sinks possess greater computational power and
energy resources, they can formulate sophisticated prediction models and make crucial
decisions regarding the WSN’s operation without compromising the Qol delivered by the
measurements. In this case, the sensor nodes are tasked solely with their fundamental
functions, which involve measuring environmental parameters and transmitting the raw
data gathered by their sensors.
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In environmental monitoring, the data sensed by nodes typically exhibit spatio-temporal
correlations, facilitating the creation of probabilistic models. This allows for the
approximation of data to well-known distributions and the assignment of confidence
levels to predictions. As a result, the number of transmissions is minimized, as CHs predict
measurements and locally verify whether the necessary Qol constraints are met or not.
Examples of this model generation scheme include adaptive sampling, topology control,

and clustering.
— Model generation in the Sensor Nodes:

The prediction is made at the level of the sensor nodes. Considering the potential constraints
on the computing power of sensor nodes, decisions regarding predictions can be supported
by the data from their neighboring nodes, making the process distributed. For example,
rather than transmitting every measurement to the Cluster Head (CH), a sensor node may
autonomously decide not to transmit if it observes that the measurements from its neighbors
are adequate for accurately monitoring its region.

e Dual Prediction Scheme:

In this category, predictions are made in CHs and Sensor Nodes in a simultaneous way. The
underlying concept of such mechanisms is that sensor nodes possess the capability to generate
the same "a priori" knowledge as CHs. However, sensor nodes can independently verify the
accuracy of predictions locally, thereby avoiding unnecessary transmissions.

— Model generation in Cluster Heads/Sink:
This scheme capitalizes on the asymmetric distribution of computational power in Wireless
Sensor Networks (WSNs): Cluster Heads (CHs)/Sinks typically have more abundant
resources, including cheaper energy sources, as well as more memory and processing
power, compared to ordinary sensor nodes primarily utilized for measuring and reporting
environmental data. Sensor nodes transmit their current measurements to the CHs, enabling
them to locally, based on the received values, generate new prediction models for each
sensor node, update and transmit new model parameters and error acceptance levels to
their sensor nodes. Decisions can be made at the level of the CH, for example the Dual
Kalman Filter can be employed, leveraging spatial correlations among measurements from
various sensor nodes. Subsequently, the CHs assess their capacity to compute multiple
prediction models for each sensor node and opt for the most suitable one based on the
received measurements. Alternatively, decisions are made locally within the sensor nodes,
using methods such as GP (Gaussan Process) Regression. In this context, each sensor must
forecast the information it is about to sample and adapt its sampling schedule in accordance
with energy constraints. The goal is to maximize the information collected during a specific

time interval.
— Independent model generation:

This scheme relies on an "initialization phase," which is a designated period during
which sensor nodes report all the data they have generated to CHs. The purpose of the
initialization phase is to ensure that CHs possess comprehensive information about the
environment before any prediction model is generated. Following the initialization, CHs
can generate prediction models similar to those in the sensor nodes without requiring
additional transmissions. Subsequently, both entities commence predicting values, with the
advantage that sensor nodes can locally verify the accuracy of predictions. If a prediction
is deemed inaccurate, the sensor nodes may transmit the actual measurement as needed.
Consequently, sensor nodes have the option to regularly report data to CHs in cases of
prediction inaccuracies or refrain from reporting any sensor reading if the predictions are
deemed sufficiently accurate.

Decisions can be made in the CH/Sink, CHs have the capability to adjust the operation of
sensor nodes based on the potential savings that predictions may bring. CHs assess the
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cost-effectiveness of making predictions in sensor nodes by calculating the relationship
between prediction accuracy, the correlation between measurements, and the error
tolerance acceptable to the user. This evaluation guides CHs in determining whether it is
advantageous to implement predictions in sensor nodes or not. Otherwise, decisions can
be made in the sensor nodes. Sensor nodes may possess the capability to make additional
decisions contingent on the accuracy of predictions. They can autonomously choose to
aggregate data received from neighboring nodes by excluding measurements that fall within

their confidence interval, rather than forwarding them to the CHs.
— Model generation in sensor nodes:

Sensor nodes can generate prediction models by distributed knowledge in the WSN. It can
be dessiminated from one node to its neighbors, providing additional information about the
surroundings enhances each node’s capacity to compute more accurate prediction models
before transmitting their parameters to the CH/Sink.

There are different categories of predictions models adopted in the case of data reduction in WSNs
[42]. The main largely utilized models are: Time Series methods, Regression methods and Machine
Learning techniques.

¢ Time Series methods:

A time series is a series of data points, typically comprised of observations recorded over a
specific time interval and arranged in chronological order. A time series prediction model takes
as input a time series to generate predictions. These predictions are expressed as a function of
past observations and their corresponding time. Typically, this function is defined by parameters
calculated based on previous observations. These parameters should be updated over time since
the environment may evolve and change. There are many time series methods. The most popular
are: the naive approaches, the Auto-regressive (AR), the Moving Average (MA), the Exponential
Smoothing (ES) and the Auto-regressive Integrated Moving Average (ARIMA) [43].

* Regression methods:
Regression methods take a different approach compared to time series methods. Rather than
relying solely on past values for predictions, they also predict measurements based on different
types of measurements. For example, when a value is observed by one sensor node, a regressive
model can be employed to predict the value that would be observed by another sensor node.
The main regression methods used in WSN data reduction paradigm are: the Linear Regression,
the Kernel Regression, the Gaussian process regression and the Principal Component Analysis
(PCA). [44]

¢ Machine Learning techniques:
Machine Learning techniques have found applications in various solutions for WSNs across
different levels, including routing, medium access control, and event detection. Among these
solutions, Artificial Neural Networks stand out as the only ones specifically applied to reduce
the number of transmissions in a WSN. [45].

Different Neural Networks can be employed to reduce transmissions in WSNs and consequently
reduce energy consumption [46]. Some of these Neural Networks are Self Organizing Maps
(SOM), Back Propagation (BP), Radial Basis Function (RBF)... etc.

Other data prediction methods exist in the literature such as the multi-node multi-feature
(MNMF) [47], based on bidirectional long short-term memory (LSTM) network for WSNSs.
The proposed method considers the spatial-temporal correlation among sensory data, and
aims to improve data quality and reduce unnecessary data transmission. The authors use the
quartile method and wavelet threshold de-noising method to improve data quality, and then
use the bidirectional LSTM neural network to learn prediction features. Experimental results are
provided in [47] to demonstrate the effectiveness of the proposed MNMF method in improving
prediction accuracy compared to other existing methods.
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Sampling methods aim to reduce correlations in communicated data. Sampling can be based
on a prediction model that relies on a neural network which performs an adaptive, data-driven, and
non-uniform sampling [48]. The neural algorithm is designed to forecast sensor measurements and
their uncertainties, enabling the system to minimize communications and transmitted data. Specifically,
a multilayer perceptron (MLP) network is employed for this purpose.

We summarize the improvement techniques cited before, and the advantages and disadvantages
of each one in the Table 2.

Table 2. QoIS Improvement techniques and their advantages/disadvantages.

Method Improved criteria Advantages Disadvantages References
Depends on the cleaning [19] [22]
Data Cleaning ~ scheme: completeness, o Increases network e May require significant [23] [24]
correctness, volume, performance by prioritizing computational resources [25]
availability, ~effectiveness, high-quality data, based on * Effectiveness may depend on
accuracy, timeliness, etc. the chosen criterion. the data characteristics.
¢ Can be customized to specific * May not be suitable for all
data sets based on their types of data or networks.
o e May require significant
characteristics. .
expertise.
Reliability and Redundancy [18] [26]
Selection and Transmission ¢ Maximizing the reliability of ¢ Require significant  [27] [28]
sensory data. computational resources
¢ Eliminating redundancies. to implement.
* Maximally” utilizing  the * May not be suitable for all
network resources. sensor network applications.
Accuracy, Reliability and Extends the lifetime of sensor nodes [29] [30]
Approximation Energy efficiency by reducing the amount of data e Lacks practical [31]
transmitted while maintaining a implementation.
high level of accuracy. ¢ Performance under different
network topologies.
* The impact of data loss on
accuracy.
Entropy, Probability of error [32] [33]
Compression  and Energy efficiency. * Reduced data transmission ¢ Increased computational  [34] [35]
time and energy complexity and processing [36] [37]
consumption. time. [39] [38]
* Reduced bandwidth * Reduced data fidelity and [40][41]
requirements. uality.
e Increased data security and e Limited compatibility with
privacy. certain types of data.
¢ Increase implementation
costs.
Accuracy, Timeliness and [42] [43]
Prediction Energy efficiency e Reduced energy * Increased complexity. [45] [46]
consumption. N Rgducead precision. [47]
¢ Improved accuracy. * Limited applicability.
¢ Reduced network traffic.
Energy efficiency [48]
Smart Sampling e Reduced power consumption. * Reduced accuracy

Reduced network congestion.
Cost-effective.

Limited applicability.

4. Conclusions and Future work

In conclusion, this article has presented a novel view of Quality of Service (QoS) in Wireless Sensor
Networks (WSNs) : Quality of Information Service (QolS). Also, it surveyed data-driven approaches to

assess and improve the QoIS in WSNs. We brought criteria found in the literature to estimate the QolS,
and have discussed the main challenges in deploying WSNs at a large scale. We presented some of
the state-of-art techniques used to improve the QolS such as data selection and transmission schemes,
compression and prediction, techniques that aim to maximize the Quality of Information (Qol) while
eliminating useless energy consumption. Furthermore, we came to the general conclusion that every
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data-driven technique can lie either under the prediction scheme type or the compression type, since
approximation and cleaning can be viewed as a compression technique while smart sampling and
selection/transmission can be viewed as a prediction technique. We can conclude that these two
types of techniques (compression and prediction) are the main techniques used to reduce the energetic
cost of data acquisition and dissemination in a WSN. Data prediction aims to reduce energy costs
of the perception and the transmission phases while compression techniques reduce energy costs of
the transmission phase. This makes prediction more suitable for event-driven delivery models and
compression more suitable for continuous delivery models of WSNs.

Exploring QolS improvement techniques and their pros and cons led us to emphasise the
importance of the prediction techniques since it can decrease the amount of both perceived and
transmitted data and consequently lead to a more optimal energy use. Prediction techniques based
on Distributed Artificial Intelligence, by making the WSN act as a Multi-Agent System powered by
a pre-trained neural network, can make the best improvement on energy consumption in a WSN
especially in the application cases of environment monitoring and smart agriculture since the sensors
generally only rely on limited power supply. Our future work will focus on implementing a Distributed
Artificial Intelligence (DAI) in the edge of a WSN to efficiently predict data/information and avoid
energy draining for a long-lasting monitoring device in an Agriculture 4.0 use case.
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