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Abstract: In blockchain ecosystems, maintaining transparency and privacy has become an ethical 

dilemma. This is because, while certain specific information of the user is shared to ensure 

transparency of transactions across networks, such information could be detrimental to the user, as 

there is a possibility of it being tampered with. For instance, in the Catalyst voting process in Cardano, 

users can still see the amount of ADA tokens being held by other users, which can influence their 

voting options, especially when large ADA holders vote in support of certain ideas or proposals. To 

discourage such challenges as voter manipulation and vote buying, this study proposed the 

implementation of zero-knowledge proof in blockchain ecosystems to enhance the transparency of 

the catalyst voting process and enhance efficiency and speed of result release. Using survey 

questionnaire and a multivocal literature review, this study was able to proof that ZKP cannot only 

be applied in the catalyst voting process to enhance its transparency, but also addressed potential 

challenges to its applications such as scalability, encourage trust and fairness of the voting system, 

and improve voter participation due to its user-friendliness.  

Keywords: zero knowledge proof; blockchain technology; Cardano; catalyst; voting; transparency; 

privacy; ADA; decentralization; equity; security.  

 

Introduction 

With the increasing rate of information sharing using wireless networks and electronic 

communication means, the need for privacy also increases. The internet has blurred the boundaries 

between reality and imagination, causing data, which is originally immaterial, to be more substantial 

and relevant, and completely indispensable in today’s world. As a result of that, the existential 

blueprint of a person is tied to their digital footprints. Thereby increasing the urgency of protecting 

data [23]. Based on this demand, disruptive technology solutions like blockchain have come up to 

enable traceability, immutability, protection and sharing of data, in a way that unites public trust and 

builds legitimacy. However, blockchain, although traceable and immutable, does not entirely account 

for privacy and transparency as specific sensitive data embedded in codes, can be divulged [23]. To 

strengthen the transparency of blockchain while protecting sensitive data of users, zero knowledge 

proof (ZKP) was invented.  

ZKP is a cryptographic tool that enables a sharer or sender to prove the originality or 

authenticity of an information or piece of data, without exposing sensitive information [23]. The 

exposure of certain sensitive information via blockchain networks such as sender and receiver 

address and transaction amount, can be used for malicious intent by hackers, which can be 

detrimental to organisations in ways that include reputational damage, legal liabilities and 

operational disruptions. A more significant risk is the case of identity theft which becomes 

pronounced through unauthorised access to financial data, falsified records to leverage tax 
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incentives, or committing other crimes using the stolen identity [23]. By embedding the ZKP into a 

significantly secure platform like the blockchain technology or BCT, the privacy concerns that are 

elusive to the BCT will be addressed. 

Background of the Study 

ZKPs are the building blocks of privacy in today’s world, as they can prove digital signature 

schemes, electronic voting, verifiable computing and user identification protocols [11]. It works by 

enabling a prover to convince a verifier without tampering with sensitive information. To achieve 

this, it ensures three key elements are satisfied, and they include:  

– completeness: ascertaining the availability of a witness to the trueness of a statement  

– soundness: where a falsifier fails to prove the content of a statement or computation  

– zero- knowledge: the verifier only confirms the truism of a statement and nothing else.  

In practice, the proof of knowledge is necessary, which underscores the strength of the 

soundness element by requiring the prover to effectively obtain a witness for the statement after 

convincing the verifier. The satisfaction of these three elements is either done perfectly, 

probabilistically or through computational restrictions [11]. 

Tyagi and Kathuria [18], identified the actions that are key in the mechanism of ZKP which 

include witness, challenge and response, working collaboratively to prove a statement without 

divulging restricted data. Here, the witness act involves a prover (A) setting random questions that 

can be answered correctly, then chooses one out of the questions, calculates a proof and sends it to 

the verifier (B). The challenge act is the phase where the verifier chooses a question from the set of 

questions and sends to the prover to answer, which results in the response stage where A calculates 

the answer and sends to B as a confirmation that A knows the secret. This process can be repeated by 

B several times to ensure that A is certain of their answer.  

In blockchain, smart contracts are used to enhance flexible transactions through the transfer of 

trust from trusted parties to the cryptocurrency. This encourages fair exchange of goods, services and 

data. A specific case of this is via the use of zero-knowledge contingent service payments (ZKCSP) 

where users can lock their funds using puzzles, which can only be released once a solution is 

provided. For the consensus algorithm to be effective, transaction data must be publicised and 

verifiable, while sensitive data is still protected.  

There are two main types of ZKP which are the interactive ZKP and non-interactive ZKP.  

The interactive ZKP involves an iterative process to prove a statement between the prover and 

the verifier. It leverages a challenge-response process and can involve multiple rounds of interaction 

until a statement is confirmed to be true by the verifier without knowing sensitive information.  

In the non-interactive process, the verifier confirms a statement is true even without requiring a 

direct communication with the prover. It is mostly applicable in situations where direct 

communication is not feasible, and therefore does not involve a series of interactions.  

Tyagi and Kathuria [18] identified challenges of ZKP application, and they are:  

– scalability: the computing power of algorithms must be constantly increased to function at a 

high level after it has been dispensed.  

– restriction: all data is lost when the prover or creator of a transaction loses their personal 

information  

– demand more computing power: there are 2000 possible calculations per ZKP transaction, and 

they require individual and specified number of processing time  

– unavailability of standards, unified language, and systems to enable developers to leverage the 

full potential of ZKP. 

Statement of Problem 

Studies have shown that ZKP-based blockchain ecosystems perform better in strengthening the 

privacy concerns of blockchain, while achieving privacy in the process [5,10,21]. Based on this 
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evidence, especially relative to the Aleo and Mina ecosystems whose operations are like the catalyst 

voting process in the Cardano community, ZKP can also be employed to enhance transparency and 

integrity of voting in the ecosystem. However, this is easier in theory and is laced with several 

complexities in practice [13]. The implementation of the ZKP in the voting system can give rise to 

excess complexities in the vote tallying process. This is because ZKPs require the verification of 

cryptographic proofs to be generated, and this is an immense computational and time-consuming 

process, especially when the election concerns a high number of voters [13]. The specific ZKP scheme 

and the complex voting protocol’s logic will have a direct impact on how the vote tallying process 

performs as well as its scalability, hence have significant effects on the speed, efficiency and user 

experience [8]. The goal of this study is to enable developers to access the nuanced details of ZKP 

application and to seek clarity in a way that is assuring for the projects they intend to execute or build 

using ZKP. 

Justification of Study 

A resource intensive or highly slow vote tallying process can give rise to delays in the 

announcement of election results which can hamper public trust and confidence in the process [8]. 

This will further discourage the electoral process if it is not timely. In addition, how complex the ZKP 

tallying process is can dissatisfy the user experience of voters. When the voting process is even 

slightly perceived to be difficult or slow, it can prevent voters from participating, thereby reducing 

the overall turnout [3]. It is therefore imperative that a delicate balance is maintained between the 

security and privacy assurance provided by ZKPs and the user-friendliness of the interface enhances 

voter experience. This study therefore investigates the potential application of ZKP in the catalyst 

voting process and examines the community feedback on the potential outcomes of ZKP to enhance 

transparency of voting. The findings from this study will serve as a blueprint in designing an efficient 

and effective ZKP-based voting for the Catalyst voting process.  

Aim of the Study 

This study is aimed at assessing the potential application of zero knowledge proof in blockchain 

ecosystems to enhance transparency in the catalyst voting process. 

Objectives of the Study 

● To explore how zero-knowledge proofs can enhance voting transparency in the Catalyst voting 

process  

● To investigate how ZKPs can protect voter privacy and prevent vote disclosure and 

manipulation  

● To develop a scalable solution that can be integrated into the Catalyst voting process 

● To identify ZKP-based protocols that are most suitable for the catalyst voting process 

● To assess how to design a decentralised and secure voting system that utilises ZKPs for 

enhanced transparency and voter privacy  

Research Hypotheses 

1. The integration of zero-knowledge proof (ZKP) protocols in the Catalyst voting process will 

significantly enhance voting transparency as measured by the accuracy and verifiability of 

voting results.  

2. The use of ZKP protocols in the Catalyst voting process will discourage voters turnout due to 

technical glitches incurred because of delays during peak voting times.  
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Literature Review 

Theoretical Review 

The integration of blockchain technology and zero-knowledge proofs (ZKPs) has the potential 

to revolutionize the voting process, ensuring transparency, security, and voter privacy [10,23]. This 

theoretical review provides an overview of the existing literature on blockchain-based voting 

systems, ZKPs, and their applications in enhancing transparency and voter privacy. 

Blockchain-Based Voting Systems and Zero Knowledge Proof 

ZKPs are a cryptographic technique that leverages the possibilities in verifiable computing, 

where a receiver can be assured of the veracity of a statement or computation by proving its 

correctness without knowing the sensitive details that the sender chooses to anonymize. Partala [11] 

focused on peer reviewed articles that are notable, recent or state-of-the-art, and quite feasible in 

applications or practice. They conducted a comprehensive survey of the applications of ZKP in 

confidential transactions and private smart contracts on blockchain. Their study was exploratory and 

conclusively analysed the varying ZKP applications, to identify several applicable schemes that can 

be used in specific situations.   

Principato [13] explained that the trilemma of blockchain which are decentralisation, security 

and scalability, are also the key challenges or limitations to its privacy and confidentiality hence the 

need for an added privacy measure via the zero-knowledge proof network. A profound discovery of 

their study is that ZKP does not solely confer privacy to the blockchain system alone but ensures that 

the integrity of the blockchain ledger is maintained as privacy is achieved through privacy-

preserving primitives. By doing so, ZKP provides a tool to solve the scalability and decentralisation 

limitations of the blockchain while used alongside techniques that enhance privacy. Simply put, ZKP 

ensures privacy by acting as an added tool which strengthens the function of other networks. 

Furthermore, it lessens the computational overhead across all nodes of the blockchain system [13]. 

Empirical Evidence 

ZKPs have been applied in various areas in numerous ecosystems. Some of which include 

education. Xu [20] explored the use of ZKP to promote inclusion in education, especially the inclusion 

of people living with disabilities. It introduces the use of a novel management system for people with 

living with disabilities through the Zero knowledge succinct non-interactive Argument of 

Knowledge (zk-SNARK). The goal of this is to enable students with disabilities to verify their status, 

why keeping their personal information private. 

Han [4] identified the various cases where vehicles including Tesla and Toyota Prius were 

hacked, and the casualties that ensued from such events. To prevent this from happening any further, 

Han [4] designed an efficient and safe identity authentication system using the ZKP’s Fiege-Fiat-

Shamir model. Using the zero-one reversal and two-to-one verification model, they enabled the IOV 

systems to efficiently and effectively resist guessing attacks. Guessing attacks involves an attacker 

trying a different set of values or numbers until the right one is matched. This model does not act 

alone but is incorporated into a wider security framework to enhance resistance of attacks. This FFS 

protocol makes it difficult to guess attacks due to its insistence on factoring large numbers into the 

security system of IOVs. 

According to Methmal [9], ZKP promotes a patient-centred approach to data sharing. Its 

applications are useful in public health emergencies for the provision of immunisation proofs while 

safekeeping sensitive information of patients, especially in the absence of consent. That way, it 

balances the protection of personal information of patients while keying into the appropriate public 

health measures. Furthermore, through contact tracing activities, individuals can be notified on 

breach attempts to their data and potential exposures without disclosing their personal data or 

location. 
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Sedlemeir [16] expounded on the need for labelling electricity to differentiate between 

renewable energy generation and to incentivize the expansion of green energy. This is a timely 

approach to commend sustainability and promote climate justice. The challenge of green energy use 

is premised on where they will come from, how “green” their source is, as the world moves towards 

net zero carbon emission. The use of ZKP in the labelling of electricity through the verification of the 

guarantees of Origin protects the proprietary or competitive information of renewable energy 

producers, while minimising the risk of fraudulent claims or double counting. Through this means, 

regulatory bodies can ensure compliance of market participants to safe energy production and 

consumption standards. In addition, consumers can have confidence and trust in the certificates 

issued through this process and further support the promotion of renewable energy use [16]. 

In a study by Prasad [12], they explored the mechanism of privacy protection in the supply chain 

network using a blockchain-powered zero knowledge proof technology. ZKP allows the authenticity 

of goods, certification and transaction records in the supply chain without exposing the sensitive 

information therein. Participants can prove the origin and transactional history of their movement to 

relevant authorities while withholding proprietary details. In addition to this, irregularities can be 

tracked, guessed and identified using ZKP. However, information sharing is compulsory for end-to-

end supply chain. Twenhoven [17] conducted interviews to assess use cases, then through evaluation 

and categorization of these cases in different dimensions, was able to propose the use of ZKP for 

building trust in the supply chain network. This is because ZKP allows information to be pre-

processed, and sensitive data withheld prior to sharing with partners. 

Panja and Roy [10] explored the impact of zero knowledge proof in secret ballot elections. Their 

study was done to replace the secure bulletin board (BB) which is needed for a direct recording 

electronic with enhanced privacy (DRE-ip) for the voting process with a zero-knowledge proof 

network. The initial reason for the adoption of the BB was to secure data prior to the audit phase of 

the voting for the DRE-ip to leverage for the verifiability of data without the input of tallying 

authorities. However, the secure BB can be compromised which makes the voting system vulnerable 

to manipulations. They proposed a modified insecure DRE-ip process that leverages blockchain 

technology and ZKP to detect any modifications to the original data during the tallying phase. This 

combination of ZKP based blockchain technology in the DRE-ip voting system has eliminated the 

need for a secure BB and secures the integrity of data so long as one node in the blockchain system is 

correct. This system employs Cramer-Shoup encryption to prevent voter coercion by keeping the 

privacy of the voter secret. 

Sanjaya [15] worked on the use of ZK-SNARK, a form of zero knowledge proof, to authenticate 

transactions in an ethereum based e-voting process without revealing sensitive information. Sanjaya 

[15] explained that in this case, the prover and verifier of this ZKP process for the verifiability and 

privacy of the e-voting system are the voter and election authority respectively. Using the ZK-

SNARK, the voter remains unknown; and the tallying process is done via the self-executing smart 

contract. 

Aleo is a blockchain ecosystem that incorporates zero knowledge proof in every aspect of their 

ecosystem to create a web experience that is secure and private [1]. It is the first decentralised open-

source platform that enables both private and programmable applications to take place through a 

combinatorial effect of the programmability of Ethereum and the privacy of Zcash. It does this by 

offering developers the Aleo SDK and Leo programming language to build applications that 

prioritise privacy [1]. Pruden [14] explains that the process whereby Aleo creates equal maintenance 

of both privacy and programmability using zero knowledge proof is called the Zero-Knowledge 

EXEcution or ZEXE. This allows users to carry out transactions offline by creating a proof that is 

incorporated into an on-chain transaction. It also works like Ethereum, supporting smart contracts in 

the enabling of users to interact or exchange value in an already defined manner [14]. In addition to 

privacy, Aleo empowers applications to be programmable and composable. Aleo solves the 

decentralisation challenge that obscures the ZKP exploration in blockchain, enabling 

decentralisation, security and scalability to occur simultaneously without tradeoffs [14]. 
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Mina on the other hand is the lightest blockchain ecosystem that is powered by participants and 

uses advanced cryptography and recursive ZK-SNARK in building an entire blockchain of about 22 

kilobytes which is equivalent to a couple of tweets [22]. It makes the implementation and 

programmability of zero knowledge smart contracts or applications easier and can connect to any 

website. What Mina does is to ensure that independent users of web3 can prove the correctness of a 

statement without revealing their personal information, and this process of incorporating ZKP can 

be done using phones and browsers [22]. Also, based on the concerns expressed by Principato [13] 

on the case of Proof of Authority being vulnerable to attacks when the transparency of blockchain 

technology enabling different networks to trace transactions, Mina in this case, protects the 

information of the users in the decentralised network via its ability to maintain both scalability and 

privacy which is lacking in the blockchain network. This enhances the scope and utility of Mina. 

Therefore, while Aleo encourages programmability and privacy in their ecosystem, Mina is more 

flexible, working with any ecosystem to seamlessly incorporate real world information into the 

crypto world without compromising on privacy. 

Methodology 

The methodology employed in this study is of two folds:  

1. A multivocal literature review: this was first used to review available literature on the challenges 

of the transparency and privacy dilemma of blockchain technology, and to comprehensively 

analyse the operational frameworks and applications of various zero-knowledge proof protocols 

to determine their potential application in the catalyst voting process. This method is relevant 

because aside being exploratory and expository, it enabled the researchers to understand 

nuances and conversations around embedding ZKP in blockchain ecosystems for voting, which 

also aligns the objectives of this study to the roadmap, hence enhancing the precision and 

accuracy of the research findings. 

2. The study also utilised a survey questionnaire sent out to 100 people in the Cardano blockchain 

ecosystem, to investigate the opinions of the potential users of the application of ZKP-based 

blockchain ecosystem in the Catalyst voting system. The participants of the survey were 

members of the Cardano community, who are very familiar with the Catalyst voting process, 

understand the challenges of the traditional voting system, and seek an innovation that can 

enhance the transparency of voting, maintain privacy of specific information in the process and 

improve the efficiency of the voting system.  

Having established the above methodologies in the study to assess the challenges of the present 

voting system, the following solutions were proposed:  

▪ An architectural mock-up of the ZKP-based voting integrity system. This system conceptualised 

the voting protocol using ZKP which ensures that a user's voting eligibility is validated without 

disclosing sensitive information, such as the number of ADA tokens held. It maintains voter 

privacy and prevents undue influence from larger ADA holders. The design aims to enhance 

transparency within the voting process while protecting individual privacy and preventing vote 

manipulation. To achieve this, an interview was carried out with the community members and 

four suggestions for protocol changes were made. These suggestions are categorised into two:  

– voting methodology change including one-on-one voting system and scaled system voting 

– process change including the replacement of the snapshot process, and the real-time 

tallying, validation and release of results. 

The following components underscore the voting methodology changes: 

⮚ A one-on-one voting system where each user votes individually with their validated voting 

power. Here, the Voter Identification Module uses ZKP to confirm eligibility before allowing the 

vote. This is achieved by ensuring that each voter’s wallet contains the specific amount of ADA 

tokens required to vote in a particular session. For instance, say the eligibility criteria to vote a 

proposal is the voting threshold of 500 tokens, the Voters Identification Module confirms that 
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eligible voters hold up to that number of tokens, without revealing the total amount of tokens 

they have in their wallet. That way, each vote is counted fairly without external influence. This 

voting system also facilitates better decision-making in a decentralised platform, fostering a 

more nuanced understanding of voter preferences while ensuring that the best proposals are 

selected for funding and development. 

⮚ A scaled voting system whereby users are assigned a range of votes based on their holdings, 

validated through ZKP. The system assesses the user's range and allocates votes accordingly 

while maintaining confidentiality. It balances power among users, by allowing people with more 

range to maintain their voting power, at the same time preventing them from influencing the 

voting outcome. 

The process change connotes the process of vote tallying, verification and counting, enhancing 

the speed of result release. It achieves this through the following components: 

⮚ Replacement of the snapshot process allowing users to vote anytime during the open voting 

window, with ZKP validating their voting power dynamically. Each vote is verified through 

ZKP at the time of casting, preventing pre-knowledge of voting power and vote buying. Simply 

put, this process allows the system to take a snapshot of the voter’s wallet each time before the 

voting is done to capture the exact amount of ADA tokens present in their wallet at that point, 

then categorise them accordingly to their voting power. This increases voting flexibility and 

security, enabling real-time validation and minimising exploitation risks. Voters can no longer 

cheat by borrowing tokens prior to their voting period to establish a faux voting power but are 

allowed to vote according to the power available to them due to their token balance at that time. 

⮚ Real-time validation and tallying, whereby, in the event of the conclusion of the snapshot 

process and voting, votes are tallied as they are cast, using ZKP to ensure accurate and secure 

verification. This system synchronises with either the one-on-one voting or scaled voting 

systems to tally the votes, followed by results being updated almost immediately. This provides 

transparency and instant feedback to voters, fostering trust in the electoral process. 

The user interface mock-up below is a graphical illustration of the summarised proposition 

above. (Insert it here) 

The research also identified complexities or challenges that may arise while implementing ZKP 

protocols in the catalyst voting process. Some of them include:  

o Cryptographic complexity which can be encountered due to the difficulty in applying or 

implementing the ZKP-based voting integrity assurance which relies heavily on advanced 

cryptographic models and techniques requiring correctness and security to meet the goal of 

privacy and ensure that the entire voting system is safe from attacks. 

o The platform may be difficult to scale because it is tasked to operate when millions of voters are 

involved as the system generates and verifies zero-knowledge proofs per user via computation.  

o Ballot anonymity involves the balance of the computational dilemma of maintaining both 

confidentiality of voters and at the same time verifying their identity.  

o Ensuring that usability and accessibility of the platform is simplified, because building a system 

that is easy for users to operate and does not discriminate against eligible voters to bridge voters 

inequality gap, is practically difficult.  

o Others include ensuring trust and transparency; being able to cooperate with other voting 

infrastructures including voter registration databases and vote counting processes; allowing 

independent verification and auditing of both the integrity of the electoral process and election 

results respectively; resilient to attacks such as denial-of-service attacks, network interruptions, 

and guesses to manipulate data; ensuring legal and regulatory compliance to international 

standards of authority across jurisdictions; and convincing the voters and relevant stakeholders 

to adopt this system even with the possibility of a resistance to change.  

The auxiliary tools developed in the Cardano community that can be leveraged by the main 

technology stack to implement this project are Plutus and Marlowe. While Plutus is a domain-specific 

language (DSL) language that enables developers to write smart contracts on the Cardano blockchain 
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ecosystem, at the same time allowing the development of complex smart contracts, including the ones 

required by zero knowledge proof voting protocols which allows for voter privacy, by serving as a 

robust and expressive language platform [6]; Marlowe on the other hand is specifically designed to 

write financial smart contracts on the Cardano blockchain which does not prevent it from functioning 

in other domains such as the voting protocols [6]. It can also be used in the modelling of different 

stages of the voting process such as the voter registration, ballot casting, vote tallying, and to 

strengthen all the necessary checks for integrity in every step. In addition, the contract language of 

Marlowe can be used to encode the rules and logic of the voting protocol, guaranteeing the 

transparency of the process and its resistance to malicious hackers or unauthorised access [7]. 

Furthermore, Plutus also provides the necessary tools for profiling and optimising the execution of 

smart contracts which are relevant in handling the high transaction volumes and low latency 

requirements of large-scale elections [6]. The combination of both tools in the main tech stack can 

give additional resilience to the entire security network and trustworthiness of the voting system, 

requiring a multidisciplinary collaboration of cryptographers, election systems and blockchain 

technology to ensure its technical feasibility and application in real time [20]. 

Side chain interactions are also necessary considerations when building voting systems in the 

Cardano blockchain that are scalable and secure. They are separate blockchain networks that are 

connected to the main Cardano blockchain which allows specific functionality or transactions to be 

offloaded [20]. Implementing a ZKP-based voting protocol on this network improves the overall 

scalability and performance of the system. Side chain interactions can be built in a way that make 

them function like the Plutus and Marlowe. Their implications for ZKP-based voting integrity 

assurance include integrity assurance and side chain integration, decentralised governance and 

sidechain management, and auditing and transparency.  

Results and Findings 

Introduction  

The section of this research is derived from analysing data collected via 5 initial community 

engagement interviews, and survey questionnaire filled by 150 members of the Cardano community 

who are familiar with the catalyst voting process. Their responses inform the findings of this research 

explained below: 

Analysis of Responses on Instant Snapshots and ZKP Validation 

User Feedback on Instant Snapshots: 

Positive Responses: 

Most respondents express confidence that instant snapshots will enhance trust in the voting 

process by ensuring accurate and real-time representation of holdings at the time of voting. Instant 

validation is seen as a positive step towards improving transparency and reducing the risk of 

discrepancies. 

Some users also appreciate the potential for more efficient and secure voting, as they feel that 

the system will be more robust with instant validation and transparency. 

Challenges and Concerns: 

Technical Failures: A recurring concern is that system overloads during peak voting times could 

cause delays, preventing the instant snapshot process from being effective. Users emphasize the need 

for a system that can handle high traffic, as any technical issue could undermine confidence in the 

voting system. 

Usability Issues: Some users worry that less tech-savvy participants may struggle with the 

complexity of instant snapshots, which could lead to confusion and reduced participation. This 

concern highlights the importance of making the system user-friendly for a broad audience. 
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Likelihood of Participation: 

More Likely to Participate: Most respondents feel that instant snapshots would make them more 

likely to participate in future voting rounds due to the immediate accuracy they offer, reducing 

uncertainty around whether votes align with current holdings. 

However, concerns about accessibility and technical complications may impact the broader 

adoption of the system, especially among those less familiar with blockchain-based technologies. 

Analysis of Rank Voting and Tier Systems 

Proportional Voting Based on ADA Holdings: 

Positive Viewpoints: 

The rank voting system where voting power is proportional to the amount of ADA held is 

viewed positively by many participants. They see it as a fair way to ensure that larger stakes in the 

network carry more influence, reflecting the principle that those with more at stake should have more 

say. 

A tier-based voting system (e.g., 500-1000 ADA = 1 vote, 1001-10000 ADA = 2 votes) is also seen 

as a fair method to maintain balance in the governance structure. 

Concerns: 

Marginalization of Smaller Holders: Some respondents express concerns that this system could 

result in disproportionate influence from large ADA holders, which could skew governance in favour 

of the wealthiest participants. This view suggests a potential imbalance that could undermine 

decentralization by marginalizing small ADA holders. 

Suggestions for Balance: 

To avoid the over-concentration of power, scale-based systems or categorization (e.g., voting 

tiers) can be implemented to ensure equality of influence. For example, a proposal to allow everyone 

to prove eligibility while balancing the influence based on ADA tiers has been suggested. 

Implementing ZKP would allow users to prove their category membership without revealing 

their actual ADA balance, maintaining privacy while ensuring voting equity. 

ZKP-Based Snapshots and Personalized Voting: 

Snapshot Redesign: Respondents suggest that instant snapshots could replace the traditional 

snapshot system. This would enable continuous transactions without waiting for a snapshot, 

increasing flexibility and reducing delays in the voting process. The personalized snapshot system 

allows real-time validation of voting power at any point during the voting window. 

Impact on Voting Process: 

With the use of ZKP for validation, voting results could be announced more quickly after the 

voting period ends. ZKPs enable instant tallying and verification, minimizing the manual work 

required, reducing delays, and ensuring faster, more efficient results.  

Analysis of Responses on Instant Snapshots and ZKP Validation  

2. User Feedback on Instant Snapshots 

Qualitative Analysis: ZKP-Based Voting in Cardano Catalyst 

1. Perception of Instant Snapshots 

Sentiment Breakdown: 

Positive or Very Positive – 75% 

Neutral – 15% 

Negative – 10% 

Key Themes from Comments: 

Transparency & Trust: Many users say instant snapshots “streamline the process,” “boost 

confidence,” and “prevent late manipulation.” 
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Concerns: Potential technical overload, lag during peak voting, and confusion for non-technical 

users. 

Quote: “Instant snapshots ensure accurate vote counts… But peak-time delays could break trust.” 

Conclusion: Widely supported but must be paired with robust infrastructure and UX 

improvements. 

 

2. Effectiveness of Instant Snapshots in Preventing Manipulation 

Sentiment: 

Yes, it can prevent manipulation – 65% 

No / Not sure – 35% 

Recurring Justifications: 

"Eliminates ADA wallet shifting before votes." 

"Real-time validation helps build audit trails." 

However, skepticism exists: "Snapshots don’t cover all manipulation forms like coercion or vote-

buying." 

3. Rank Voting and Inclusivity 

Mixed Sentiments on Tier Voting Fairness: 

Fair – 50% 

Unfair – 35% 

Uncertain/Neutral – 15% 

Key Issues: 

Equity vs. Stake: Some believe more ADA should mean more influence; others feel this excludes 

smaller holders. 

Inclusivity Impact: 

o 40%: Increases inclusivity 

o 45%: Decreases inclusivity 

o 15%: Neutral 

Quote: “Rank voting empowers whales, discourages smaller voices. Consider weight caps or 

bonuses for small holders.” 
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4. Familiarity with Zero-Knowledge Proofs (ZKPs) 

Level  Respondents (%) 

Very Familiar  20% 

Somewhat familiar  30% 

Not familiar  50% 

Insight: Widespread lack of awareness. ZKP adoption requires a communication strategy and 

educational onboarding. 
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5. One-on-One Voting & Real-Time Tallying 

Generally welcomed, especially for auditability. 

Concerns: Needs anonymity protection and UI simplicity. 

Visual Summary: 

1. Sentiment Toward Instant Snapshots 

- 75% of respondents support the idea for enhancing transparency and real-time accountability. 

- Minor concerns focus on lag and system complexity. 

2. Familiarity with Zero-Knowledge Proofs (ZKPs) 

- 50% are not familiar — a clear barrier to adoption. 

- Points to the need for educational initiatives if ZKP voting is introduced. 

3. Perceived Fairness of Tier-Based Voting 

- 50% view it as fair (reflects stake-based influence), but 35% believe it's exclusionary. 

- Highlights a key trade-off between stake influence and democratic equity 

Community insights with the ZKP-based technical roadmap for Catalyst voting 

1. Scalability Concerns & Network Load Impact 

As the number of voters increases, network load scales non-linearly — underscoring the need 

for: 

Sidechain integration 

Efficient ZKP verification schemes (e.g., SNARKs) 

Parallel processing 

 

Figure: Anonymity vs. Verification. 

60% prioritize vote verification over anonymity. 

Balancing privacy (using ZKPs) with voter eligibility checks is essential for public trust. 
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Figure: Privacy Balance. 

3. ADA Voting Influence: Tiered vs Traditional 

In a linear model, large holders have unlimited influence. 

In the tiered model, influence grows stepwise, allowing for decentralization while still 

acknowledging larger stakes. 

Supports technical exploration proposals for a scale-based or 1-1 vote model. 

  

Figure: Voting Power Model. 

4. Voting Duration: Traditional vs Instant Snapshots 

Instant snapshots reduce voting time by ~66%, enabling real-time participation and faster result 

audits. 

Reinforces the process optimization potential of integrating ZKPs. 
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Figure: Voting Duration. 

Snapshot Vs Participation 

1. Importance of Instant Snapshots 

Most participants rated this as “Very Important”. 

This aligns with the system design goal of real-time validation to reduce skepticism and 

manipulation. 

 

Figure: Importance of Instant Snapshot. 

2. Fairness Perception of Tier Voting 

About 60% perceive the tier system as fair, but a notable 40% consider it unfair. 

This supports the technical proposal to develop balanced tiers with clear rationale — possibly 

validated by ZKPs. 
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Figure: Perception of Tier Voting Fairness. 

3. Ease of Understanding Rank Voting 

Most users report it is “Easy” or “Very Easy” to understand. 

This is encouraging for adoption — the voting interface can be simplified without extensive 

onboarding barriers. 

 

Figure: Ease of Ranking Voting. 

These visuals deepen the evidence base for why ZKP-integrated voting systems should: 

Prioritize real-time feedback, 

Clarify and justify voting power tiers, 

Provide simple, accessible UX for all stakeholders. 

- Snapshot Importance Correlates with Voting Engagement 

Respondents who marked “Very Important” for instant snapshots are overwhelmingly more 

likely to participate in future voting rounds. 

This directly supports integrating real-time ZKP-based snapshot mechanisms to increase voter 

turnout. 
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Strategic Implication: Boost participation by aligning voter feedback with a transparent, 

immediate validation layer. 

- ZKP Familiarity Affects Perception of Inclusivity 

Those familiar with ZKPs are more likely to believe rank voting increases inclusivity. 

Conversely, those unfamiliar tend toward skepticism or see it as decreasing inclusivity. 

Strategic Implication: Adoption of ZKP-based systems must be paired with voter education 

campaigns and UX transparency to improve perception. 

 

- ZKP Familiarity Influences Perceived Fairness of Tiered Voting 

Familiar users show a higher tolerance for tiered systems, potentially due to a better grasp of 

cryptographic trade-offs. 

Unfamiliar voters skew toward labeling the system as unfair, regardless of its structural logic. 

Strategic Implication: Tiered ZKP models should include explainability layers (like explainer UIs 

or demo simulations) to mitigate misunderstanding. 
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Community Feedback Themes on ZKP Voting 

 

Here's a word cloud generated from key phrases and sentiments found in the community 

responses. It visually emphasizes the most frequent and impactful terms such as:. 

"transparency", "snapshot", "fairness", and "manipulation" — highlighting core concerns. 

"rank voting", "inclusivity", "trust", and "ADA" — indicating the themes of equity and 

governance weight. 

The word cloud reflects the qualitative feedback and analysis obtained from the Cardano voting 

research. The prominent terms reflect the major points of discussion around the challenges and 

benefits of implementing ZKP-based voting systems in the Cardano ecosystem. 

Comparative Analyses 

1. Traditional Snapshot vs. ZKP-Based Voting (Efficiency + Trust) 

Metric Traditional Snapshot ZKP-Based Snapshot 

Snapshot Timing Periodic (delayed) Real-time (instant) 

Voter Trust Rating Medium (varied) High (70–75%) 

Fraud/Manipulation Risk Higher Lower (ZKP audit trail) 

Result Availability Delayed (post-tally) Instant (live tally) 

Insight: Shows clear performance and trust advantages when using ZKP. 

2. Rank Voting vs. 1:1 Equality Voting 

Factor Rank Voting (Tiered) 1:1 Equality (Flat) 

Inclusivity (Perceived) Divided (45% say reduced) High (equal voice) 

Decentralization Conditional on tiers High, but risks vote dilution 

Stakeholder Influence Proportional to ADA Uniform regardless of holdings 

Privacy Balance Supports ZKP verification tiers Easier to implement anonymously 

Insight: Supports the inclusion of hybrid or "bounded influence" models. 
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Additional Findings 

1. Correlation Between Familiarity with ZKPs and Trust in Voting 

Users who are very familiar with ZKPs are 2x more likely to trust tiered voting systems and 

rank voting inclusivity. 

Suggests: Education campaigns improve acceptance of complex cryptographic systems. 

2. Regression of Participation Likelihood vs. Perceived Fairness 

 

The scatter plot and regression line above reveal a positive correlation between: 

Perceived fairness of the voting model, and 

Likelihood to participate in future Catalyst voting rounds. 

Key Insights: 

As fairness scores rise (from 1 = unfair to 5 = very fair), so does voter engagement. 

This supports the idea that voters are more motivated to participate when they trust the fairness 

of the voting mechanism. 

While some variance exists (especially in the mid-range), the upward trend is clear. 

Strategic Implication: 

Tier rebalancing, supported by ZKP validation (to prove voter category without exposing ADA 

holdings), may: 

Improve fairness perception, 

Boost voter turnout, 

And strengthen legitimacy in governance outcomes. 
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3. ADA Holdings Distribution vs. Voting Satisfaction 

 

Key Insights: 

1. Large Holders: 

• Show a higher proportion of High Confidence in the voting system. 

• Likely due to the perception that larger ADA stakes naturally align with more voting power. 

2. Medium Holders: 

● Predominantly exhibit Medium Confidence, indicating mixed perceptions about fairness and 

influence. 

3. Small Holders: 

● A significant portion shows Low Confidence in the voting model. 

● Reflects concerns over being marginalized by large stakeholders. 

Strategic Implication: 

To enhance voter confidence, especially among small holders: 

Consider implementing fairness-balancing mechanisms (e.g., vote weighting caps or bonus 

votes for small stakeholders). 

Educational outreach to clarify how tiered systems aim to balance representation and stake 

influence.  

4. Thematic Comparison: Cardano vs Other Blockchain Voting Pilots 

Platform Anonymity Support Real-Time Snapshot ZKP Usage User Trust Score 

Cardano Catalyst Partial Under development Pilot Medium-High 

Polkadot None No No Low 

Aleo Testnet Yes Yes Native High 

Key Insights: 

1. Anonymity Support: 

- Aleo Testnet stands out with full anonymity. 

- Cardano Catalyst has partial support, while Polkadot lacks anonymity. 
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2. Real-Time Snapshot: 

- Aleo has fully implemented it. 

- Cardano is still developing this feature, while Polkadot does not support it. 

3. ZKP Usage: 

- Aleo uses native ZKPs, while Cardano is piloting the concept. 

- Polkadot does not integrate ZKP mechanisms. 

4. User Trust Score: 

- Aleo Testnet has the highest trust score due to native support for privacy and real-time 

snapshots. 

- Cardano Catalyst maintains a medium-high trust level due to its innovative pilot projects. 

- Polkadot has a low trust score due to lack of advanced privacy features and real-time validation. 

Strategic Implication: 

To increase user trust and maintain competitiveness: 

Cardano Catalyst should expedite the implementation of real-time snapshots. 

Integrate full anonymity support similar to Aleo to strengthen voter confidence. 

Continue piloting and expanding ZKP usage to enhance privacy and verifiability. 

Milestone 3 Summary: Cardano ZKP Voting Analysis 

1. Technical Feasibility Analysis from ZKP Report 

Focus Area Key Findings 

Cryptographic 

Complexity 

Advanced ZKP protocols (e.g., SNARKs) are viable but complex. 

Implementation requires strong formal verification. 

Scalability 
Tallying millions of votes with ZKPs requires optimized proof generation—

use of sidechains and parallel processing is recommended. 

Ballot Anonymity vs 

Verifiability 

Must preserve privacy while ensuring transparent audit trails. Real-time 

proof-based snapshots help mitigate manipulation. 

Usability & 

Accessibility 

Simple, user-friendly design is essential to avoid alienating low-tech users. 

UX must balance privacy with clarity. 

Tools in Use 
Cardano’s Plutus and Marlowe, SNARK schemes, IPFS, and Chain-link are 

part of the tech stack. 

Voting Models 

Proposed 

- 1-to-1 equality model (500 ADA = 1 vote regardless of holdings) 

- Tiered scale model to balance decentralization and stake 

2. Thematic Insights from Community Survey Responses 

Key Themes Extracted 

Theme Dominant Sentiment Quote / Summary 

Instant 

Snapshots 

70% Positive – improves fairness & 

reduces manipulation. 

“Snapshots create real-time trust and stop 

whales from shifting ADA before voting.” 

Concerns 
System overload, accessibility for 

new users, hacking potential 

“System might lag under load” – “Worried 

less tech-savvy users may be confused.” 

Rank/Tier 

Voting Fairness 

Mixed: 50% say fair, 35% say unfair, 

15% unsure 

“Gives big holders too much say” vs 

“Reflects commitment to the ecosystem.” 

Familiarity with 

ZKPs 

~60% unfamiliar or somewhat 

unfamiliar 

“I’ve heard of it but don’t understand how 

it really works.” 
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Inclusivity 

Perception 

Mixed: ~40% say increases 

inclusivity, 45% say decreases, 15% 

neutral 

“Good ideas can be sidelined by low ADA 

holders.” vs “Ensures all voices are counted 

fairly.” 

Voting Model 

Preference 

~65% support real-time tallying and 

one-on-one voting 

“Transparency and auditability are a win” 

– “Need to keep voter identity private 

though.” 

Visual Findings from Survey 

1. Sentiment on Instant Snapshots 

A strong 70% support implementing real-time snapshots to improve transparency and minimize 

manipulation concerns. 

 

2. Perceived Inclusivity of Rank Voting 

Opinions are divided — nearly half believe rank voting decreases inclusivity, suggesting equity 

concerns among smaller ADA holders. 
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3. ZKP Familiarity 

A significant 60% of respondents are unfamiliar with Zero-Knowledge Proofs, pointing to a 

need for education before widespread adoption. 

 

Summary of Key Findings 

- Strong support for instant snapshots to improve trust and reduce manipulation. 

- Mixed views on rank voting fairness; concerns about inclusivity and centralization. 

- ZKP familiarity correlates with higher trust in tiered systems and inclusivity. 

- Voting efficiency, transparency, and scalability were identified as key priorities. 
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Additional Findings: 

1. ZKP's Impact on Transparency and Trust: 

Most users see a positive impact of ZKP on transparency and trust in the voting process, 

highlighting its potential to enhance voter confidence. 

2. Voter Confidence and Participation: 

About 70% of respondents express high confidence in the voting system with ZKPs, leading to 

a higher likelihood of voter participation. 

3. Optimization and Efficiency of ZKP Verification: 

40% of the respondents who are somewhat familiar and very familiar with ZKP agree its 

verification process is highly efficient, which supports the claim that ZKPs can significantly optimize 

the voting process. However, about 60% of the participants are unfamiliar with ZKP and need more 

education and sensitization on the functions, processes and applications of ZKP in the catalyst voting 

system to enable them to make informed decisions about it.  

4. Security Enhancements and Attack Resistance: 

The resilience to DoS and data manipulation attacks is a critical strength of the ZKP-based voting 

system, with a 40% focus on DoS resistance and 35% focusing on data manipulation prevention. 

These insights demonstrate that ZKPs offer substantial benefits in terms of transparency, 

efficiency, and security, making them a valuable tool in decentralized voting systems. 

These findings touch on aspects like legal compliance, adoption strategies, public trust, and 

system optimization, which are critical for the successful implementation of a ZKP-based voting 

system in Cardano Catalyst or any other decentralized governance structure. 

1. Legal and Regulatory Compliance: 

The legal and regulatory aspects of implementing a ZKP-based voting system, such as voter 

identification, ballot secrecy, and data protection laws are critical for ensuring that the voting system 

complies with electoral standards and privacy regulations. 

2. Public Trust and Adoption: 

Transparency, open-source development, and public education are identified as key drivers for 

adoption and acceptance by voters. 

3. Efficiency and Cost Optimization: 

This bar chart compares the costs associated with traditional voting systems, ZKP voting, and 

optimized ZKP systems. Optimizing ZKPs significantly reduces the resource cost, demonstrating 

how efficiency improvements can make decentralized voting more cost-effective. 
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4. Voter Engagement and Impact of Incentives: 

The bar chart shows how incentives for participation can increase voter turnout. Incentives boost 

engagement, suggesting that rewarding participation can help ensure higher voter turnout in 

decentralized governance systems. 

 

Discussion 

This study has provided evidence that zero-knowledge proof can enhance voting transparency 

in the catalyst voting process, proving that the first hypothesis of this research is true. The findings 

from this study have also shown that a successful implementation of ZKP-based protocol in the 

catalyst voting process increases voter turnout and participation, which directly discredits the second 

hypothesis and proves it untrue. The premise of the second hypothesis comes from the idea that the 

tallying complexity of the voting process will be delayed during peak voting hours due to the 

overcrowding of the platform. These are valid concerns which agree with the findings of Principato 
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[13] on the complexities of ZKP implementation. Participants in the survey also raised similar 

concerns, highlighting that system overload and delays may impact the scalability of this application. 

However, the study addressed this concern by leveraging side chain interactions of Cardano tools 

such as Pluto and Marlowe in the main tech stack to confer additional strength to the voting 

methodology and process change highlighted in this study.   

The reason for enhancing the voting transparency in the catalyst voting process is to improve 

decentralisation of power, where there is fairness amongst both large holders and small holders of 

ADA token in voting for a proposed project, and to also ensure that voting is unbiased, as people 

with higher voting power do not influence voting outcomes. Previously, in the traditional voting 

system, voters could borrow votes from people with larger holdings to upgrade their voting power, 

then return it during the voting. The instant snapshot process change fixes this issue by ensuring that 

only available ADA tokens present in the wallet are used to scale the voting power, preventing vote 

manipulations and encouraging fairness.  

In the end, the feedback from the survey respondents have shown that although most of them 

are not thorough in their knowledge of ZKP applications, their understanding of the process 

methodology and voting changes that will be implemented and strengthened by ZKP, in addition to 

the few that are somewhat familiar and very familiar with ZKP, are more likely to accept the ZKP-

based voting platform because it enhances voting efficiency, ensuring that results are quickly tallied, 

analysed and announced, and voters’ participation is improved. This is in addition to enhancing the 

transparency of voting, while protecting privacy of voters to prevent marginalisation of small ADA 

holders, something that blockchain cannot completely achieve.  

Summary, Recommendations and Conclusion 

The findings from this study will be summarised in respect to the research objectives that have 

been met, as follows:  

Implications of enhancing voting transparency in the Catalyst voting process 

The transparency of the catalyst voting process is enhanced by ensuring that the privacy of 

voters is protected. This entails ensuring that the system assesses the eligibility of the voters, scales 

them according to their voting power, and releases the results within a shorter time frame as 

compared with the traditional voting system that takes longer. This is achieved through effecting 

changes in the voting methodology and the process change. For the voting methodology change, the 

system ensures that individual voting is achieved through the one-on-one voting, and that the range 

of the voter is assessed and scaled according to their voting power, allowing everyone to equally 

express their voting rights, and the same time preventing undue influence from larger ADA holders 

since the actual number of tokens they hold is unknown.  

Secondly, by replacing the traditional snapshot process with an instant snapshot which takes the 

snapshot of the available tokens of each voter only when the voting window is open, voting flexibility 

and security are improved. This is followed by real-time validation and tallying of the votes to ensure 

the votes are accurate and security is verified. The latter also enables feedback on the vote to be 

administered almost instantly. Both the voting methodology change, and process change enhances 

voting transparency by protecting privacy of voters and prevents vote manipulation which meets the 

first and second objectives of this research.  

Operational and feasibility frameworks of the ZKP-based voting platform 

By leveraging the tiered voting system, the ZKP-based platform ensures that voters holdings are 

anonymous, thereby balancing decentralisation and preventing undue influence of voting outcomes 

by large ADA holders. Also, given the possibility of delays and possible frustration of voters because 

of congestion during peak voting moments, respondents noted that it can limit voters participation, 

and overall adoption of the platform. However, this study suggested the additional impact of side 

chains such as the Plutus and Marlowe Cardano tools of the main tech stack which can confer 

additional resilience to the system, particularly for handling congesting during peak voting moments. 
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The use of side chains to confer additional resilience and manage technical concerns of congestion, 

and balance of decentralisation through the tiered voting system proves that the system is not only 

scalable, but also suitable for the catalyst voting process, which meets the third and fourth objectives 

of the study respectively.  

Designing a decentralised and secure voting platform 

The most important aspect of designing a decentralised and secure voting system using ZKP is 

the usability and accessibility of the platform. If the platform is first easy to use, even by less tech 

savvy people, and can fix certain challenges of already existing systems—in this case it is 

transparency and voter privacy—then it can be adopted. For the ZKP-based voting platform, its 

scalability using side chains, user-friendly interface which allows anyone to make use of it, fast 

tallying, verification of eligibility and real-time validation of results, in addition to maintaining 

transparency of the process, has shown that respondents have 70% and 75% trust and confidence in 

the process respectively, hence will adopt it. The ability of this platform to be resilient to attacks, gain 

public trust through transparency of the system, enable multiple users at the same time without 

delays, balance decentralisation and voting influence, and optimise process flow by ensuring that the 

results are faster, have shown the protocols to follow while designing a transparent and secure voting 

platform, thereby meeting the last objective of this study.    

Recommendations 

Based on the findings of this study, the following recommendations have been made for 

blockchain based voting systems and for further research:  

▪ To achieve both privacy and transparency of voting in blockchain-based ecosystems, ZKP can 

be implemented. This is due to its ability to maintain decentralisation, auditability, transparency 

and community involvement. 

▪ There should be established standardised ZKP protocols in the system such as side chain tools 

to enhance interoperability and scalability. 

▪ For future studies, further investigation into the scalability and performance of ZKP-based 

voting systems in large-scale settings should be done. This also includes ensuring the specific 

features to be implemented in the platform which aids usability and accessibility of the platform.   

▪ Studies should also understand the dynamics of regulatory and legal frameworks across 

different jurisdictions, analyse similarities and differences in the trend for their development 

and implementation. This includes ensuring accurate testing of the platform prior to its adoption 

by the public, making sure that its operation is seamless and effective for the course which it was 

developed for.  

Conclusion 

This study has contributed in solving the trilemma challenge of decentralisation, security and 

scalability of the blockchain based voting system which limits the privacy and confidentiality of the 

system, reducing voters’ participation due to lack of trust and fairness. It has provided evidence on 

how ZKP contributes to enhancing transparency, how it does that, and its implication for the catalyst 

voting process. It is therefore concluded that ZKP confers additional security to the blockchain 

system, enhances the efficiency of the catalyst voting process, and upholds the goal of security and 

decentralisation of voting systems in blockchain ecosystems. ZKP can also be deployed in other 

niches, but its primary concern is to enable transparency and confidentiality at the same time.  
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