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Abstract

Provenance-based Intrusion Detection Systems (IDS) model the causal relationships between security
events through a provenance graph and learn contextual information to detect Advanced Persistent
Threats (APTs) effectively. However, existing provenance graph representation methods fail to fully
reflect the characteristics of security domain data and the semantic information embedded in system
logs, resulting in limitations in learning efficiency and detection accuracy. This paper proposes a
provenance representation method that effectively captures security context from system log data. The
proposed method improves the performance of provenance-based IDS by combining (1) a provenance
graph construction technique that transforms meaningful string attributes—such as command lines,
process names, and file paths—into vector representations to extract semantic information in the
security context, (2) a hybrid time-position embedding technique for capturing causal relationships
between events, and (3) an iterative refinement learning strategy tailored to the characteristics of
system log data. Experimental results using the DARPA Transparent Computing Engagement 3 (E3)
benchmark dataset for APT detection demonstrate that our method achieves improved accuracy
compared to existing approaches while significantly accelerating convergence during iterative training.
These results suggest that the proposed embedding technique can more effectively capture abnormal
temporal patterns, such as long dwell times characteristic of APT attacks.

Keywords: data provenance; intrusion detection; embedding; semantic information

1. Introduction

As information technology advances and networks become increasingly complex, the scale and
impact of cyberattacks continue to grow. As demonstrated by high-profile incidents such as Stuxnet [1],
the Sony Pictures hack [2], NotPetya [3], and the SolarWinds breach [4], APTs can result in catastrophic
consequences for nations, societies, and enterprises [5]. IDS are essential for responding to such
incidents; however, they face significant limitations in detecting and responding to sophisticated
attacks like APTs [6]. Traditional rule-based and signature-based IDS effectively identify known,
isolated attack patterns. However, these systems fail to detect novel or stealthy APT attacks that exploit
zero-day vulnerabilities or use evasion techniques [7]. Moreover, their lack of behavioral analysis
makes detecting complex, multi-stage attack sequences difficult [8]. To overcome the limitations of
traditional IDS approaches, many studies have explored machine learning-based IDS (ML-IDS), which
has shown some success in detecting APTs, including zero-day attacks [9].

Nevertheless, ML-IDSs also have limitations: they struggle to capture causal relationships among
security events, which is crucial for detecting the staged behaviors of APTs that often involve long,
stealthy periods [10]. Furthermore, their performance heavily depends on the quality of the training
dataset and the domain expertise applied during feature engineering. These challenges hinder the
development of generalizable detection models and can lead to high false-positive rates and overfitting
[11].
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To address the challenges posed by highly structured and stealthy APT attacks, data provenance-
based approaches have recently gained attention. Data provenance represents the contextual and
causal relationships between system events using a directed acyclic graph (DAG) structure [12].
This representation enables the modeling of complex system behaviors and supports learning attack
patterns, making it suitable for detecting APTs. As a result, a growing body of research has explored
provenance-based IDS to detect and classify sophisticated attacks.

However, provenance-based IDS still faces several limitations: (1) Neglect of Semantic Information:
Security event logs often include not only universally unique identifiers (UUIDs) for processes and
network sockets but also rich semantic attributes such as executable commands, timestamps, and
file paths [13,14]. These attributes may contain important contextual clues depending on the attack
scenario [15]. Nevertheless, many IDS approaches disregard such information due to challenges in
generalization and representation. (2) Difficulty in Inferring Temporal Causality: Provenance graphs
typically establish edges based on the order of event occurrence. However, this approach overlooks the
actual time intervals between events, limiting the system’s ability to infer precise causal relationships
[16]. For instance, APT attacks often exploit long dwell times and mimic normal behavior between
lateral movements. Detection strategies that rely solely on event order may fail to capture such attack
patterns [17].

In this research, we propose a novel provenance graph generation method that addresses the
limitation of semantic information neglect in provenance-based IDS by leveraging a hybrid time-
position embedding mechanism. Our method parses system logs to extract subject-type-object triples
and accordingly constructs provenance nodes and edges. We enrich node attributes by aggregating
contextual information derived from each subject’s behavior.

Furthermore, we incorporate time information into the embedding process to support accurate
causal inference. Rather than encoding only the procedural order of events, our method also embeds
the actual time intervals between them. This enables the model to reason about temporal relationships
and detect abnormalities in timing patterns, which is especially effective for capturing APT behaviors
characterized by long periods of inactivity.

Our approach employs a graph neural network (GNN) [18] to learn from the constructed prove-
nance graph. To improve learning efficiency, we further refine the training data through an iterative
mechanism that considers the unique characteristics of security datasets.

The main contributions of this study are as follows:

*  We propose a novel provenance representation method using a hybrid time-position embedding
mechanism. This method generates provenance graphs that better express system behavior by
embedding procedural order and time intervals from system logs. It can be broadly applied to the
embedding process of raw security data and contributes to improving dataset quality, particularly
during preprocessing and dataset construction.

*  We demonstrate that models trained on provenance graphs generated using our log embed-
ding technique can more effectively capture the semantic information in system logs. Through
experiments on the DARPA E3 benchmark dataset, we show that the GNN model trained on
our proposed representation converges more quickly than baseline methods, indicating the
effectiveness of our embedding in expressing node attributes in the provenance graph.

The rest of the paper is organized as follows—section 2 overviews existing ML-based and
provenance-based IDS methods for detecting APTs. Section 3 details the mechanism and algorithm of
the proposed time-aware provenance-based IDS. In Section 4, we present the experimental results on
the DARPA E3 benchmark dataset to demonstrate the effectiveness of our approach. Finally, Section 5
concludes the paper.

2. Related Work

This section reviews existing approaches to provenance-based intrusion detection systems (IDSes)
and the efforts made to overcome their limitations. We mainly focus on provenance graph embedding
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techniques aimed at encoding sufficient semantic information from the perspective of IDS and recent
studies that attempt to embed semantic attributes into provenance representations.

2.1. Provenance- and Causality-based Anomaly Detection Approaches

ProvDetector [19] leverages Doc2Vec [20] representations to model process-level operating system
logs and generate provenance graphs for detecting stealthy malware. TRACE [21] constructs prove-
nance and causal graphs by tracing execution units induced by loop structures in program behavior,
targeting real-time APT detection. ATLAS [13] identifies abstract attack strategies commonly shared
among APT campaigns and builds a sequence-based model using audit logs and causality graphs to
propose a generalized detection strategy. ThreaTrace [22] presents a node-level anomaly detection
method based on host system logs. Unlike graph-level approaches, it focuses on fine-grained detection
by classifying anomalies at the individual node level. The framework uses a multi-model architecture
to enhance classification performance and applies GraphSAGE [23] to analyze the causal dependencies
between nodes. However, it does not incorporate semantic information within the embedding process.

PalanTir [24] addresses the dependency explosion problem in traditional log-based detection
by analyzing causality at the instruction level within system call traces. Although this approach
enables detailed tracking of attack stages at the command level, it still lacks explicit consideration of
semantic information. Paradise [25] proposes a scalable, distributed provenance-based IDS capable
of real-time analysis of large-scale logs. It integrates a Kafka-based infrastructure [15] to support
high-throughput log ingestion and real-time intrusion detection. DEPCOMM [26] introduces a method
for graph summarization by identifying process-centric communities from causal dependency graphs
and pruning redundant edges caused by repetitive benign behaviors. This method reduces subgraph
size while improving detection performance. Angus [27] proposes an active learning framework for
provenance-based IDS to enhance learning efficiency, even in scenarios with extremely limited labeled
data. The study demonstrates that high detection performance can still be achieved under label-scarce
conditions.

While these studies have improved provenance-based IDS performance in terms of scalability,
learning efficiency, and detection accuracy, they largely overlook the unique characteristics of security
domain data. In particular, few approaches focus on mechanisms to extract and encode rich semantic
and contextual information embedded within raw system logs into the provenance representation.

2.2. Semantic Representation for IDS

Attack2Vec [28] proposed a temporal word embedding technique to capture semantic information
across different stages of sophisticated attacks. This approach treats each event as a word and
sequences of events as sentences, enabling the modeling of vector representations along the temporal
axis. While this work provides a foundation for handling sequences of events, it does not capture
causal relationships between attack events. Watson [29] introduced a semantic inference and behavior
abstraction mechanism to automate the extraction of high-level activity information. By clustering
inferred behaviors, the system identifies a small number of representative audit logs from large-scale
security data, thereby facilitating more efficient analysis. DEEPCASE [30] presented a semi-supervised
approach for learning contextual representations and identifying correlations among security events.
This method does not rely heavily on labeled data and achieves high detection accuracy through
contextual embeddings based on surrounding events. FLASH [31] proposed a provenance graph
representation and learning framework for APT detection by combining Word2Vec-based semantic
encoding with GNN-based structural encoding. To overcome the limitations of Word2Vec in ignoring
sequential information, FLASH incorporates Transformer-style positional embedding to enhance
APT detection performance. Most existing efforts to extract semantic information from security data
focus on log embedding techniques. However, due to the nature of APTs—such as long dwell times
and anomalous execution delays—more sophisticated causal reasoning over security data nodes is
necessary.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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2.3. Temporal and Positional Encoding for Provenance Graphs

Incorporating temporal and positional information into semantic and contextual representations
is critical for accurately modeling APT characteristics in the security domain. UNICORN [32] models
long-term behavior through graph sketching techniques to detect slow-acting APT attacks. While this
approach effectively summarizes entire event flows and improves detection, it still leaves room for
improvement in accurately modeling event causality based on timestamp data. PSSID [14] addresses
evasive behavior in provenance-based IDSes by using the longest common subsequence (LCS) metric
to measure similarity between provenance sequences and rule-based reference sequences. Although
this method is robust against reordered execution and noise injection, it lacks semantic and temporal
encoding capabilities. ProGrapher [33] combines time-series-based snapshot generation with whole-
graph embedding to detect APTs. By incorporating event ordering, it provides temporal awareness and
generates key indicators to assist analysts, thereby enhancing the practical utility of the system. PG-AID
[34] generates provenance graphs using meta-path Doc2Vec [20] embeddings and Transformer-based
attention mechanisms. It leverages attention vectors to introduce positional encoding into provenance
representations. While many prior works incorporate positional embeddings into security context
modeling, relying solely on node order in provenance graphs is insufficient for fully capturing the
semantic characteristics of APTs.

3. Method

In this section, we present our hybrid time-position embedding method designed to improve
the learning efficiency of semantic information in provenance-based intrusion detection systems and
enhance their detection performance against APTs. As illustrated in Figure 1, our approach consists
of a five-stage pipeline. The Provenance Graph Parsing module takes system log data as input and
generates a provenance graph that incorporates a wide range of semantic information relevant to
the security domain. The Node Attribute Embedding and Hybrid Time-Position Embedding stages
perform vectorization of this semantic information, embedding contextual and temporal characteristics
into node representations. The resulting embedded graph data is then used to train a GNN, which
learns both structural and semantic patterns within the graph. Finally, in the Attack Detection phase,
the trained GNN performs node-level anomaly detection to identify potential attack behaviors.
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Figure 1. Overall architecture of the proposed provenance-based intrusion detection system
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3.1. Provenance Graph Parsing

Our method constructs a provenance graph from system log data, including Windows Event Logs
and Linux system audit logs. These logs are time-ordered by their timestamps and contain critical
fields such as universal unique identifiers (UUIDs), event types, actions performed, and related file or
process paths. Inspired by prior work on provenance-based IDS [13,31,33], we model each log entry as
a subject-action-object triplet and use UUIDs to define the nodes in the provenance graph.
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Edges between nodes are determined by event types, while each node is enriched with semantic
information extracted from the log entry, including event types, executed commands, process names,
and file paths—attributes highly relevant to the security domain. At this stage, each node in the
provenance graph is associated with a text sequence composed of meaningful tokens from the original
system log, effectively forming a sentence representation for that node’s attribute.

3.2. Semantic Information and Hybrid Time-Position Embedding

Identifiers such as UUIDs, process names, file names, and IP addresses are crucial indicators in
security contexts. However, as these elements appear in string format, they must be converted into
numerical vectors for machine learning-based analysis. Inspired by prior log embedding approaches
such as Log2Vec [35] and FLASH [31], we apply the Word2Vec model [36] to embed the semantic
attributes of each node into a dense vector space.

In our method, if multiple events are associated with a single node (e.g., multiple edges connected
to the same entity), we aggregate the corresponding log entries into a single sequence to represent
the node’s attribute. As a result, each node’s attribute is represented by a variable-length set of log
tokens, which is then embedded into a fixed-length vector using Word2Vec. While this approach
effectively captures semantic attributes, it discards the sequential order and timing information of the
log entries—information that is critical for detecting APTs.

To mitigate the loss of temporal context, we propose a hybrid time-position embedding technique.
While several existing provenance embedding approaches use positional encoding to address the
loss of sequential information [31,34], we argue that such methods are insufficient for capturing the
behavior of stealthy attacks, particularly APTs. APTs are often characterized by seemingly benign
actions and prolonged dwell times, which cannot be captured by sequence order alone.

To address this, we extend the standard positional embedding mechanism used in self-attention
models [37] by incorporating a temporal embedding that reflects the actual time intervals between
events. Specifically, for each node, we normalize the time gaps between individual log entries and the
starting timestamp of the node. This temporal information is embedded as a supplementary vector
and added to the semantic embedding output to form the final node representation.

This approach enables the model to distinguish patterns such as abnormal delays between
process invocations or prolonged inactivity—both of which are typical indicators of APT behavior. By
embedding such time-aware features, our method enhances the graph’s capacity to model temporal
causality and improves its effectiveness in detecting stealthy and persistent threats.

Algorithm 1 and Equation 1 illustrate the embedding process of our proposed method. Given a
sequence of tokens associated with a node attribute, denoted as X = [x1,xp, ..., X,], we first generate
the initial word embeddings x; € R using a pretrained Word2Vec model. Let t; denote the timestamp
corresponding to token x;. Our hybrid time-position embedding for each token is defined as:

E;=xi+pitt;, 1)
pi is the standard sinusoidal positional embedding, defined as:

26 _ . i (2k+1) _ i
Pl = sin g )P = s ) ‘2)

and t; is the temporal embedding derived from the relative timestamp:
ti = Wi - Aty 3)

where At; = t; — t; is the normalized time difference from the first event timestamp, and W; €
R?*1 is a learnable linear projection matrix.
The complete time-position embedded sequence is represented as:

H = [Ey,Ey, ..., E,] € R 4)

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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We apply mean pooling over the sequence to generate a fixed-size node embedding vector z,,4.:

12
Zypode = P Z E;. (5)
i=1

Algorithm 1 Hybrid Time-Position Embedding

Require: Word list W = [wq,ws, ..., wy], timestamp list T = [ty,tp,...,t,], word2vec model M,
embedding dimension d
Ensure: Hybrid embedding vector z,,,4, € R

1: P R > Initialize positional embedding matrix P
22 AT < [t — 1,00 — 1, ...ty — 1] > Normalize timestamps
3 X M(wy),..., M(wy)] > Convert words to embeddings
4. T < Linear(AT) > Compute temporal embeddings
5 B+ X;+P;+T; Viel(l,n] > Compute hybrid embeddings
6 Zyode — = Y11 E; > Aggregate by mean
7% Zyode

3.3. Graph Representation Learning

To detect abnormal behaviors and malicious nodes in the provenance graph, it is essential to learn
structural representations that incorporate the contextual information of neighboring nodes. To this
end, we adopt a graph embedding approach based on Graph Neural Networks (GNNs).

GNNs enable each node to update its embedding by aggregating information from its neighbors,
effectively capturing the underlying structure of the graph. In our framework, we construct a 2-layer
GNN model based on GraphSAGE [23], using the node feature vectors obtained from the hybrid
time-position embedding as input. The node representation at layer k is computed as follows:

h — a(w(k> - AGG®) ({hz(,"*”} U {hi,"*”,\m € N(v)})) ©6)

where hz(,o) = Xy is the initial node embedding, ¢ is the ReLU activation function, W) is the

trainable weight matrix, and AGGW is a mean-based neighborhood aggregation function. This
architecture effectively reflects structural patterns in the provenance graph.

Attack detection using provenance graphs is computationally expensive due to the large-scale
graph structure and the sparse nature of attack behaviors. Most system logs originate from repetitive
benign activities, resulting in redundant and semantically neutral patterns in the provenance graph.
Consequently, a naive node-level classification approach using GNNSs is not only inefficient in terms of
computational cost but also ineffective in focusing on critical anomalous behaviors.

To address this issue, we adopt a confidence-based iterative refinement strategy inspired by
FLASH [31]. After performing predictions on all nodes using the trained GNN, we compute the
confidence score of each node based on the softmax probabilities of the top two classes:

Confidence(v) = L2 L )
n

where ; and 7, are the highest and second-highest softmax scores, respectively. Nodes that
are correctly predicted with high confidence are removed from the training pool, while the model
continues training only on the remaining uncertain (potentially suspicious) nodes.

This iterative refinement strategy enables the model to focus on more challenging samples,
enhancing detection precision while saving computational resources. Ultimately, this process allows
for more accurate identification of suspicious nodes, which can be used to reconstruct the attack flow
and support post-hoc analysis.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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3.4. Attack Detection Phase

We utilize a model trained on the provenance graph to detect abnormal behavior at the node level.
One of the node attributes, ‘type’, serves as the classification label for the classifier. This approach is
based on the assumption that behaviors not observed in the general category are considered abnormal.
We employ multiple GNN models based on GraphSAGE and use an ensemble method for the final
judgment. The node type with the highest probability value among the probability vectors derived
from several models is considered the final judgment. If a node is misjudged by all GNN models, it
is classified as a malicious node. This method allows for node-level detection, thereby reducing the
analysis cost for analysts.

4. Experiment and Evaluation

In this section, we present the experimental setup and results to evaluate the effectiveness of the
proposed Hybrid Time-Position Embedding. We designed our experiments to address the following
two key research questions (RQs). All experiments were conducted on a machine with 48 Intel vCPUs,
256 GB of RAM, and Debian 12 OS.

e RQ1. Does Hybrid Time-Position Embedding improve node classification performance over
traditional embedding methods?

e RQ2. Does Hybrid Time-Position Embedding achieve better convergence during iterative refine-
ment than positional-only embedding?

4.1. Dataset

We utilize the E3 dataset released by DARPA as part of its Transparent Computing (TC) program.
This dataset was developed during Engagement 3 (E3) to support research on real-time and forensic-
based APT detection and traceability techniques. The E3 dataset contains fine-grained system event
logs, which can be structured into provenance graphs representing interactions between system
entities.

Crucially, the dataset includes both normal system operations and sophisticated APT scenarios
executed by a red team, making it highly suitable for intrusion detection research. For our experiments,
we evaluated our proposed method using data collected by four teams—Cadets, Trace, Theia, and
FiveDirections—to ensure consistent benchmarking and comparative analysis with prior work.

4.2. Baselines

To evaluate the effectiveness of the proposed Hybrid Time-Position Embedding, we compare our
method against two representative provenance-based intrusion detection systems: ThreaTrace [22]
and FLASH [31].

*  ThreaTrace: ThreaTrace identifies abnormal behavior by modeling the distributional patterns
of system calls (syscall distributions). It characterizes process behavior through multi-model
frameworks to maximize detection performance.

e FLASH: FLASH leverages Word2Vec-based semantic embeddings combined with positional
encoding to construct meaningful node representations. It integrates a GNN with a lightweight
classifier and applies iterative refinement to boost detection accuracy. FLASH also demonstrated
superior scalability through its efficient architecture.

4.3. Implementation Details

Log sequences contained in node attributes are embedded into 30-dimensional vectors using
Word2Vec. The proposed Hybrid Time-Position Embedding augments these vectors by incorporating
sinusoidal positional encoding and a linear temporal embedding derived from timestamp intervals. We
utilize a 2-layer GraphSAGE model [23] with 32 hidden units per layer. The training objective is based
on cross-entropy loss, with class imbalance mitigated via class-weighted loss. Iterative refinement is

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202511.1455.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 November 2025 d0i:10.20944/preprints202511.1455.v1

8 of 13

performed over 22 epochs; after each round, nodes that are correctly predicted with high confidence
are removed from the training set.

4.4. RQ1: Classification Performance by Embedding Strategy

Table 1 presents the classification results comparing different embedding strategies. All models
were trained on the same dataset and evaluated using precision, recall, and F1-score. Our proposed
embedding method outperforms existing approaches across all metrics. The improvement is particu-
larly notable for nodes rich in semantic information (e.g., processes and network flows), indicating
that incorporating timestamp intervals allows the model to capture both sequential and contextual
aspects of the logs better.

Table 1. Comparison of detection performance (Precision, Recall, and Fl-score) across different methods on the
DARPA E3 dataset (Cadets, Trace, Theia, Fivedirections).

Dataset (E3) ThreaTrace Flash Proposed

Prec. Rec. F1 Prec. Rec. F1 Prec. Rec. F1
Cadets 0.90 0.99 0.95 0.95 0.99 0.97 0.928 0.999 0.962
Trace 0.72 0.99 0.83 0.95 0.99 0.97 0.943 0.999 0.970
Theia 0.87 0.99 0.93 0.93 0.99 0.96 0.927 0.998 0.961
Fivedirections 0.67 0.92 0.78 0.70 0.93 0.80 0.736 0.941 0.826

4.5. RQ2: Convergence Properties in Iterative Refinement

This experiment investigates whether the proposed Hybrid Embedding enables better conver-
gence behavior compared to positional-only embedding. Each model starts from the same initial GNN
configuration, and the number of misclassified samples is tracked after each refinement round. This
metric reflects how efficiently the model stabilizes during training.

As shown in Figure 2 and 3, the proposed Hybrid Time-Position Embedding demonstrates
faster and more stable convergence compared to the baseline FLASH (which uses positional-only
embeddings). Our method significantly reduces the number of misclassified nodes in the early rounds
(especially within rounds 0 to 7), while the baseline shows a slower, more gradual decrease. Moreover,
our model reaches convergence earlier and maintains a lower misclassification rate in later rounds.
These results confirm that incorporating timestamp information improves model decision-making
during iterative refinement and yields more favorable convergence behavior than simple positional
encoding alone.

Misclassified Samples per Iterative Refinement Round (E3-Cadets)

—8— Flash

—8— Proposed
25000

20000

15000 A

10000 A

Iterative refinement rounds

5000 A

T T T T T T T T T T T T T T T T T T T T T T
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21
Misclassified samples

Figure 2. Convergence comparison of iterative refinement between baseline(Flash) and the proposed method on
the Cadets dataset.
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Misclassified Samples per lterative Refinement Round (E3-Trace)
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Iterative refinement rounds
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0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
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Figure 3. Convergence comparison of iterative refinement between baseline(Flash) and the proposed method on
the Trace dataset.

4.6. Discussion

While the proposed Hybrid Time-Position Embedding method demonstrated slightly higher
detection accuracy than the existing baseline approach, the precision, recall, and F1-score performance
gain was marginal. In most datasets, the difference between the baseline and our method remained
within 1-2%.

However, a more noteworthy outcome was observed during the model training process. Specifi-
cally, our method significantly outperformed the baseline regarding convergence speed during iterative
refinement. As shown in Figure 2, the number of misclassified nodes rapidly decreased within our
method’s early refinement rounds (particularly rounds 0 to 7), whereas the baseline showed a slower
and more gradual improvement. Moreover, our model achieved convergence in fewer epochs and
maintained a stable misclassification rate thereafter. This indicates that the proposed embedding
scheme provides more informative and structured representations for each node, allowing the GNN to
learn discriminative features more efficiently.

This improvement in convergence behavior is particularly valuable in practical deployment
scenarios. In provenance-based intrusion detection systems, reducing training time and computational
overhead can directly contribute to better scalability and faster response. Since GNN training over
large-scale provenance graphs can be computationally expensive, enhancing convergence efficiency
without sacrificing detection accuracy presents a meaningful contribution.

5. Conclusions

In this paper, we proposed a novel Hybrid Time-Position Embedding technique to improve se-
mantic representation in provenance-based intrusion detection systems. By integrating both positional
encoding and relative timestamp intervals, our approach aims to capture the sequential order of events
and their temporal gaps, which are critical in understanding stealthy behaviors like those found in
APTs.

While our empirical results show only a slight improvement in detection accuracy compared to
existing methods, we observe a significant enhancement in convergence speed during GNN training.
This implies that our representation method enables the model to learn more effectively from limited
iterations, reducing computational cost without degrading performance.

Our findings suggest that time-aware semantic embedding can be a practical design choice for
provenance-based IDSs, particularly in environments requiring rapid model updates and efficient
resource usage. Future work will explore additional temporal modeling strategies, such as attention-
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based time series embeddings, and evaluate our method’s robustness against advanced evasion
techniques and real-world APT datasets.
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The following abbreviations are used in this manuscript:

IDS Intrusion Detection System
APT Advanced Persistent Threat
ML Machine Learning

DAG  Directed Acyclic Graph

UUID  Universally Unique Identifier
GNN  Graph Neural Network

TC Transparent Computing

E3 Engagement 3 (DARPA Transparent Computing Dataset)
ReLU  Rectified Linear Unit

oS Operating System

LCS Longest Common Subsequence
IP Internet Protocol

CPU  Central Processing Unit

vCPU  Virtual Central Processing Unit
RAM  Random Access Memory
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