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Abstract: The Number Theoretic Transform (NTT) is a cornerstone for efficient polynomial multiplica-
tion, which is fundamental to lattice-based cryptographic algorithms such as CRYSTALS-Kyber—a
leading candidate in post-quantum cryptography (PQC). However, existing NTT accelerators often rely
on integer multiplier-based modular reduction techniques, such as Barrett or Montgomery reduction,
which introduce significant computational overhead and hardware resource consumption. These
accelerators also lack optimization in unified architectures for forward (FNTT) and inverse (INTT)
transformations. Addressing these research gaps, this paper introduces a novel, high-speed NTT
accelerator tailored specifically for CRYSTALS-Kyber. The proposed design employs an innovative
shift-add modular reduction mechanism, eliminating the need for integer multipliers, thereby reducing
critical path delay and enhancing circuit frequency. A unified pipelined butterfly unit, capable of
performing FNTT and INTT operations through Cooley-Tukey and Gentleman-Sande configurations,
is integrated into the architecture. Additionally, a highly efficient data handling mechanism based on
Register banks supports seamless memory access, ensuring continuous and parallel processing. The
complete architecture, implemented in Verilog HDL, has been evaluated on FPGA platforms (Virtex-5,
Virtex-6, and Virtex-7). Post place-and-route results demonstrate a maximum operating frequency
of 261 MHz on Virtex-7, achieving a throughput of 290.69 Kbps—1.45x and 1.24x higher than its
performance on Virtex-5 and Virtex-6, respectively. Furthermore, the design boasts an impressive
throughput-per-slice metric of 111.63, underscoring its resource efficiency. With a 1.27x reduction in
computation time compared to state-of-the-art single butterfly unit-based NTT accelerators, this work
establishes a new benchmark in advancing secure and scalable cryptographic hardware solutions.

Keywords: number theoretic transform; CRYSTALS-Kyber; post-quantum cryptography; pipelined
architecture; FPGA implementation

1. Introduction

Traditional public key cryptographic (PKC) schemes, including (Rivest-Shamir-Adleman) and
elliptic-curve cryptography (ECC), derive their security from the computational difficulty of solving
problems like integer factorization and the discrete logarithm on elliptic curves [1]. These problems
are virtually unsolvable within a reasonable timeframe using classical computing methods. However,
quantum computing challenges this premise through algorithms like Shor’s algorithm [2], which
efficiently solves these problems, rendering RSA and ECC vulnerable to quantum-based attacks.
The urgency of this threat is underscored by advancements such as Google’s 53-qubit quantum
processor, which completed a computation in 200 seconds—equivalent to 10,000 years on a classical
supercomputer [3]. With quantum computing architectures rapidly evolving, conventional PKC
systems face significant security risks [4]. As a result, developing and standardizing post-quantum
cryptographic algorithms is critical to ensuring secure communications in an era dominated by
quantum technology.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://orcid.org/0000-0003-1029-7568
https://orcid.org/0000-0001-5852-1296
https://orcid.org/0000-0001-9821-4696
https://doi.org/10.20944/preprints202504.2368.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 April 2025 d0i:10.20944/preprints202504.2368.v1

20f15

To counteract the growing security risks posed by quantum computing, the National Institute
of Standards and Technology (NIST) launched a groundbreaking standardization initiative for post-
quantum cryptography (PQC) in 2017 [5]. This initiative aimed to identify and evaluate cryptographic
algorithms capable of resisting quantum-based attacks, ultimately selecting candidates for future
cryptographic standards. Following an extensive multi-year evaluation process, NIST announced
in 2024 the final selection of four algorithms for standardization: CRYSTALS-Kyber [6], CRYSTALS-
Dilithium [7], Falcon [8], and SPHINCS+ [9]. Among these, SPHINCS+ employs a hash-based construc-
tion for digital signatures, while the remaining three algorithms rely on lattice-based cryptographic
techniques. Lattice-based methods are particularly esteemed for their strong security guarantees and
computational efficiency, making them highly suitable for diverse cryptographic applications [10].

1.1. Motivation for CRYSTALS-Kyber and the Importance of Hardware-Optimized Number Theoretic Transform

Among the lattice-based methods, CRYSTALS-Kyber [6], selected as the primary key encapsula-
tion mechanism (KEM) in the PQC standardization process, distinguishes itself through a combination
of robust security, computational simplicity, and adaptability to constrained environments. At its
core, Kyber relies on efficient and parallelizable polynomial operations facilitated by the Number
Theoretic Transform (NTT), a fundamental component of lattice-based cryptographic algorithms [10].
Additionally, its deterministic structure and compact ciphertext sizes enhance compatibility with hard-
ware accelerators, positioning CRYSTALS-Kyber as a leading candidate for high-speed cryptographic
solutions.

Beyond its critical role in cryptographic algorithms like CRYSTALS-Kyber and other lattice-based
PQC schemes, the NTT also serves as a versatile computational tool across multiple domains. Its ability
to efficiently perform polynomial convolution in the frequency domain makes NTT hardware accelera-
tors indispensable in areas such as network processing [11], image compression and processing [12,13],
and error correction codes [14,15]. These diverse applications underscore the wide-ranging utility of
NTT, particularly in high-performance computing environments.

The motivation for implementing NTT in hardware stems from its inherently parallelizable com-
putations, including forward (FNTT) and inverse (INTT) transformations based on Cooley-Tukey and
Gentleman-Sande butterfly structures. These computations benefit significantly from dedicated hard-
ware accelerators, such as field-programmable gate arrays (FPGAs) and application-specific integrated
circuits (ASICs). By employing ,multiple architectural techniques, hardware implementations of NTT
achieve remarkable improvements in computational throughput and latency, while also addressing
critical constraints like area efficiency and power consumption. These advancements not only en-
sure cryptographic resilience but also enhance the computational performance required to meet the
demanding needs of modern high-performance applications across diverse domains.

1.2. Advances in NTT Hardware Accelerators: Enhancing Efficiency and Flexibility for CRYSTALS-Kyber and
Beyond

Several hardware accelerators have been developed to enhance the efficiency of Number Theoretic
Transform (NTT) computations, which play a critical role in lattice-based cryptographic algorithms
like CRYSTALS-Kyber.

Single Butterfly Unit Implementations: One of the commonly adopted approach involves a
ping-pong memory access scheme combined with a single butterfly unit design iteratively. Notable
examples of such architectures are found in [16-19]. In [16], a modular multiplication technique is
introduced for CRYSTALS-Kyber’s FNTT and INTT operations, utilizing parameters n = 256, g = 3329,
and k = 2. This implementation achieves an FNTT and INTT computation within 490 clock cycles
on a Xilinx Artix-7 FPGA, operating at 257 MHz, and requiring only 1.9 us. On the other hand,
the modular multiplication technique in [17] employs parameters n = 256, g = 7681, and k = 2,
completing FNTT/INTT computations in 1024 clock cycles with an operating frequency of 136 MHz
and a total computation time of 7.5 us. In addition to the modular multiplication design, the work
in [18] exclusively targets FNTT operations, adopting a serial hardware accelerator with register banks


https://doi.org/10.20944/preprints202504.2368.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 April 2025 d0i:10.20944/preprints202504.2368.v1

30f15

to minimize resource usage while maintaining computational efficiency. Meanwhile, the architecture
proposed in [19] utilizes a ping-pong memory access scheme to illustrate the advantages of unified
and dedicated butterfly designs—Cooley-Tukey and Gentleman-Sande configurations—for both FNTT
and INTT implementations

High-Speed NTT Accelerators: These accelerators have been extensively explored in the liter-
ature [20-23], with notable designs addressing challenges in memory efficiency and computational
latency. In [20], a high-speed memory-efficient NTT implementation is presented using parameters
similar to [16]. This design completes FNTT and INTT computations in 7725 and 9347 clock cycles,
respectively. A reconfigurable high-speed multi-Butterfly configuration architecture in [21] employs
a 2 x 2 butterfly core, merging two levels of FENTT/INTT operations. This architecture integrates
four butterfly units, each consisting of modules for multiplication, modular reduction, addition, and
subtraction. Pipeline registers optimize latency, while a one-bit mode signal toggles between FNTT
and INTT operations. With CRYSTALS-Kyber parameters n = 256 and g = 3329, this design achieves
an operating frequency of 222 MHz on an Artix-7 FPGA, requiring 324 clock cycles per computation.
A more resource-intensive design is found in [22], where 16 butterfly units are utilized to significantly
reduce clock cycles and computation time for both ENTT and INTT operations. The most recent design,
presented in 2024 [23], utilizes 64 butterfly units to achieve a low-latency NTT accelerator, substantially
decreasing the number of clock cycles required for FNTT and INTT computations.

Enhancing Speed and Area Efficiency: The study in [24] presents high-performance NTT hard-
ware accelerators designed to achieve low complexity and high-speed processing. This is accomplished
through the use of a pipelined Montgomery reduction unit, which enables efficient modular multiplica-
tion. To further optimize area efficiency, the design incorporates a precalculation strategy, significantly
reducing hardware resource consumption. Additionally, the implementation leverages a block-based
storage method, which enhances data management and improves overall performance, making it
well-suited for computationally intensive tasks.

Flexible and Adaptable NTT Architectures: Most existing NTT hardware accelerators dedi-
cated to CRYSTALS-Kyber [16-20,22-24] exhibit limited flexibility, restricting their adaptability to
varying cryptographic parameters. To address this limitation, the work in [25] introduces a flexible,
parameterized architecture capable of generating adaptable NTT-based polynomial multipliers. These
multipliers are designed to accommodate a broad range of lattice-based cryptographic parameters in
PQC, employing a unified butterfly unit to perform FNTT and INTT computations. The architecture
dynamically generates NTT multipliers based on input parameters, optimizing both throughput and
area utilization to meet diverse application requirements. In addition to the parameterized multiplier
approach of [25], the study in [26] proposes an FPGA-based configurable NTT architecture capable
of supporting six distinct parameter sets relevant to homomorphic encryption and post-quantum
cryptographic schemes. Additionally, a recent contribution in [27] presents a flexible and parallel NTT
hardware accelerator, further enhancing adaptability in cryptographic hardware designs.

Open-Source Tools and Resources: Beyond CRYSTALS-Kyber-specific implementations, open-
source polynomial multiplication tools have emerged as valuable resources. NFLIib, described in [28],
is a C++ library tailored for ideal lattice cryptography, offering optimized NTT computations at the
algorithmic level. Another notable tool, TTech-LIB, introduced in [29], generates Verilog hardware
descriptions for various polynomial multiplication architectures. The implementation results for TTech-
LIB are further detailed in [30]. Furthermore, the Verilog HDL implementations of NTT accelerators
presented in [25] and [26] are made available as open-source resources.

These advancements underscore the ongoing efforts to enhance flexibility, efficiency, and adapt-
ability in NTT hardware accelerators, catering to the evolving demands of post-quantum and homo-
morphic cryptographic applications.
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1.3. Limitations in Existing NTT Accelerator Designs: Challenges and Opportunities for Improvement

Despite significant advancements in NTT accelerator designs, as discussed in section 1.2, several
limitations persist, hindering the performance of cryptographic systems in high-speed applications:

*  Modular Reduction Efficiency: Current NTT accelerators [16-20,22,23,31] predominantly use Bar-
rett or Montgomery modular reduction techniques, which rely on integer multipliers. Although
effective, these methods introduce higher critical path delays and inflate hardware resource utiliza-
tion, particularly in terms of digital signal processors (DSPs). This compromises circuit operating
frequencies, reducing the overall performance efficiency of cryptographic computations.

*  Unified Butterfly Architecture Optimization: While unified architectures employing Cooley-
Tukey and Gentleman-Sande butterfly structures exist, they lack sufficient optimization to min-
imize computation time and enhance throughput [18,19,25,26,31]. These designs fail to fully
exploit pipelining techniques to address bottlenecks in latency and resource efficiency.

¢  Hardware Resource Utilization: Existing accelerators demonstrate significant overhead in hard-
ware resources (slices, LUTs, and FFs), which makes them less suited for scalable deployment on
modern FPGA devices

*  Flexibility in Parameter Adaptation: Most designs are limited in their flexibility, making them un-
suitable for adapting to varying cryptographic parameters required in diverse PQC applications.

1.4. Proposed High-Speed NTT Accelerator for CRYSTALS-Kyber: Innovations in Modular Reduction and
Pipelining

To address these challenges, the article introduces an innovative and efficient NTT accelerator
architecture tailored specifically for CRYSTALS-Kyber. The proposed design integrates several key
advancements:

e Optimized Barrett Reduction Architecture with Shift-Add Operations: The modular reduction
operation is redesigned to eliminate integer multipliers, replacing them with lightweight shift-
add circuits. This novel approach significantly reduces the critical path delay and minimizes
hardware resource utilization while enhancing circuit operating frequencies. By eliminating DSP
dependency, the architecture achieves greater area efficiency on FPGA devices. Details are in
section 3.3.

*  Pipelined Unified Butterfly Unit Architecture: A dual-stage pipelined butterfly unit is designed
to perform both forward NTT (FNTT) and inverse NTT (INTT) computations within a single
framework, employing Cooley-Tukey and Gentleman-Sande configurations. This design improves
computational throughput, reduces processing latency, and optimizes memory access for efficient
data flow. The corresponding details are given in section 3.2.

e Integration of RegBanks for Continuous Data Processing: Three register banks (RegBanks) are
utilized to manage input, intermediate, and precomputed data, enabling seamless ping-pong
memory access and eliminating idle cycles. This mechanism ensures parallel processing and
supports scalable computations. (see section 3).

¢  Performance Evaluation and Benchmarking: The proposed NTT accelerator architecture has
been implemented in Verilog HDL and synthesized using Vivado v.2023. Performance evaluations
were conducted on three FPGA platforms: Virtex-5, Virtex-6, and Virtex-7, with detailed resource
utilization reported as follows: 2604 slices, 7141 LUTs, and 7332 FFs for Virtex-5; 2865 slices,
7856 LUTs, and 8066 FFs for Virtex-6; and 3152 slices, 8642 LUTs, and 8873 FFs for Virtex-7. The
accelerator executes FNTT and INTT computations within 898 clock cycles, excluding coefficient
loading into or from memories. In terms of operating frequency, the Virtex-7 implementation
achieves significant speed improvements, operating at 261 MHz, compared to 179 MHz and
209 MHz on Virtex-5 and Virtex-6, respectively. This results in a computation time that is 1.45x
faster than Virtex-5 and 1.24 x faster than Virtex-6. Similarly, throughput evaluations reveal that
the Virtex-7 achieves a remarkable value of 290.69 Kbps, which is 1.45x higher than Virtex-5
and 1.24x higher than Virtex-6. Notably, the Virtex-7 design delivers the highest throughput-


https://doi.org/10.20944/preprints202504.2368.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 April 2025

50f15

per-slice metric of 111.63, emphasizing its efficiency in resource utilization for FNTT and INTT
computations. These results underscore the superior performance of the proposed accelerator
architecture, making it highly effective for high-speed cryptographic applications (details are in
section 4).

This paper is structured as follows: Section 2 outlines the mathematical foundations necessary
to understand the proposed methodology. The architectural design of the NTT-based polynomial
multiplication accelerator, along with its innovative features, is detailed in Section 3. The implemen-
tation and performance analysis of the proposed accelerator are covered extensively in Section 4.
Lastly, Section 5 provides a summary of the findings and discusses their importance in the context of
high-speed cryptographic systems .

2. Mathematical Background

Polynomial multiplication forms the computational backbone of CRYSTALS-Kyber, where the
NTT is the most resource-intensive component. Conceptually, NTT is similar to the Discrete Fourier
Transform (DFT). The NTT operates over a finite field Z;, in contrast to the complex domain used in
the DFT. Given a polynomial f(x) = Z?:_Ol fix' of degree n — 1, its transformation into the NTT domain
is expressed in Eq. 1.

FNTT = f = NTT(f) = ni fix! (1)
i=0

Here, each coefficient f; is computed as fi= 2}1;01 fi¢ (2i+1) where { represents a primitive 2n-th
root of unity in Z;. The corresponding inverse transformation is defined in Eq. 2.

INTT = f = NTT }(f) = nf fix! )
i=0

The inverse coefficient computation is given by f; = n~! Z]’.’:’Ol fi771@+Y, where n! is the
modular inverse of 7 in Z;. Both FNTT and INTT are typically implemented using efficient butterfly
structures. The Cooley-Tukey (CT-BU) and Gentleman-Sande (GS-BU) butterfly units, applied in
a bottom-up fashion, serve the forward and inverse transforms, respectively. Their mathematical
formulations are outlined in Eq. 3 and Eq. 4.

CT-BU: (a+b7) mod q & (a—0bg) mod g 3)

GS-BU: (a+0b) mod q & {(a—Db) mod g 4)

The implementation of the butterfly operations of CT-BU and GS-BU is integrated into an iterative
NTT algorithm, as outlined in Algorithm 1. In this algorithm, lines 6 through 11 correspond to the
ENTT computation governed by Eq. 3. Similarly, to perform INTT, the expressions in Eq. 4 can replace
the corresponding lines. The remaining steps of the algorithm handle initialization and memory
addressing logic for read and write operations.

d0i:10.20944/preprints202504.2368.v1
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Algorithm 1 Iterative NTT Algorithm [31]

Input: An n-element vector x = [xo, ..., x,_1] where x; € [0,q — 1]
Input: n (power of 2), modulus g (g = 1(mod 2n))
Input: g (pre-computed table of 2n-th roots of unity, bit-reversed order)
Output: x <~ NTT(x)
1.t n/2,m+1
2. while (m < n) do
k<0
for (i< 0;i<m; i<+ i+1)do
w + g[m+1]
for (j«k j<k j< j+1)do
a < x[j] {Butterfly starts}
b x[j+t]-w
x[jl <~ a+b
10: x[j + t] <= a — b {Butterfly ends}
11: end for
12: k <+ k+2t;
13:  end for
14: t<t/2;m<2m
15: end while

3. Proposed NTT Architecture

The block diagram of the proposed NTT architecture is depicted in Figure 1. It features three
Register Banks (RegBanks) designed to store the initial, intermediate, and final results. These RegBanks
interface with a butterfly unit through a dedicated control unit. For simplicity, the figure does not
display the input and output signals of the NTT core. Further details are provided below.

Coefficient Size twiddle factor (7)
4 Ping-Pong RegBank ,
Mechanism
RegBank1l RegBank2 RegBank3
(256x12) (256x12) (256x12) Unified

Butterfly Unit
(BU)

Mode Selection
(FNTTT or INTT)

12 312 312 $ 12 i 12
Dedicated Control Unit (CU)

at12 bi12 7412 A?lZ 3?12

Figure 1. Block Diagram of the Proposed NTT Accelerator Architecture Featuring RegBanks, Unified Butterfly
Unit, and Dedicated Control Unit.

3.1. Ping-Pong RegBank Mechanism for Parallel FNTT and INTT Processing

As depicted in Figure 1, the architecture incorporates three RegBanks: (i) RegBank1, (ii) RegBank?2,
and (iii) RegBank3. These RegBanks are integral to efficiently managing the data flow required for both
FNTT and INTT computations. Each RegBank has dimensions of 256 x 12, where 256 corresponds to
the total number of addresses, and 12 denotes the size of the CRYSTALS-Kyber coefficient (i.e., the
number of bits stored at each address).

RegBank1 and RegBank2: They operate in a ping-pong manner to ensure efficient and unin-
terrupted data processing. While one RegBank actively delivers input data to the butterfly unit, the
other simultaneously stores the computed results. This dual-role mechanism eliminates idle cycles and
supports parallel processing, particularly when multiple butterfly units are utilized. Such an approach
significantly enhances the overall performance of the FNTT and INTT computations.
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RegBanka3: It is dedicated to storing the precomputed twiddle factors ({) necessary for the FNTT
and INTT stages. These twiddle factors are crucial for the computations performed at each stage of
the transform. Similar to the other RegBanks, RegBank3 is sized 256 x 12, with the first 128 addresses
containing ¢ values for the FNTT computation and the remaining 128 addresses holding { values for
the INTT computation. This optimized utilization of the RegBanks ensures efficient and continuous
data flow throughout the computational process.

3.2. Unified Butterfly Unit (BU)

The architecture of the proposed unified butterfly unit, as presented in Figure 2, is designed
to compute the four mathematical expressions defined in Eq. 3 and Eq. 4. The unit’s input/output
interface features three 12-bit inputs (a, b, and ) and two 12-bit outputs (A and B). To streamline the
diagram’s clarity, the clk and rst signals, as well as other associated control signals, are omitted from
Figure 2. This ensures a focused representation of the key computational elements.

| Level-l, | iLe\reIZ | Level3

NTT Mode a Computation of Computation of

Selection i Arithmetic Operations i Modular Reduction!
(a) Butterfly unit (BU)

u=(214/3329}

(b) Modular reduction (1mod q)

Figure 2. Proposed unified butterfly unit architecture of CT and GS configurations for forward and inverse NTT
computations. Figure 2(a) shows that the design comprises three functional levels: Level-1, Level-2, and Level-3.
In Level-1, the control logic determines the computation path based on the selected NTT mode. Multiplexer mB
directs the processing flow for FNTT, while multiplexers mA and mC are utilized for INTT execution. Following this,
Levels 2 and 3 sequentially perform the necessary arithmetic operations, guided by the selection signals and outputs
produced in Level-1. Figure 2(b) shows the architecture for implementing optimized Barrett reduction algorithm.
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Arithmetic and Modular Reduction Units: As illustrated in Figure 2(a), the design incorporates
three arithmetic operators in level 2: (i) one adder, (ii) one multiplier, and (iii) one subtractor. Addi-
tionally, two modular reduction units (mod q) are required in level 3. The arithmetic operators—adder,
subtractor, and multiplier—are implemented using the Verilog operators -+, —, and X, respectively. It
is important to note that the HDL x operator performs integer multiplication rather than modular
multiplication. Modular reduction (mod g), on the other hand, is achieved using the Barrett-based
reduction method, which will be discussed later in section 3.3.

Multiplexers: In addition to the arithmetic and modular reduction units, the unified butterfly unit
design shown in Figure 2(a) includes four 2x1 multiplexers: mA, mB, mC, and mD. These multiplexers
share a common control signal. When the control signal is set to "0," the circuit generates results for
(a4 bl)modq and (a — bl)modq, as defined in Eq. 3, to perform the FNTT computation. Conversely,
when the control signal is set to "1", the circuit produces results for (a + b)modq and {(a — b)modq, as
described in Eq. 4, to carry out the INTT computation.

Pipeline Registers: The red-filled vertical bars positioned after each adder, multiplier, and
subtractor in Figure 2(a) represent pipeline registers. These registers reduce the critical path length
and enhance the circuit’s operating frequency. Their placement after each arithmetic unit facilitates a
two-stage pipeline design for the butterfly unit. As a result, the read address must be generated in the
first cycle, while the computed result is stored back in the subsequent cycle. This arrangement ensures
efficient processing and improves performance by optimizing the critical path and enabling pipeline
operation.

3.3. Optimized Barrett Reduction: Shift-Add Circuits and Architectural Design

The Barrett reduction optimizes modular reduction by replacing costly division operations with
more efficient integer multiplications. This approach maps the product of two integers back to Z;.
The general Barrett reduction algorithm for computing the reduced product modulo mod g can be
computed using Algorithm 2.

Algorithm 2 General Barrett reduction Algorithm (taken from [18])

Input: x (integer), modulus g
Output: » = x mod ¢
. Precompute: 1 = |25/, where k is chosen based on bit-width of x
Compute approximate quotient: f < (x x u) >k {multl in Figure 2}
Compute t X q: q_times_t <— g X t {mult2 in Figure 2}
v 4 x —q_times_t
if r > g then
r—r—gq
end if

N TN

Shift-Add Circuit Design for Constant Multiplications in Barrett Reduction: As described in
Algorithm 2, implementing Barrett-based modular reduction involves two integer multiplications:
one in line 2 and another in line 3 of the algorithm. According to [19], these multiplications require
two integer multipliers, which collectively utilize four digital signal processor (DSP) blocks. On
7-series FPGA devices, each DSP block consumes 100 slices, significantly increasing hardware resource
requirements. The multiplications in lines 2 and 3 involve constants, making them suitable for
optimization. In line 2, the multiplication x X u involves a precomputed constant y = % Similarly, in
line 3, the multiplication g x ¢ also uses the constant 4. These constant multiplications can be replaced
with a shift-add circuit, eliminating the need for DSP blocks and significantly reducing FPGA slice
usage.

Architecture for Barrett Reduction Computations: The architecture implementing Algorithm 3 is
depicted in Figure 2(b), with multl and mult2 marked using red-dashed lines. The multl unit performs
the arithmetic operations specified in line 2 of Algorithm 3, while mult2 handles the operations from
line 3. To compute the resultant coefficient, line 4 utilizes a subtractor unit, ensuring the result remains
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less than q. Additionally, the conditional subtraction in the if statement of Algorithm 3 is executed
whenever the resultant coefficient exceeds ¢, ensuring it falls within the desired range of < 4. This
arrangement simplifies and optimizes the modular reduction process.

Algorithm 3 Optimized Barrett reduction algorithm for CRYSTALS-Kyber

Input: x (integer), modulus g
Output r=x mod g
. Precompute: u = [2!4/3329] =5
Compute approximate quotient using shift-add:  + ((x < 2)+x) > 14
Compute t x g using shift-add: q_times_t + (t < 11)+ (t < 8) + (t < 5) + ¢
v 4 x —q_times_t
if r > g then
re—r—gq
end if

3.4. Efficient Addressing and Signal Management through an FSM-Based Control Unit

A finite-state machine (FSM)-based controller is employed to manage the control functionality.
This controller manages key tasks, such as generating read and write addresses for the Register
Banks during computations. Additionally, it provides the appropriate control signals for the routing
multiplexers illustrated in Figure 2(a) and Figure 2(b), enabling the execution of either the FNTT or
INTT operations. These operations are performed iteratively, as described in Algorithm 1, with only a
single butterfly unit involved in the computation. The control unit plays a pivotal role in efficiently
managing the loop counters and coordinating butterfly operations to ensure seamless implementation
of Algorithm 1.

Beyond generating control signals, the controller determines the total clock cycles required to
implement Algorithm 1. Specifically:

* Initial data loading: To load 256 input coefficients for the FNTT or INTT computations, a total of
256 clock cycles is required—one cycle per coefficient.

*  Processing stages: For CRYSTALS-Kyber, which entails log, (1) — 1 stages (where n = 256), the
computations require 896 clock cycles. An additional 2 clock cycles account for the pipeline
registers—one for filling and one for clearing the pipeline—bringing the total to 898 clock cycles
for these stages.

The normalization step, corresponding to the n~! operation in Eq. 4, is integrated into the final
stage of the INTT computation. By incorporating it within the existing pipeline, the design eliminates
the need for additional clock cycles to perform this operation. After completing the FNTT or INTT
computation, an additional 256 clock cycles are required to transfer data from the RegBanks to the
design’s output pins. In summary:

¢ Initial data loading: 256 cycles
*  Processing (FNTT or INTT): 898 cycles
e Data transfer to output pins: 256 cycles

The entire process—comprising data loading, FNTT or INTT computation, and data trans-
fer—requires a total of 1410 clock cycles. This well-optimized pipeline design ensures efficient
execution and smooth processing within the specified architectural framework.

4. Implementation Results and Comparisons

This section presents the implementation results and comparisons. The performance outcomes of
the NTT accelerator are detailed in Section 4.1, while Section 4.2 provides a comparative analysis with
state-of-the-art approaches.
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4.1. Implementation Results

The implementation results are presented for Virtex-5, Virtex-6, and Virtex-7 FPGA devices in
Table 1. It is worth noting that we intend to implement the proposed accelerator on ASIC processing
nodes in the future. For the FPGA demonstrations discussed in this article, the area results are reported
without utilizing DSPs and Block-RAMs. Column one of Table 1 specifies the implemented NTT
operation, which can be either FNTT or INTT. Columns two to four outline the hardware resources
utilized by the accelerator, including slices, look-up tables (LUTs), and flip-flops (FFs). Timing results
are detailed in columns five to seven, covering clock cycles (CCs), operating frequency (Freq in MHz),
and computation time for a single ENTT or INTT process (Latency in yus), with the computation time
determined using Eq. 5. Column eight presents the throughput (TP in Kbps), calculated as per Eq. 6,
while the final column provides the ratio of throughput to slices, as determined by Eq. 7.

Table 1. Implementation results of our NTT accelerator (after the post-place-and-route) on Xilinx FPGA devices.

Device Operation Hardware Utilizations | Timing-related Results TP TP/Slices
P Slices | LUTs [ FFs | CCs | Freq.(MHz) | Latency (us) | (Kbps)
Virtex-5 | FNTT + INTT 3152 8642 | 8873 | 898 179 5.01 199.60 63.32
Virtex-6 | FNTT + INTT 2865 7856 | 8066 | 898 209 4.29 233.10 81.36
Virtex-7 | ENTT + INTT 2604 7141 7332 898 261 3.44 290.69 111.63
Clock Cycles
Latenc s) = 5
y (ks) Frequency (MHz) ©)
1 106
Throughput (bps) = = 6
ghput (bps) Latency (us)  Latency (s) ©)
Throughput — Throughput @)

Area ~ FPGA Slices

The hardware resources utilized by our accelerator, measured in terms of FPGA slices, LUTs, and
FFs, are as follows: 2604 slices, 7141 LUTs, and 7332 FFs on the Virtex-5; 2865 slices, 7856 LUTs, and
8066 FFs on the Virtex-6; and 3152 slices, 8642 LUTs, and 8873 FFs on the Virtex-7, as summarized in
Table 1. These results indicate a reduction in the number of slices, LUTs, and FFs when transitioning
from the Virtex-5 and Virtex-6 to the more advanced Virtex-7 FPGA devices. This performance
variation is influenced by several factors. Firstly, the advanced process technology of the Virtex-7
(28nm) offers higher transistor density and reduced power consumption compared to the 65nm and
40nm technologies of Virtex-5 and Virtex-6, respectively, enabling more efficient resource usage and
improved performance. Secondly, architectural enhancements in the Virtex-7, such as increased routing
efficiency, higher logic density, and improved logic packing, optimize the utilization of slices, LUTs,
and FFs. Lastly, advancements in CAD tools for the Virtex-7 further improve resource mapping and
utilization by leveraging its modern architecture and process technology. These combined factors
contribute to the observed differences in resource usage across the FPGA devices.

The ENTT and INTT computations require 898 clock cycles, excluding the overhead associated
with coefficient loading. Further details can be found in Section 3.4. When comparing operating
frequencies, the Virtex-7 implementation achieves a speedup of 1.45x (based on the ratio of 261
to 179) and 1.24x (based on the ratio of 261 to 209) over the Virtex-5 and Virtex-6 FPGA devices,
respectively. This variation in circuit frequency is primarily attributed to differences in the underlying
implementation technologies. As mentioned earlier, the modern Virtex-7 FPGA utilizes a 28nm
process technology, while the Virtex-6 and Virtex-5 are fabricated using 40nm and 65nm technologies,
respectively. Consequently, the latency for a single FNTT or INTT computation varies across these
FPGA platforms due to their differing operating frequencies. Thus, our accelerator architecture
implemented on the Virtex-7 FPGA achieves computation times that are 1.45x and 1.24 x faster than
those on the Virtex-5 and Virtex-6 devices, respectively.
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As shown earlier in Eq. 6, the throughput is defined as the reciprocal of the computation time, i.e.,
the latency. Accordingly, the calculated throughput for the FNTT and INTT computations on the Virtex-
7 device is 290.69Kbps, which is approximately 1.45x and 1.24 x higher than the throughput values
achieved on the Virtex-5 and Virtex-6 devices, respectively. Finally, the last column in Table 1 presents
the throughput-per-slice values, which serve as an indicator of the accelerator architecture’s efficiency.
A higher throughput-per-slice value reflects both increased throughput and reduced hardware resource
utilization. In this context, the Virtex-7 implementation demonstrates the highest throughput-per-
slice value of 111.63 for the FNTT and INTT computations, underscoring its superior performance.
These results collectively highlight the Virtex-7’s ability to deliver higher throughput while efficiently
utilizing fewer hardware resources, further validating its architectural advantages.

4.2. Comparisons to Existing NTT Accelerators

In Table 2, we present a comprehensive comparison of state-of-the-art NTT accelerators. Column
one lists the reference designs, while column two specifies the implementation devices. The type of
NTT operation, whether FNTT or INTT, is detailed in column three. FPGA area utilization is captured
in columns four and five, reporting the number of LUTs and FFs, respectively. Timing information,
including clock cycles, circuit frequency (in MHz), and computation time (in ys), is provided in
columns six to eight. Lastly, the final column highlights the number of butterfly units utilized in the
NTT accelerators, offering additional insights into their architectural configurations.

Table 2. Comparison to state-of-the-art NTT accelerators. All these architectures, including our NTT accelerator,
target n = 256 and g = 3329 parameters.

Desiens / Year Device NTT [ Hardware Area | Timing-related Results [ Butterfly
8 Type [ LUTs | FFs | CCs | Freq. (MHz) | Latency (us) | Units (BUs)
T181 / 2023 Virtex? FNTT 7800 - = 7 - T
(191 / 2024 Virtex7 | FNTT+INTT | 9298 | 9402 | 8% 20 1190 T
[22] / 2021 Arix7 | ENTT+INTT | 948 | 352 | 904 790 175 T
: FNTT 922 529
[25] / 2022 Virtex-7 NTT ns | M [ 174 e 1
; FNTT 1154 161
[27] / 2024 Virtex-7 NTT 018 | 1829 [ 250 el 1
FNTT 1935 B3
[321/2020 | ZynQ-7000 N 2908 | 170 [0 45 a 1
T6] 7 2021 Atix7 | FNTT+INTT | 609 | 630 | 490 757 19 7
[16]
221/ 2021 Arix7 | INTT+INTT | 2588 | 792 | 232 182 127 1
[22] 72021 Artix7 | FNTT+INTT | 9508 | 2684 | 69 72 0.40 16
. FNTT 85 040
[23] / 2024 Artix-7 N 18296 | 12134 |0 210 = 64
: Virtex7 | FNTT+INTT | 7141 | 7332 | 8% 761 344 T
This Work (TW) - 7 FNTT+ INTT | 6847 | 6982 | 898 749 37 T

1: The work in [25] uses 8 additional DSP blocks in the hardware area. 2 The design in [18] utilizes 6 DSP48E1 blocks, 1112 and
141 F7 and F8 muxes. 3 The accelerator of [22] uses 35 BRAMS. ¢ The design in [32] uses 9 DSP blocks in hardware area. 5 The
work in [16] 2 DSPs and 4 18KB BRAMS. ©: In [23], 64 modular adders, subtractors and multipliers are used in the datapath. We
assume this is an architecture with 64 butterfly units.

4.2.1. Comparison of NTT Accelerators (Single Butterfly Unit)

We begin by comparing our NTT accelerator with RegBanks-based NTT accelerators presented
in [18,19]. As shown in Table 2, our accelerator utilizes 7141 LUTs on the Virtex-7 FPGA, compared to
7800 LUTs in [18], demonstrating 1.09x higher efficiency in terms of FPGA LUT utilization. It is worth
noting that the reference design in [18] is error-resistant and optimized for space applications, while
our design does not consider error-resistance features but supports both FNTT and INTT operations,
unlike the reference work which implements only FNTT. Furthermore, the pipeline registers in the
data path of our butterfly unit (Figure 2(a)) result in a 3.62 x higher operating frequency. However,
due to limited information in the reference work, a direct comparison of clock cycles and latency is not
feasible. Similarly, compared to [19] on the same Virtex-7 FPGA, our NTT accelerator demonstrates
1.30x and 1.28 x higher efficiency in LUTs and FFs, respectively. Although the clock cycle requirements
of the reference work (898 cycles) match ours, the pipeline registers in our butterfly unit achieve a
13.05x higher operating frequency.
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Building on the above comparison, we further evaluate our accelerator against the Artix-7 imple-
mentation detailed in [22], which provides additional insights into resource utilization and performance
metrics. The Artix-7 implementation in [22], based on a single butterfly unit, uses 948 LUTs and 352
FFs without accounting for the 35 BRAMs. If we compare only LUTs and FFs, the reference work is
7.21x and 19.83 x more efficient than our design. However, our accelerator achieves a throughput
parity of 1.00x in clock cycles and a 1.37 x improvement in operating frequency, resulting in reduced
computation time compared to the reference work.

Extending this comparison further, we examine a flexible NTT accelerator presented in [25], which
provides additional insights into hardware resource efficiency and performance metrics relative to
our design. A flexible NTT accelerator presented in [25] is more efficient in terms of LUTs and FFs,
demonstrating 3.35x and 6.40x higher efficiency compared to our Virtex-7 FPGA implementation.
This reference design employs 8 DSP blocks, while our work excludes DSP usage. Despite this, our
NTT accelerator outperforms in clock cycles, operating frequency, and computation time, as shown in
Table 2. Specifically, for FNTT computation, our accelerator achieves 1.02x, 1.50%, and 1.53x higher
efficiency in clock cycles, frequency, and latency, respectively, compared to [25]. Similarly, for INTT
computation, these efficiency metrics are 1.31x, 1.50x, and 1.97 x higher.

Compared to the dedicated NTT accelerator in [27] implemented on the same Virtex-7 FPGA,
our design achieves superior performance despite higher LUT and FF usage. Specifically, our ac-
celerator demonstrates 1.28 x and 1.42x higher efficiency in clock cycles for ENTT and INTT com-
putations, respectively. Additionally, we achieve 1.04x faster operating frequencies and 1.34x and
1.48x improvements in latency for FNTT and INTT computations, respectively. In [32], a flexible
NTT accelerator integrates a RISC-V processor to support operations for various PQC algorithms
(CRYSTALS-Kyber, NewHope, and SABER). Compared to the reference NTT core implemented on
the ZYNQ-7000 FPGA, our Virtex-7 implementation demonstrates 2.15x and 2.14 x higher efficiency
in clock cycles for ENTT and INTT computations, respectively. Our implementation also achieves
5.80x faster operating frequencies and 12.50x and 12.46 x reductions in latency for FNTT and INTT
computations, respectively.

A dedicated NTT accelerator is proposed in [27]. When compared to our implementation on
the same Virtex-7 FPGA, their design exhibits lower utilization of LUTs and FFs. Specifically, their
architecture is 3.53x and 4.00x more efficient in terms of LUT and FF usage, respectively, as detailed
in Table 2. Despite this, our NTT accelerator demonstrates superior efficiency in terms of clock cycles,
operating frequency, and overall computation time. For FNTT computation, our design achieves a
1.28 x improvement in clock cycle count, a 1.04 x higher operating frequency, and a 1.34 x reduction in
latency compared to the reference design. Similarly, for INTT computation, our accelerator is 1.42 x
more efficient in clock cycles, 1.04 x faster in frequency, and achieves a 1.48 x improvement in latency.

In [32], a flexible NTT accelerator is proposed, where flexibility is achieved by integrating a
RISC-V processor with the NTT core. The NTT core supports operations for different PQC algorithms:
(i) CRYSTALS-Kyber, (ii) NewHope, and (iii) SABER. In contrast, our work is dedicated to CRYSTALS-
Kyber NTT. The reference NTT accelerator, implemented on the ZYNQ-7000 FPGA, utilizes fewer
LUTs and FFs than our Virtex-7 and Artix-7 implementations, as shown in Table 2. Despite the reduced
usage of LUTs and FFs, the reference work incorporates 9 DSP blocks, whereas our design does not
use DSPs. Although the reference design is efficient in hardware resource usage, our NTT accelerator
demonstrates higher efficiency in clock cycles, operating frequency, and overall computation time on
both Virtex-7 and Artix-7 FPGA devices. For comparison, we focus on the Virtex-7 implementation.
For FNTT computation, our design achieves a 2.15x improvement in clock cycles, a 5.80x higher
operating frequency, and a 12.50 x reduction in latency compared to the reference design. Similarly, for
INTT computation, our accelerator is 2.14 x more efficient in clock cycles, 5.80x faster in frequency,
and achieves a 12.46 x reduction in latency.
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4.2.2. Comparison of NTT Accelerators (Multiple Butterfly Units)

The 2-butterfly unit-based architecture in [16], implemented on an Artix-7 FPGA, achieves 11.23 x
and 10.90x greater efficiency in LUTs and FFs compared to our single butterfly unit design. However,
the reference work requires additional hardware resources, including 2 DSPs and 4 18KB BRAMs,
which are not used in our design. The 2 butterfly units in the reference work provide a 1.81x higher
efficiency in clock cycles and computation time, while our NTT accelerator achieves a 0.96x faster
operating frequency.

The 4-butterfly unit-based NTT architecture in [22] demonstrates 2.69 x and 8.81 x higher effi-
ciency in LUTs and FFs compared to our single butterfly unit design. However, the reference work
utilizes 35 36KB BRAMs, which our design does not employ. Despite this, our NTT accelerator achieves
a 1.36x faster operating frequency. A 16-butterfly unit-based architecture presented in [22] further
demonstrates improved performance in clock cycles and computation time due to its extensive paral-
lelism, although it uses significantly higher hardware resources. In terms of operating frequency, our
design is 1.44 x faster.

The high-performance NTT accelerator described in [23] incorporates 64 butterfly units with
modular adders, subtractors, and multipliers to achieve low computation time. While this reference
design is highly efficient in clock cycles and latency due to its extensive parallelism, our single butterfly
unit implementation achieves superior operating frequency through pipelining techniques.

Summary of the comparisons. Among the NTT accelerators utilizing a single butterfly unit, as shown
in Table 2, the high-speed NTT design with the lowest reported computation time is presented in [22],
where the latency for one FNTT and INTT computation is 4.75us. In comparison, our implementation
on the identical Artix-7 FPGA achieves a latency of 3.72us for a single FNTT and INTT computation.
This makes our NTT accelerator approximately 1.27 x faster in terms of computation time compared to
the one butterfly unit-based high-speed design reported in [22].

5. Conclusions

In this work, a high-speed NTT accelerator architecture is presented to support polynomial multi-
plication operations in lattice-based cryptography, with a specific focus on the CRYSTALS-Kyber PQC
algorithm. The proposed design incorporates a unified pipelined butterfly unit capable of performing
both FNTT and INTT operations, utilizing Cooley-Tukey and Gentleman-Sande configurations. To
further enhance performance, a novel Barrett reduction architecture tailored for Kyber is introduced,
eliminating the need for integer multipliers by employing shift-add-based modular multiplication. The
complete architecture, built around a single butterfly unit and three RegBanks, is implemented in Ver-
ilog HDL and evaluated across Virtex-5, Virtex-6, and Virtex-7 FPGA platforms. Post place-and-route
results demonstrate that the proposed accelerator achieves a 1.27x reduction in computation time
compared to the most efficient single butterfly unit-based NTT design documented in the literature.
These findings emphasize the effectiveness of the proposed architecture in addressing the requirements
of current and future high-speed cryptographic applications.
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