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Abstract: This research aims to thoroughly understand the delicate interplay between stakeholders'
perspectives, biometric data protection policies, and the deployment of face recognition technologies in
Indonesia's dynamic digital world. Adopting a qualitative methodology, the study conducts Focus Group
Discussions (FGDs) with various stakeholders, including government agencies, technology developers,
regulatory agencies, civil society groups, and data subjects as end-users. Face-to-face group discussions
facilitate an in-depth exploration of participants' perspectives, yielding rich qualitative data that reveals
nuanced insights into the delicate balance between technological innovation, ethical considerations, and
socioeconomic repercussions associated with implementing face recognition technology. The research
comprehensively explains the difficulties and opportunities associated with responsible technological progress
and biometric data security. The findings from the FGDs influence the development of strategies that
effectively balance technical advancement with individual rights, privacy, and social well-being within the
growing digital landscape of Indonesia. The regulatory function of the government seeks to bridge the gap
between public expectations and technological advancements. Collaboration between academic institutions,
government agencies, the private sector, and data subjects as end-users emerges as a crucial element, fostering
an all-encompassing strategy integrating research, law, technology deployment, and user empowerment. This
holistic approach is necessary to ensure that biometric data and facial recognition technology are utilized
responsibly, thereby laying the way for Indonesia's technologically sophisticated and ethically aware digital
future.
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1. Introduction

Globally, the growth of face recognition technology has spawned transformational
improvements in numerous domains. This technology is becoming more prevalent in Indonesia, a
rapidly developing digital society, and it has great promise for enhancing security, efficiency, and
convenience. Due to the sensitive nature of facial information, face recognition technology needs a
stringent focus on biometric data security [1]. This introduction explores the emerging environment
of face recognition technology deployment in Indonesia, highlighting the need for adequate
biometric data protection to traverse the complex intersection of technical innovation and privacy
protection.

The acceptability of facial recognition technology is a complicated phenomenon driven by
cognitive, social, and contextual aspects that influence the propensities of individuals to embrace or
reject such advancements [2]. This paradigm extends to the knowledge of biometric data hazards, in
which individuals' cognitive identification of potential vulnerabilities to the security and privacy of
their biometric information plays a crucial part in determining their attitudes and actions toward
adopting such technology [3]. The intricate interplay between these characteristics exemplifies the
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complex dynamics underlying the adoption and use of face recognition technology, demonstrating
the delicate equilibrium between perceived benefits and concerns over biometric data risks [4].

The complexity of the infrastructure requirements to enable facial recognition technology
encompasses processing resources, network bandwidth, and hardware capabilities, which combined
define the efficiency and scalability of the deployment [5]. This multilayered task necessitates robust
computational architectures capable of rapidly processing complex facial patterns and a network
infrastructure to accommodate the considerable data transmission demands inherent to real-time
recognition operations [6]. In addition, deploying hardware components optimized for facial feature
extraction and matching adds to the complexity of this technological obstacle, highlighting the need
for a comprehensive and integrated approach to infrastructure development for the seamless
integration and operation of face recognition technology [7].

The problem of biometric data protection through face recognition technology is complicated,
needing the harmonization of technical, legal, and ethical frameworks in order to eliminate inherent
vulnerabilities and secure the privacy of individuals' biometric data [8] [9]. This difficulty is
compounded by the complexity of face data, which, once compromised, has irreversible
repercussions, demanding sophisticated encryption techniques, secure storage mechanisms, and
severe access controls to prevent unauthorized acquisition or manipulation [10]. Moreover, the
establishment of comprehensive legal frameworks tailored to the unique complexities of biometric
data, as well as the cultivation of ethical guidelines pertaining to consent, transparency, and data
sovereignty, serves as a critical imperative for navigating the complex landscape of biometric data
protection, thereby bolstering societal trust in the application of face recognition technology [11].

The originality of the research pertaining to the biometric data protection issue and face
recognition technology in a developing country context, specifically Indonesia, lies in its exploration
of the intricate interplay between nascent technological implementations and the intricate
socioeconomic, cultural, and legal dimensions typical of such settings. This study is the first to
investigate the unique problems and opportunities within the Indonesian context, offering insight
into the intricate dynamics of technology adoption, data privacy issues, and legislative frameworks
peculiar to a developing nation. By elucidating these complex interactions, the study contributes to a
deeper understanding of the multifaceted landscape surrounding biometric data protection and face
recognition technology in developing countries, paving the way for contextually informed strategies
that balance technological progress and individual and societal well-being.

The correlation between sustainability, biometric data protection, and face recognition
technology constitutes a pivotal nexus wherein ensuring enduring socio-technological progress
converges with the necessity to safeguard individual privacy and ethical considerations in an
increasingly digitized landscape [12]. The amalgamation of these elements elucidates a multifaceted
interrelationship, as the sustainable deployment of face recognition technology necessitates
meticulous attention to biometric data protection, thereby engendering a harmonious equilibrium
between technological advancement and ethical accountability [13]. This symbiotic relationship
underscores the significance of cultivating resilient technological ecosystems that not only propel
socio-economic development but also uphold the fundamental rights of individuals, thereby
fostering a holistic framework that resonates with sustainable principles while navigating the
complexities of emergent biometric technologies.

The significance of stakeholders' perception mapping lies in its capacity to systematically
identify, analyze, and comprehend the multifaceted dimensions of sustainability in connection with
biometric data protection, which end implies the support of face recognition technology. This process
facilitates the holistic evaluation of diverse stakeholders' perspectives, ranging from government
bodies, regulatory authorities, and technology developers to civil society groups and data subjects as
end-users, illuminating an intricate tapestry of insights into the complex interplay between
technological innovation, ethical considerations, and socio-economic implications. By synthesizing
these perceptions, this mapping not only aids in pinpointing potential conflicts and synergies within
sustainability initiatives but also informs the formulation of contextually appropriate strategies that
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promote responsible technological advancement, address privacy concerns, and foster a harmonious
socio-technological milieu centered on enduring ethical and societal values.

2. Literature Review

2.1. Face Recognition Technology

Understanding face recognition technology requires a comprehensive awareness of the
numerous processes involved in recording, processing, and evaluating facial characteristics for
identification and verification purposes [14]. This technique employs sophisticated algorithms to turn
unique facial features into mathematical representations, enabling the construction of individual
biometric profiles [15]. Facial recognition systems enable the identification of persons or the
validation of their claimed identity through feature extraction and comparison [16]-[18]. The
understanding of this technology extends beyond its technical complexities to incorporate broader
considerations, such as its potential applications across diverse domains, its ethical implications in
terms of privacy and data protection, and its societal impacts on security, convenience, and human-
computer interaction paradigms [19]-[22]. Thus, a thorough knowledge of face recognition
technology entails an appreciation of its technical foundations and ramifications within broader
sociocultural and ethical contexts.

The architecture of face recognition technology consists of a structured framework with discrete
components that permit the identification and authentication of persons based on their facial traits
[23], [24]. Face images are often collected by cameras or sensors, followed by preprocessing
operations that include noise reduction, alignment, and normalization to improve image quality and
consistency [25], [26]. Subsequently, feature extraction techniques extract relevant facial
characteristics and convert them into numerical representations capable of discrimination [27].
Pattern recognition algorithms create similarity scores for identification or verification by comparing
these extracted features to a stored template database [28]. Additionally, the design includes decision-
making modules that analyze matching results and determine the ultimate identification
confirmation [29]. Depending on the system's complexity, additional components such as encryption
techniques, database management systems, and user interfaces contribute to the system's overall
architecture [30]-[33]. Understanding this architecture is essential to comprehending the complex
orchestration of activities that enable the efficient operation of face recognition technology systems
[34].

The growth of face recognition technology is hindered by various limitations and obstacles that
impede its application across diverse industries [35]-[39]. A significant barrier is the possibility of
algorithmic bias, wherein mistakes result from the unequal representation of demographic groups in
training data, leading to varied performance across different populations [40]. In addition, worries
continue regarding the technology's sensitivity to adversarial attacks, whereby tiny modifications to
facial photos might evade identification systems, undermining their dependability and security [41].
Ethical and privacy concerns are equally important since the prevalence of face data collecting raises
concerns about inappropriate surveillance, consent, and illegal data use [42]. In addition, the efficacy
of the technology can be impaired by poor lighting, occlusions, or fluctuations in facial expressions,
making it less reliable in real-world, uncontrolled conditions [43]-[45]. Face recognition's broad
capabilities create concerns regarding the possibility of mass monitoring infringing on civil liberties,
making it difficult to balance security imperatives and individual rights [46]. In order to advance
facial recognition technology while respecting societal norms, privacy, and ethics, it is essential to
navigate these complex obstacles.

Within the environment of face recognition technology, a glaring research void appears,
necessitating deeper investigation and study. Although substantial progress has been made in
refining the technical components of recognition algorithms, little effort has been devoted to
comprehending the socio-cultural dimensions underpinning this technology's deployment and
impact. Few studies examine the complex interplay between cultural variables, demographic
differences, and algorithmic biases, which can lead to differential performance among population
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groups. Moreover, the ramifications of facial recognition technology on privacy, data security, and
individual rights remain largely unexplored. The flexibility and dependability of the system in real-
world contexts typified by dynamic lighting conditions, facial expressions, and occlusions should be
the subject of further research. In addition, there needs to be more studies on the long-term societal
consequences of broad face recognition adoption, notably its effects on human interaction, civil
rights, and potential shifts in social norms. Bridging these gaps is essential for understanding face
recognition technology, its ramifications, and its possible compatibility with ethical, legal, and
societal frameworks.

2.2. Biometric Data Protection

Understanding biometric data protection regulation, technology, and systems requires a
multifaceted examination of the complex framework comprising legal safeguards, technological
mechanisms, and operational protocols designed to protect individuals' biometric data's security,
privacy, and integrity [47], [48]. This knowledge necessitates an exhaustive investigation of
regulatory frameworks developed at the regional, national, and international levels, outlining the
allowed processing of biometric data that includes all stages of data processing from the collection,
storage, analysis, distribution to the deletion of biometric data [49]. Concurrently, it needs an in-depth
investigation of biometric systems' technical underpinnings, including encryption approaches, safe
storage solutions, and robust authentication mechanisms [50]. This comprehension extends to the
operational complexities of biometric implementation, including informed consent procedures, audit
trails, and data breach mitigation techniques [51]. A holistic perspective highlights the essential
symbiosis between legal requirements, technological advances, and operational imperatives, which
converge to ensure a cohesive and effective biometric data protection ecosystem capable of
preserving individual rights and fostering societal trust in an era of increasing digital reliance [52].

Constructing a biometric data protection system involves a comprehensive procedure
incorporating advanced technology components and installing stringent security measures to protect
the biometric information of persons [53]. This is the coordination of systematic processes for
biometric data gathering, which frequently requires specific sensors or equipment to capture unique
physiological or behavioral characteristics. Then, complex algorithms extract prominent elements
from the gathered data and turn them into different templates [54]. These templates are then
encrypted and stored securely to prevent unwanted access and limit future data breaches [55]. In
addition, the system incorporates authentication methods to ensure that only authorized users can
access and use the stored biometric templates. The development process must also involve extensive
testing under various scenarios to evaluate the system's precision, dependability, and resistance to
hostile attacks [56]. As biometric data protection continues to evolve, developing these systems
requires a dynamic approach that aligns technological advancements with ethical considerations and
regulatory compliance, thereby creating a robust ecosystem for protecting sensitive biometric
information.

A particular research gap exists in biometric data protection regulation, needing a more in-depth
examination of the complex dynamics regulating emerging technology, ethical considerations, and
legal frameworks [57]. There exists a noticeable deficit in research that rigorously investigates the
alignment of existing legislation with the rapid improvements in biometric technologies,
notwithstanding the rising prevalence of biometric data usage across varied industries [58]. The
evolution of biometric applications, such as facial recognition and fingerprint scanning, has outpaced
the capacity of regulatory structures to address the complex challenges they introduce, resulting in a
gap between the potential risks posed by unauthorized access or data breaches and the effectiveness
of existing protective measures [59]. In addition, the cross-jurisdictional nature of biometric data
transfers and the absence of unified international standards complicate the development of
comprehensive legislation [60]. As a result, a research gap exists in identifying the gaps between the
expanding scope of biometric technologies and the sufficiency of legal safeguards, necessitating
academic endeavors to fill this void and inform the establishment of adaptive, egalitarian, and
ethically acceptable regulatory frameworks.
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A particular study gap exists in biometric data protection technology studies, highlighting the
necessity for thoroughly investigating the growing landscape of data security, privacy preservation,
and ethical issues regarding biometric applications [61]. Existing research frequently needs a
methodology that spans the whole lifecycle of biometric data, from capture and storage through
transmission and processing, leaving possible vulnerabilities and preventive measures at each stage
unexplored [62]. Moreover, as biometric technologies grow more prevalent in various fields, a
detailed assessment of the socio-cultural, legal, and economic factors that influence biometric
systems' design, acceptance, and regulation is required. This research vacuum gives a unique
opportunity for academics to explore unknown territory, promoting a comprehensive grasp of the
various difficulties and opportunities posed by biometric data protection. By bridging this gap,
researchers can contribute to developing holistic frameworks that address the convergence of
technological advancements, ethical considerations, and regulatory imperatives, thereby advancing
theoretical insights and practical solutions in the dynamic field of biometric data protection
technology.

3. Materials and Methods

Focus Group Discussion (FGD) as a methodological approach has substantial scholarly
significance in thoroughly examining stakeholders' perceptions and the complex navigation of
Indonesia's Biometric Data Protection Initiative and Face Recognition Technology Support. As a
qualitative research method, FGDs provide a structured forum for eliciting various nuanced
perspectives from stakeholders, including government agencies, technology developers, regulatory
authorities, civil society organizations, and data subjects as end-users, representing a penta-helix
approach [63]-[65]. By encouraging participatory discussions, FGDs enable the exploration of
multidimensional aspects of biometric data protection and face recognition technologies, such as
socio-cultural norms, ethical issues, legal frameworks, and technological capabilities. Through the
dynamic interchange of ideas and experiences, FGDs not only reveal the complexities of stakeholders'
viewpoints but also reveal potential conflicts, consensus, and gaps in the discourse, thereby
enhancing the comprehension of the ecosystem in which these technologies are embedded.

In Indonesia, where the adoption and regulatory environment for biometric data protection and
face recognition technology are subject to specific dynamics, FGDs are a significant tool for
navigating the implementation complexities. They examine how cultural norms and local contexts
interface with global technological developments and regulatory frameworks, illuminating the
congruence or discordance between stakeholder views and policy directive goals. In addition, FGDs
assist in identifying specific issues, obstacles, and opportunities that may arise in promoting proper
biometric data protection and face recognition technology support mechanisms in Indonesia. By
capitalizing on the interactive nature of FGDs, this research strategy equips scholars and
policymakers to navigate the complexities of stakeholder perceptions and the regulatory landscape,
fostering a holistic understanding that informs the development of strategies congruent with ethical,
legal, and societal imperatives in the Indonesian context.

The FGD themes cover a variety of essential factors necessary for a thorough analysis of
stakeholder perspectives and for navigating the complex landscape of the Biometric Data Protection
Initiative and Face Recognition Technology Support in Indonesia. The first topic, "Informed Consent
for Biometric Data Procedures," explores the ethical and legal implications of acquiring, utilizing, and
keeping biometric data and the stakeholders' awareness of informed consent mechanisms and
potential obstacles. "Technology Acceptance” investigates the factors influencing stakeholders'
propensities to accept or reject biometric technology, delving into their opinions of its efficacy,
security, usability, and potential consequences. The issue of "Face Recognition Technology and
Support" examines stakeholders' perspectives on the deployment of face recognition technology,
including its benefits, challenges, and practicality within the sociocultural context of Indonesia.
Regulation for Data Protection explores stakeholders' perspectives regarding the effectiveness,
sufficiency, and alignment with global standards of the existing regulatory frameworks controlling
biometric data protection. "Digital Transformation and Artificial Intelligence Technology in
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Indonesia” examines stakeholders' understanding of the broader digital transformation landscape,
including the role of artificial intelligence and its implications for biometric technology integration
within Indonesia's transforming socioeconomic fabric. By engaging stakeholders in these varied
themes, the FGD technique offers a comprehensive study of views, concerns, and goals, enhancing
comprehension of this complex environment.

Face Recognition Technology
Regulation
Digital Transformation Sustainability

e L
Informed-consent Procedure

Data Protection

Figure 1. Focus Group Discussion (FGD) Entitled Biometric Data Protection and Face Recognition
Technology In Indonesia.

The FGD sessions cover a broad range of issues that collectively address essential aspects of
biometric data, data protection, facial recognition technology, regulation, technology acceptability,
consumer behavior, informed-consent procedures, and digital transformation in the Indonesian
environment. The discussions center on the complex dynamics of biometric data, including
stakeholder perceptions of its sensitivity, utility, and potential threats, as well as the methods and
systems necessary for solid data protection in the face of developing technology. The debate on face
recognition technology engages stakeholders in discussions regarding its virtues, drawbacks, and
applicability within the sociocultural context of Indonesia. Existing legal frameworks are reviewed
for their sufficiency in protecting biometric data privacy and managing potential hazards, with
regulation emerging as a central subject. The propensities of stakeholders toward technological
acceptance and consumer behavior are examined to determine the factors that shape stakeholders'
preferences and attitudes regarding biometric applications and, hence, influence adoption patterns.
Examining informed consent procedures, a pillar of ethical data handling exposes stakeholders'
understanding, comprehension, and expectations around collecting and utilizing their biometric
data. The discussion concludes with the immense panorama of digital transformation, including the
role of emerging technologies, notably artificial intelligence, in shaping the biometric data protection
ecosystem and guiding Indonesia's changing digital trajectory. Through these in-depth FGD talks, a
nuanced understanding of the perspectives of stakeholders and the multifaceted context around
biometric data security and technology deployment in Indonesia is fostered.

Table 1. Institution Representative in Focus Group Discussion (FGD) Entitled Biometric Data
Protection and Face Recognition Technology in Indonesia.

Representation

Position/Rol
(Initial) osition/Role

Institution
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Ministry of Communication and Informatics of the Republic HSY Coordinator of Personal Data
of Indonesia Protection Governance
Lembaga Studi Advokasi Masyarakat/the Institute for Polic
Reseafch and Advocacy (ELySAM) ’ PP Researcher
Lembaga Kajian dan Advokasi Independensi Peradilan (LelP) SD Researcher
Situmorang, Raharja, dan Associates (Law Firm) DG Lawyer Associate
S. ASEAN International Advocacy & Consultancy SS CEO & Founder
Atma Jaya Studies on Aviation, Outer Space, and Cyber Laws IBRS Law Professor and Head of
(AJAVOC) Research Centre
Kepala Departemen Hukum TIK-KI Universitas Padjajaran SD Law Professor and Head of

Study Program on ICT
Information System Department SPS IT Developer
Faculty of Engineering EK End-User/Data Subject
Tourism Department YAS Tour and Travel Researcher
Faculty of Law SYW Law Researcher

The engagement of stakeholders in exhaustive deliberations and collaborative endeavors is of
the utmost importance for addressing critical issues and drafting a substantial white paper that
provides the Indonesian government with informed recommendations regarding biometric data
protection and the implementation of face recognition technology. A comprehensive spectrum of
perspectives is tapped by bringing together representatives from governmental bodies, technology
developers, regulatory agencies, civil society groups, and data subjects as end-users, including
diverse insights into biometric data's technological, ethical, legal, and societal dimensions. This
dialogue enables identifying and analyzing obstacles, opportunities, and potential repercussions of
adopting such technologies in the Indonesian environment. As a result of these joint efforts, the
subsequent creation of a white paper acts as a formal repository of condensed recommendations that
provide balanced views, actionable proposals, and contextualized tactics that fit with the national
ethos and regulatory framework. This approach guarantees that the document reflects the combined
expertise of stakeholders and serves as a comprehensive guide for the Indonesian government to
navigate the complexities of biometric data protection and face recognition technology, fostering a
symbiotic relationship between technological innovation and societal welfare.

3. Results

The relationship between the two topics, "Biometric Data Security, Regulation, and Politics in
Indonesia as a Challenge in the Digital Transformation Era" and "The Implementation of Face
Recognition Technology: Case of PT. Kereta Api Indonesia," demonstrates a profound connection
between the broader challenges of biometric data security, regulation, and political dynamics in
Indonesia's digital transformation landscape, and a case study illustrating the practical application
of face recognition technology. The first topic describes the complex interplay between evolving
biometric technologies, regulatory frameworks, and political considerations in safeguarding sensitive
biometric data. In contrast, the second topic illustrates how these challenges manifest in
implementing face recognition technology for transportation security. This juxtaposition serves as a
lens for analyzing how the overarching challenges of biometric data security and regulation manifest
in a tangible operational context, shedding light on the complexities faced by organizations like P.T.
Kereta Api Indonesia in reconciling technological advancements with ethical, legal, and societal
dimensions. Examining the complexities of a specific case within the context of the larger challenge
landscape fosters a more comprehensive understanding, thereby facilitating the extrapolation of
practical strategies that align technology implementation with regulatory imperatives and ethical
considerations in Indonesia's digital transformation era.

3.1. Biometric Data Security, Regulation, and Politics in Indonesia as a Challenge in the Digital
Transformation Era
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The difficulty of Biometric Data Security, Regulation, and Politics in Indonesia in the Era of
Digital Transformation highlights the delicate interplay between growing biometric technologies,
legal frameworks, and political dynamics in Indonesia's digitally transforming landscape. As the
prevalence of biometric technology across industries increases, the need for adequate data security
and privacy protection becomes more pressing. However, implementing biometric data protection
methods effectively depends on the interaction of technical protections, regulatory laws, and
sociopolitical factors. This difficulty necessitates a comprehensive assessment of how the emerging
regulatory framework in Indonesia strikes a delicate balance between supporting technical
innovation and protecting individual rights, as well as addressing broader sociopolitical and ethical
elements. Investigating this problem provides insights into the complexities of integrating biometric
data security measures within the regulatory and political frameworks of a developing nation
undergoing digital transformation, thereby informing the formulation of strategies that align
technological advances with ethical and legal mandates.

The convoluted terrain of private data protection in Indonesia, particularly concerning biometric
data, necessitates collaboration between academic institutions, government agencies, and private
sector organizations. In personal data, biometric information possesses unique sensitivity, needing a
diversified strategy to meet the numerous security, regulatory, and ethical concerns connected with
its use. The collaboration between academia, government, and the private sector has the potential to
capitalize synergistically on their respective strengths: academia contributes expertise in research and
analysis, providing insights into evolving technological trends and potential vulnerabilities;
government agencies provide the regulatory framework necessary for protecting individual rights
and preserving public trust; and the private sector contributes practical implementation. This
collaborative effort is essential not only for harmonizing the diverse perspectives of stakeholders but
also for fostering a comprehensive approach that holistically addresses the complex technical, legal,
and ethical dimensions of private data protection, thereby creating a more resilient and trustworthy
data ecosystem tailored to Indonesia's socioeconomic and cultural context.

The increased danger of biometric data exploitation due to human mistakes or flaws in database
security protocols underscores the importance of preventative measures from an academic approach.
Academic debate highlights the urgent need to establish proactive solutions that prevent these
hazards and foster a complete understanding of their underlying causes. This involves examining
multidisciplinary methods, including human aspects of psychology, cryptography, information
systems, and ethical issues, to identify potential failure points in biometric data management. On the
other hand, there is an urgent need to address the use of automation technology with the deployment
of, for instance, an algorithmic decision-making (ADM) technology for processing biometric data.
While ADM might not have human bias, there are risks of algorithmic bias in the deployment of
ADM [66], among others, from ethical [67] and legal [68]-[70] points of view as exemplified in cases
of discriminatory ADM [68]. From a data protection viewpoint, the use of ADM potentially risks data
subjects' autonomy by taking over the ability of data subjects to control and make decisions on their
own [71], [72]. Hence, the need for a reliable and justified mechanism to ensure the ability of the data
subject to give a freely given, specific, informed, and unambiguous consent is paramount.

In this context, academia can play a crucial role by pioneering research projects to identify
possible human and algorithmic errors in data handling processes, expose design faults in security
architecture, and develop creative encryption approaches to strengthen database integrity. By
fostering collaborations between academia, industry, and regulatory bodies, a comprehensive
framework can be expanded to anticipate, prevent, and rectify potential vulnerabilities, thereby
establishing a solid foundation for biometric data protection that conforms to ethical standards and
regulatory mandates.

According to the government's institutional stance regarding regulating biometric data
protection, incorporating a rigorous informed consent method is paramount. This viewpoint
emphasizes the need to strike a careful balance between technological progress and individual rights,
understanding that collecting, storing, and using biometric data requires individuals' informed and
express consent. From a legislative perspective, this comprises the formation of legal frameworks
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mandating complete disclosure of data usage goals and potential hazards, as well as implementing
methods allowing individuals to exercise control over their data. This viewpoint emphasizes the
government's duty to guarantee that informed-consent procedures are robustly implemented and
aligned with ethical values, considering the subtleties of biometric data collection and processing. By
highlighting the need for informed consent, the government's institutional approach is to develop a
coherent legal framework that fosters openness, accountability, and data subject empowerment in
the evolving biometric data protection landscape.

This stance aligns with the new Indonesian Data Protection Act (Law No. 22 of 2023 concerning
Personal Data Protection, hereafter, the PDPA) [73]. The PDPA was adopted in October 2022 and
requires data controllers and other parties relating to the processing of personal data to adjust to the
obligations under the new law within two years after the law's adoption until 2024. The enactment
of the new PDPA is expected to provide a comprehensive protection of data subject rights and to end
the sectoral regulations to protect personal data. The new PDPA lays down a series of obligations for
data controllers and data processors for both public and private sectors.

The PDPA sets out two requirements for the processing of biometric data under the protection
of specific data (or sensitive data) (PDPA Article 4 par. (2) lit. b). First, with the categorization of the
processing of biometric data as high-risk data processing, the PDPA requires data controllers to carry
out a personal data impact assessment (hereafter, PDIA) before the processing of biometric data
(PDPA Article 34 par. (1), (2) lit. b). Second, the PDPA requires the data controllers to appoint a data
protection officer to help ensure the compliance of data processing with the PDPA principles (PDPA
Article 53 par. (1) lit. ).

To implement the mandatory DPIA, the PDPA mandates further regulation in the form of a
Government Regulation which draft was recently released on 30 August 2023 for a public
consultation [74]. Under the current draft, the DPIA shall consist of the following: (1) a systematic
description of the personal data processing activities and the purpose of data processing, including
the interests of the data controller from such processing; (2) an assessment of needs and
proportionality between purposes and activities of processing the personal data; (3) a risk assessment
of the protection of data subjects' rights; and (4) measures used by the data controller to protect data
subjects from the risks of processing such personal data (Article 128 of the current Draft of the
Government Regulation for the Protection of Personal Data, hereafter GR-PDP Draft). Data
controllers may consult with an institution functioning as a data protection supervisory authority
regarding implementing the DPIA requirement (GR-PDP Draft Article 129).

The perspective of the commercial sector on biometric data use emphasizes business potential
and marketing tactics based on identifying client requirements and habits. This viewpoint
acknowledges biometric data as a valuable instrument for identifying and forecasting purchase
trends, enabling marketing campaigns tailored to individual tastes. Organizations can obtain insights
into customer behavior, preferences, and consumption patterns by integrating biometric data. This
allows them to refine their product offers, improve the customer experience, and optimize their
marketing efforts. This viewpoint emphasizes the private sector's motivation to capitalize on the
intrinsic value of biometric data for crafting personalized and targeted marketing campaigns that
align with evolving consumer demands while recognizing the ethical imperatives of transparent data
usage and consent. In conclusion, the private sector's perspective highlights the synergistic potential
of biometric data analysis to promote corporate growth and customer engagement while negotiating
the ethical issues inherent to the proper deployment of personal data for commercial advantage.

The data subjects' perspective as end users about untrusted applications requiring personal data
highlights the need for transparency and assurance in knowing how private sector firms protect
personal data, including biometric data, during digital transactions. Data subjects or end-users desire
information regarding the complete processes implemented by private sector entities to ensure data
privacy, hence creating trust and confidence in the usage of such applications. In particular, the data
subjects' perspective emphasizes the significance of understanding the methods to safeguard
biometric data across diverse digital interactions, as these physiological characteristics include
intrinsic sensitivity. Users require knowledge of the encryption methods, safe storage techniques,
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and authentication practices used by private sector firms to mitigate potential risks and
vulnerabilities, enabling them to make informed judgments regarding the applications they employ.
This perspective emphasizes the significance of data subjects' rights to transparency and calls for the
availability of information that enables individuals to evaluate the dependability of applications and
make informed decisions consistent with their data protection preferences.

Academic, government, private sector, and data subject viewpoints are interconnected to
establish a dynamic framework encompassing the complex discourse on biometric data protection
and facial recognition technology. The academic approach brings rigorous research and
multidisciplinary ideas that shed light on technical weaknesses, ethical problems, and societal
consequences. This knowledge influences the government's perspective, which builds legislative
frameworks to safeguard data security, individual rights, and sociopolitical concord. Motivated by
corporate opportunities and consumer demands, the private sector uses modern technologies while
conforming to legal and ethical requirements. This interaction influences data subjects as end-users,
equipped with transparency and data protection consciousness, make educated decisions about
engaging with technologies and entrusting personal data. Therefore, the symbiotic relationship
between these perspectives catalyzes a holistic approach that balances innovation, regulation, ethical
considerations, and user empowerment, thereby guiding the responsible development and
deployment of biometric data protection and face recognition technology.

In Indonesia's digital transformation era, recommendations regarding biometric data protection,
regulation, and the intersection of politics should adopt a multifaceted approach considering the
country's socio-cultural diversity, regulatory dynamics, and technological evolution. First, informed
by robust academic research, comprehensive and adaptable regulatory frameworks should be
designed to balance innovation and ethical considerations, supporting data security and individual
rights. Second, it is essential to develop collaboration between academia, government, and the
corporate sector to solve any legal gaps and ensure that policies match the practical landscape.
Thirdly, these frameworks must incorporate political considerations to prevent undue influence,
preserve data sovereignty, and encourage public trust. Fourthly, it is crucial to cultivate general
knowledge and participation, emphasizing transparent informed-consent procedures and
comprehensive education campaigns that equip data subjects as end-users to navigate digital
environments. Lastly, these guidelines should be frequently evaluated and revised to align with
emerging technical trends, regulatory adjustments, and political factors, ensuring that Indonesia's
biometric data protection stays resilient and adaptable throughout its digital transformation journey.

3.1. The Implementation of Face Recognition Technology: Case of P.T. Kereta Api Indonesia

Face Recognition Technology implementation in a developing nation has complexities related
to technical acceptance, resource limits, and socioeconomic dynamics. This challenge is especially
pertinent in countries like Indonesia, where aligning innovative technology with limited resources
requires careful consideration of infrastructure restrictions, digital inclusion, and cultural
sensitivities. The technology also poses data subjects risks in light of the right to data protection [75],
[76] including various concerns over surveillance [77].

However, this difficulty presents an opportunity to stimulate economic growth. Face
Recognition Technology has the ability to boost innovation, improve security, and streamline many
industries, thus promoting economic growth by streamlining processes, enhancing service delivery,
and attracting investments. Indonesia can leverage the transformative potential of this technology to
stimulate economic growth and create the framework for a digitally empowered future by employing
prudent implementation tactics that address local challenges. In the tourism industry, Face
Recognition Technology offers a valuable instrument to boost the industry by allowing
personalization and data-driven services to enhance travelers’ experiences such as customized and
optimal travel planning, enhancement of safety and security, and seamless financial transactions [78].

The correlation between customer purchase behavior and technology acceptance highlights a
crucial relationship in which consumer propensities to embrace and engage with technology are
directly influenced by their shopping preferences and habits. In applications such as the KAI (Kereta
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Api Indonesia) Application, building confidence in data protection acquires a position of preeminence.
As customers engage in digital transactions, their desire to embrace technology depends on their
assurance that their data, including biometric information, is protected. Ensuring comprehensive
data protection methods in application databases is essential for complying with regulatory
regulations and fostering an environment that encourages consumer trust. Because of the KAI
Application's function in supporting travel services, this mutual reinforcement between technology
acceptability and data protection is very pronounced. By prioritizing stringent data protection
measures, KAI can increase customer trust, foster positive perceptions, enhance technology
acceptance, and promote a symbiotic relationship between purchasing behavior, technology
engagement, and data security assurance within its digital ecosystem.

The scholarly viewpoint emphasizes concern about the potential risks associated with accessing
insecure databases provided by third-party companies that offer Face Recognition Technology
services. This concern arises from the complex relationship between the reliability of data sources,
data integrity, and privacy concerns in the context of biometric data consumption. Due to the
emphasis on empirical research and analytical rigor in academia, it is vital to critically analyze the
security procedures employed by external organizations that supply such technology services. The
intricacy of biometric data, its susceptibility to security breaches, and the likelihood of illegal access
underscore the importance of paying close attention to the security measures implemented by these
third-party vendors. Accurate data sources are vital for ensuring face recognition technology's
efficacy and moral application from an academic standpoint. Further, there are concerns for
illegitimate processing, including data transfer to unauthorized parties. This perspective emphasizes
the importance of collaborative efforts between academia, regulatory bodies, and industry
stakeholders to develop stringent standards and protocols that mitigate the risks posed by unsecured
databases, thereby ensuring the responsible use of biometric data and bolstering the integrity of
emerging technologies in the face of potential vulnerabilities.

The government's perspective centers on increasing engagement with the commercial sector to
facilitate the implementation of Face Recognition Technology, which extends beyond companies such
as KAI to include other public services such as Transjakarta. This viewpoint is influenced by a larger
objective to use technological advances to improve operational efficiency and public service delivery.
The government acknowledges that strategic partnerships with private sectors adept in Face
Recognition Technology service delivery can speed the adoption of practical and creative solutions.
By incorporating biometric technology into public services such as transportation, the government
intends to improve operations, reduce bottlenecks, and enhance the customer experience. This
viewpoint emphasizes the government's responsibility in arranging a symbiotic partnership that
leverages the knowledge of the private sector while adhering to regulatory requirements and
guaranteeing responsible data handling methods. This perspective highlights the potential for public-
private partnerships to achieve transformational technological adoption, ultimately contributing to
improved service quality and operational efficiency in the Indonesian public sector.

The private sector's perspective is optimizing transactional processes for effectiveness and
efficiency, emphasizing security through apps that comply with stringent data protection
regulations. This perspective coincides with the fundamental goals of organizations to improve the
user experience, reduce operational difficulties, and speed up transactions. Recognizing the sensitive
nature of biometric data, the private sector acknowledges the need to fully comprehend and adhere
to consent protocols, ensuring that data subjects as end-users are educated and empowered
participants in data sharing. By prioritizing these factors, the commercial industry intends to foster
user trust and confidence in Face Recognition Technology applications. This viewpoint highlights the
private sector's role in forging a symbiotic relationship between technological innovation and ethical
considerations. It ultimately fosters a digital environment that prioritizes seamless transactions while
ensuring stringent data protection measures, advancing its operational objectives while meeting its
customers' privacy and security expectations.

The data subject's perspective is defined by its emphasis on data security that transcends
transactional efficiency and effectiveness considerations. In addition to faster purchasing and trip
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validation, data subjects as end-users place significant stress on the stringent protection of their data,
mainly through biometric data. This perspective is motivated by a heightened awareness of the
potential risks associated with data breaches and unauthorized access. Data subjects as end-users
prioritize a comprehensive understanding of how personal data is collected, stored, and utilized by
technologies such as Face Recognition. The need for secure data processing resonates strongly with
data subjects as end-users, emphasizing informed consent procedures, transparent data usage, and
stringent security. This perspective highlights the significance of aligning technological
advancements with individual privacy expectations, ensuring that while enhancing purchasing and
travel experiences, the deployment of biometric technology also provides data protection, fostering
user trust and maintaining the symbiotic relationship between technological convenience and
information security.

4. Discussion

The academic perspective on biometric data and facial recognition technology in Indonesia is
multidimensional, incorporating multidisciplinary research, ethical considerations, and a
comprehensive analysis of the societal repercussions. Scholars in computer science, law, ethics, and
the social sciences contribute to this perspective by exploring the technological complexity of
biometric data management, investigating legal and regulatory frameworks, and delving into the
sociocultural ramifications of technology adoption. This viewpoint necessitates empirical research to
examine the efficacy and limitations of facial recognition systems in the Indonesian context,
addressing topics such as accuracy, prejudice, and the potential for misuse. In addition, ethical
inquiries consider the moral implications of biometric data usage, highlighting the need to balance
technological innovation and individual privacy rights and ensure that such technology's societal
impact is consistent with national values and traditions.

In addition, the scholarly viewpoint stresses the importance of bridging the digital divide in
Indonesia, where digital literacy and access to technology vary. Scholars emphasize the need to
ensure that biometric data and facial recognition technology do not inadvertently exacerbate existing
gaps but contribute to inclusive progress. Examining the potential ramifications for marginalized
communities and proposing ways to close the gaps caused by unequal access to technology and
information are central to this perspective [79]. Academics also dialogue with government bodies
and industry stakeholders to inform policy development, recommend regulatory frameworks and
advocate for comprehensive data protection mechanisms that balance technological innovation,
ethical standards, and societal well-being in Indonesia.

The government's intentions regarding biometric data protection and regulation and
implementing face recognition technology in transportation services such as KAI reflect a
multifaceted agenda that seeks to balance technological advancement, individual rights, public
safety, and regulatory oversight. The government acknowledges the revolutionary potential of
biometric data and face recognition technology for enhancing public services and security,
particularly in the transportation industry. Consequently, its objective is to build comprehensive
legislative frameworks that regulate collecting, storing, analyzing, using, distributing, and deleting
biometric data, ensuring compliance with ethical standards, data protection legislation, and privacy
concerns. This perspective necessitates collaboration between government authorities, academic
institutions, and the private sector to establish standards that balance innovation and protecting
individual rights while considering Indonesia's sociocultural context.

In the context of KAL the government intends to integrate facial recognition technology to
maximize operational efficiency and passenger satisfaction. Using biometric information for
ticketing, validation, and passenger identification, the government wants to streamline operations,
reduce fraud, and enhance public safety. This purpose demands a tight partnership with private-
sector technology suppliers to ensure adherence to existing laws and moral principles [80]. The
government also emphasizes the significance of open communication with the public, assuring
citizens that the technology would be implemented with responsible data management practices and
privacy safeguards. By aligning the implementation of face recognition technology with the broader
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goals of public service enhancement and safety improvement, the government hopes to foster public
confidence, optimize transportation services, and pave the way for the responsible use of biometric
data within Indonesia's rapidly evolving technological landscape.

Its strategic focus on developing and marketing face recognition technology solutions to the
Indonesian government exemplifies the private sector's desire to expand its commercial operations
and capitalize on the opportunities presented by the digital transformation era [81]. This ambition is
consistent with the industry's pursuit of innovation, expansion, and market penetration. It is
supported by biometric technology's capacity to meet expanding social needs, enhance operational
efficiencies, and enhance security. By aggressively pursuing the development and commercialization
of facial recognition technology, private sector entities want to satisfy the government's demand for
new solutions in line with the nation's digital transformation objectives. This objective encompasses
developing robust, adaptive technology that complies with regulatory norms, addresses ethical
problems, and serves the greater public interest. By positioning themselves as providers of cutting-
edge biometric solutions, the private sector seeks not only to generate revenue but also to contribute
to the evolution of Indonesia's technological landscape, fostering a symbiotic relationship that
advances both economic growth and national development goals.

The data subject perspective as an end-user, intricately entwined with academic, government,
and commercial sector objectives, gives an essential dimension to Indonesia's discourse on biometric
data and facial recognition technologies. Data subjects as end-users are concerned not just with
technological advancements and legal frameworks but also with the effects of these initiatives on
their privacy, data security, and user experiences [82]. As beneficiaries or subjects of these
technological breakthroughs, data subjects as end-users require assurances that academic research
and analysis will correctly and responsibly handle their data. The data subjects as end-users rely on
the government's goals to ensure comprehensive regulation safeguards their rights and maintains
public confidence. In addition, they interact with the commercial sector as potential consumers,
necessitating user-centric programs that prioritize seamless functionality while handling data
privacy concerns transparently [83]. The data subject perspective highlights the need to strike a
balance between innovation, regulatory compliance, and individual rights, highlighting the
interdependence between academic insights, government policies, private sector initiatives, and data
subjects as end-user expectations in shaping the responsible and effective deployment of biometric
data and face recognition technology within Indonesia's sociotechnical landscape.

5. Conclusions

The exhaustive research on biometric data protection, legislation, and facial recognition
technologies in Indonesia sheds light on a complex ecosystem defined by numerous stakeholder
relationships. The academic approach contributes empirical studies and perspectives highlighting
the technical challenges, ethical concerns, and societal implications of biometric data utilization.
Government objectives include legislative frameworks that balance the rise of technology with
individual rights and privacy concerns, producing a balanced approach that fosters innovation while
maintaining public confidence. Motivated by economic opportunities and consumer demands, the
private sector strives to harness technology for efficiency gains while adhering to ethical and
regulatory standards. Similarly, the data subjects' perspective highlights the significance of data
protection, transparency, and frictionless transactions in a digital world. The interaction between
these perspectives illustrates the complexity of Indonesia's digital transformation phase when the
potential of facial recognition technology is coupled with data security, privacy, and inclusivity
concerns. The regulatory function of the government seeks to bridge the gap between public
expectations and technological advancements. Collaboration between academic institutions,
government agencies, the private sector, and data subjects as end-users emerges as a crucial element,
fostering an all-encompassing strategy integrating research, law, technology deployment, and user
empowerment. This holistic approach is necessary to ensure that biometric data and facial
recognition technology are utilized responsibly, thereby laying the way for Indonesia's
technologically sophisticated and ethically aware digital future.
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