Pre prints.org

Article Not peer-reviewed version

International Digital System for
Collective Food Security Support

Maxim Logachev ~and Vitaliy Fomin

Posted Date: 20 May 2026
doi: 10.20944/preprints202605.1356.v1

Keywords: agriculture; crop production; digital transformation; food footprint; food availability; consumer
basket

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC, OpenAlex.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/2136132
https://sciprofiles.com/profile/5321873
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1356.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and

contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

International Digital System for Collective Food
Security Support

Maxim Logachev * and Vitaliy Fomin

Department of Infocognitive Technologies, Moscow Polytechnic University, Moscow, Russia

* Correspondence: logachevmaxim@gmail.com

Abstract

(1) Background. Food sovereignty and local sustainability are ensured by large agro-industrial
holdings and small-scale farms; this is synergy forms a complementary model of the agrifood system.
Maintaining this model’s balance requires the creation of a unified digital ecosystem that integrates
all suppliers and consumers into production chains, thereby eliminating unnecessary intermediaries.
(2) Methods. This study employs a comprehensive methodological framework, including systems
analysis and mathematical modeling, to develop service algorithms. Object-oriented design and
software engineering methods facilitated the development and implementation of a service-oriented
architecture for the digital system. (3) Results. The study presents a multi-tier architecture featuring
an integration bus based on a service-oriented approach. To implement direct supply-and-demand
coupling strategies, the system integrates both internal services (microeconomic indicators) and
external services (macroeconomic indicators). Additionally, a recommender system based on neural
networks and mathematical models was developed to personalize consumer requests and manage
product sales. (4) Conclusions. The software solution is consistent with the AgTech 4.0 concept and
enables the creation of a seamless environment for interstate trade. The implementation of the system
enhances the transparency of the “product footprint”, facilitates the redistribution of surpluses, and,
consequently, contributes to price stabilization.

Keywords: agriculture; crop production; digital transformation; food footprint; food availability;
consumer basket

1. Introduction

The task of ensuring food security at the international level is a significant and stabilizing factor
in the global order [1,2]. The historical development of humanity starkly illustrates that “national
security largely depends not only on human resources, military power, and spatial quantity, but also
on the potential to provide the population with food” [3].

Originally the idea of food security constituted the stability in the food market by ensuring the
availability of basic foodstuffs of all countries of the world [4]. The transformation of global processes,
the increasing frequency of geopolitical conflicts, and the increase in international tensions have
constantly challenged and changed the definition of food security. The dictates of the time
pronounced the definition of food security as “the correspondence of the quantity of nutritious and
safe food to the dietary needs of the population, presuming active and healthy lifestyle” [2], further
expanding the concept in a social context, adding the factor which covers needs of the population in
terms of stable access to food [5,6]. Food crises, arising in one country, trigger a chain of widespread
problems, thus link food and national security in a global context [7-9].

The key aspects, from the viewpoint of the food security management process, include:

e  physical availability of food for the population in the required quantities;

e  economic accessibility of food products for the population;

e  ensuring the population meets energy and physiological consumption standards for a balanced
diet;
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e food safety and suitability for consumption.

All of this can be achieved through domestic public resources, based on the activity of the agro-
industrial complex. The transformation of the agricultural sector is determined by the vector of
national economic development. Energy, chemical industry, and information technology evolution
enables for systemic transition from an extensive to intensive model of food production, processing,
and marketing, driven by technological convergence. Moreover, depending on the region, the pace
of such transformation is determined not only by self-sufficiency in internal food needs but also by
the ability to to acquire sufficient food at the global market [8,10,11].

This approach is typical for countries with emerging economy. They spend the resources of the
agro-industrial sector on producing cost-effective products only, including through export. Import
of products is possible either using the proceeds or using the products cheaper than domestic
production yield [12]. From a food security perspective, such strategies are exposed to considerable
logistical, political, and currency risks [9,13]. Of particular note are the emerging problems in terms
of product availability and quality, which make the food not a basic human right but a market asset
[14]. Farmers might consider it profitable to produce only those products for which there is demand
and the ability to afford the means of production (seeds, breeding livestock, fertilizers, feed additives,
equipment, spare parts, etc.). Under recessional conditions (including fragile economy), the full and
effective operation of large agricultural holdings becomes complicated, which is why small farms are
emerging [15,16].

Ecological agenda is an increasingly important accelerator here [17]. At the current stage of
societal development, major participants in the agricultural sector are blamed for the environmental
crises burn out. Depending on their activities, agricultural holdings are criticized for soil degradation,
the overuse of mineral fertilizers and pesticides to increase yields, tending to the cultivation of
monocultures, the destruction of natural ecosystems, the origination of carbon footprints, etc. The
resulting negative public sentiment has influenced a shift in consumer demand, like an expanding
market for organic and local products, individual nutrition, the production of rare types of products,
etc. [18,19]. Small farms cope better with cultivating unique varieties and perform manual quality
control, which appears to be difficult to implement in conveyor-type production. In addition, it is
unprofitable for large companies to engage in such high-margin products, as they cherish volume
rather than uniqueness.

With intelligent technologies small farmers are now capable to generate high profits from small
plots through the implementation of various sensors and control systems, as well as automated
solutions for managing technological and business processes [20]. Technologies and subsidies for
small agribusinesses, designed to avoid the monopoly of large corporations, have attracted specialists
with marketing competencies and modern management methods to remote communities, turning
agriculture into a trendy startup [21].

Thus, the main challenge today is the ability of small farms and large agricultural holdings to
produce and sell products, ensuring national food security. For reasons given, this paper aims to
develop a conceptual model and mechanisms for the functioning of agricultural production and
marketing processes to ensure food sustainability for a group of countries.

To achieve this goal, the following research tasks shall be completed:

1. Conduct an analysis of mechanisms for ensuring food security at the intergovernmental level.

2. Analyze international experience in digital transformation of the agricultural sector in the
context of ensuring control, monitoring, and data exchange in the agricultural production
engineering and marketing to identify the best-performing technological solutions.

3. Develop a digital system architecture model that integrates consumers, suppliers, and
representatives of government regulatory agencies.

4. Develop key scenarios for interaction between all parties concerned of the relevant process by
means of the digital system.

The scientific novelty of this study lies in the development of a digital food security management
system that facilitates the transition from a reactive to a predictive management model, incorporating
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a consensus-based system for assessing internal and external threats. From the perspective of end
market participants (farmers and consumers), a unified scientific and methodological framework is
being developed for creating a transparent food footprint system at the interstate level.

The theoretical significance of this study is justified by its scientific novelty and lies in the
development of algorithms for managing the availability of agricultural products in the digital
ecosystem of an interstate association, planning the production of specific products, providing
farmers with collective access to a common infrastructure enabling the sale of products at varying
degree of readiness, and custom consumption of finished products. These algorithms and models can
be used in research and development related to yield forecasting, adaptive crop planning based on
consumer demand (or other factors), and the organization of practice-oriented educational programs
for training specialists in the field of production and logistics process management.

The practical significance of this study lies in the creation of a one-to-one model directly linking
suppliers and consumers, eliminating speculative intermediaries from the pricing system for finished
products. The results obtained can be used to create a unified support system for farmers or
vulnerable consumer groups (for instance, against sharp price hikes).

2. Literature Review

2.1. Specification of Current Research in the Field of Food Security

Consumer demand in terms of food varies depending on the level of social, cultural, economic,
and technological development of society [22-24]. Despite this, Russian and international researchers
lack a comprehensive model of food security that would evolve in response to societal demands.
However, there are existing conventional models based on quantitative assessments of the physical
and economic availability of food, compliance with health nutrition standards, and product
compliance with certain quality requirements [25,26]. These models are most clearly expressed in the
works of Russian researchers.

Russian researchers focus their attention on the development of domestic food production [5,27-
29]. This aligns with the state strategy for the development of national agro-industrial complex, as
formulated in the Doctrine of Food Security of the Russian Federation [28,30]. The strategic goals and
objectives outlined therein are assessed as quantitative indicators in accordance with traditional
models of food security. In addition to physical food accessibility and the development of domestic
production, the Doctrine emphasizes the development of distribution infrastructure and adherence
to healthy eating standards. Mityashin, in his study of Russian scientific literature, claims that access
to food between production and consumption regions is disproportionate, and increasing production
rates may never guarantee resolving of food security issue [25].

Russian researchers note that the relevance of traditional food security models manifested itself
against the backdrop of the changing geopolitical situation in the world in 2014 [29,31]. Restricted
access to foreign resources, including food, triggered the development of domestic production [32,33].
Timely measures taken and their strengthening in 2022 suggest that Russia is not experiencing
difficulties in providing its population with basic foodstuffs using its own resources [25,28,30].

Food availability in challenging conditions (in addition to geopolitical conditions, constantly
changing climatic and weather conditions shall be considered) is the result not only of management
or economic activity, but also of complex scientific work. In Russian science, as well as everywhere
in the world, the main trends are research and development related to selection and genetics,
precision farming, the creation of alternative food sources, the improvement of storage and logistics
technologies, the preservation of biodiversity, and the reduction of anthropogenic impact on
ecosystems. It should be noted that food security is not in the focus of such work.

Researchers focus on localized solutions aimed at specific regions. In particular, the use of
drones, IoT sensors, and artificial intelligence technologies is primarily directed toward solving crop
yield management issues, reducing the environmental footprint, or improving business process
management within agricultural complexes and farms. However, these findings are rarely
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considered in the broader context of food security. Nevertheless, they are crucial for building national
scientific potential and creating mechanisms to mitigate the impact of global market shocks.

Contemporary research enriches the traditional food security model with qualitative
characteristics based on medical nutritional standards and requirements for the food products
themselves. In such models, products are assessed from the perspective of their interaction with the
consumer in a precise context:

e  Compliance with national standards and technical regulations [19,22,26];
e Accessibility, which implies independence from income level, time and place in accordance with

the standards or foundations formed in society [1,4,9];
¢  Maintaining public health (dietary nutrition, gluten-free diet) [41-43];

e  Cultural preferences based on individual views or customs [48] (vegetarianism, pescetarianism,
flexitarianism, raw food diet) [44], religious characteristics (Lenten food for Christianity, halal

for Islam, kosher for Judaism) [45—47].

The listed characteristics of the food security model represent distinct areas of research that
shape healthy lifestyles for both individuals and society as a whole. The objects of such research are
processes whose detailing serves a specific goal —from molecular levels to the behavior of human
populations. An analysis of the practical significance of the results suggests that they align with food
security based on the "how to ensure health" principle, rather than merely "how to ensure food." To
this end, households may utilize the Household Food Insecurity Access Scale (HFIAS), the
Household Dietary Diversity Score (HDDS), the Household Hunger Scale (HHS), and the Coping
Strategies Index (CSI).

Research may be subject to territorial limitations. Studies are associated not only with
localization within a single country based on particular characteristics (climate zone, level of
economic development, etc.) [3,5,51], but also with the forms that deep integration may take based
on the freedom of movement, a unified economic policy, and common governing bodies [4,13].
Countries may enter economic and customs unions, specialized food alliances, and other associations
that affect food security for both members and non-member states [9,39,52]. In particular, researchers
emphasize existing problems in the modernization of agro-industrial infrastructure, product
distribution methods, market monopolization, import substitution, regional poverty levels, the
shortage of personnel in high-quality production, and the availability of such products. International
research experience is based on the Aglink-Cosimo and PEM dynamic economic-mathematical
models of partial equilibrium for long-term forecasting [53,54], and the EPACIS model for analyzing
the risks of deliberate interference in supply chains [55].

The theoretical significance of the results of studies utilizing the Aglink-Cosimo or PEM models
lies in the substantiation of the relationships between demand, supply, pricing, and trade policy amid
changes in agriculture at global and national levels. The applied methodological tools allow for an
effective evaluation of agricultural policies (subsidies, loans, tariffs) to achieve a balance between
supply and demand, as well as to model consumption levels in regions relative to global prices,
climate change, or geopolitical shifts. PEM models also provide a theoretical justification for how
government policies affect farmers' decision-making (for example, by demonstrating transfer
efficiency). The results obtained are of practical significance and are used to assess political risks,
generate annual agricultural forecasts, and develop long-term investment strategies for the private
sector.

2.2. Classification of Software in Agriculture

The agro-industrial software market is in between a transformation, offering solutions
differentiated by production scale and business process specifics. Agricultural enterprises are offered
both specialized software products and comprehensive digital ecosystems to support sustainable
development [4]. These ecosystems are based on analytical services that minimize risks in the face of
volatile external factors (climate change, agricultural conditions, market conditions, etc.) [17].
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The predictive potential of these systems not only contributes to improved production
performance but also to the identification of macroeconomic patterns necessary to ensure national
food security [13,57]. The implementation of comprehensive digital solutions enables the
identification of inappropriate land use, the creation of end-to-end data channels for simulation
modeling and forecasting of export-import transactions, and the optimization of government
regulation mechanisms such as preferential lending, subsidies, and grant support. The pace of global
digital transformation in agriculture is determined by regional specifics, namely, the level of
economic development, the availability of technology, the state of the research base, climatic
conditions, and government support measures [11,58]. The following groups of regions are
distinguished:

Leaders (Western Europe, North America). These countries are characterized by consistently
high rates of digitalization. A priority is the development and implementation of solutions for
creating autonomous farms realizing the principles of precision farming. The technological
foundation is sensor networks, unmanned aerial vehicles, IoT technologies, and artificial intelligence
for crop yield optimization. Strict environmental standards and high labor costs also serve as
additional incentives. Figure 1 presents a software classification with examples of relevant
commercial products and their key functionalities.

John Deere A software solution enabling real-time
Operations machinery tracking, field operations planning,
Center and yield analysis based on sensor-derived data

Integrated platforms for
machinery fleet optimization
and field management

Climate FieldView

A digital data acquisition platform integrating
crop data, fertilizer application records, and
soil health metrics to generate high-precision
technological maps for crop cultivation

Software solution for high-precision positioning and
heterogeneous fleet management, designed to
minimize skips and overiaps during field operations

Trimble Agriculture

A cloud-integrated ecosystem supporting the
entire production lifecycle, including financial
planning, supply chain monitoring, and
comprehensive 'field-to-table’ traceability

AGRIVI

A software solution designed for economic
performance tracking, synthesizing
agronomic datasets with financial indicators
to facilitate field-level efficiency segmentation

Global leaders in

AgTech innovation Digital agronomy platforms

Granular

A specialized software platform for medium-scale
agricultural enterprises, integrating weather
surveillance, satellite-derived vegetation
analytics, and grain market optimization

FarmLogs

An intelligent platform leveraging
deep learning for yield forecasting
and regional-scale risk management

Cropin Cloud

A satellite-based service for remote crop
monitoring, vegetation index assessment,
and early defection of localized stressors

Domain-specific solutions leveraging

EOSDA Crop Monitoring
Artificial Intelligence and the loT

Dairy farm management

through the integration of automated milking
systems to facilitate real-time monitoring

of livestock health and milk quality parameters

DeLaval DelPro

Figure 1. Classification of software products used in countries that occupy leading positions in the digital

transformation of agriculture

5. Dynamically developing countries (Russia, Brazil, China). These countries are characterized by
accelerated rates of transformation through the customization of ready-made software solutions
for large-scale production. The main driver here is government support for agricultural holdings.
However, regional specifics are observed, like in Russia and Brazil, the focus is shifted to the use
of smart technology, production cycle monitoring systems, and digital accounting; in China,
priority is given to supply chain management based on cloud platforms. Figure 2 presents a
classification of software with examples of corresponding commercial products and their main
functional capabilities in dynamically developing countries.
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1C:ERP Enterprise Resource egration of p h &
Planning for the Agribusiness Sector With Becolriing, LUmaR fsdoliiss.
9 g and government reporting systems
An integrated digital solution for medium-scale
i 4 ing field h

ExactFarming el

Comprehensive Enterprise Resource e

Planning (ERP) for Agriculture

Remote Sensing and
Telemetry Solutions

Dynamically evolving
markets in the AgTech sector

P g,
and satellite-derived vegetation analysis

level

platform ig for

An
Solinftec agricultural conglomerates to oversee logistics
and synchroni; I-time fleet p
. A cloud-integrated management
Zhenghua Agriculture system for large-scale cereal

and paddy rice production

X X A digital platform facilitating remote sensing-based
Cropwise Operations ion surveill field activity ing
and comprehensive crop condition analytics

A multifunctional platform for fuel
Wialon i itoril i

P g, Y
tracking, and speed limit compliance

A digital system for high-precision field
monitoring utilizing proprietary weather
stations and soil moisture sensors

The Cyber-Agronomist digital agronomy solution

An loT-based digital platform for fleet
G7 management and perishable
agricultural supply chain optimization

An autonomous vehicle control system based
on computer vision, designed to operate
independently of GNSS/GPS stability

Cognitive Agro Pilot

A digital system for agricultural

XAG V-Series drone swarm management in
Automated Guidance Systems and praying and ing operati
Artificial Intelligence Frameworks A software suite for

DJI Terra photogrammetric processing

Niche-focused
Agricultural Platforms

and UAS-derived data analysis
An Al-based software solution for risk
AgroApps f ing and d decisi
using satellite-derived data

A digital framework for dairy livestock feeding
and health monitoring designed to optimize
productivity and maximize milk output

The Mustang fleet management
and telemetry platform

A mobile application for agronomists
enabling offline recording of pest
and disease observations

Syngenta Digital

Y P i gl [ (d i Y
Direct Farm fe ing an integ field-level diagnostic fr

and a digital for agri /

AB2B i icultural

Meicai producers d’irscrly with the food service industry
via Al-driven demand prediction models

Figure 2. Classification of software products used in dynamically developing countries in the field of digital

transformation of agriculture

6. Spot developemtn countries (India, Southeast Asian countries). Rates of digitalization are quite
moderate and piecewise there. Due to the high degree of parcellation of land, the use of
specialized software products adapted to the needs of small farms is prevalent. Figure 3 shows
the main classification of the functional capabilities of such software products.
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A global intelligent platform leveraging Al to monitor
Cropin Cloud millions of smallholder plots, enabling agribusinesses
to predict risks and forecast yields at scale

Al-Driven Agronomic A cloud-based farm management solution
Management Tanibox focused on process transparency and facilitating
Information Systems product certification for export markets

. A platform integrating meteorological analytics
Ricult and satellite-based crop monitoring to provide
farmers with precision seeding recommendations

A mobile application for agricultural drone fleet
XAG One management, enabling the configuration of spraying
or rice seeding flight paths with a few simple gestures

Management Frameworks ) A software environment for crop protection
for Autonomous Aerial and DJI Agriculture mission planning and vegetation analysis

based on multispectral image
Ground Robotic Systems P Citd

Regions with
pockets of growth

An loT-based platform utilizing in-situ soil

Fasal sensors and a mobile interface to provide
precision recommendations for irrigation
scheduling and nutrient application
A full-cycle digital ecosystem facilitating seed
DeHaat procurement, expert agronomic support, and
market-linkage services for crop commercialization
for _ A digital platform connecting small-scale producers
E:%izgmae;e::ﬁzg: SSEE:';:fS'temS TaniHub directly to output markets to eliminate middieman

inefficiencies, integrated with microcredit facilities

. A digital marketplace offering online auction
AgriBazaar services, quality control protocols, and secure
payment systems for agricultural producers

Figure 3. Classification of software products used in spot development countries in the field of digital
transformation of agriculture

7. Countries with a low digitalization rate (most of Africa and Central Asia). The industry's
development is hampered by the lack of basic infrastructure (communications, electricity).
Discrete services (e.g., SMS alerts) are used instead of comprehensive systems. The
implementation of technologies is primarily carried out within the framework of international
grants and humanitarian initiatives to combat hunger. Figure 4 shows the software solutions
used according to the classification of their main functional capabilities.

An information service platform delivering

Esoko real-time market data, meteorological
forecasts, and expert agronomic advice to
optimize harvest timing and sales strategies

. . An offline peer-to-peer (P2P) network for
Digital Extension and Wefarm farmers, facilitating community-based

Consulting Services knowledge sharing and technical support
via SMS in low-connectivity environments

A localized notification platform designed for the

Arva Central Asian market (Uzbekistan and Kazakhstan) to
disseminate critical alerts on irrigation, phytosanitary
threats, and regulatory changes in state support
A mobile platform facilitating tractor-hiring
services for small-scale producers, integrating
Hello Tractor GPS-enabled machinery localization with a digital
Laggard countries interface for scheduling plowing operations
in digital adoption Asset-Sharing Frameworks and An integrated logistics and procurement platform
Logistics Optimization Systems Tulaa enabling farmers to perform collective fertilizer

purchasing and book transportation for crop haulage
A specialized machinery rental service that

Trotro Tractor automates the booking and payment processes
for mechanized field tfreatment operations

A digital ecosystem providing farmers with
DigiFarm access to input credit for seeds and fertilizers,
alongside crop insurance, via a mobile wallet
i An agricultural insurance platform utilizing
E;,nTeCh Elta gorTs and Pula satellite data for autornated parametric
Icrocredit Systems payouts in the event of drought or flooding

A service leveraging machine learning and
Apollo Agriculture satellite imagery for farmer credit scoring and the
provision of targeted loans for farm expansion

Figure 4. Classification of software products used in lagging countries in the field of digital transformation of
agriculture

At this stage of development, there is a distinct gap between modern hardware and software
solutions and research in the field of digital transformation in agriculture [30,59,60]. This is primarily
due to the increasing complexity of digital systems: they include numerous services, equipment, and
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various peripheral devices, which increases their overall cost. The primary goal of scientific research
is to find and substantiate ways to reduce the cost of such technologies [61].

Cost reduction is achieved through improved downgrading, the development of technologies
for producing low-cost analogs that retain the key properties of components, as well as the
optimization, standardization, and unification of the design of hardware components [62,63].
Furthermore, the practical significance of this research lies in the possibility of creating fully
autonomous systems, whereas the goal of modern software is to develop tools that merely assist the
user and require confirmation of individual operations for decision-making [64,65].

3. Materials and Methods

3.1. Area of Concern Specification

Agriculture all over the world tends to shift from large state-owned or collectively owned
structures to smaller farms, specifically, family farms, individual entrepreneurs, and other types of
farming, depending on the region [30,38]. This is leading to the emergence of millions of smallholders
who can more quickly adapt to demand and produce unique products (organic vegetables,
microgreens, meat, berries, etc.). Some of the yield may be retained for personal consumption, while
the surplus can be sold, thereby becoming a part of a small business.

From a food security perspective, this approach might be seen as both beneficial and risky. For
consumers, the bankruptcy or demise of a single small producer will go virtually unnoticed, which
contributes to the overall stability of the market. Individual entrepreneurship allows for the creation
of jobs and the development of infrastructure in remote areas, the use of organic production methods,
and the effective use of available software and hardware in cultivated areas [16,21].

However, these same peculiarities entail serious risk exposure for farms. The most important of
these is marketing. Retailers require stable volumes of certified products. Failure to ensure the
required scale of production significantly hinders market access and attracting regular buyers, who
are often limited to nearby areas. Expanding the sales market requires addressing logistical issues
not only with sales but also with resource procurement. Purchasing feed, equipment, seeds, and other
items at retail is always more expensive than wholesale. Furthermore, any negative factor caused by
natural disasters or human impacts can lead to product destruction and bankruptcy for small
businesses. This is due to the lack of production capacity and financial "safety net" typical for large
agricultural complexes.

Based on the above, the research area of concern is the organization of farm management
processes for the marketing of crop products in the context of food security.

The research focuses on the processes of organizing a digital market for farm produce.

The subject of the study covers the tools that support economic and technological relationships
in a direct farmer-consumer relationship model.

The following were used as input data for testing the system and training the neural networks:
A public cadastral map (e.g., for Russia - https://map.ru/pkk; Kyrgyzstan - https://cadastre.kg/svc-

portal/map/main.do; Kazakhstan - https://map.gov4c.kz/egkn) to obtain information on the

economic purpose of plots, addresses and coordinates of their actual location, as well as location
in comparison to accessible road infrastructure.

8. A public catalog of fruit varieties, providing a description of cultivation characteristics and
photographs demonstrating varying degrees of ripeness
(https://vniispk.ru/species/cherry/alphabet).

9. A public catalog of vegetables, classified by type and providing access to the characteristics of
the selected plant (https://www.cnshb.ru/AKDiL/0055/default.shtm).

10. State Register of Varieties and Hybrids of Agricultural Plants Approved for Use in the Russian
Federation (https://gossortrf.ru/registry).
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3.2. Methodology Particulars

Manageability and predictability of software development is supported by a methodology that
includes a rigorous system of principles, methods, and tools:

Systems analysis was used to formalize requirements. This interdisciplinary methodology
enabled structural and logical modeling of a complex subject area. The object of study is characterized
by a set of heterogeneous elements with non-obvious relationships. Furthermore, the state of the
system and its components is influenced by random factors. Decomposition and structuring methods
were used comprehensively to identify key system characteristics. These methods helped define the
core functionality of the software and the corresponding user categories.

Methods consistent with an architectural pattern represented the system as a set of small,
independent services divided into logical layers. This implements the principles of layered and
microservice architectures. Conventionally, the application architecture can be divided into layers of
data access, business logic, and controllers.

Mathematical modeling methods were used to give quantitative characteristics of the real-world
objects and processes. These methods are necessary in the study for constructing models based on
experimental data to implement individual software functionalities.

A deep convolutional neural network architecture was used for image recognition. The
ResNet18 model, pretrained on the ImageNet dataset, was used as a feature extractor in this study.
The tradeoff between computational efficiency and hierarchical feature extraction quality was
consistent with the objectives and goals of the study. The training strategy consisted of a gradual
“unfreezing” of layers, implemented in two stages.

The integrated use of object-oriented analysis and object-oriented design allowed us to represent
the system as a collection of objects and their interactions through classes, attributes, and methods.
Adherence to the basic principles of this approach (abstraction, encapsulation, inheritance, and
polymorphism) enabled the independence of software modules and services, ensuring architectural
stability.

For data management in the developed software, a relational method was used in conjunction
with normalization theory. These methods represented data as unique entities identified by a set of
attributes. To structure the data in the area of concern, entities were linked by unique attributes into
a common data schema. Normalization methods were applied to the schema to ensure integrity and
eliminate redundancy and inconsistency. This is a formalized process of transforming data structures
to prevent modification, deletion, and addition anomalies.

The graphical user interface combined object-oriented design methods, component-based
approaches, prototyping, design systems, and declarative and imperative approaches. The interface
is based on standardized controls that adhere to common style guides, ensuring consistency and
usability principles.

To test the user interface logic, assess the accessibility of functionality, prioritize user tasks, and
determine the context of use, a user scenario method was used. This method was used to describe a
specific user interaction history with the developed software product to achieve a specific goal. This
scenario allowed for the presentation of user actions without the details of software implementation,
but taking into account external circumstances. These circumstances included the location of use
(home, work, transportation), time, the user's emotional state, and the risks imposed by interference
with the execution of actions.

A graphical method was used to model the quantitative and qualitative characteristics of the
concern area and the results of individual research methods. This method allowed the creation of
unified logical models that allowed the synthesis of disparate data to identify relationships between
variables, trends, and distributions. To interpret the results, this approach was used in conjunction
with the analytical method. The choice of diagram type corresponded to the relevance of the
characteristics being studied, ensuring strict adherence to scale, coordinate grids, and units of
measurement.
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11. A graphic simulation method was used to visualize the semantic results of applying the methods
to the research object. It is based on a conventional graphical language that allows for the
demonstration of cause-and-effect relationships between unrelated objects, their states, and
characteristics.

3.3. Specifications of Mathematical Models for Recommender Services

The operating algorithms of individual software services required the development of
mathematical models. These models were used to define basic system settings, enabling
recommendations to be generated automatically or manually (in the latter case, using filters working
together). The primary parameter used was the distance from the user to the farm or warehouse from
which products are transported. This approach was chosen because the supplier's location is always
stable and certain. For this purpose, a mathematical model was developed to determine the distance
from the farm to the user (formulas 1-4).

Tt Tt 1
= (lat, — lat,) —= (Ing, — Ingy) @

a = sin? | 189 22 il I cos(lat,) cos(lat,) sin? 180 22 !
D = R-(2tan"'2(Wa, V1 —a)) ()
fo = {p € places|p.D < Dinax} ©)
(S5, In(d;+1)) 4)

i = e\n~i=1 + Med(dy,d,,...,d,)
ch —

2

Where lat1 and Ing1 are the user's coordinates (rad);

lat> and Ing2 are the farm's coordinates (rad);

a is the haversine of the angle (the square of half the chord);

D is the distance between the supplier and the user (km);

R is the average radius of the Earth (6371 km);

places is the number of farms located within the user-specified distance;

p is the set of plots corresponding to the maximum distance between the user and the supplier;

Drmax is the maximum distance to the supplier set by the user (km);

fv is the farms corresponding to the set distance filter;

de is the normalized distance for correct execution of the algorithms;

di is the distance to the i-th farm (km).

The presented model allows one to determine the distance between the user and the supplier
based on geodata for filtering the results.

Farms may be similar in nature, so to optimize software performance, they should be clustered.
For this purpose, a mathematical model was used, including formulas 5-6.

= | LT Vmin Mog, n + 11] ()

Umax — Vmin

hi« R +1 (6)

Where n is the number of values in the sample;
v is the current value of the selected characteristic for the farm;
Umin and Umax are the minimum and maximum values that the characteristic can take, respectively;
i is the number of intervals;
hi is the number of values belonging to the i-th interval.
The model is based on Sturges's rule, which involves determination of the optimal number of
intervals for data with a normal distribution and a moderate sample size [66]. The choice of this model
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is justified by the fact that it is not necessary to analyze multiple characteristics (area, revenue,
equipment availability, etc.) when the user selects a product.

Based on this information, the rating of the farm or cluster is determined. Depending on the
user-set search parameters, a list of the most suitable clusters or individual farms within a cluster
with a high rating will be displayed.

The basic level ranking is based on three j-cluster metrics: average distance to the farm d
(formula 7), average supplier rating 7 (formula 8) and the level at which supplier has access to digital

services Sub (formula 9).
_ 1 Z“ %)

K 8)

- ©)

The formation of a cluster is carried out through the integrated use of the following methods:
e  Calculating Shannon entropy (H) for a qualitative assessment of the obtained results (general
formula 10 for different characteristics);
h; h; (1(
H=— Z iy | (_’)
n 082 \7

hi
>0

¢  Entropy normalization (Hnorm) to bring the results to a single scale in the range from 0 to 1
(formula 11);

" 1)
log,[log, n + 1]

Hyorm =

e  Calculating the entropy weight (equal to 1 in total) for an objective assessment of the significance
of features: distance (w4 for distance entropy Had - formula 12), rating (w: for entropy H: - formula
13), and service access level (wsu for entropy Hsuw - formula 14);
- Hq (12)
Wy =
Hy + Hy + Hgyp
— H, (13)
Wy = ————————
Hy + Hy + Hgyp

Hsup (14)

Weyp = ————————
U T H, + H, + Hgyp

e  Determining distances, including assortment, calculating gaps, and finding their median
between adjacent points;
e  Determining the clustering threshold to control detail and eliminate distortions.
The result is a mathematical model for determining the farm plot rating, Sp (formula 15), and a
cluster, Sc (formula 16).

(15)

1 _03d\  _03d _d
S, =100 de-k Wyq <r (1 —e dch> +e dch) + Wy, Sub - e den

(1+d_ch

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.1356.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1356.v1

12 of 32

(16)

1 T _03d _03d ___a

Sc =100 Wog———— 13 + W (g(l —e dch) +e dch) + Wsubsub - e Gcn
1+-L
dch

The developed mathematical models take into account that a single farm may have several

different plots for growing different crops. Based on this, the cluster rating is determined by plot and
is a number ranging from 0 to 100.

4. Results

4.1. Functional Architecture of the Software Package

To address the objectives of this paper, a multi-level digital platform architecture was developed
(Fig. 5). Elements located at the corresponding logical levels interact with each other via a common
service bus.

INTEGRATION
LAYER
EXTERNAL LAYER
-
—
Public Crop Production Official Reports
Procurement Maps API p and Statistics Data Storage | ]
Systems API
API API
DATA LAYER
d
Customer Segment Farmer Segment
Database Database
ML MODEL LAYER
Neural
Model o=
SERVICE LAYER
Fammer ; Cuslomer ; Data Clustering Smart Nutrition
Recommendation Recommendation Soivics Senvice
Service Service
(e
Registration Auction Ratings Admin Product
Service Service Service Service Service
PRESENTATION LAYER
Farmer Customer Manager Admin Super Admin Guests ([am
Client Client Client Client Client Client
-’

Figure 5. Model of the architecture of a digital food security system

In the developed model, the service bus serves as the central link in a service-oriented
architecture. System components interact indirectly, but rather through a unified bus interface,
implementing the principle of logical data flow management.

Digital system services are distributed among layers according to their functional purpose. The
model includes the following layers:

External layer. It interfaces with external systems to synchronize data (public procurement API) and
ensure the operability of services at other layers (mapping services, electronic resources on
vegetable crops). It also aggregates data needed for forecasting events and improving the
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accuracy of mathematical models. Furthermore, the external layer houses a data warehouse,
providing long-term storage of information generated by the services for subsequent analysis
and report preparation.

Data layer. Contains databases with information divided by user segments. The system supports
services that process requests from two segments: farmers and consumers. Appendix A shows
the general database model. It is normalized to third normal form (data is atomic, all non-key
attributes depend on the key attribute, and there are no transitive dependencies). All established
system settings ensure data integrity, consistency, and coherence.

ML model layer. Includes a neural network model that enables data processing for predictive
analytics. Its metrics and characteristics are described in detail in Section 4.2.

12. Service Layer. Contains the system's business logic, represented by analytical and operational
services.

13. Presentation Layer. Includes a set of client interfaces corresponding to roles, which are provided
to users depending on their level of access to the system's functionality and resources. The
interaction model for these user categories is given in Figure 6.

Super Admin
Advanced Farmer

— -

Individuals

/
I
' i i i ® © o
_______ \ e
Manager \\ i - j\ P \ |

\ Sole Proprietors Legal Entities ,

N

~
~

N

9. 9 9 :®
|
U N N N AN
\
\ e & ©

Standard F;rmer

---------- Unverified Pool =~ e———————e Communication Channel
— — — — Verified Pool e——————> (Control Channel

Figure 6. Model of user functions in a digital food security system

For the purpose of implementing management features (resources, capabilities, etc.), user
functions are divided into the following global groups:
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Administrators. Configuration of functionality for other functions (Admin). This group also
includes Managers, who conduct system content control and support communication with system
users, and have a farmer or consumer authorization.

Consumers. Include all users with access to product sales functionality (Farmer) and individuals
capable to procure products (Customer).

Unauthorized users. Individuals who have not completed the authorization procedure (Guests).
They have access to basic functionality like viewing reference information on vegetable growing,
farm arrangement, healthy eating, and government regulations in agriculture.

The Farmer group is further divided into the Standard Farmer and Advanced Farmer classes.
When a farmer wishes to be registered in the system, he has to pay a registration fee to access basic
functionality:

e  Creating and editing a profile describing the products sold and their location (legal and physical
addresses);

e  Sales service by product type (manual or automated creation of product cards depending on
availability, ripeness, delivery methods, and delivery time to the consumer);

e  Communication service (notifications concerning order statuses and product conditions,
reviewing transaction details with the consumer, and communicating with account and order
managers);

e A consumer recommendation service based on clustering and ratings.

In this case, the farmer is assigned the Standard Farmer function. For the sake of capability
enhancement, a subscription is available that activates the Advanced Farmer function, which
provides access to the following services:

e  Auction service. The final price of products is determined through open bidding between
buyers. The farmer can put products up for auction within the quantity limits of the digital
system that ensures food security. This restrictive measure is necessary to prevent food and price
imbalances.

e  Production planning service. A recommender system that forecasts regional demand for
products based on consumer activity, government policy, production volumes and cultivation
of relevant crops by competitors, and external factors (environment, climate, weather).

e  Advance order service. A channel for interacting with specific consumers to reserve a specific
harvest volume at different stages of production (before the beginning of season, during
cultivation, or harvest). This function allows farmers to manage crop acreage and production
capacity. To minimize risks, the system includes prepayment, a standard service agreement, and
consumer ratings. The system acts as an aggregator and does not fully guarantee the integrity of
all parties to the transaction.

e Interactive map. A tool for monitoring regionally grown produce and a communication platform
for farmers.

Buyers in the system are classified by their organizational and legal form:

e legal entities and sole proprietors,

e individuals.

Manager implements user verification occurs upon registration. Verification is voluntary, so if
it is not completed, the user is considered an individual. Access to the system's functionality is the
same for all customer classes, the difference is only in order scope and delivery methods. Each user
has an internal rating and a specific cluster attribution. Based on this data, a recommender system
generates lists of buyers available to farmers. Buyers can purchase products through advance order,
directly from the farmer, or if delivery is available.

A recommender system has been implemented for consumers, which, when creating product
selections, takes into account:

e  User settings (delivery time and methods, ripeness level);

e  Farmer rating (transaction success, reviews, production scope, availability of certificates of
conformity, quality of communication in the system);
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e  Healthy eating principles.

All product types belong to one of the dietary systems, namely sports, therapeutical prophylactic
nourishment, therapeutic, and rational nutrition. Each agricultural crop (regardless of variety) has a
set of metrics that determine its suitability for specific diets. When a user selects a nutritional system,
the service will generate a list of the most suitable products based on their market availability.

Users can access the digital system's resources via a browser (personal computer, tablet, or
smartphone) or a mobile app (smartphone), regardless of their function. The software and hardware
is to meet the minimum specifications presented in Table 1.

Table 1. Characteristics of the user's software and hardware in a digital system

Minimum requirements

Characteristics ~ Mobile application or mobile
. Browser on a personal computer
version
RAM 2 GB. 4 GB For interactive maps. 8 GB
Processor Quad-core processor with a Dual-core processor (e.g., Intel Core i3 or
frequency of at least 1.5 GHz. AMD Ryzen 3) with a frequency of at
least 2.0 GHz
Screen resolution 1280x720 1366x768 (1920x1080 Full HD
recommended)
Internet 3G/4G (LTE) or Wi-Fi. Stable internet connection with a speed
connection GPS/GLONASS module of 5-10 Mbps
preferred.
Storage 500 MB 2-5 GB of available disk space
Operating Android: 8.0 (Oreo) and up. Windows: 10 or 11 (64-bit).MacOS: 11.0
system i0S: 13.0 and up. (Big Sur).
Linux: Current Ubuntu or Astra Linux
distributions with a graphical shell.
Browser Up-to-date versions of Chrome, = Up-to-date versions of Google Chrome,
Safari, or Yandex Browser with Yandex Browser, Microsoft Edge or
JavaScript and HTMLS5 support Mozilla Firefox
(for mobile version).
Additional A camera for identifying CryptoPro EDS Browser plug-in for
(optional) product grade and quality. electronic signing of contracts.
conditions PDF reader for viewing Adobe Acrobat Reader or built-in
downloaded reports and browser tools for viewing documents.
certificates. A spreadsheet and document

management package (Microsoft Office,
LibreOffice, or MyOffice) for analyzing
downloaded data.

The system is designed so that the primary user requirements are an up-to-date browser and
sufficient RAM for real-time data processing.
The smooth operation of all levels of the digital system architecture, requires the hardware and

software shown in Table 2.

Table 2. Specification of the software and hardware complex of the digital system in the minimum configuration

Component Technical requirement Purpose
Server x86-64 architecture, at least 2 processors (16 Service Layer and Business Logic
cores / 32 threads total), base frequency from Support
2.5 GHz
RAM 64 GB DDR4/DDR5 ECC with error correction Integration Layer Operation and
Caching
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Storage 2x960 GB NVMe SSDs in RAID 1 (Mirror) High-Speed Access to the Data
Layer
GPU NVIDIA A2 or T4 (16 GB VRAM) with ML Model Layer Inference and
CUDA/Tensor core support Operation
Network 2x10 GbE SFP+ (channel redundancy) Data Exchange with the External
Interface Layer and High Bus Throughput
System Linux 64-bit (Ubuntu Server 22.04 LTS / RHEL Base Operating Environment
Software 9)
Virtualizatio = Docker Engine 24.0+, Kubernetes (K8s) or K3s Isolation and Deployment of
n System Microservices
Environment
DBMS and PostgreSQL 15+, Redis 7+, Apache Kafka / Implementation of Data Layers and
Brokers RabbitMQ the Service bus
Power Two independent power supplies (hot-plug) Security
Supply with a minimum capacity of 750W each

The developed multi-tier service model is an architectural solution that partitions the system
into independent functional layers connected by a centralized service bus. This approach provides a
strategic advantage for scalability and fault tolerance, and enables efficient data management.

4.2. Neural Network Architecture and Analysis of Its Training Results

The neural network model is based on the ResNetl8 architecture, adapted for multi-
classification tasks. Based on the analysis of the vegetable image, the digital system's services uses
the classification results to perform as follows:

e Automated creation of a product card (farmer’s confirmation required) intended for sale
through auction or retail;

e  Determining the degree of vegetable ripeness to calculate the timing and methods of sale based
on current demand;

e  Verifying that the product received by the buyer matches the farmer’s order.

The neural network model consists of a convolutional feature extraction block (backbone) and
independent multi-task heads, the diagram of which is shown in Fig. 7.
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Figure 7. Neural network model for vegetable classification

The user-uploaded image undergoes preprocessing: it is resized to 224x224 pixels and
normalized using ImageNet statistics with channel means of [0.485, 0.456, 0.406] and standard
deviations of [0.229, 0.224, 0.225]. The network generates a hierarchical feature representation

characterized by a progressive increase in semantic complexity and a corresponding decrease in

spatial resolution. A description of these levels is provided in Table 3.

Table 3. Characteristics of the layers of the neural network model

Level Number | Features by Characteristics
of layers type
Initial 4 Low-level Primary processing for dimensionality reduction and feature
Layers (edges, extraction:
corners, convolution with a large kernel to cover large regions (Conv7x7);
color) data normalization to speed up training (BatchNorm);
activation to introduce nonlinearity (Relu);
reduction of the spatial dimension of the feature map (MaxPool3x3).
Layerl 14 Basic 64 different feature maps are created to preserve image detail.
textures Convolutional layers (Conv3x3) capture local textures and shapes.

After each convolution, batch normalization (BatchNorm) and
negative value zeroing are performed to model complex nonlinear
dependencies (Relu).

The use of skip connections ensures that the original pixel and

gradient data is preserved for deep learning without training loss.
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Layer2 16 Complex The channel scale is reduced and the channel depth is doubled.
patterns The feature map resolution is halved vertically and horizontally.

Increasing the number of channels is used to recognize complex
image elements (roundness, curves, textures, etc.).

A special convolution adjusts the size and number of channels of the
input signal to the output (Down SampleConv) and normalizes it
(Down SampleBN) for subsequent summation (Add skip
connection).

To refine and consolidate the obtained features, a series of 3x3,
BatchNorm, and Relu convolutions are run.

Layer3 16 Partial The spatial size of the feature map is halved to increase the receptive
objects field of subsequent filters on the original image.
A chain of convolutions and a parallel path convert the 128 input
channels to 256 output channels for subsequent summation.
Preparation and refinement for final processing occur. Isolated
features are assembled into unified concepts.

Layer4 16 Whole Maximum level of abstraction.
objects Data is transformed from 256 channels to 512, scaled down, and
features are refined before being passed to the classifier.
Fully 2 Aggregated | Global average pooling transforms 7x7x512 spatial feature maps into
connected features a 512-dimensional feature vector.

The Flatten operation creates a one-dimensional representation.

The total number of feature maps generated by the neural network at different hierarchy levels
is 2048.

The parametric complexity of the model includes 11,182,668 parameters, 100% of which are
available for training. The model size is 42.66 MB (FP32 format).

Model training is implemented using a stepwise layer unfreezing strategy.

In the first stage (epochs 1 through 5), only the multi-task heads are trained with a frozen feature
extractor. The model interprets the features extracted by the network pretrained on ImageNet in the
context of vegetable classification.

In the second stage (starting from epoch 6), the upper layers of the feature extractor (Layer 3 and
Layer 4) are partially unfrozen to fine-tune the high-level features to suit the task. Meanwhile, the
lower layers (Layerl and Layer2) remain frozen, preserving the generalized features obtained during
pretraining. The loss function sums the cross-entropy losses for each task. Optimization is performed
using the AdamW algorithm (initial learning rate of 10-3) and the ReduceLROnPlateau scheduler,
which halves the training rate when the quality metric plateaus during the validation set.

Training of the neural network model involves data augmentation methods are used,
specifically, random horizontal flipping, random rotation within +15°, and changes in brightness,
contrast, saturation, and hue.

The performance of machine learning models can be assessed using confusion matrices;
fragments of these matrices are shown in Figure 8.
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Figure 8. Confusion matrix: (a) identification of vegetable varieties; (b) assessment of vegetable ripeness

The variety classification model (Fig. 8a) demonstrates high accuracy (values on the main
diagonal). The overall accuracy is 99.5%. Only a few instances of misclassification are noticeable:
98.45% for the "Bell Pepper" class and 97.62% for "Tomato Cherry Red." This means that the model is
conservative in identifying the varieties "Chile Pepper”, "Cucumber Medium", "New Mexico Green
Chile", "Potato Pink", "Potato Yellow", and "Tomato Bull Heart", and tends to predict "Bell Pepper"
more often in situations of uncertainty.

Similar results are observed for the ripeness error matrix, means, the majority of values are
concentrated on the diagonal, with rare errors occurring only between adjacent classes. All indicators
exceed 98%, demonstrating the robustness of the ripeness classifier. The model is balanced, for it
identifies target objects with equal efficiency and prevents them from being falsely confused with
other classes.

Errors are deemed to be natural occurrence in all types of classification. Boundaries between
ripeness stages and crop varieties can be unclear. From the perspective of using the results in digital
system services, this accuracy is acceptable.

The model was trained over 25 epochs, the results of which are shown in Figure 9.
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Figure 9. Graphs of training results: (a) loss function and (b) classification accuracy

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.1356.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1356.v1

20 of 32

Graph 9a shows the change in the loss function. On the training set, by approximately the 7th
epoch, the model had established general patterns, resulting in the number of errors decreasing to
virtually zero. Meanwhile, losses on the validation data were initially low and gradually decreased
to nearly zero. There are no signs of overfitting, as the training and validation curves converge near
zero and subsequently stabilize at this point.

Graph 9b shows an increase in accuracy when solving the variety and ripeness classification
problems. The training and validation curves for variety classification quickly plateau at 1.0 by
approximately the 10th epoch, confirming the calculations from the confusion matrix (Figure 8a).
When solving the ripeness determination problem, the curve on the training data reaches 100%,
unlike the curve on the validation set. The latter has "noise" and stabilizes slightly below the other
curves, which is explained by the presence of isolated errors in the corresponding matrix (Figure 8b).
High accuracy achieved over 10-12 epochs indicates successful training. Convergence between the
validation and training curves indicates that the neural network will perform equally well on new,
unfamiliar data.

4.3. Verification of Results Based on a User Case

A comprehensive assessment of the functionality, architectural solutions, and user interfaces of
the developed digital system was conducted using case modeling. This approach makes it possible
to trace the logic of interaction between users of various functions and the software environment.
Case fragments implementing basic functionality for the "Buyer" and "Farmer" functions are
presented below.

When a user with the "Buyer" function logs into the system, the front page opens with a list of
farms available for ordering (Figure 10). If geolocation access is granted, the basic ranking criterion
for farms is how distant they are from the user. Search is performed using a search bar (across all
farm card attributes) and dynamic filters: distance radius (in km), farm rating, and sold product
categories. If geolocation access is unavailable, the list is formed into clusters based on farm ratings
(from top to bottom). The user retains access to filtering tools and a search bar within each cluster.
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Figure 10. The front page of the digital system with a list of farms available to the user with the “Buyer” role

An alternative way to find a farm is to search by the type of agricultural product it yields. In the
digital system, this functionality is implemented through the integration of filters, a search bar, and
a crop image recognition tool. The user can upload a photograph or an external image of a crop to
find the most suitable producer for the corresponding product. Figure 11 shows a software
implementation model for this scenario.
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Figure 11. Model of customer-system interaction when searching for products by image

The buyer may use this functionality not only to search and order products, but also for the
following purposes:

e  Verification of delivered orders to confirm that the delivered goods match the declared ones;
¢ Identification of agricultural products during retail purchases;
e  Creation of an individual diet and selection of appropriate products.

These features are available to the user both in the mobile app and in the mobile browser. The
process involves uploading an image of an agricultural crop (Input Stream), which is sent to the ML
MODEL LAYER (Stream 1) for recognition. Based on the result (Stream 2), reference information on
the product is imported from the external Crop Production System API service: Stream 3 is the data
request, and Stream 4 includes a description of the variety, calorie content, nutrient content, growing
season, and other information. Based on the information received, the user can activate the
recommender system to find farmers selling similar products and create a customized diet.

To enter product information into the system, users with the "Farmer" function shall create a
profile for their farm. This is accomplished by importing a cadastral map showing land parcels or a
location corresponding to the legal address. To ensure accurate logistics calculations, the location of
the warehouse from which delivery to the end consumer will be made should be specified. Moreover,
for each allocated plot, the option to select products produced immediately within the area is
provided. Figure 12 shows the farmer's personal account interface, which allows for the creation of
these profiles.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.1356.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1356.v

22 of 32

e Marplatf @ Home ce English v = Supplier gsas Logout

WORKSPACE Map of plots and categories

S ridte Places:3  Categories: 3 Products: 27
Viewing supplier sites, product categories, and site management

& Profile
© Add place List of land plots © Update X *
& ) I % Bell popper :
© My places 3 Q  Search by sites and products ¢ Ripe
& Customer requests The location is set relative to a reference B‘,’%‘,{’;S""

e — point, and the distance...
83 Category map 03:01:320101:10 %‘:gz""’" -t

2769m*® 9 positions

@ Warehouse E‘?'Sé" pink
Crops:2  Vegetables:4  +1

& Market > )
©Onthemap [ & Delete | okl

k2 Auctions (© Delete

The location is set relative to a reference
O Certificates point, and the distance...

03:01:320101:8

Statistics
=4 3295m* 8 positions

o Crops: 2 Vegetables: 3 +1

@ Support © On the map 'f} Delete]

Figure 12. The page for generating farm profiles in the farmer's personal account

The next step is to define a list of products grown or stored in the warehouse for each site. With
the ready digital profile, an interactive map is created visualizing the level of agricultural production
by region, and the site clustering is updated accordingly.

Product data can be entered in several modes:

e  manual;
e automated.

When entering data manually, the farmer must fill out a form in the mobile app or mobile
version of the website. In automated mode, some fields are populated with data obtained by
analyzing crop images using a neural network. To do this, the farmer must upload an image of the
seed packaging or the fruit at various stages of growth. After determining the variety, ripeness, and
estimated growing season, the farmer determines the marketing method. This is necessary to ensure
the correct operation of the recommender system, as products can be sold through advanced order,
auction, or immediate availability at a negotiated price. Figure 13 shows a model of how a farmer
interacts with the product card generation system.

). Distributed under a Creative Commons CC BY license.



https://doi.org/10.20944/preprints202605.1356.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1356.v

23 of 32

INTEGRATION
LAYER
EXTERNAL LAYER S
N
E
Public
Procurement AP |«
D
1 a
Data Storage [
Cc
Crop Production
Systems API
B
DATA LAYER
8‘6——
Farmer Segment
Database
ML MODEL LAYER A
_____________________________ Neural | [*€
Heatmap Model
B
SERVICE LAYER
Farmer G
Recommendation [«
Service
G
Product
service | EF
- -
Customer G
Recommendation
Service
PRESENTATION LAYER
Input Stream 1 A, D F
Farmer
Client <
Output C,G -/
Stream 1 Input Stream 2
Output Stream 2
e Marplatf () Home aknglish v Supplier  gsas
Product Detail Page
Preliminary Approval
WORKSPACE
Crop 2 Search by name, category, or site = Al plots
Sweet Pepper & Profile
Variety
Red, large, thick-walled ~ 9 Add place Bell pepper
Ripeness n
Uniipe My places 3
Rate per kg (RUB)
_ Customer
® requests Vegetables  Stock Vegetables  Stock
Start of Fulfillment "
@ 2 Category map f
Fulfillment Mode
Backorder ] Retail @ Warehouse arguzinsk a Barg
[Jwhotesale ] Pickup EEaa—— t Pri
SUBMIT & Market 354,84 9 0% 318,349 0%
Ao < 4 ihacions sEdt SSwap | 0 Dekts | R B (0 oees

Figure 13. Model of the digital system-farmer interaction when generating product cards

When implementing the a product card case based on photofixation, two Input Streams are
generated: the actual vegetable image and data added by the farmer after verifying the performance
of the services associated with the recognition function (Product Service, Neural Model, and Crop
Procurement API). Stream A transmits the image to determine the variety and ripeness level (Stream
B), which is compared with reference information about the vegetable (growing season, caloric value,
nutrient content, storage conditions, etc.). The generated Stream C (transformed into Output Stream
1) is sent to the farmer to agree on product characteristics, which include timing, volume, methods,

and cost of sale (Input Stream 2).
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The obtained information (Stream D) is transmitted to the food security forecasting service. The
analysis results (acceptable sales volume and recommended cost) are sent to the Product Service as
Stream E to prepare the data imported into related services. They ensure clustering data updates,
releasing recommendation, storage of current product cards, and data archiving for reporting (stream
G). Similar information is transmitted to the farmer: stream G is transformed for display in the
application interface — Output Stream 2. Any adjustments by the farmer trigger stream F, which is
sent to the Product Service to update the data associated with stream G.

In automatic mode, the system can update product ripeness information based on standard
growing seasons, allowing for optimized recommendations for buyers. Furthermore, the farmer can
vary the methods of product distribution:

Retail or wholesale sales: by advanced order (the buyer reserving a specific volume of produce
at any stage from the beginning of the growing season to harvest) or based on the availability of a
specific volume of produce at a piece price;

Auction, which allows products to be offered for competitive wholesale distribution (Fig. 14).
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Figure 14. Auction organization interface in the personal account of a user with the “Farmer” function

The recommender system, depending on the volume of products sold and market conditions,

offers the farmer the most effective sales strategies:

e  Wholesale of the entire product volume through auctions or direct transactions with the
customer;

¢  Dividing the product into batches for subsequent sale through a advanced order system or upon
availability.

5. Discussion

The results of the study are consistent with the principles of digital transformation in the
agricultural sector. They can be considered from both conceptual and technical perspectives.

The developed digital system model enables the transition from reactive to predictive food
security management. Development strategies for such a system directly depend on the availability
of valid and reproducible methodological tools for assessment and forecasting. These tools should be
based on the integration of diverse data from various sources, take into account territorial specifics,
and enable early risk communication [5,7,14].

The developed model ensures a balance between the economic efficiency of the agrifood
complex, social accessibility, the nutritional adequacy of products for the population, and
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environmental balance. The model is based on the one-to-one principle (from producer to consumer),
ensuring direct farmer-buyer interaction. This addresses one of the major issues of small
agribusinesses, specifically, the dependence on speculative intermediaries and market
monopolization by large retailers. Removing unnecessary links from the pricing chain increases
farmers' economic resilience and makes finished products more accessible and diverse. In essence, a
transformation of market relations occurs along the social development vector. This conclusion is
supported by studies aimed at identifying negative social trends in food accessibility in specific areas
or for certain population groups [19,40].

The use of clustering algorithms based on entropy analysis enables automatic segmentation of
producers and consumers, helping to determine the actual balance of supply and demand. This
enables government agencies to quickly identify surplus products and redirect them from surplus to
deficit regions, as well as organize exports or imports, stabilizing prices and the market for products.
Farmers thus gain a tool for planning and adjusting their cropping structure based on actual market
conditions: the volume of advanced orders and production levels in their own and neighboring
regions. Buyers, meanwhile, can manage their food consumption levels over the long term. This
approach creates a unified system for monitoring food security at various levels. This also addresses
the fundamental problem noted in domestic studies regarding the dominance of models based solely
on comparative analysis of regional production and self-sufficiency indicators with national averages
[51,55,59].

It should be noted that the results of this study create new challenges in ensuring food security.
It can be assumed that the use of a digital system will increase market volatility, create new forms of
inequality in access to resources and information, and transform consumer behavior. The listed risks
are found in the conclusions of studies on the digital transformation of the economy [38,58,67].
However, there is also observed an emerging opportunity to collect and analyze data in real time,
optimize supply chains, personalize food and other types of assistance (for both consumers and
farmers), and provide early warning of crisis situations [38,54,65]. This is achieved through the use
of simulation models that reproduce the internal logic of various processes to identify cause-and-
effect relationships and test management strategies [27,37,68,69]. The paper presents an architecture
for a digital system that involves collecting and processing data for services that perform the listed
functions. Moreover, the services are based on microeconomic indicators, taking into account changes
in macroeconomic indicators.

Economic research argues that a comprehensive approach to assessing food security is
multidimensional, and the integration of its aspects has a synergistic effect [7,15]. A systemic analysis
of both groups of indicators reveals structural imbalances: for example, high rates of agricultural
production at the macro level may be attended by a decline in the quality of the population's diet at
the micro level. Timely identification of the dynamics of such indicators will help determine the
causes of the situation, whether it is inefficient income distribution, low consumer demand, or else.
The digital system's services do not predict changes in macroeconomic indicators, but they do allow
for the acquisition of microeconomic data in real time and their export to the external environment
for analysis by other systems.

The use of microeconomic indicators in the developed system focuses attention on specific
farmers, households, and consumers, reflecting the physical and economic availability of food.
Researchers note that consumption patterns may deteriorate even with favorable macroeconomic
indicators [12,70]. For example, the population may be consuming food depleted in vitamins and
protein, while the corresponding products remain in warehouse, unclaimed. Using predictive models
in the services of the developed digital system allows for the analysis of current indicators and
forecasting how the composition and quality of the consumer basket is about to change.

From a technical perspective, the developed software meets the requirements of digital
transformation and represents a tool for supporting existing processes, but also by all means a digital
platform that fosters a new economic model. The system's architecture integrates key Industry 4.0
technologies:
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e A neural network to support product quality decision-making and perform some routine
document management tasks;

e  Predictive analytics and big data to generate statistics on microeconomic indicators and forecast
changes in food balances;

¢  Cloud services providing system flexibility and scalability, as well as technology integration at
the interstate level;

e  Mathematical models for automatic clustering and ratings, enabling recommendations based on
real-time data rather than retrospective statistics;

e A unified digital ecosystem creating a seamless environment for diverse stakeholders in food
security processes and an absolute "product footprint";

e  Customization and client centricity principles for creating personalized offers for products of a
specific quality and origin.

Software solutions, already existing on the market can be divided into government monitoring
systems, marketplaces, and analytical models [51]. They perform local tasks related to enterprise
management or individual processes (production, technical), sales, logistics, government oversight,
etc. Most existing platforms are geared toward large farms due to the complexity of implementation
and long payback periods. The developed system enables the creation of a unified digital ecosystem
for food sustainability for all participants in the domestic and foreign agricultural product market.

The choice of architectural solution ensures stable system operation with indicators
corresponding to the stated problem. Research by domestic and international scientists notes that
dividing the architecture into layers with abstraction of communication channels allows for
modification the internal logic of the service without transforming other components [11,35,57,63].
This ensures semantic compatibility across different layers, guarantees transaction integrity, and
ensures fault tolerance during peak loads or temporary unavailability of individual services.
Furthermore, the architectural model is scalable, allowing for the integration of new functional
modules without compromising the structural integrity of the entire system.

Despite this, the work is exposed to technical, economic, and social limitations.

Some regions of the world face infrastructure shortages, including uneven access to high-speed
internet and the availability of modern mobile devices. This complicates the full implementation of
the system and the adequate assessment of the results of the transformation of food security
processes. Long-term system performance testing was not conducted under macroeconomic shocks,
such as abrupt changes in customs duties or global disasters (either climatic or technological). These
are all unpredictable factors that can impact the operation of individual service algorithms (e.g.,
clustering or recommender systems). For countries outside economic unions, problems may arise due
to the lack of harmonization of trade legislation. This factor poses risks to determining the final price
of products, accounting for their volume, concluding transactions, and forecasting.

The main societal problem may be the conservatism of small farmers, who distrust software that
makes autonomous decisions, as well as their personal connections to local resellers for selling their
yield. Accordingly, further research is needed to estimate what happens when the most vulnerable
participants go underground from the digital market since they unable to ensure the required quality
of digital interaction.

6. Conclusions

The creation of an international digital system for interaction between agricultural producers
and end consumers is part of AgTech 4.0. Advances in technology have not only enabled the
transition to "smart" production but also influenced the attendant processes of the agricultural
sphere. The pace of globalization has made food more accessible, but it has also created uncertainty
in ensuring food security for each country in particular. Food production has increased globally, but
its distribution is uneven, making it exposed to the slightest market fluctuations. In fact, food security
depends not only on the volume of available agricultural products but also on the stability of
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government ties with the rest of the world. At the same time, domestic agriculture becomes hostage
to global prices, and small farmers are unable to compete with cheap imports.

The developed digital system presents a tool for optimizing transaction costs, minimizing the
number of intermediaries in the food supply chain and ensuring direct market connections between
supply and demand. Integrating big data on farm performance enables a high level of pricing
transparency, protecting the interests of small and medium-sized agribusinesses in matters of fair
market value. Furthermore, economic entities gain a means for planning their operations based on
current demand and forecast microeconomic indicators.

Digital coordination on an interstate scale allows for the consideration of macroeconomic
indicators to effectively address planning, logistics, and pricing issues. This contributes to product
lifecycle traceability, enables resource redistribution, minimizes logistical losses (which is critical for
perishable products), and monitors phytosanitary standards. This ensures product quality and
increases consumer confidence (including for imported goods).

The developed digital system fosters interstate ties in agricultural marketing, beyond the growth
of the agro-industrial complex and farms inspiring also institutional resilience in international trade
relations amid volatile global markets.
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The following abbreviations are used in this manuscript:

AgTech Agricultural Technology

IoT Internet of Things

HDDS Household Dietary Diversity Score

HHS Household Hunger Scale

CSI Coping Strategies Index

PEM Policy Evaluation Model

EPACIS Econometric Partial Aquilibrium Computational Information System
SMS Short Message Service

rad Radian

km Kilometer
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API Application Programming Interface
ML model layer Machine Learning model layer

RAM Random Access Memory

GB Gigabyte

GHz Gigahertz

AMD Advanced Micro Devices

Full HD Full High Definition

LTE Long-Term Evolution

GPS Global Positioning System

GLONASS Global Navigation Satellite System
Mbps Megabits per second

MB Megabyte

iO0S iPhone Operating System

MacOS Macintosh Operating System

HTML5 HyperText Markup Language 5

PDF Portable Document Format

CryptoPro EDS CryptoPro Electronic Digital Signature
DDR4 Double Data Rate 4

NVMe SSDs Non-Volatile Memory Express Solid-State Drives
RAID Redundant Array of Independent Disks
VRAM Video Random Access Memory

CUDA Compute Unified Device Architecture
T4 Tesla T4

GbE SFP+ Gigabit Ethernet Small Form-factor Pluggable Plus
LTS Long-Term Support

RHEL 9 Red Hat Enterprise Linux 9

PostgreSQL Post-Ingres Structured Query Language
w Watt

FP32 32-bit Floating Point
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