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Article

A Framework Based on Explainable Graph Neural
Networks for Modelling Spreading Processes in
Networks
Pietro Hiram Guzzi 1, Ugo Lomoio 1 and Pierangelo Veltri 2

1 Department of Surgical and Medical Sciences, Magna Graecia University, 88100 Catanzaro, Italy
2 DIMES, UNICAL, 87036 Rende, Italy

Abstract: We present a novel framework that utilizes explainable Graph Neural Networks (GNNs)
to analyze diffusion processes in complex networks. Our approach begins with the simulation of
compartmental models, such as SIR (Susceptible-Infected-Recovered) or SEIR (Susceptible-Exposed-
Infected-Recovered), using graph algorithms to model the spread of phenomena throughout the
network. These simulations capture the dynamic behaviour of diffusion processes and provide a
foundation for deeper analysis. The next step involves employing GNNs to learn and predict the
intricate patterns of diffusion, focusing on identifying crucial nodes that significantly influence the
process. We integrate explainability methods into the GNNs to enhance interpretability, allowing for a
clear understanding of the factors that drive the model’s predictions. This combination of graph-based
simulation and explainable GNNs offers a powerful toolkit for uncovering key insights into network
diffusion processes; it has potential applications in epidemiology, information spread, and network
resilience analysis.
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1. Introduction
Predicting and controlling the behavior of complex systems is a significant challenge for decision

support, especially when relying on computational resources. Computational models and infras-
tructures provide powerful tools for describing and simulating various systems, bridging theoretical
concepts with practical applications.

The study of diffusion processes within networked systems is fundamental to many research
domains. These processes are essential for understanding diverse phenomena, such as the spread of
information on digital social platforms and the transmission of diseases in biological populations [1,2].
In technological contexts, diffusion analysis is critical for understanding the dynamics of innovation
dissemination and identifying potential points of systemic failure [3]. Similarly, ecological networks
benefit from diffusion studies, which provide insights into species interactions and ecosystem stabil-
ity [4,5].

Simulations play a pivotal role in understanding such systems by replicating their dynamic
behavior through a small set of critical variables. They also enable predictions about how changes in
external parameters might influence the system. This combination of reproducing current dynamics
and forecasting outcomes makes simulations an invaluable tool for analyzing and managing complex
systems [1,3,6,7].

Our current research investigates the spread of diseases using various theoretical approaches,
including time-series forecasting, agent-based modelling, and compartmental models. While compart-
mental models are widely used, they often fail to incorporate the structure of contact patterns. The
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COVID-19 pandemic has highlighted the importance of considering contact networks as a fundamental
aspect of disease diffusion [3,8]. To address this gap, we focus on contact-based models that combine
the diffusion dynamics of Susceptible-Infectious-Recovered (SIR) frameworks with network theory,
tailoring diffusion processes to reflect real-world contact patterns [1,3,9–16].

Despite the existence of various methods for simulating diffusion processes, a significant gap
remains in terms of tools that are both accessible and user-friendly for researchers without extensive
computational expertise. Platforms like NDLib [17] offer web-based simulation capabilities but often
lack advanced features such as embedding and node classification, which are essential for deeper
analysis.

To overcome these limitations, we have developed ExDiff a novel framework for simulating and
analyzing network diffusion processes. The framework uses compartimental models and explainable
graph neural networks to model and simulate spreading dynamics across diverse network structures
and scenarios.

NemeSys enables users to simulate the spread of information, diseases, or other phenomena
across network nodes. This capability is vital for understanding diffusion dynamics in complex
systems—such as social and biological networks—and designing strategies to amplify or suppress
diffusion based on specific application requirements. Beyond simulation, the platform incorporates
advanced machine learning techniques, leveraging Graph Neural Networks (GNNs) [18–20]. These
models facilitate detailed node analysis through embedding and classification, providing insights into
the roles and influence of nodes within the diffusion process. This approach helps identify the most
influential or vulnerable nodes in the network, offering actionable insights for applications such as
epidemiology, viral marketing, and information dissemination.

By integrating simulation with GNN-based analysis, ExDiff provides a powerful and user-friendly
tool for studying and managing diffusion phenomena in complex systems. This combination of features
positions ExDiff as a valuable resource for researchers and practitioners across various disciplines,
enabling them to predict, analyze, and control diffusion processes with greater precision and efficiency.

Graph Neural Networks (GNNs) [21] have emerged as transformative tools for analyzing and
modelling graph-structured data, owing to their ability to propagate and aggregate information across
graph nodes iteratively. By leveraging message-passing mechanisms, GNNs enable the capture of
both local and global patterns within complex network structures, making them invaluable for tasks
ranging from node classification to link prediction.

Graph Convolutional Networks (GCNs) [22] extend the concept of convolution, traditionally
applied to grid-like data (e.g., images), to graph-structured data. Through an iterative aggregation
process, GCNs combine the features of neighbouring nodes to create node embeddings that reflect
individual attributes and the surrounding graph structure. Despite their efficacy across various
applications, the performance of GCNs on our specific task was suboptimal. This limitation is primarily
attributed to over-smoothing, a phenomenon where node representations become indistinguishable
after multiple aggregation layers.

To overcome the limitations of GCNs we use using a novel variant, k-GCN [23]. This model builds
upon the foundational principles of GCNs while introducing explicit constraints on the receptive field
to restrict it to k-hop neighbourhoods. By limiting the aggregation process to a defined neighbourhood
radius, k-GCN mitigates over-smoothing and ensures that the learned representations remain localized.
This design preserves the distinctiveness of node features and enhances the model’s transparency,
making it easier to understand the influence of specific graph components on predictions [24].

The architecture of k-GCN is depicted in Figure 1, which illustrates its key components and the
role of the k-hop neighbourhood constraint in maintaining localized representations.

Explainability is a critical requirement for GNN-based models , especially in applications de-
manding transparency in decision-making processes. To enhance the interpretability of k-GCN, we
incorporate advanced explainability techniques using Captum [25], a PyTorch-based library. Captum
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provides tools such as saliency maps [26,27] and integrated gradients [28], which allow us to identify the
most influential features and structural components of the graph.

Saliency maps compute the gradient of the model’s output concerning its input features, enabling
the identification of critical nodes and edges that significantly impact predictions. This method
highlights regions of the graph most relevant to the model’s decisions. On the other hand, integrated
gradients quantify the cumulative effect of changes in input features along a path from a baseline to
the actual input, providing a more comprehensive explanation of the model’s output. Together, these
techniques allow us to dissect the decision-making process of k-GCN, offering insights into which
aspects of the graph structure or node features contribute most substantially to the outcomes.

By integrating explainability methods, k-GCN delivers robust performance and ensures that its
predictions are interpretable, fostering greater trust and usability in real-world applications. This
combination of strong predictive capabilities and enhanced transparency makes k-GCN a powerful
tool for analyzing graph-structured data in various domains.

2. Related Work
Frameworks based on graph theory and network science are widely used to analyze diffusion

processes in various contexts, including the spread of ideas in social networks, the dynamics of
transportation systems, and the transmission of infectious diseases. The COVID-19 pandemic has
provided a unique opportunity for researchers to investigate real-world diffusion processes, thanks to
the availability of extensive empirical data. This abundance of information has spurred advancements
in modeling techniques and strategies aimed at mitigating disease spread.

Plazas et al. [29] utilized a multiplex network approach combined with the Susceptible-Infected-
Recovered (SIR) model [30] to represent the complex web of human interactions across multiple layers,
including households, workplaces, and social connections. This framework was crucial in simulating
the progression of an epidemic, allowing researchers to evaluate the effectiveness of various lockdown
strategies in controlling the outbreak. Moreover, the model included economic considerations, offering
a balanced view of public health measures and their socioeconomic impacts.

In a similar vein, temporal networks that incorporate time into network analysis have been
integrated with the SIR model to gain a better understanding of infection propagation dynamics. This
approach is particularly effective in capturing the temporal variability of human interactions, similar
to applications of multiplex networks [7,31]. For example, Humphries et al. [32] employed a temporal
network modeled as a dynamic multiplex structure with evolving edges to study epidemic spread.
Their research identified critical thresholds within the SIR parameters and temporal matrices that
determine the conditions under which epidemics can be effectively controlled versus those that lead to
uncontrolled outbreaks.

Beyond epidemiology, diffusion is also relevant to the spread of information in networks, with
a significant emphasis on identifying and understanding super-spreaders. These highly connected
nodes play a vital role in accelerating the dissemination of content, whether beneficial or harmful.
Researchers have investigated strategies to either leverage or suppress these nodes in order to enhance
the spread of useful information or mitigate the transmission of harmful entities, such as viruses,
pathogens, misinformation, or rumors [33]. Such studies highlight the importance of understanding
network topology and dynamics to develop effective intervention strategies across various domains.

Overall, integrating multiplex and temporal network frameworks with diffusion models like the
SIR provides powerful tools for analyzing complex systems. These methods enhance our understand-
ing of the interplay between network structure, temporal dynamics, and diffusion processes, paving
the way for actionable insights in public health, communication, and infrastructure resilience.
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3. Software Architecture
The system architecture, depicted in Figure 2 consists of multiple modules that work together

to provide a comprehensive framework for network analysis, neural networks, explainability, and
simulation.

The User Interface (UI) serves as the main interaction layer for users. It is implemented in
Python, taking advantage of its simplicity and extensive library support for GUI development and
data visualization. Key frameworks and libraries that may be utilized include Tkinter or PyQt for
building interactive desktop applications, and Flask or Django for web-based interfaces. For data
visualization, Matplotlib or Plotly can be employed to create graphical outputs. The UI allows users
to input data into the system, visualize network graphs and results, configure parameters for neural
networks and simulations, and display outputs and analysis results related to explainability.

The Network Analysis module is built using NetworkX, a Python library designed for creating,
manipulating, and studying complex networks. The capabilities of NetworkX utilized include creating
and manipulating graphs (both directed and undirected, as well as multigraphs), computing network
metrics (like degree centrality, betweenness centrality, and clustering coefficients), implementing
pathfinding algorithms (such as Dijkstra’s and Bellman-Ford), and visualizing network structures.
This module serves as the foundation for understanding network properties, structuring data, and
preparing inputs for the neural network (NN) module.

The NN module uses state-of-the-art frameworks like PyTorch for constructing and training deep
learning models. It also employs PyTorch Geometric for handling graph neural networks (GNNs)
and graph-based data structures, GraphSAGE for inductive learning on large graphs with feature
aggregation from node neighborhoods, and PyGoD for graph-based anomaly detection, which helps
in identifying outliers and unusual patterns within networks. The capabilities of this module include
node and edge classification tasks, link prediction, anomaly detection for network structures, and
training and evaluation pipelines.

The Explainability module is built using Captum, a tool designed to ensure the interpretability of
deep learning models within PyTorch. Features in this module include Integrated Gradients, which
explain model predictions based on feature importance; Saliency Maps, which highlight the parts of
the input graph that contribute most to predictions; and Layer-wise Relevance Propagation (LRP),
which provides insights into neuron activations. It also offers visualizations and textual explanations
for user-friendly interpretation. This module is essential for ensuring transparency and trust in model
predictions, particularly in fields that require explainable AI.

The Simulation module leverages Menczner’s simulation class, designed to create dynamic and
adaptive simulations of network behaviors and interactions. Key features of this module include
simulating node and edge dynamics over time, testing hypotheses about network evolution, evaluating
model performance under dynamic conditions, and stress-testing the system by modeling changes
in network topology. This module aids in validating models and understanding behaviors under
different scenarios.

The integration workflow begins with data input, where users can upload or generate data via
the UI. NetworkX processes the data and prepares graph structures during preprocessing. The neural
networks implemented in PyTorch and PyTorch Geometric then analyze the network data. Captum
generates insights into model behavior through explainability techniques. Dynamic scenarios are
tested using Menczner’s Simulation Class. Finally, results are visualized and interpreted via the UI.
This modular architecture combines advanced tools and frameworks, enabling robust network analysis,
deep learning, and explainability. It offers flexibility, scalability, and interpretability for a wide range
of applications in networked data systems.
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Figure 1. Overview of the k-GCN model architecture.

Figure 2. Software Architecture
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