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Abstract

This paper proposes a substation operation risk situational awareness method based on the health
state of main equipment, with the objective of assessing the substation operation risk posture and
performing risk prevention and control based on the situational awareness model. Firstly, the time-
varying failure rate corresponding to the risk propagation moment of the main equipment of the
substation is obtained based on the equipment failure rate model considering the effect of equipment
deterioration; Secondly, the risk propagation model considering the health state of the main
equipment is proposed with reference to the SI virus transmission model to simulate the risk
propagation process among the main equipments of the substation; Then, the construction of
equipment potential risk severity index to realise the substation operation risk posture presentation;
Finally, based on the results of the substation operation risk situation assessment, the main
equipment operation and inspection plan is optimized to formulate the main equipment operation
and inspection plan, and the defects of the main equipment are found in time to carry out overhauling
and maintenance. The example analysis is carried out using a dual-voltage level substation, and the
results show that the method proposed in this paper can effectively analyse the substation operation
risk situation.

Keywords: risk transmission model; equipment health status; operational risk situation; situation
awareness; device failure rate model; SI virus propagation model

1. Introduction

With the advancement of the “dual-carbon” goal, the shape of the power system on both the
source and the load side changes dramatically [1]. The application of a high proportion of new energy
sources increases the risk of uncertainty in power system operation [2,3]. As the hub of energy
transmission, the substation is the basis for the power system to realise new energy consumption and
maintain the bilateral balance of source and load. Therefore, comprehensively assessing the
substation operation risk and risk prevention and control is particularly important.

There is also relevant literature on substation operational risk assessment. In [4], to effectively
detect the external risk of a substation, the article proposes a method for assessing the external risk
of a substation based on single and superimposed anomaly risk. In [5], aiming at the complexity and
ambiguity of the risk of substation operation, a risk assessment method of substation operation based
on the triangular fuzzy number AHP method and cloud model is presented. In [6], this paper
proposes a new risk assessment methodology for obtaining weaknesses in the main electrical
connections. In [7], an online fault detection and diagnosis (FDD) method for substation sensors
based on long and short-term memory networks is proposed. In [8], this paper proposes a deep neural
network-based risk assessment method for intelligent substation subsystems to improve the accuracy
of operational status assessment. In [9], this paper incorporates human factors into integrated
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substation automation system (ISAS) reliability studies and proposes an ISAS risk assessment
technique that considers human reliability. The above research focuses more on the influence of
external environment, substation electrical connection mode, and operation condition of secondary
equipment on substation operation, and does not consider the influence of the dynamic change of the
state of core main equipment, such as transformer, circuit breaker, and disconnector, on the operation
of the substation. The core main equipment is the core of substation energy conversion and
transmission; once the main equipment state degrades, it will directly or indirectly affect the other
equipment operating state, resulting in a chain reaction that exacerbates the risk of substation
operation. Therefore, it is necessary to consider the impact of the core main equipment on substation
operation risk.

Situational awareness technology refers to the perception, understanding, and predictive
presentation of the elements in the environment under certain spatial and temporal conditions [11].
Currently, situational awareness technology has been used by many experts and scholars to solve
problems related to the electric power field. In [12], based on the theory of situational awareness, this
paper proposes a peaking optimisation model for hybrid energy systems with wind power storage
units to optimise the peaking strategy. In [13], this paper proposes a flexible scheduling strategy
based on situational awareness technology under extreme weather events, which realises sensing the
extreme operation scenarios of the system in advance and formulating a flexible scheduling scheme.
In [14], a situational awareness system based on the new energy power system was established to
effectively tap into the operation of the power system. In [15], situational awareness of line and
transformer components in distribution networks is investigated to ensure the reliability and security
of the power supply. In [16], a data-driven power system security situational awareness is proposed,
which monitors and assesses the security status of the power system and alerts the organisation when
the system encounters a suspected threat. The above literature illustrates that situational awareness
techniques can be effective in exploring situational issues such as operational risks associated with
the power field. However, at present, there is no in-depth research on the analysis of substation
operation risk posture.

To solve the issue, the paper combines the theoretical framework of situational awareness and
proposes a situational awareness method for substation operation risk based on the health state of
the main equipment. The main contributions of this paper are as follows:

1) In the situational perception layer, the time-varying failure rate of substation main equipment
is obtained based on the equipment failure rate model considering the effect of equipment aging.

2) In the situational understanding layer, a risk propagation model considering the health state
of main equipment is proposed with reference to the SI virus transmission model to simulate the
process of risk propagation among main equipment in a substation.

3) In the situational presentation layer, the set of time sequences of equipment risk propagation
paths obtained from the risk propagation model is used to construct a potential equipment risk
severity indicator to realise the potential equipment risk presentation.

4) In the situational guidance layer, based on the results of the situational understanding layer
and the situational presentation layer, the potential equipment risk indicator of the substation main
equipment is optimised to achieve the potential equipment risk presentation.

2. A Method for Substation Operation Risk Situational Awareness Based on the
Health State of Main Equipment

The health status of the substation’s main equipment is closely related to the substation’s
operation risk. This paper proposes a situational awareness method of substation operation risk
based on the health state of main equipment, based on the technical framework of situational
awareness, to prevent the change trend of substation operation risk, and to ensure the safe and stable
operation of substations.
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2.1. Situational Perception

Situational perception is the data basis of the situational awareness technology, and the
equipment failure rate, which is the core parameter to quantify the health state of the equipment [17],
can intuitively reflect the degree of aging, potential defects, and the degree of health. Therefore, this
paper selects the equipment failure rate to portray the equipment health state, and obtains the time-
varying failure rate of the substation main equipment based on the equipment failure rate model
considering the effect of equipment deterioration [18], which provides the data basis for exploring
the risk situation of substation operation.

The equipment failure rate model that considers the effect of equipment aging is modelled as
follows, with a Weibull model [19] that characterises the effect of equipment aging on the equipment
failure rate, as shown in equation (1).

Ly
F(t)=1-e * (1)
Time differentiation of the equipment life function yields the equipment life probability density
function:
dF(t) 7t
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The equipment life failure rate function can be obtained by solving equations (1) and (2), as

shown in equation (3).
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Where g and y are the scale parameter and shape parameter of the Weibull distribution,
respectively. When y > 1, the equipment failure rate A(t) increases with time increment, which also
indirectly reflects the aging of the equipment.

The approximate equivalence of equation (3) is performed by characterising the desired
computational time period in terms of T, as shown in equation (4).
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Substituting equation (4) into equation (3) yields the equipment failure rate considering the

effect of equipment aging, as shown in equation (5).

z(n:#ﬂ%m 5)

2.2. Situational Understanding

The risk propagation model considering the health state of the main equipment is proposed
based on the health state data of the main equipment obtained by the situational perception layer,
and the situational understanding layer simulates the risk propagation among the main equipment
of the substation by referring to the SI virus transmission model [20].

Complex networks are often used to solve various propagation control problems [21]. Multiple
voltage levels generally exist within a substation, so the overall connectivity of the equipment is more
complex. The substation equipment can be set as a point, and the power supply connection lines
between the equipment are treated as edges, which equates the substation interior to a specific
network. The risk propagation between equipment inside the substation can be regarded as a
propagation control problem according to certain rules in a network. When the equipment inside the
substation has an operation risk due to its own health state deterioration, the risk will be transmitted
to other equipment connected with the equipment with operation risk as the centre, which is
consistent with the propagation mechanism of virus infection.
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The research on viral transmission in the medical field has been very mature [22], and many
transmission models have been proposed. The interconnection relationship between the equipment’s
own health state and the operating state between the equipment is constantly changing at any time
and space advancement, and the risk propagation of the equipment inside the substation is consistent
with the SI virus contagion model, therefore, this paper will take the complex network as a
framework, analogous to the SI virus contagion model to explore the process of the spatio-temporal
evolution of the risk of the equipment inside the substation.

2.2.1. SI Virus Transmission Model

The SI viral transmission model is the classic viral transmission model. In the SI virus
transmission model, the population can be divided into two states: S (susceptible) and I (infected).
The two-state transition process is shown in Figure 1.

94
—_—

Figure 1. Group state transition diagram of SI virus transmission model.

In the SI virus transmission model, the behaviour of the transmission dynamics [23] can be
described by the following set of differential equations, as shown in equation (6).

B __ sy
(6)

(0} =aS(t)I(t)
dr

Where S(t) and I(t) denote the density of the number of susceptible individuals and the number
of infected individuals in the total number of people at time ¢, and « is the probability of infection,
respectively.

2.2.2. Risk Propagation Modelling Considering the State of Health of the Main Equipment

This paper simulates the risk propagation process between equipment within a substation with
reference to the SI virus transmission model, and proposes a risk propagation model for the health
state of the main equipment. The main equipment inside the substation is divided into two states, S
and I. S represents the main equipment in the normal state, and I represents the main equipment in
a deteriorated equipment health state.

The root cause of risk propagation among main equipment within a substation is the strength of
equipment vulnerability, and the stronger the vulnerability, the more susceptible the equipment is to
risk. This paper portrays the equipment vulnerability from the perspective of the health state of the
main equipment, which is used to physically define the propagation probability a for the risk
propagation model of the main equipment within the substation.
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The dual-voltage level topology is used as an example to illustrate the risk propagation between
multiple voltage levels within a substation. The dual-voltage level topology with networked results
is shown in Figure 2.

1) The health status of the main equipment

The health state of the main equipment is a reflection of how reliable it is to maintain its normal
functioning at present and in the future, and the deterioration of the health state of the main
equipment will lead to the operational risk of the equipment, and will also have an effect on the
operational state of the associated equipment. Therefore, the equipment failure rate model, which
takes into account the effect of equipment aging, obtains the equipment failure rate at the moment of
risk propagation, and is used to characterise the health state of the main equipment, as shown in
equation (7).

A =L M=) @)
TY

Where Ai(t) is the equipment failure rate of main equipment i at moment ¢, and g is the total
number of substation equipment.
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Figure 2. Topology and networking results of dual-voltage levels in the Substation.

The risk propagation between main equipment is considered based on the strength of each
equipment’s health state; the better the health state, the lower the failure rate and the stronger the
risk resistance. Therefore, the risk propagation probability « is defined based on the health state of
the main equipment, and the risk propagation model considering the health state of the main
equipment is proposed, as shown in equation (8).
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Where k is the total number of equipment affected by the risk, ai is the ith probability of being
affected by the risk propagation, Sc(t) is the equipment ¢ with severe deterioration of the health state
of the equipment at the moment ¢ that acts as a source of risk propagation, and Ii(t) is the equipment
i associated with the source of risk propagation at the moment ¢.

2.3. Situational Presentation

Situational presentation refers to obtaining the set of operational risk propagation paths between
equipment within a substation, based on the risk propagation model of the situational understanding
layer, which takes into account the health state of the main equipment after perception and
understanding of the elements of the operational risk situation for the equipment within the
substation. The equipment risk propagation path time series set is used to construct the equipment
potential risk severity index, which presents the real-time and future operational risk situation of the
main equipment within the substation.

For the existence of health state degradation equipment, which is an independent risk
propagation source that affects the safe operation of the substation, it is assumed that a total of d
health state degradation equipment constitutes the equipment numbering set F=[fi, ..., fi] as an
independent risk propagation source. The risk propagation model considering the health state of the
main equipment is used to obtain the temporal set SXJ=[sxjc], (ceF) of the risk propagation among
the main equipment within the substation, as shown in equation (9).

G=[g1, 8]
SXjfe :[tc,gl,"'stc,g,,]s(CEF) )
SXJ =[sxj.]

Where G is the set of equipment numbers affected by the risk, b is the total number of equipment
affected by the risk, sxjec is the set of risk propagation timings in equipment number ¢ as an
independent source of risk, and tcg1 is the moment corresponding to the moment when equipment
number g1 is affected by the risk of equipment number c as an independent source of risk.

The risk propagation paths between equipment within a substation can be intuitively plotted
based on the temporal set SXJ=[sxjc], (ceF), but considering that a substation with a longer operating
life may have multiple risk propagation source equipment at the same time, the multiple risk
propagation paths may lead to a certain piece of equipment appearing in different temporal states in
different risk propagation paths, which does not intuitively present the severity of the operational
risk posture of each piece of equipment. The severity of each equipment’s operational risk posture
cannot be visualised.

The risk iteration time of the equipment is considered to reflect its risk resistance. When the
associated equipment becomes a risk propagation source, until the iteration time of the equipment
itself becomes a risk propagation source, which can effectively measure the degree of the potential
risk posture of the equipment. Therefore, this paper constructs the equipment potential risk severity
index based on the temporal set SXJ=[sxjc], (ceF) of risk propagation between equipment within a
substation obtained from the posture presentation layer, which intuitively reflects the degree of
potential risk posture of the equipment, as shown in equation (10).

M =l ~leg,

1 .
cxl.:Tl,(z,ceF) (10)
mi
=M
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2.4. Situational Guidance

Situational guidance refers to the provision of solutions for preventing and controlling the
development of operational risk postures in substations based on the results of risk propagation
model simulations that consider the health state of the main equipment and the results of the
potential risk severity index of the equipment in the situational presentation. Therefore, this paper
provides a situational awareness program based on the results obtained from situational
understanding and situational presentation as follows.

1) Real-time monitoring of potential operational risks of substation equipment based on a risk
propagation model.

Assuming that there are a total of q equipment inside the substation, based on the set of
equipment potential risk severity index CX=[cx1, cx2, ..., cxq] obtained from the posture presentation,
which is based on the grid scheduling platform of the State Grid, combined with the electrical main
wiring diagrams of the substation, the real-time data of the potential risk of the equipment inside the
substation is pushed to monitor the potential operational risk of the substation equipment.

2) Optimisation of substation equipment operation and inspection plan programming based on
the equipment potential risk severity indicator set CX.

The equipment potential risk severity indicator set CX obtained from the posture presentation
is sorted from largest to smallest, and the higher the sorting, the higher the equipment potential risk
is, and the opposite is the lower the potential risk. Based on the sorted equipment potential risk
severity index set CX, the operation and inspection department can optimise the development of the
substation equipment operation and inspection plan. On the one hand, in the operation and
maintenance patrol, to enhance the potential high-risk equipment of the various operational status of
concern and timely feedback of relevant data, on the other hand, to shorten the potential high-risk
equipment corresponding maintenance test cycle, according to the test results promptly to find
defects in the equipment for overhaul and maintenance, to ensure that the substation is safe and
stable to operate.

3. Flow of Substation Operation Risk Situational Awareness Method based on
the Health State of the Main Equipment

The flow of the substation operation risk situational awareness method based on the health
status of the main equipment is specified as follows:

1) Based on the equipment failure rate model considering the effect of equipment aging, the
equipment failure rate of the main equipment inside the substation at the moment of risk propagation
is obtained and used to portray the health state of the main equipment.

2) Based on the equipment health state data of the main equipment at future moments, the risk
propagation model considering the health state of the main equipment is used to simulate the
acquisition of the operational risk propagation temporal set SXJ=[sxjc], (ceF) between the equipment
within the substation.

3) The risk posture assessment of the main equipment within the substation is carried out based
on the risk propagation temporal set SXJ=[sxjc|, (ceF) between the main equipment within the
substation, combined with the potential risk severity index of the equipment.

4) The equipment potential risk assessment results of the main equipment are obtained and
ranked based on the equipment potential risk severity index set, which on the one hand assists the
scheduling department in real-time monitoring of the potential operational risks of the substation
main equipment, and on the other hand, guides the operation and inspection department in the
optimization of the main equipment operation and inspection plan of the substation.

The flow of the substation operation risk situational awareness method based on the health
status of the main equipment is shown in Figure 3.
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4. Example analysis

This paper takes a substation with dual-voltage level 4 feeders as an example to analyse the
substation operation risk posture; the specific topology is shown in Figure 4.
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switch 2 breaker for switch 1 switch 1 breaker for switch 2
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Figure 4. Substation topology with dual-voltage level 4 feeders.

This paper considers the effect of equipment aging equipment failure rate model parameter
settings reference [24], as shown in Table 1.

Table 1. Equipment Aging Model Parameter Settings.

Equipment Name Failure rate A Equipment aging parameters y
Transformer 0. 015 times/year 1.2
Circuit breaker 0. 002 times/year 15
Disconnector 0. 005 times/year 1.5

The main equipment inside the dual-voltage level 4 feeder substation is assumed to be of
different ages to obtain different failure rates to characterise the health status of the equipment, to
simulate the differences in the health status of different equipment and to consider the existence of
the substation equipment rotation overhaul situation, as shown in Table 2.

Table 2. Simulation of the state of equipment health of substation main equipment.

Equipment Equipment name Assumed Failure rate A
Number agel/year
1 Transformer 25 0.0343 times/year
2 Disconnect switch 1 for feeder 1 10 0.0237 times/year
3 Circuit breaker for feeder 1 10 0.0095 times/year
4 Disconnect switch 2 for feeder 1 10 0.0237 times/year
5 Disconnect switch 1 for feeder 2 15 0.0290 times/year
6 Circuit breaker for feeder 2 15 0.0116 times/year
7 Disconnect switch 2 for feeder 2 15 0.0290 times/year
8 Disconnect switch 1 for feeder 3 20 0.0335 times/year
9 Circuit breaker for feeder 3 20 0.0134 times/year
10 Disconnect switch 2 for feeder 3 15 0.0290 times/year
11 Disconnect switch 1 for feeder 4 15 0.0290 times/year
12 Circuit breaker for feeder 4 25 0.0150 times/year
13 Disconnect switch 2 for feeder 4 15 0.0290 times/year

Considering the problem of space, this paper selects the transformer with the highest failure rate
as the source of risk propagation for example analysis. Based on the risk propagation simulation
model considering the health state of the main equipment, the simulation of the risk propagation
process between the main equipment within the substation is carried out by combining the
simulation of the health state of the substation equipment in Table 2, and the results are shown in
Figure 5. The operational risk propagation temporal set SXJ of the main equipment inside the
substation, and the results are shown in Table 3.
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Figure 5. Simulation results of the risk propagation process between the main equipment within the
substation.

Table 3. Simulation of the state of equipment health of substation main equipment.

Equipment number affected Equipment name Times of risk
by risk communication iterations/ times
11 Disconnect switch 1 for feeder 4 4
8 Disconnect switch 1 for feeder 3 5
9 Circuit breaker for feeder 3 23
12 Circuit breaker for feeder 4 23
10 Disconnect switch 2 for feeder 3 32
5 Disconnect switch 1 for feeder 2 47
13 Disconnect switch 2 for feeder 4 63
2 Disconnect switch 1 for feeder 1 77
3 Circuit breaker for feeder 1 83
4 Disconnect switch 2 for feeder 1 85

The risk posture of the substation operation is presented by combining the operational risk
propagation temporal set SXJ among the main equipment within the substation and obtaining the
equipment potential risk severity indicator set CX, and the results are shown in Figure 6, and the risk
contribution share of each main equipment is shown in Figure 7.
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Figure 7. Percentage of risk contribution from the main equipment.

Figures 6 and 7 show that the transformer is used as the source of risk propagation, and with the
iteration of the risk model, the risk propagation is carried out among the main equipment, and the
overall operational risk of the substation increases cumulatively, and the quantitative value of the
risk of each main equipment is also different. Among them, disconnect switch 2 for feeder 1 has the
largest risk contribution percentage, and disconnect switch 2 for feeder 3 has the smallest risk
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contribution percentage. The larger the risk contribution, the higher the risk of the main equipment
itself, and the higher the possibility of affecting the operation of the substation. Based on the risk
contribution of each main equipment, the results are shown in Table 4.

Table 4. Simulation of the state of equipment health of substation main equipment.

Risk contribution in order of Risk contribution Equipment
magnitude Number
1 35.84% 4
2 17.92% 11
3 14.33% 8
4 11.95% 3
5 7.96% 10
6 3.98% 9
7 3.77% 12
8 1.79% 13
9 1.52% 5
10 0.93% 2

According to the results in Table 4, the grid scheduling platform of the State Grid is utilised to
push the potential risk data of the main equipment inside the substation in real time to monitor the
potential operational risks of the main equipment. On the one hand, based on the results of the risk
contribution ranking of each main equipment in the substation, the operation and inspection
department focuses on the operation status of the main equipment with the highest risk contribution
ranking during operation and maintenance inspections of the substation, and continuously monitors
the status and risk change trends. On the other hand, the maintenance program should also shorten
the corresponding test cycle, so as to timely discover the defects of the main equipment for
maintenance, and enhance the safe and stable operation of the substation.

5. Conclusions

This paper proposes a substation operation risk situational awareness method based on the
health state of main equipment according to the theoretical framework of situational awareness, and
the conclusions are as follows:

1) Analogous to the SI virus transmission model, the equipment vulnerability is
comprehensively portrayed from the health state and perspective of the main equipment and the risk
propagation probability is given physical significance, and a risk propagation model is constructed
considering the health state of the main equipment to realize the simulation of risk propagation
among the equipment within the substation, and the equipment potential risk severity indicator set
CX of the main equipment is obtained to monitor the potential operation risk of the substation
equipment.

2) The operation and inspection department can monitor the potential risks of the main
equipment in real time based on the equipment potential risk severity index set CX of the main
equipment after the sorting process and optimize the development of the operation and inspection
plan for the main equipment of the substation, and discover the defects of the main equipment in
time for maintenance according to the results of the operation and inspection of the main equipment
to ensure the safe and stable operation of the substation.
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