Pre prints.org

Article Not peer-reviewed version

A Functional Sizing-Based Approach to
Memory Vulnerability Assessment in loT
Edge Devices

Salma Salem , Hassan Soubra : , Peter Langendoerfer , Milad Ghantous

Posted Date: 16 July 2025
doi: 10.20944/preprints202507.1390v1

Keywords: Internet of Things (loT); vulnerability assessment; hardware security; COSMIC ISO 19761

Preprints.org is a free multidisciplinary platform providing preprint service
1 that is dedicated to making early versions of research outputs permanently
[=]

available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/4563997
https://sciprofiles.com/profile/3325582
https://sciprofiles.com/profile/4326066

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 July 2025 d0i:10.20944/preprints202507.1390.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and

contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article
A Functional Sizing-Based Approach to Memory
Vulnerability Assessment in IoT Edge Devices

Salma Salem ! * , Hassan Soubra % * , Peter Langendoerfer 3 and Milad Ghantous !

German University in Cairo, New Cairo, Egypt; salma.salem@guc.edu.eg; milad.michel@guc.edu.eg
ECE-Ecole Centrale D’électronique, Lyon, France; hsoubra@ece.fr

IHP GmbH Leibniz Institute for High Performance Microelectronics, Brandenburg University of Technology
Cottbus-Senftenberg, Germany; langendoerfer@ihp-microelectronics.com

Correspondence: salma.salem@guc.edu.eg (S.S); hsoubra@ece.fr (H.S.)

Abstract

The Internet of Things (IoT) emerged through the interconnection of edge devices, enabling seamless
data exchange over the internet. As IoT adoption expands across diverse domains, the resulting
explosion of data has raised significant concerns regarding the security of edge devices responsible
for processing this information. Although various scoring functions have been developed to assess
the severity of vulnerabilities and guide risk management, these methods often overlook the unique
characteristics of IoT systems and lack precision in evaluating hardware-related vulnerabilities. This
paper presents a comprehensive review of existing vulnerability assessment frameworks and proposes
a novel approach to evaluating memory-related vulnerabilities in IoT edge devices. The approach
is centered on the application of functional size measurement using COSMIC (ISO 19761). COSMIC
provides a standardized method for measuring what software can do, thereby enabling the quantifica-
tion of memory-related vulnerabilities from a functional perspective. Furthermore, a prototype tool is
introduced, designed to automate the assessment of memory-related vulnerabilities on ESP boards
using COSMIC-based measurements. The results demonstrate the potential of integrating functional
sizing methodologies into IoT security evaluation frameworks.

Keywords: Internet of Things (IoT); Vulnerability Assessment; Hardware Security; COSMIC ISO 19761

1. Introduction

The Internet of Things (IoT) is a collection of edge devices equipped with sensors, processing

capabilities, software, and communication technologies that enable them to connect and exchange data
with other devices and systems over the Internet or other networks.
The low power consumption and reduced cost of IoT edge devices have facilitated their widespread
adoption in a variety of applications, including smart homes [1], healthcare [2], smart vehicles [3],
Industrial IoT (IloT) [4], and wearable technologies [5]. According to a recent forecast by the Inter-
national Data Corporation (IDC), 41.6 billion IoT devices are expected to generate approximately
71.9 zettabytes of data by 2025 [6]. Much of this data is captured by sensors that may collect sensitive
user information, raising significant concerns about the security of IoT devices.

Edge computing is a technique for locally processing data that is captured or received on site,
enabling real-time analysis of IoT data for specific applications, thereby avoiding being continuously
transmitted to a data center or the cloud.

IoT systems have been the target of a wide range of attacks, including hardware attacks, denial-
of-service (DoS) attacks [7], software exploits, and password-based intrusions [8]. For instance, a study
in [7] provides a review for malware families, including Mirai [9] and Bashlite [10], that were capable
of compromising IoT devices and incorporating them into botnets to launch Distributed Denial of
Service (DDoS) attacks. Additionally, the authors in [8] demonstrated how they were able to unlock
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a commercial smart lock by reverse-engineering its mobile app and replicating the communication
between the app and the lock.

Among these, hardware-based attacks are considered particularly severe, as they operate below
the software layer, bypassing conventional security mechanisms and often achieving persistent control
over the device. Unlike software-based threats, which can typically be mitigated through updates,
addressing hardware vulnerabilities often requires physical modifications to the device, posing greater
challenges for defense. Consequently, there is a pressing need for accurate and reliable techniques to
assess the security of IoT edge devices [11].

While several frameworks, most notably the Common Vulnerability Scoring System (CVSS) [12],
have been developed to evaluate the severity of security vulnerabilities, their applicability to IoT
environments is limited. These limitations have been highlighted in multiple studies, including [13-15],
which suggest modifications to CVSS metrics to better accommodate the unique characteristics of IoT.
However, such adaptations still lack a focus on hardware-specific security concerns.

The COSMIC ISO 19761 method [16], developed by the Common Software Measurement Inter-
national Consortium, represents a second-generation Functional Size Measurement (FSM) technique
grounded in core software engineering principles. Unlike earlier FSM methods limited to business
applications, COSMIC is domain-agnostic and designed to measure the functional size of software
systems in a way that is independent of technology and implementation. It quantifies functional
user requirements using a standardized and ratio-scaled unit—COSMIC Function Point (CFP), which
enables valid mathematical operations and supports consistent benchmarking across projects. COS-
MIC has demonstrated practical value in software project estimation and performance assessment
across diverse application domains, including IoT [17,18], aeronautics [19], automotive systems [20],
and computer hardware [21,22]. Despite its versatility and proven accuracy in modelling complex
systems, COSMIC has yet to be applied in the domain of cybersecurity, particularly for quantifying the
functional size and assessing the impact severity of security attacks at the hardware level.

The ability to map COSMIC elements to computer hardware related low level software Instruction
Set Architecture (ISA) [21,22] demonstrates its prospective capability of assessing the functional size
of attacks, specifically hardware and memory-related attacks, hence inferring the security of the
edge devices.

Extending COSMIC into this area could provide objective, repeatable measurements for threat

modeling and security-focused system design.
This paper introduces a novel approach to evaluating the likelihood of memory-related attacks on
IoT edge devices by leveraging COSMIC FSM for functional size measurement. A prototype tool is
proposed to automate the assessment process of buffer overflow attacks, using ESP-based boards as a
proof of concept to showcase its applicability.

This paper is organized as follows: Section 2 provides a literature review for IoT-related attacks,
Vulnerability assessment frameworks, and COSMIC FSM; Section 3 presents an overview of mapping
the COSMIC rules to IoT and Computer hardware; Section 4 presents our COSMIC based assessment
methodology; Section 5 presents the prototype tool proposed along with its testing and validation;
Section 6 provides some discussion related to the tool; Section 7 concludes the paper.

2. Literature Review

This section provides a literature review on related work discussing loT-targeted attacks and
frameworks proposed for IoT vulnerability assessment.

2.1. Classification of loT-Based Attacks

Several reviews were proposed to categorize IoT-based attacks. For instance, a recent review
study [23] introduced a comprehensive taxonomy for categorizing IoT attacks, structured around a
seven-layer architectural model. This model systematically classifies attacks based on the specific
architectural layer they target. At the perception layer, which includes sensors and edge devices,
common attacks include side-channel [24] and node cloning attacks [25,26]. The abstraction layer,
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responsible for harmonizing diverse IoT devices through unified interfaces and standard protocols, is
vulnerable to spoofing attacks [26,27]. The network layer, which facilitates communication among IoT
devices and with external networks, faces threats such as the Routing Protocol for Low-Power and
Lossy Networks (RPL) exploits [28] and traffic analysis [27]. At the transport layer, which manages
data transmission protocols, typical attacks include session hijacking [30], TCP SYN flooding [29],
and Message Queuing Telemetry Transport (MQTT) exploits [31]. The computing layer, tasked with
data processing, cloud communication, and storage, is targeted by threats like cryptojacking [32]
and Advanced Persistent Threats (APTs) [33]. In the operation layer, which governs business logic
and system management, attackers may exploit vulnerabilities in cloud APIs to gain unauthorized
access to business data. A real-life incident occurred in 2018 when the social media platform Facebook
experienced a security breach affecting approximately 50 million users. The breach was caused by a
flaw exploited through a developed mobile application, leading to the unauthorized harvesting of data
from around 87 million Facebook profiles [34]. Finally, the application layer, responsible for delivering
services to end users, is commonly affected by code injection [35] and brute-force attacks [8,36].

Another taxonomy proposed by [37] categorizes IoT attacks based on specific domains,
namely: physical attacks [38], network attacks [7,38,39], software attacks [35,40,41], encryption
attacks [24,38,42,43] data attacks [38,39,44], and side-channel attacks [24,38]. Physical attacks [38]
involve adversaries with physical access or proximity to the device or network, encompassing attacks
such as fault injection and hardware tampering. Network attacks exploit vulnerabilities in commu-
nication channels, network protocols, or device connectivity, including attacks such as Man in the
Middle [39], Denial of Service [7]. Software attacks target the software stack of IoT systems, includ-
ing operating systems, firmware, applications, and software interfaces, such as malware [40], Code
injections [35], and buffer overflow attacks [41]. Encryption attacks [42] focus on compromising crypto-
graphic mechanisms, including attacks such as cryptanalysis [43] and side-channel exploitation [24,38].
Data attacks threaten the confidentiality, integrity, availability, and overall security of data within
IoT environments, such as Device Impersonation [44], Man in the Middle [39]. Finally, side-channel
attacks aim to extract sensitive information, particularly cryptographic keys, by analyzing unintended
physical emissions or computational characteristics of the system. According to the study, certain
attacks can belong to multiple categories or domains.

In alignment with the objectives of our study, we focus our review in the following on hardware-
based attacks targeting edge devices like microcontrollers, with particular attention to memory-related
attacks such as buffer overflows, which, although initiated through software, directly impact the
memory of these microcontrollers.

The next subsection presents a literature review of hardware and memory-related attacks

2.1.1. Hardware Attacks

A study referenced in [45] conducted a threat analysis focused on IoT device identity. It identified
three key assets that define an IoT device’s identity: its Integrated Circuit (IC) design, firmware,
and stored secrets (e.g., passwords or cryptographic keys). Threats to these assets are categorized
into two main types: invasive attacks, which involve physical tampering with the hardware, and
non-invasive attacks, which do not alter the hardware. The study further breaks down threats into
four categories: reverse engineering [46,47], fault injection [48,49], and side-channel attacks. Each of
these can involve either invasive or non-invasive techniques. For example, reverse engineering may
involve invasive chip delayering [47] or non-invasive use of logical interfaces like JTAG to reverse
engineer the firmware. To address these threats, the study further expanded the threat model to
include the currently implemented technologies to secure the devices, such as True Random Number
Generators (TRNGs), One-Time Programmable (OTP) memories, Secure Elements (SEs), cryptographic
accelerators, and Trusted Execution Environments (TEEs). These protective measures are linked to
specific mitigation strategies. For instance, SEs, crypto accelerators, and TEEs help overcome the
need for lightweight encryption algorithms, hence storing sensitive information like passwords and
keys securely.
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Another review study by [24] has provided a comprehensive analysis of hardware side-channel
attacks. According to the study, side-channel attacks encompassed 2 main categories of attacks, namely
Cache Side Channel and Power Side Channel. In addition, each category encompassed multiple attacks
or techniques. For instance, the cache side channel included attacks such as Flush and reload [50]
or prime and probe [51]. The paper further investigated how these attacks can be utilized alongside
speculative execution related attacks, such as Spectre [52], to infer sensitive information. The same
thorough analysis was provided for the power side channel that encompassed techniques such as
Differential power analysis. The paper also discussed Electromagnetic Analysis and Fault injection
that could be utilized for bypassing security checks and exposing sensitive data. Finally, the paper has
discussed the current security solutions with a brief insight into their role in protecting authenticity
and confidentiality. Among the common solutions mentioned are the Cryptographic ISAs, Memory
Encryption, Secure boot, and TEEs.

The following subsections will provide an overview of the commonly mentioned attack categories,
including Side Channel and Fault injection, including real-life attacks for IoT.

A. Fault Injection Attacks

Fault Injection attacks are attacks that induce processing errors within the processor, typically
to manipulate the normal execution or reveal secret information. This attack category encompasses
Voltage Glitching, Electromagnetic (EM) interference, and Laser glitching. On one hand, voltage
glitching and EM interference are considered non-invasive techniques that induce faults or alter
execution flow by manipulating power and electromagnetic signals of the device. On the other hand,
optical fault injection requires invasive access using lasers to induce faults at the transistor level.

The theoretical application of voltage glitching attacks to obtain the secret factor N of the RSA
algorithm was early documented by [48]. Later on, Differential Fault Analysis (DFA), a technique
used to compare the faulty outputs produced from fault injection with the correct ones to infer secret
information (such as cryptographic keys), was introduced by [49].

In the context of IoT, an experiment conducted by [53] demonstrated the feasibility of bypassing
secure boot and flash encryption for the ESP32 V3 chip through a single EM glitch. The attack initially
involved modifying the encrypted flash to alter the 32-bit CRC value of the bootloader signature. An
EM glitch was then used to load this manipulated value into the Program Counter (PC), redirecting
execution to the ROM’s download mode and enabling arbitrary code execution.

Another experiment conducted by [54] demonstrated the feasibility of bypassing the secure boot
of both ESP-C3 and ESP-C6 chips using a voltage glitch. The exploit relied on glitching a certain
instruction during verifying the secure boot image to induce a buffer overflow, hence, redirecting the
execution and bypassing the secure boot.

B-Side Channel Attacks

Side-channel attacks are non-invasive techniques that exploit physical leakages such as power
consumption, execution timing, or electromagnetic emissions to extract sensitive data. Power-based
attacks, including Simple Power Analysis (SPA) and Differential Power Analysis (DPA), were first
demonstrated in [55]. Timing attacks, whose concept was demonstrated practically in [56], exploit
data-dependent variations in execution time. Cache-based timing attacks, demonstrated in [57], further
extend this approach by leveraging timing differences between cache hits and misses to reveal memory
access patterns and secret information.

A practical example of side channel attacks in the context of IoT is presented by the authors in [58]
when they utilized power analysis to recover the encryption and verification keys of a smart bulb’s
firmware update mechanism, leveraging them to deploy a malicious over-the-air update.

Another study [59] has presented a side channel attack that exploits the Central Processing
Unit’s (CPU) interrupt mechanism to leak instruction-level timing information from secure enclave
environments like Intel SGX, Sancus, and TrustLite. The attack leverages the delayed handling of
exceptions and interrupts until instruction retirement. By precisely timing interrupts, an attacker
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with control over system software can infer fine-grained execution details from within hardware-
protected enclaves. Nevertheless, [60] examines the Nemesis attack presented by [59] and proposes an
effective mitigation approach. Their method involves rewriting binaries to insert padding opcodes,
ensuring that all execution branches consume an equal number of CPU cycles, thereby preventing
timing-based leakage.

2.1.2. Memory-Based Attacks

Although memory-based attacks often originate from software vulnerabilities, their implications
can extend to the hardware layer, potentially resulting in the execution of malicious instructions or
the disclosure of sensitive data. A notable example is the buffer overflow attack, which exploits
programming flaws that allow an attacker to overflow a local variable (such as an array) with specially
crafted inputs, thereby enabling the redirection of the function’s return address to execute attacker-
controlled code. The viability of such attacks is largely attributed to the structure of the stack memory
layout used during function calls. This issue is particularly critical in the context of IoT, where
microcontrollers often lack dedicated hardware protections due to their limited processing capabilities.
A study [61] examined the feasibility of buffer overflow attacks on microcontrollers employing a
Harvard memory architecture. The study highlighted key distinctions in stack layout between Harvard
and von Neumann architectures. Despite the inherent challenges posed by the Harvard model, such
as differences in stack growth direction the researchers successfully demonstrated a buffer overflow
attack on the C8051F530 microcontroller.

Several studies have investigated memory-related attacks for IoT. For instance, [62] has proven the
feasibility of conducting Return-Oriented Programming attacks (ROP) for the Xtensa ISA supported
by ESP boards. The paper focuses on how gadgets can be chained for Call 0 and Windowed ABL
Although certain protections have been introduced to mitigate buffer overflow attacks, including stack
canaries that rely on inserting a canary word on the stack that is checked before function return, so
that buffer overflow attacks altering this canary word are easily detected. A study presented in [63]
has shed a spotlight on vulnerabilities present in ESP boards that allow bypassing stack canaries.

Another study [64] proposed by the same authors investigates the feasibility of extracting ROP
gadgets by sniffing Over-The-Air (OTA) firmware updates for MSP430 microcontrollers. The authors
were able to partially reconstruct the image by sniffing the OTA traffic, hence finding gadgets that can
be used to exploit buffer-overflow vulnerability through ROP attacks. This study has addressed the
limitations of finding gadgets for ROP attacks when firmware is protected from being dumped from
the device through the approach presented.

Finally, authors in [65] have highlighted the severity of buffer overflow vulnerabilities that could
be exploited to bypass memory isolation techniques implemented by Trusted Execution Environments
provided by ARM. The authors were able to embed a malicious mobile application in the secure world
since IoT applications allow users to download untrusted third-party apps. Afterwards, the authors
exploited the MOFlow vulnerability, which results from a missing validation check between the
declared and actual message length sent from non-secure applications to secure ones. By embedding a
false, shorter message length, an attacker can trick a secure application into leaking sensitive data from
adjacent memory regions, potentially exposing information from other secure applications.

2.2. Vulnerability Assessment Frameworks for IoT
This section presents a literature review of existing frameworks developed for assessing vulnera-
bilities in IoT systems.

2.2.1. CVSS-Based Frameworks

Vulnerability assessment frameworks are primarily utilized by organizations to assess the severity
of vulnerabilities, hence, prioritize the mitigation of vulnerabilities based on their severity.
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CVSS is one of the widely adopted frameworks for vulnerability assessment. CVSS integrates
2 sets of metrics (Base Metrics), namely the Exploitability and Impact metrics, into a mathematical
formula, resulting in a numerical score reflecting the severity of vulnerabilities.

*  The Exploitability metrics reflect the ease of exploiting a certain vulnerability. This set of metrics
incorporates 4 metrics, namely Attack Vector (AV), Attack Complexity (AC), Privileges Required
(PR), User Interaction (UI), and Attack Requirements (AR).

e  The impact metrics reflect the impact of exploiting a certain vulnerability. This set of metrics
incorporates 6 metrics: Confidentiality, Integrity, Availability, Subsequent System Confidentiality
(SC), Subsequent System Integrity (SI), Subsequent System Availability (SA).

It is worth mentioning that CVSS has incorporated a new Safety metric in its latest versions to
accommodate IoT environments. In addition, it is optional to include the environmental metrics to
assess the severity of a vulnerability within a specific environment.

CVSS was primarily designed for traditional IT systems. To that end, certain studies, such
as [13-15], have highlighted the limitations of applying CVSS for IoT contexts. Among the limitations
discussed was the incompatibility of AV metrics with the IoT context, since IoT networks are not as well
protected as traditional IT systems. The same concept applies to the AC metrics as attacking a certain
IoT requires explicit knowledge of the design; hence, they are more complex. In addition, [13] has
highlighted the lack of a clear explanation provided for the CVSS mathematical formulas. However, it
is worth mentioning that an internal report released by National Institute of Standards and Technology
(NIST) [66] has demonstrated that the CVSS base score equation generally aligns with the expert
opinions of its maintainers.

Based on the mentioned limitation, the 3 studies have proposed different approaches to modify
the CVSS to accommodate the IoT context that could be summarized as follows:

[13] Has incorporated 2 sets of metrics in the base metrics, namely the Corporal Impact (CI)
and Age (Ag) metrics. The CI assesses the hazards resulting from exploiting a certain vulnerability
in a smart system, including metrics such as Not Defined, Human, Environment, and Self. Ag
metrics represent the time span when the vulnerability was discovered. The paper has also proposed
new metrics for the environmental and temporal metrics that are now suspended per the latest
CVSS version.

[14] has introduced new weights that are applied to the CVSS results, reflecting the severity of
vulnerability in IoT contexts. The weights are assigned based on 5 metrics, namely Internet Exposure,
Intranet Exposure, Shell Exposure, Physical Protection, and Exploit Code Maturity. For instance, if
the Attack Vector (AV) is assigned the value P (indicating that the attacker requires physical access to
the device) and the Physical Protection metric is set to True, then the CVSS base score is multiplied by
0.9 (the weight of physical protection per the paper)

[15] has introduced new Local and Physical values in the AV, which are higher than those assigned
for traditional IT systems, highlighting the ease of attacking IoT networks. The study has also modified
the AC by introducing new M and H values that are lower than those assigned to the traditional IT
system, reflecting the higher complexity of attacking IoT.

In addition, [15] has extended their work to assess vulnerabilities within Industrial Control Sys-
tems (ICS), typically consisting of IoT and IT networks. Their proposed approach [67] has introduced
new metrics in the environmental metrics that are relevant to Industrial Control Systems.

Previous studies have addressed the limitations of CVSS applicability to IoT contexts, particularly
[14,15] that attempted to provide more relevant assessments for the severity of vulnerabilities from the
network and hardware perspective. Having said that, the studies did not provide a thorough analysis
of hardware-related vulnerabilities; the studies merely integrated parameters reflecting Hardware
(HW) protection without providing formulas to calculate these parameters. In addition, did not
propose adjustments for improved assessments of HW related vulnerabilities. Nevertheless, they
provided a valuable insight into assessing the severity of vulnerabilities in the context of IoT, where
vulnerabilities can pose a harmful impact on its surrounding environment, unlike traditional IoT
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systems. To our best knowledge, the presented studies to adapt CVSS to the context of IoT did not
provide a thorough analysis regarding HW or memory-related vulnerabilities

2.2.2. Non-CVSS-Based Frameworks

Some studies have been proposed to evaluate and categorize vulnerabilities using methods other
than CVSS.

For instance, the authors in [68] have analyzed hardware-related vulnerabilities from the Common
Vulnerabilities and Exposures (CVE) database spanning 2010 to 2019 and categorized them according
to different IoT application domains. They further utilized the categorized vulnerabilities to construct
a labelled dataset that was used to train Support Vector Machine (SVM) classifiers aimed at predicting
future hardware vulnerabilities. In addition, the authors in [69] proposed a set of metrics to evaluate a
device’s security against hardware attacks, specifically targeting Simple Power Analysis, Differential
Power Analysis, Meltdown, and Spectre. To assess resistance to Power Analysis attacks, the paper
introduced a mathematical equation incorporating seven distinct metrics. The metrics presented
incorporated Software and Hardware-based mitigations. However, for Meltdown and Spectre, the
evaluation was based on the output of the "Iscpu” command that displays all the CPU-related informa-
tion, including present mitigations against the mentioned attacks. Although [69] presents a promising
approach for assessing hardware vulnerabilities, it does not fully address memory-related attacks,
specifically buffer overflows.

Another study [70] has provided a threat model for the common HW attacks, including side
channels and reverse engineering, alongside metrics to assess the security of the device against
each attack category. For instance, the amount of sensitive information that was vulnerable to side
channels and the number of samples required to extract the information were the 2 key metrics for
assessing the device security against side channels. Although the paper discussed various HW attacks,
memory-related attacks such as buffer overflows were not covered.

In summary, previous studies have either focused on improving the assessment of vulnerability
severity without thoroughly analyzing hardware-specific issues or have proposed metrics for evaluat-
ing hardware-related vulnerabilities without addressing the severity of memory-based attacks. The
following table 1 compares the reviewed studies with respect to the vulnerabilities analyzed.

Table 1. Comparison of the reviewed assessment studies.

Practical
HW Memory- application
St.u dy ToT CVSS-based Vulnera!)lllty related attack of the
Reviewed Relevance metrics
roposal coverage proposed
prop assessment
[13] °
[14] °
[15] °
[68] °
[69] °
[70]

To the best of our knowledge, no vulnerability assessment frameworks have addressed the
assessment of memory-related vulnerabilities with respect to COSMIC.

3. COSMIC FSM Background
3.1. COSMIC FSM

The Common Software Measurement International Consortium (COSMIC) method [16] is an
ISO-recognized standard [71] for Functional Size Measurement (FSM) that quantifies the amount of
functionality software delivers to its users, independently of the technology used to implement it.
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As a second-generation FSM method, COSMIC was developed to address the limitations of earlier
FSM methods such as IFPUG [72] and NESMA [73], which were primarily oriented toward business
applications and lacked domain flexibility.

COSMIC [16] is designed for universal applicability across multiple domains, including business
applications, real-time systems, embedded software, and infrastructure software. It is also particularly
well-suited to modern software architectures such as Service-Oriented Architectures (SOA), data
warehouses, and mobile applications.

3.1.1. Foundational Principles and Objectives
3.2. Foundational Principles and Objectives

COSMIC is designed to meet two primary objectives in software engineering: enabling perfor-
mance measurement of development and maintenance activities, and supporting effort estimation for
new software projects. It achieves these objectives by providing a standardized, ratio-scaled unit of
measurement, the COSMIC Function Point (CFP), which allows for valid mathematical operations and
consistent comparison across projects. This characteristic marks a significant advancement over earlier
FSM approaches, many of which operated on ordinal or step-based scales with limited applicability
across domains.

Beyond traditional use cases, COSMIC size have also been successfully applied to measure
technical indicators such as: processor load, energy consumption, and other resource utilization
parameters, particularly in embedded and real-time systems [20,74]. These applications demonstrate
the method’s versatility in supporting both software sizing and system-level performance measurement
and estimation.

3.2.1. Method Architecture and Phases

The COSMIC measurement process is structured into three key phases: the Measurement Strategy
Phase, the Mapping Phase, and the Measurement Phase as shown in Figure 1.

¢  Measurement Strategy Phase: This initial phase defines the purpose (e.g., effort estimation,
benchmarking) and scope (e.g., single application, system component) of the measurement. It
results in a Software Context Model that identifies the software boundary, its functional users
(humans, devices, or other software), and its persistent storage components.

*  Mapping Phase: In this phase, the Functional User Requirements (FURs) are mapped to COS-
MIC’s Generic Software Model. Each FUR is decomposed into one or more functional processes,
each of which consists of a sequence of data movements (Entries, Exits, Reads, Writes). These
data movements reflect the interaction between the software and its users or storage elements.

*  Measurement Phase: Finally, each functional process is measured by summing its constituent
data movements. The functional size of the software is the total number of data movements across
all functional processes. Since each data movement corresponds to one CFP, the resulting size is
additive and not limited by predefined categories or thresholds, allowing for precise granularity
in complex systems.

Measurement sponsor input > FUR and definition of each piece of
Sofiware Context Model . Phase 1 software to be measured and of the
" required measurement
Requirements Strategy
l
Phase 2
Generic Software Model Mappi FUR in the form of the Generic
Phase Software Model

Functional size of the

Phase 3 software in units of
Measurement T CFP
Phase

Figure 1. COSMIC key phases (source: [16])
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3.2.2. Core Measurement Constructs

The COSMIC method is based on two key concepts: functional processes and data group move-
ments.
According to COSMIC, a functional process is defined as follows:

a.  Afunctional process consists of a set of data movements that represent an elementary component
of the software’s functional user requirements (FUR). Each functional process is unique within
the overall FUR and can be defined independently of other functional processes.

b.  Each functional process is triggered by a single Entry data movement. Processing begins when
the functional process receives a data group through the triggering Entry.

c. The complete set of data movements within a functional process includes all those necessary to
fulfil its FUR, covering every possible response initiated by its triggering Entry.

In addition, COSMIC defines four atomic types of data movement, which collectively form the basis of
functional size computation [16]:

e  Entry represents the single, distinct flow of data from a functional user across a defined boundary
into a functional process.

e  Exit represents the single flow of a data group from a functional process across a boundary to a
functional user.

*  Read represents the movement of a single data group from persistent storage into a functional
process.

*  Write signifies the movement of a single data group from a functional process into persistent
storage.

Each movement involves a data group representing a set of related attributes about a real-world
object of interest. One data movement of one data group equals one CFP.

3.2.3. Domain Applicability and Automation

In real-world industrial settings, COSMIC has demonstrated measurable benefits. For in-
stance, Renault has successfully automated the measurement of embedded software specified in
Matlab/Simulink, achieving an accuracy rate above 99 % and using COSMIC size in procurement and
cost negotiations for Electronic Control Units (ECUs) [75]. Additionally, COSMIC has been effectively
used in agile environments to replace less standardized methods like Story Points, providing objective,
repeatable estimates that improve planning and project accountability [76,77]. It has also been success-
fully adapted to specialized domains, such as embedded systems in the aerospace domain, where [19]
mapped COSMIC rules to real-time applications. Similarly, [20] proposed a prototype for applying
COSMIC Functional Size Measurement (FSM) within the AUTOSAR framework. Finally, studies
in [78-80] demonstrated its applicability to quantifying the functional size of quantum software.

3.2.4. COSMIC for Treatment of Non-Functional Requirements” Measurement

Although COSMIC is explicitly designed to measure functional user requirements, it also allows
for the indirect quantification of certain Non-Functional Requirements (NFRs) when these result
in observable functional behavior. For example, a requirement for portability might lead to the
development of an isolation layer, which can be measured functionally. Similarly, maintainability and
security requirements often result in additional functionalities (e.g., parameter maintenance interfaces
or authentication modules) that COSMIC can measure [16,81].
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3.3. Application Domains of COSMIC FSM
3.3.1. COSMIC FSM in IoT
Mapping COSMIC Rules to IoT

The initial attempt to apply COSMIC measurement rules to the Internet of Things (IoT) domain
was introduced in [82]. The study presents a set of mapping rules, based on the COSMIC method,
specifically designed for IoT applications developed using the Arduino IDE [83].

e  The study identifies the setup() and loop() functions in Arduino code as functional processes, each
associated with a single triggering entry. The setup() function runs at system startup or reset,
initializing input/output pins that interact with functional users, such as sensors and actuators in
IoT systems. Once setup is complete, the loop() function executes continuously, enabling ongoing
data exchange between the system and its functional users according to the specified functional
requirements.

U Each function in the Arduino code that utilizes an INPUT pin is treated as a COSMIC Entry, while
those involving an OUTPUT pin are categorized as COSMIC Exits. Function calls that retrieve
data from EEPROM are identified as COSMIC Reads, and those that store data to EEPROM are
considered COSMIC Writes. Each of these Entry, Exit, Read, or Write accounts for one Cosmic
Functional Point (CFP).

The following Table 2 provides examples of data group movement and their respective mapping;:

Table 2. Cosmic Mapping of Data Group Movements.

Data group movement Mapping to COSMIC
digitalRead(); Entry
digitalWrite(); Exit

EEPROM.read(); Read
EEPROM.write(); Write

Based on the mapping rules provided, [17] has utilized the mapping rules previously presented to
automate functional size measurement of Arduino codes by introducing a prototype tool. However, the
tool only supported a limited number of Arduino libraries. The same authors in [18] have addressed
this limitation through integrating Natural Language Processing (NLP) into their tool, allowing the
generic analysis of Arduino codes using Machine learning and Regular expressions. [84,85] proposed
means to improve the accuracy of the tool presented in . While [84] has focused on enhancing the
performance of the machine learning models, [85] has focused on the recursive analysis of function
calls, since each function call inferring data movement could recursively include other function calls,
the study has examined each function call in depth, to assign accurate number of Cosmic Function
Points (CFPs) rather than just inferring 1 CFPs for each function call.

3.3.2. COSMIC FSM in Computer Hardware

The proposed rules for mapping COSMIC FSM to computer hardware were primarily intended
to assess functionality from a hardware perspective, since every software is translated to assembly
instructions that reflect data movements between the HW components as CPU, registers, and memory,
the functional size is inferred from the assembly instructions of the software. Consequently, these
rules provide a generic measure of functional size that is not only independent of the programming
language but also able to depict the data movements at the hardware level [22].

Several studies have been proposed to map the COSMIC rules to the hardware level, enabling
the measurement of the functional size of assembly programs. For instance, [21] has proposed an
approach to map cosmic rules to the MIPS Instruction Set Architecture (ISA). Similarly, other studies
proposed to map the COSMIC rules to the X86 ISA [86] and ARM ISA [22]. The primary distinction
among the mapping approaches proposed in the three studies lies in the treatment of registers and the

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202507.1390.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 July 2025 d0i:10.20944/preprints202507.1390.v1

11 of 26

register file. In particular, both [22,86] classify registers and the register file as part of the persistent
storage. Consequently, any instruction that performs a read from or write to a register infers read or
write data movement, according to the COSMIC rules. Conversely, the approach in [21] limits the
identification of read and write data movements to load and store instructions, which are respectively
mapped to Read and Write operations.

Mapping COSMIC Rules to Computer Hardware

[21] has proposed simple and sufficient mapping rules to the COSMIC ISA. According to the rules
proposed in [21],

¢  CPU represents the sole functional user

*  Each function or subroutine represents a functional process

¢ Each source register or immediate value in a register represents an Entry

e  Each destination register in an instruction represents an Exit (N.B.: same concept holds for
Program Counter register (PC) updates due to jump or branch instructions as well, hence, the
update of PC due to a jump or branch instruction accounts for 1 Exit )

®  Return value after branch and link or jump and link instructions represents an Exit

e  Each load instruction represents a Read

e Each store instruction represents a Store

A notable limitation of the presented rules is that read and write operations are inferred solely from
load and store instructions that access non-persistent memory. Nevertheless, they effectively capture
the memory access patterns.

3.3.3. Leveraging COSMIC for Memory Vulnerability Assessment in IoT Edge Systems

Given the growing complexity and resource constraints of IoT edge systems, especially those
involving embedded software and real-time processing, precise assessment of security vulnerabilities
requires structured, quantifiable measures. COSMIC, with its ability to measure functional user
requirements at a granular level, including reads from and writes to persistent storage, offers a
powerful framework for quantifying the functional exposure of software components to memory-
based attacks. Vulnerabilities such as buffer overflows, unauthorized memory access, and code
injection often exploit specific functional pathways involving data movement to and from memory.
By modelling software using COSMIC and quantifying these memory-related functional processes
(e.g., excessive Writes to volatile memory or reads from insecure regions), developers can assess
potential attack surfaces systematically. This is particularly valuable in IoT edge environments, where
limited memory and computation power make both optimization and security critical. Furthermore,
COSMIC'’s ability to distinguish changes in functional size over time enables tracking of vulnerability
impact and regression across updates or patches. Thus, integrating COSMIC into security assessment
pipelines could enhance early threat detection, inform mitigation strategies, and support formal
certification efforts for memory-safe software in edge devices.

To the best of our knowledge, existing vulnerability assessment frameworks have not incorporated
COSMIC for evaluating memory-related vulnerabilities.

For the purpose of our study, we apply COSMIC hardware mapping rules to assess memory-
related vulnerabilities. Although memory-related vulnerabilities are typically exploited through
software, they have significant implications at the hardware level, such as manipulation of stack mem-
ory and function return addresses. Therefore, a granular analysis that includes hardware components
is essential to accurately assess these vulnerabilities.

In this study, buffer overflow vulnerabilities are explored as a representative example of memory-
related vulnerabilities. The attack scenario and the assessment methodology are outlined in the
following section. It is important to emphasize that the evaluation of buffer overflow vulnerabilities
serves as a proof of concept to validate the feasibility of our proposed approach.
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4. COSMIC Mapping for Memory-Related Vulnerabilities and Attacks
4.1. ESP Background

ESP boards developed by Espressif are a family of low-cost micro-controllers integrating both
Wi-Fi and Bluetooth capabilities, primarily utilized for IoT applications. ESP boards support Tensilica
processors that are based on the Xtensa Instruction Set Architecture (ISA) [87]. Xtensa ISA is a post-
RISC design developed by Tensilica; it inherits the efficiency of RISC principles while selectively
integrating CISC features where beneficial. The standard Xtensa instruction length is 24 bits, with an
optional code density extension that enables 16-bit instructions; wider instruction formats are also
supported in certain configurations. Furthermore, Xtensa processors implement a Harvard architecture
with separate instruction and data buses, which may interface with distinct or shared memory systems
depending on the system-on-chip design.

4.1.1. Memory Management for Function Calls in the Xtensa ISA

When a function is called, a place in the stack memory is reserved for the function’s local variables,
return address, saved registers, and additional arguments if necessary. According to the Xtensa ISA,
the stack pointer is stored in register al while the function return address is stored in register a0.
The function prologue is responsible for allocating stack space for the callee function, it consists of
2 instructions: the first instruction reserves space in the stack for the function being called through
decrementing the stack pointer (al), and the second instruction stores the return address that is
previously stored in a0 on the stack. Function arguments and local variables are also stored on the
stack. The function epilogue, on the other hand, is responsible for restoring the stack to its original
state before the function call and loading the return address back to register a0, hence it contains
2 instructions as well, the first one loads the return address value previously stored on the stack
by the prologue, and the second instruction increments the stack pointer by the same value it was
decremented by in the prologue to free the stack space, the function epilogues and prologues are
shown in Listing 1.

/! prologue

addi al, al, —-16 // reserve stack space
s32i.n a0, al, 8 /! store return address
// function body

/! epilogue

132i.n a0, al, § // load return address
addi al, al, 16 // free stack frame
ret.n

Listing 1. Function prologue and epilogue.

By default, local variables declared in the function are stored on the stack beneath the return
address; therefore, when an array is defined as a local variable, its memory is allocated on the stack.
The buffer overflow vulnerability naturally lies in overflowing the array with inputs larger than its
size, hence overwriting the return address with an address of a malicious function of our choice or to
a gadget.

4.2. Proposed Methodology for COSMIC FSM Mapping

In this study, we propose an approach to measure the functional size of buffer-overflow attacks
for the ESP boards as a proof of concept. The functional size of the attack is the size of assembly
instructions executed maliciously by the attacker.

In addition, the hardware security of the board itself is analyzed using COSMIC CFPs; the ratio-
nale behind this is the fact that the attacker will need to execute additional malicious instructions to
bypass protections. For instance, to bypass the stack canary, the attacker will first need to leak this
canary, which corresponds to COSMIC reads, then proceed with the attack payload that enables them
to execute malicious CPU instructions. Hence, executing the same payload on a secure board will
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result in a higher number of CFPs compared to execution on a board lacking hardware protections.
To that end, the security level of a board is inferred from the minimum number of CFPs required to
bypass security protections on the device. Figure 2 depicts the proposed COSMIC methodology.

COSMIC Methodology

Inferring the

Inferring Attack's
Security Level of

Severity

the Board
Y
Measurement of CFPs of Measurement of Minimum
the Malicious CPU Number of CFPs Required
Instructions Executed to Bypass Hardware

Protections on the Board

Figure 2. COSMIC FSM Proposed Methodology

It is also important to note that buffer overflow attacks can be effectively mitigated by using secure
functions when copying input into arrays. Our analysis takes these software mitigations into account.

For the purpose of our research, we conducted a buffer overflow attack on the ESP8266 board, and
the functional size of the attack was obtained. In addition, the security level of the board is inferred
based on the ease of conducting the attack and the existing protection mechanisms. This security level
is then mapped to the CFPs, as previously discussed. Finally, a prototype tool is presented to analyze
the vulnerability level of buffer overflow attacks with respect to two factors: the deployed code and
the security level of the board.

4.3. Measurement Example
4.3.1. Exploiting Buffer-Overflow Vulnerability on ESP8266

For the purposes of our research, we used a simple code snippet including a vulnerable function
that calls the unsafe strcpy function as shown in Listing 2. Following this, the source code was
disassembled using the Xtensa toolchain. Based on the assembly code, the size of the reserved stack
space allocated for this function and the displacement of the stack pointer are obtained. Since the
ESP8266 board lacks any security mechanisms to ensure the authenticity of the return address before
executing the epilogue, exploiting the vulnerability was straightforward; it typically lies in overflowing
the char buffer declared with characters till the return address is reached (N.B, the exact number of
characters required to fill the buffer is deduced from analysis of the assembly previously obtained),
afterwards, the desired return address or gadget was written in the payload.
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sketch_mar28a.ino
3 wvoid h(){
4 Serial.printIn("To be called in setup only");
s}
6 void F(){
7 char buff2[2];
8 int index=0;
9 bool input=false;
10 serial.println("in function");
11 Serial.println("please enter value");
12 delay (5000);

14 if (serial.available() > @) {
15 strepy(buff2, "xxx");

16 input=true;

17

18 if (input){

19 Serial.print(buff2);

20 ESP.wdtFeed();

21 }

22 else{

23 serial.println(" no input™);
24 }

25}

26 void setup(){

27 Serial.begin(9600);

28 delay(608);

29 serial.printIn("in setup ");
30 ESP.wdtEnable(1000);

31| hQ)sl

32 void loop(){

33 serial.println(™ in loop ");
34 0N

35 delay(500);

36}

Listing 2: Vulnerable code snippet.

Under normal execution conditions, the program begins by initializing the serial monitor and then
invokes the h() function, which outputs the message “To be called in setup only.”. After this initial setup,
the loop() function is executed, and the vulnerable function is called. Assuming normal execution with
properly sized inputs or no data is written into the array, ensuring that no buffer overflow occurs, the
code should return to the loop function again, and the process is repeated as shown in Listing 3.

please enter value
Listing 3: Normal code execution.

The first step lies in disassembling the code to deduce the number of characters needed to
overflow the buffer to the return address of the function. Listing 4 shows the disassembly of the
vulnerable function.

). Distributed under a Creative Colr ns CC BY license.



https://doi.org/10.20944/preprints202507.1390.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 July 2025 d0i:10.20944/preprints202507.1390.v1

15 of 26

40201088 <= Z1fv=:

40201088: elcll2 addi  al, al, -32

4020108b: 61c9 s32Ln al2, al, 24

4020108d: ffedel 132r  al2, 40201020 <core version+0x8>
40201090: fffa3l 132r a3, 40201078 <setup+0x3c>
40201093: 0c2d mov.n a2, al2

40201095: 7109 s32i.n a0, al, 28

40201097: 003485 call0 402013e0 < ZNS5Print7printlnEPKc>
4020109a: fff831 132r a3, 4020107¢c <setup+0x40=
4020109d: 0c2d mov.n a2, al2

4020109f: 003405 call0 402013e0 < ZNS5Print7printlnEPKc>
402010a2: 88a022 movi a2, 136

402010a5: 13d222 addmi a2, a2, 0x1300

402010a8: 00£845 call0 40202030 < delay>

402010ab: 0c2d mov.n a2, al2

402010ad: 0006¢c5 call0 402011lc = ZNl4HardwareSerial9availableEv=
402010b0: 1112e6 bgei a2, 1,402010c5 < Z1fv+0x3d=
402010b3: 7108 132in a0, al, 28

402010b5: 0c2d mov.n a2, al2

402010b7: fff231 132r a3, 40201080 <setup+0x44=>
402010ba: 61c8 132in al2,al, 24

402010be: 20c112 addi  al,al, 32

Listing 4: Vulnerable function disassembly

The 2 instructions highlighted in red show the function prologue. It can be easily inferred that 28
bytes are required to overflow the buffer. After successfully overflowing the buffer, the flow of the
code was redirected to the /() function, which was called only once in the setup. Listing 5 shows the
redirection of execution after overflowing the buffer

r value

mnopgrgazzazaaaa(0d @To be called in setup only
n setup only
n setup only
n setup only
n setup only
1 setup only
n setup only

n setup only

Listing 5: Redirection of code flow

N.B. in our attack scenario, it is assumed that the attacker has access to the disassembly
code deployed.

4.3.2. Measuring the Functional Size of the Attack

The functional size of the attack is the functional size of the CPU instructions executed by the
attacker, as previously mentioned. For the purpose of our study, we adopt the mapping rules proposed
in [21]. Based on the redirection of the return address to function /(), the CPU instructions executed
maliciously by the attacker are the CPU instructions executed by function k() that result in printing the
sentence “To be called in Set up only” on the Serial monitor. Listing 6 shows the code for function k().
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void h(){

serial.println("To be called in setup only");

1
J
Listing 6: Function h()

The assembly instructions of the function are obtained from the disassembly files as follows:
ff£d31 132r a3, 4020101c <core_version+0x4> 1 Exit + 1 Read + Entry
f££d21 132r a2, 40201020 <core_version+0x8> 1 Exit + 1 Read + Entry
f££491 132r a9, 40201024 <core_version+0xc> 1 Exit + 1 Read + Entry
0009a0 jx a9 1 Exit + Entry
fe87d7 bany a7, al3, 40201036 <_Z1lhv+0Oxe> 1 Exit + 3 Entry
3f .byte 0x3f
1028 132i.n a2, a0, 4 1 Exit + 1 Read + 2 Entry
20 .byte 0x20
40 .byte 0x40

Hence, the number of CFPs of the assembly instruction as per the rules mentioned in [21] is 19 CFPs;
the detailed analysis of the output is shown in Table 3.

Table 3. Table 3: Detailed analysis of COSMIC Function Points (CFPs) assigned per instruction.

Instruction | Entry | Exit | Read | Write
132r a3, 4020101c <core_version+0x4> 1 1 1

132r a2, 40201020 <core_version+0x8> 1 1 1

132r a9, 40201024 <core_version+0xc> 1 1 1

jx a9 1 1

bany a7, al3, 40201036 <_Z1lhv+0xe> 3 1

132i.n a2, a0l 2 1 1

Total 9 6 4

Total CFPs | 19

4.3.3. Board Security Level Inference Using COSMIC

The Security level of the board is inferred from the CFPs required by the attacker to bypass
protections. These protections are typically protections implemented on the Hardware level, such as
Stack Canaries or Data Execution Prevention (i.e., preventing the CPU from executing instructions
placed on the stack). Since the ESP8266 board lacks any of the mentioned security features, the attack
was carried out by directly overwriting the return address, without the need to bypass any protections,
hence, the security level of the board is evaluated as 0 CFPs referring to that no data group movements
were required by the attacker to bypass protections; the attacker directly redirected the code flow by
overwriting the return address.

N.B: Measurement of CFPs of executed malicious CPU instructions merely infers the size of
the attack .However , measuring the CFPs required to bypass protections to successfully carry out
the attack and execute these malicious instructions reflects the security level of the board based on
integrated HW protections.
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5. The Prototype Tool Proposed

A tool is proposed to assess the current vulnerability level to buffer overflow attacks. The
assessment is based on 2 metrics: the first metric is the presence of unsafe functions in the code
deployed, the second metric is the security level of the board on which the code is deployed.

5.1. Tool Main Components

The tool is composed of two main components. The first component focuses on evaluating the
security of the deployed source code by scanning for the presence of unsafe functions. Based on its
analysis, the tool classifies the code into three categories:

*  Secure code that lacks any unsafe functions, resulting in “No Vulnerability”.

*  Code including functions that result in non-null termination of strings, although these functions
do not instantly exploit the buffer overflow vulnerability, the vulnerability might be exploited
later; this category is assigned the value “Medium Vulnerability”.

¢ Code including unsafe functions that exploit the buffer overflow vulnerability, assuming the weak
security of the board on which the code is deployed, this category is assigned the value “High
Vulnerability”.

The analysis is done through checking the source code line by line for the presence of the common
unsafe functions that are stored by the tool.

The second part checks the security level of the board. Based on the security level of the board
and the output from part 1, the final probability of buffer overflow is obtained. Figure 3 shows the 2

First Component

{ Evaluate Source Code ]

main components of the tool.

Security

i 1
! No Medium High
Vulnerability | |Vulnerability || Vulnerability

v

Second Component

Assess Board
Security Level

!

Estimate Probability
of Buffer Overflow

Figure 3. Tool main components.

The source code is initially fed as input to the tool, the tool analyzes the code line by line to check
for the presence of unsafe functions such as strcpy(). In case of the presence of unsafe functions, the
tool checks the security level of the board that is previously stored based on the COSMIC mapping
discussed to obtain the final vulnerability level. Meanwhile, in case the deployed software is secure,
then the output vulnerability level is classified as “No Vulnerability” since buffer-overflow attacks
arise mainly from the presence of unsafe functions that were not present in the mentioned scenario.
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The tool is implemented in Java. In addition, the mapping of the board security level to COSMIC
is stored in a hash map data structure. Furthermore, the tool maintains a list of unsafe functions in an
ArrayList, which it iterates through for each line of code to check for the presence of these functions.
The vulnerability level obtained is assessed based on the previously mentioned parameters.

The tool is currently limited to ESP8266; for future versions, other ESP boards should be consid-
ered. In addition, another important metric should be considered, which is the operational mode of
the board, specifically, whether it is configured in development mode or release mode, extracting the
firmware using tools such as esptool.py, hence reducing the vulnerability level.

5.2. Tool Validation
5.2.1. Test Cases Scenarios

Several code snippets were fed to the tool to validate the output obtained. The following test
cases were included in the code snippets-

* A buffer overflow vulnerability resulted from the unsafe use of the “strcpy” function when the
size of the source array exceeds that of the destination buffer.

*  Absence of buffer overflow vulnerability when using the same “strcpy” function and validating
the size of the source array.

* A buffer overflow vulnerability resulted from the unsafe use of the “strncpy” function when the
number of characters to copy is greater than the size of the destination array.

*  Absence of buffer overflow vulnerability when using the same “strncpy” function and validating
the size of the source array, or when the number of bytes to copy is less than the size of the
destination array.

e  There is a potential buffer overflow vulnerability when using “strncpy”, and the size of the
destination is equal to the number of characters copied; hence, the string is not NULL-terminated.

Although the mentioned scenario does not exploit the vulnerability instantly, the subsequent use of
other functions like strlen() or printf() might potentially exploit the vulnerability as these functions
rely on the presence of the null character, hence incorrect size determination of the destination array or
unintended reading beyond its bounds are among the potential implications.

®  The same scenarios were applied to the “memcopy” and “memove” functions.

¢ Absence of a buffer-overflow vulnerability due to the usage of safe functions such as “strlcpy” or
“memcopy_s”, or memmove_s”.

¢ Code snippets that do not involve any string copying functions.

The code was deployed on the ESP8266 that lacks any security protection, hence the output for
the test cases was categorized as follows:-

¢ “High Vulnerability” for the test cases that result in exploiting the buffer overflow vulnerability.

¢ “Medium Vulnerability” for the test cases that have a prospective buffer overflow vulnerability.

*  “No vulnerability” when safe functions are used or proper input validation is performed. The
same applies to code snippets that do not involve any string-copying functions.

5.2.2. Test Cases Output

1. The vulnerable code snippet in Listing 2, which was used to exploit the buffer overflow vulner-
ability, was provided as input to the tool. The tool successfully identified the presence of the
vulnerable strepy() function as well as the line of code where this function was called. Further-
more, the vulnerability level was classified as high. Listing 7 illustrates the output of the tool
after the vulnerable code was provided as input.
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Vulnerable functions present at lines
at line22

strepy (buffz, "xxx");
High Vulnerability

Listing 7: Tool Output.

2. The same code snippet was provided as input to the tool, with the vulnerable strcpy() function
replaced by the safer stricpy() function. The tool successfully reported ‘No Vulnerability” in
this case.

3. The following code snippet, which results in a prospective vulnerability, was fed into the tool,
and the tool successfully output “Medium Vulnerability”. Listing 8 shows the vulnerable code
snippet fed to the tool.

= "1234";

Ist, src, sizeof(dst)):

Listing 8: Vulnerable code snippet.

The tool correctly identified the vulnerability alongside the line of code that induced the vulnera-
bility. Listing 9 shows the tool output.

Medium Vulnerability Detected
Vulnerable functions present at lines
at line3

strncpy (dst, src, sizeof (dst)):
Medium Vulnerability

Listing 9: Tool output

Upon replacing the strncpy(dst, src, sizeof(dst)) with strncpy(dst, src, sizeof(dst)-1) and placing
NULL in dst[4], the tool has successfully detected “No Vulnerability” as shown in Listing 10.

Code Entered:

char src[] = "1234";
char dst[5];
strncpy (dst, src, sizeof(dst)-1);
dst[sizeof (dst) - 1] = "M\0"';

NO Vulnerability

Listing 10: Updated Output

4. A simple code snippet that prints the word “Hello World” on the serial monitor was fed to the
tool. The tool has successfully detected “No Vulnerability” since the code lacks any functions
involving the copying of Strings. Listing 11 shows the output of the tool.
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[code Entered:
void setup(){
Serial.begin (9600} ;
}
void loop(){
Serial.print ("Hello World );
}
NO Vulnerability
Listing 11: Tool Output
Table 4 summarizes the classification of the test cases and the tool output for each test case.
Table 4. Summary of the test cases.
.Co.de snippet Source Code Classification Tool Output
Listing Number
. . . . “High
2 Use of unsafe functions without proper input valida- I
. Vulnerability
tion
10-11 Use of safe functions, or input validation applied to | “No Vulnerability”
unsafe functions
8 The destination buffer lacks a null terminator Medu'n.n ”
Vulnerability

6. Discussion

This study proposed a novel approach for assessing memory-related vulnerabilities in IoT edge
devices by integrating COSMIC Functional Size Measurement (FSM) at the hardware level. The
approach quantifies both the functional size of attacks and the inherent security level of hardware
platforms, using COSMIC FSM to provide objective, repeatable evaluations. A prototype tool was
developed to automate vulnerability assessments for buffer overflow attacks, demonstrated on ESP8266
boards. The proposed approach contributes to developing systematic methods for securing IoT
Edge devices.

The experimental results confirm that COSMIC FSM can effectively model the functional footprint
of memory-based attacks, capturing both the functional size of malicious instruction execution and the
additional overhead required to bypass hardware protections. Notably, the proposed security-level
metric, expressed in COSMIC Function Points (CFPs), provides a quantitative measure of a device’s
resistance to such attacks, based on the number of required data movements.

The current prototype tool successfully identified vulnerabilities in source code by detecting
unsafe functions and correlating this information with the board’s hardware-level protections. The
classification of vulnerability levels into High, Medium, or None enables developers to make informed
decisions during software development and deployment, fostering proactive mitigation strategies.

Despite these promising results, certain limitations should be acknowledged. The tool presently
supports only ESP8266 boards, which lack advanced security mechanisms such as stack canaries,
memory isolation, or execution prevention technologies. Consequently, the COSMIC-based security
level for this board is minimal, emphasizing the need for extending the approach to platforms with
more robust hardware defenses.

Furthermore, the prototype’s code analysis focuses primarily on detecting a predefined set of
unsafe string handling functions. Expanding this capability to incorporate more comprehensive code
parsing, including dynamic memory management, user-defined functions, and indirect vulnerabilities,
would enhance the tool’s accuracy and applicability.

Future work will focus on generalizing the COSMIC-based assessment methodology to other
IoT platforms, particularly devices equipped with hardware-level countermeasures. Additionally,
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integrating Natural Language Processing (NLP) techniques to automate vulnerability detection across
a broader set of libraries and codebases will improve the tool’s scalability. Beyond buffer overflow
attacks, the methodology may also be extended to other classes of memory-related vulnerabilities,
such as use-after-free, heap corruption, or unauthorized memory access.

7. Conclusions

The increasing reliance on IoT edge devices for data processing and communication has am-
plified concerns regarding hardware security, particularly memory-related vulnerabilities such as
buffer overflow attacks. This paper introduced a novel approach to quantifying and assessing these
vulnerabilities by applying COSMIC Functional Size Measurement (FSM) at the hardware level. By
leveraging COSMIC size, the approach enables objective, repeatable evaluations of both the functional
size of memory-based attacks and the intrinsic security level of IoT platforms.

As a proof of concept, the methodology was applied to ESP8266 boards, where a prototype tool
was developed to analyze source code for unsafe functions and assess device vulnerability levels
based on COSMIC Function Points (CFPs). The experimental results demonstrated the feasibility
of using FSM to model attack severity and to infer the additional effort required to bypass existing
hardware protections.

The proposed COSMIC-based assessment provides an important step toward standardizing
security evaluation for IoT edge devices, particularly in environments where traditional security
mechanisms may be limited or absent.

Future research will focus on extending this approach to a broader range of IoT hardware
platforms, including those with advanced security features such as stack canaries, memory protection
units, and Trusted Execution Environments. Additionally, the prototype tool will be expanded
to incorporate a more comprehensive set of vulnerability patterns, integrating advanced analysis
techniques such as machine learning and Natural Language Processing to enhance detection accuracy.

Beyond buffer overflows, the approach proposed holds potential for evaluating other memory-
related vulnerabilities and facilitating quantifiable assessments of IoT security. Ultimately, integrating
COSMIC FSM into security frameworks may contribute to the development of more resilient IoT
systems, providing developers with a standardized measurement method to guide secure design and
deployment practices.
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Abbreviations

The following abbreviations are used in this manuscript:

IoT Internet of Things

IIoT Industrial IoT

DoS Denial of Service

DDoS Distributed Denial of Service

CvVss Common Vulnerability Scoring System
COSMIC Common Software Measurement International Consortium
FSM Functional Size Measurement

CFP COSMIC Function Points

ISA Instruction Set Architecture

RPL Routing Protocol for Low-Power and Lossy Networks
MQTT Message Queuing Telemetry Transport
APT Advanced Persistent Threat

IC Integrated Circuit

TRNG True Random Number Generator

OTP One-Time Programmable

SE Secure Element

TEE Trusted Execution Environment

EM Electromagnetic

DFA Differential Fault Analysis

PC Program Counter

SPA Simple Power Analysis

DPA Differential Power Analysis

CPU Central Processing Unit

ROP Return-Oriented Programming

OTA Over-The-Air

AV Attack Vector

AC Attack Complexity

PR Privileges Required

Ul User Interaction

AR Attack Requirements

SC Subsequent System Confidentiality

SI Subsequent System Integrity

SA Subsequent System Availability

NIST National Institute of Standards and Technology
CVE Common Vulnerabilities and Exposures
SVM Support Vector Machine

SOA Service-Oriented Architectures

FUR Functional User Requirement

ECU Electronic Control Unit

NFR Non-Functional Requirements

NLP Natural Language Processing
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