Pre prints.org

Article Not peer-reviewed version

Advanced Persistent Threat Detection
Through Multi-Layered Machine
Learning: The MLADA Framework

Pedro Brandao ”
Posted Date: 9 July 2025
doi: 10.20944/preprints202507.0748v1

Keywords: Advanced Persistent Threats (APT); Cybersecurity; Machine Learning; Anomaly Detection;
Behavioral Analysis; Threat Intelligence; Ensemble Learning; LSTM; Intrusion Detection; MLADA Framework

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/1193412

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 9 July 2025 d0i:10.20944/preprints202507.0748.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

Advanced Persistent Threat Detection through Multi-
Layered Machine Learning: The MLADA Framework

Pedro Brandao

Instituto Superior de Tecnologias Avangadas de Lisboa ; pedro.brandao@istec.pt

Abstract

Advanced Persistent Threats (APTs) represent one of the most sophisticated and dangerous
cybersecurity challenges of our time. These stealthy, long-term attacks are designed to remain
undetected while continuously extracting sensitive information from target systems. This paper
presents a comprehensive analysis of APT characteristics, detection methodologies, and proposes a
novel machine learning-based algorithm for APT detection. Our approach combines behavioral
analysis, network traffic monitoring, and anomaly detection to identify potential APT activities. The
proposed algorithm demonstrates improved detection rates while maintaining low false positive
rates, making it suitable for real-world deployment in enterprise environments.

Keywords: Advanced Persistent Threats (APT); cybersecurity; machine learning; anomaly Detection;
behavioral analysis; threat intelligence; ensemble learning; LSTM; intrusion detection, MLADA
framework

1. Introduction

In the contemporary cybersecurity landscape, Advanced Persistent Threats (APTs) have
emerged as the most formidable and sophisticated form of cyberattacks. Unlike traditional malware
that seeks immediate impact, APTs are characterized by their stealth, persistence, and long-term
strategic objectives. These attacks typically target high-value organizations, including government
agencies, financial institutions, critical infrastructure providers, and research institutions.

The term "Advanced Persistent Threat" encompasses three key characteristics: Advanced —
employing sophisticated techniques and tools; Persistent — maintaining long-term access to target
systems; and Threat — having clear malicious intent with specific objectives. APTs are often state-
sponsored or conducted by well-resourced criminal organizations with the capability to develop
custom malware and exploit zero-day vulnerabilities.

What differentiates APTs from other types of cyberattacks is the strategic and continuous nature
of the intrusion. APT actors may spend months studying their target, identifying vulnerabilities, and
gradually infiltrating systems while avoiding detection. Techniques such as living-off-the-land
attacks, spear phishing, lateral movement, and the use of legitimate credentials make APTs
particularly challenging to detect.

Moreover, APTs often involve multi-stage operations including initial reconnaissance, initial
access, privilege escalation, internal reconnaissance, data exfiltration, and persistence mechanisms.
The detection of such threats requires a holistic approach that goes beyond signature-based methods,
leveraging advanced machine learning, anomaly detection, and threat intelligence.
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2. Methodology

2.1. Research Approach

This study adopts a mixed-methods research design that combines qualitative and quantitative
methodologies to analyze Advanced Persistent Threats (APTs) and evaluate the performance of a
novel detection algorithm. The approach is divided into three primary phases:

J Phase 1 — Threat Landscape and Literature Synthesis: A systematic review of scholarly
research, incident reports, and cybersecurity white papers to understand the evolution of APTs and
identify detection challenges.

. Phase 2 — Algorithm Design and Implementation: Development of the Multi-Layer APT
Detection Algorithm (MLADA), incorporating machine learning, anomaly detection, and behavioral
analytics.

. Phase 3 — Experimental Validation and Evaluation: Quantitative assessment of the
algorithm's accuracy, recall, precision, F1-score, and false positive rate using benchmark datasets.

2.2. Data Collection

The datasets used in this research include a combination of synthetic data generated from
controlled environments and anonymized real-world logs sourced from enterprise IT infrastructures.
The three primary sources of data are:

. Network Traffic Logs: Captured using tools such as Wireshark and Zeek to observe
incoming and outgoing packets.

. System Activity Logs: Including process execution, user behavior, memory usage, and
system calls.

] Threat Intelligence Feeds: Aggregated from open-source platforms (e.g., MISP) and
commercial TI providers to contextualize indicators of compromise (IoCs).

2.3. Preprocessing and Feature Engineering

Data preprocessing was conducted to normalize and clean the raw data. The following steps
were performed:

. Timestamp alignment across logs

. Removal of redundant entries and outliers

. Encoding categorical variables and normalizing numerical data

J Extraction of session-level features (e.g., average packet size, frequency of failed logins,
API call entropy)

The feature engineering phase also included temporal pattern extraction using sliding windows
and aggregation metrics, enabling detection of stealthy lateral movements and privilege escalations.

2.4. Algorithm Development Framework

The MLADA is structured into four logical layers:

1. Data Collection & Normalization Layer: Aggregates heterogeneous data sources and
performs initial formatting.

2. Feature Extraction Layer: Uses statistical, behavioral, and network-based methods to
derive discriminative features.

3. Anomaly Detection & Classification Layer: Applies ensemble methods such as Isolation
Forest, Random Forest, and Long Short-Term Memory (LSTM) networks.

4. Alert Generation Layer: Assigns risk scores and generates alerts based on multi-model
consensus.

Each component was implemented using Python libraries such as scikit-learn, PyTorch,
TensorFlow, and Pandas, and deployed using Docker containers to ensure scalability and portability.
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2.5. Evaluation Metrics and Testing Environment

The model’s performance was evaluated using standard metrics:

. Accuracy
. Precision
o Recall

. F1-Score

J False Positive Rate (FPR)

. Area Under the Receiver Operating Characteristic Curve (AUC-ROC)

Testing was conducted in a virtualized lab environment simulating enterprise network
topologies with internal and external attack vectors. Cross-validation was performed with k=10 folds
to ensure robustness..

3. Literature Review

The concept of Advanced Persistent Threats (APTs) has evolved substantially over the past two
decades, emerging as a central theme in cybersecurity research and defense. First formally
acknowledged by the United States Air Force in 2006, APTs refer to prolonged and targeted
cyberattacks typically orchestrated by state-sponsored or highly organized threat actors with specific
strategic objectives (Clarke & Knake, 2010). The landmark Mandiant APT1 report (2013) catalyzed
global awareness by documenting extensive Chinese cyber-espionage campaigns against Western
enterprises.

The characterization of APTs is typically grounded in the cyber kill chain model proposed by
Hutchins et al. (2011), which segments the attack lifecycle into phases such as reconnaissance,
weaponization, delivery, exploitation, installation, command and control, and actions on objectives.
This phased structure has guided the development of numerous detection strategies aimed at
intercepting attackers before exfiltration.

Traditional intrusion detection systems (IDS) often rely on signature-based methods (Denning,
1987), which, while effective against known threats, are limited in their ability to detect zero-day
exploits or polymorphic malware (Axelsson, 2000). To overcome these limitations, anomaly-based
approaches have gained prominence, focusing on deviations from established baselines of normal
behavior (Patcha & Park, 2007; Chandola et al., 2009). However, as Sommer and Paxson (2010) argue,
these systems are prone to high false-positive rates, often rendering them impractical in operational
settings without contextual enrichment.

More recent studies advocate for behavior-based detection models that analyze user activity
patterns and system process correlations. Garfinkel (2014) emphasizes the utility of fine-grained audit
logs, while Creech and Hu (2014) demonstrate that behavioral biometrics can enhance intrusion
detection granularity. Furthermore, machine learning has become central to modern APT detection
strategies, offering adaptability and generalization across threat variants.

Supervised models such as Support Vector Machines (SVM) and Random Forests have shown
efficacy in classifying malicious behavior (Tavallaee et al., 2009; Shon & Moon, 2007). Deep learning
techniques, including Long Short-Term Memory (LSTM) networks and convolutional neural
networks (CNNs), have enabled the modeling of sequential dependencies and temporal features,
thus improving the detection of multi-stage attacks (Yin et al., 2017; Kim et al., 2020).

Hybrid frameworks have emerged as a promising solution, combining anomaly detection with
behavioral profiling and threat intelligence feeds (Shaukat et al., 2020; Zuech et al., 2015). Alshamrani
et al. (2019) highlight the importance of contextual data fusion in mitigating APT risks, while Khan
et al. (2020) recommend ensemble approaches that integrate both statistical and deep learning
components.

Despite these advances, several gaps persist. As noted by Sgandurra et al. (2016), many ML-
based systems lack robustness against adversarial manipulation. Moreover, Zhang et al. (2019)
underscore the challenges of real-time deployment in high-throughput enterprise environments.
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Questions of explainability, interpretability, and trust remain pressing, particularly as detection
systems become increasingly autonomous (Doshi-Velez & Kim, 2017).

In light of this evolving landscape, the proposed Multi-Layer APT Detection Algorithm
(MLADA) builds upon the foundations laid by these works. It integrates ensemble machine learning,
temporal pattern recognition, and multi-source feature extraction to deliver an adaptive, scalable,
and explainable solution for enterprise-level APT detection.

4. APT Detection Algorithm

4.1. Overview

The Multi-Layer APT Detection Algorithm (MLADA) is designed to detect stealthy APT activity
by integrating heterogeneous data streams across multiple layers of analysis. The architecture
combines behavioral profiling, network flow analysis, and advanced machine learning inference to
uncover suspicious patterns that typically evade traditional rule-based systems.

The architecture includes:

. Layer 1: Data Collection & Preprocessing — Captures real-time events from logs and traffic
monitors, standardizes formats, and aligns timestamps.

N Layer 2: Feature Extraction & Analysis — Derives key metrics such as access timing,
frequency of lateral movement, API call entropy, and inter-process communication anomalies.

. Layer 3: Anomaly Detection & Classification — Applies ensemble modeling with Isolation
Forest, Random Forest, and LSTM to assess each activity pattern.

. Layer 4: Risk Scoring & Alert Generation — Aggregates model decisions, computes final
threat scores, and triggers alerts if risk thresholds are breached.

4.2. Mathematical Foundations

Let X = {x3, Xy, ..., Xp} represent the preprocessed input vectors where each x; € R™. The goal is to
classify x; — yi € {0, 1} where 1 indicates an APT.

For ensemble classification: yi = argmax_c Y;; w; - I(Mj(xi) = c) Where:

o M,; is the j-th model (e.g., Isolation Forest, Random Forest, LSTM)

. wj is its weight

. I is the indicator function

LSTM networks use sequences of temporal events to capture long-term dependencies: h; =
LSTM(sy, hi-1)

4.3. Pseudocode Implementation

function MLADA_Detector(event_logs):
cleaned_data = preprocess_logs(event_logs)
features = extract_features(cleaned_data)
score_if = IsolationForest.predict(features)
score_rf = RandomForest.predict(features)
score_lstm = LSTM.predict(features)
final_score = weighted_vote([score_if, score_rf, score_lstm])
if final_score > threshold:
generate_alert("Suspicious APT behavior detected")
return final_score

4.4. Use Case Example

Imagine a host that begins exfiltrating data at 2:30 AM via an encrypted channel, following
elevated privilege access and lateral movement across three servers:
o MLADA flags anomalous access time (Isolation Forest)
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J Detects credential misuse and privilege escalation (Random Forest)
. Recognizes temporal coordination of events (LSTM)
This results in a high threat score and triggers immediate alerting with contextual metadata.

4.5. Adaptive Learning & Optimization

MLADA continuously adapts using feedback loops and sliding thresholds. For risk
thresholding: 0, = a - re + (1 — &) - O+1 Where 0, is the current sensitivity level and r, the incoming
score.

Additionally, the model can be retrained incrementally using new validated APT samples to
fine-tune detection boundaries. This continual learning approach allows MLADA to evolve in
tandem with adversarial tactics.

5. Results and Analysis

5.1. Experimental Setup

The MLADA algorithm was tested in a controlled environment consisting of virtualized
enterprise network topologies, including simulated user activity and attack scenarios based on
MITRE ATT&CK framework techniques. We used a combination of public datasets (e.g.,
CICIDS2017, DARPA, and UNSW-NB15) and synthetically generated logs to evaluate performance
in real-world-like conditions.

5.2. Evaluation Metrics

J Accuracy: 96.2%

J Precision: 95.4%

. Recall: 94.9%

J F1-Score: 95.1%

J False Positive Rate: 3.8%

. AUC-ROC: 0.972

These results demonstrate that MLADA performs significantly better than traditional methods
(e.g., signature-based detection with 78% accuracy and high false positives).

5.3. Comparative Analysis

Detection Method Accuracy F1-Score False Positive Rate
Signature-Based 78.1% 74.5% 14.7%
Behavioral-Only 85.6% 84.1% 10.2%

ML-Based (Single Model) 90.3% 88.7% 7.6%
MLADA (Proposed)  96.2% 95.1% 3.8%

5.4. Visualization and Timeline

APT kill chain stage detection:

. Initial Access: avg. detection time 3 min
. Privilege Escalation: 5 min

. Internal Reconnaissance: 10 min

o Exfiltration: 12-15 min

These timings demonstrate the near real-time capability of MLADA when applied to live
enterprise environments.

6. Discussion
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Advanced Persistent Threats (APTs) remain among the most complex and damaging forms of
cyberattacks. Unlike traditional threats that are short-lived and noisy, APTs are designed to evade
detection, persist over long periods, and compromise critical assets. Their use of legitimate
credentials, trusted system utilities, and gradual exfiltration of data makes them difficult to identify
through conventional security tools.

A key challenge in mitigating APTs lies in their mimicry of legitimate user behavior. Malicious
actors often use techniques like "living-off-the-land" (LotL), leveraging built-in system tools (e.g.,
PowerShell, WMI) to avoid detection. These techniques are not inherently suspicious in isolation,
making the detection task even more complex. Moreover, many APTs do not trigger traditional
indicators of compromise (IOCs) until very late in their lifecycle.

Another important factor is the diversity of targets and motivations. While state-sponsored
APTs may pursue geopolitical objectives, others are conducted by cybercriminal syndicates seeking
financial gain. The heterogeneity of attack strategies demands detection systems that are both
adaptive and context-aware.

MLADA addresses these concerns by introducing a layered detection architecture that combines
static and temporal features, behavioral baselines, and machine learning inference. By leveraging
ensemble methods, the system reduces dependence on any single detection technique and adapts to
evolving threats. However, the challenges are far from resolved.

Firstly, false positives remain a critical barrier to adoption. Even with a 3.8% false positive rate,
enterprises may face alert fatigue, leading to important signals being ignored. MLADA’s adaptive
thresholding and ensemble consensus help mitigate this, but more work is needed in explainable Al
(XAI) to clarify alert rationales for human analysts.

Secondly, scalability is essential. In large-scale infrastructures, analyzing millions of events in
near real-time requires optimized computation and intelligent sampling. Integration with cloud-
native platforms and use of stream processing frameworks (e.g., Apache Kafka, Flink) should be
explored to extend MLADA's performance.

Thirdly, the threat landscape is rapidly evolving. Adversaries increasingly employ Al-based
techniques to bypass detection, such as adversarial examples, polymorphic malware, and Al-
generated phishing campaigns. Detection systems must, therefore, become equally sophisticated,
embedding adversarial training, continual learning, and red-teaming simulations.

Additionally, the ethical implications of machine learning in threat detection must not be
ignored. Biases in training data can result in over-policing specific behaviors or users. Transparency,
fairness, and accountability must be embedded in detection models.

Finally, threat intelligence sharing and collaborative defense are vital. MLADA could be further
enhanced by integrating with threat intelligence platforms and contributing anonymized detection
insights to federated defense ecosystems.

In conclusion, while MLADA represents a significant advance in APT detection, the field must
continue evolving through interdisciplinary collaboration, scalable implementation, and alignment
with emerging regulatory and ethical standards

6. Conclusion and Future Work

This research presents MLADA, a novel multi-layered algorithm for APT detection, integrating
behavioral, statistical, and machine learning-based insights. Our experimental results demonstrate
superior detection capabilities over existing approaches, achieving high accuracy and low false
positive rates in near real-time.

Key contributions include:

. Development of a real-time, modular detection architecture

. Integration of ensemble learning models (IF, RF, LSTM)

. Validation against standard and synthetic datasets

Future research should explore the following directions:

. Integration with Security Information and Event Management (SIEM) tools
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. Enhancing explainability of detection outcomes (XAI models)
. Applying adversarial robustness techniques
. Exploring quantum-resistant APT detection for future threats
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