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Abstract

The accelerated digitalization of industrial ecosystems has positioned the Internet of Things (IoT) as
a critical enabler of corporate sustainability within Industry 4.0. However, evidence on how IoT
contributes to environmental, social, and economic performance remains fragmented. This study
conducts a systematic literature review following PRISMA 2020 guidelines to consolidate the
scientific advances linking IoT with sustainable corporate management. The search covered 2009-
2025 and included publications indexed in Scopus, EBSCO Essential, and MDPI, identifying 62
empirical and conceptual studies that met the inclusion criteria. Bibliometric analyses—such as
keyword co-occurrence mapping and temporal heatmaps—were performed using VOSviewer to
detect dominant research clusters and emerging thematic trajectories. Results reveal four domains in
which IoT significantly influences sustainability: (1) resource-efficient operations enabled by real-
time sensing and predictive analytics; (2) energy optimization and green digital transformation
initiatives; (3) circular-economy practices supported by data-driven decision-making; and (4) the
integration of IoT with Green Human Resource Management to strengthen environmentally
responsible organizational cultures. Despite these advances, gaps persist related to Latin American
contexts, theoretical integration, and longitudinal assessment. This study proposes a conceptual
model illustrating how IoT-enabled technologies enhance corporate sustainability and offers strategic
insights for aligning Industry 4.0 transformations with the Sustainable Development Goals,
particularly SDGs 7, 9, and 12.

Keywords: Internet of Things; Industry 4.0; corporate sustainability; green digital transformation;
resource efficiency; circular economy; Green Human Resource Management (GHRM); SDG

1. Introduction

Industry 4.0 (I4.0) represents a technological transformation that is constantly evolving within
the global industrial sector. This change is driven by the convergence of innovations such as the
Internet of Things (IoT), Artificial Intelligence (Al), Big Data (BD), robotics, and cloud computing. In
this context, the integration of digital technologies with sustainable practices provides organizations
with the opportunity to optimize their operational efficiency, reduce their environmental impact, and
move towards a more responsible development model [1,2].

Organizations are increasingly adopting sustainable management approaches as an alternative
to traditional methods, with the purpose of improving their environmental, social, and economic
performance [3-5].
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Industry 4.0 has a high potential to promote the creation of sustainable value in the industrial
field, promoting greater efficiency in the use of resources. On the social level, it also strengthens
respect for labor rights, safety at work and constructive interaction with local communities [6].

Other aspects where Industry 4.0 and sustainability converge include logistics performance,
especially in terms of costs and flexibility, as well as the incorporation of sustainable values in
business management. In addition, this technological revolution has favored the adoption of more
responsible practices, such as supply chain optimization, efficient resource management, and cost
reduction [7-9].

Sustainable development, driven by the United Nations Sustainable Development Goals (SDG),
encompasses a broad set of goals aimed at balancing economic growth, social inclusion, poverty
eradication and environmental protection by 2030. In this context, SDG 9 seeks to foster a resilient
industry, promote innovation and develop sustainable infrastructure, with an emphasis on energy
efficiency and responsible industrialization. In turn, SDG 12 focuses on promoting sustainable
consumption and production patterns, which includes proper waste management and efficient use
of natural resources. It should be noted that the SDG are interconnected and seek to address global
challenges through a comprehensive approach, promoting sustainable practices in all spheres of
human activity through cooperation and joint action [10-12].

Industry 4.0 technologies promote seamless integration between production lines, business
processes, and work teams, overcoming barriers such as geographical distance, time zones, and
connectivity limitations.

Smart factories, powered by these innovations, allow for rapid adaptation in the scale of
production, resulting in increased revenues for manufacturing plants. However, moving towards a
sustainable mindset requires sharing information collaboratively, driving innovation, and adopting
practices that are environmentally friendly, economically viable, and focused on human well-being
[13-15], and examine the evolution of the Internet of Things (IoT) and sustainability within the field
of industrial engineering, through a systematic review of the literature. To this end, an exhaustive
analysis is developed that offers a solid theoretical framework, complemented by a detailed
description of the methodology used for the search and selection of relevant studies. Finally, a
bibliometric analysis is carried out to identify the main trends in publications on quality
management, highlighting the potential benefits that these transformations offer to organizations.

1.1. Main Contributions of the Study

This study contributes to the literature on Industry 4.0 and corporate sustainability by providing
an integrated and holistic perspective on how Internet of Things (IoT) technologies support
sustainable organizational transformation. Unlike prior reviews that address technological,
environmental, or managerial dimensions separately, this research consolidates four interrelated
domains resource efficient operations, energy efficiency and green digital transformation, circular-
economy practices, and Green Human Resource Management (GHRM) into a unified analytical
framework that explains the role of IoT as a strategic enabler of corporate sustainability. By bridging
technological capabilities with organizational and human centered practices, the study advances the
theoretical understanding of sustainability oriented digital transformation within Industry 4.0
ecosystems.

From a methodological perspective, the study strengthens existing review-based research by
combining a PRISMA 2020 compliant systematic literature review with bibliometric techniques,
including keyword co-occurrence analysis and temporal heatmapping. This integrative approach
enables both a rigorous synthesis of the evidence and the identification of dominant research clusters
and emerging thematic trajectories, offering a structured overview of the evolution of IoT-driven
sustainability research over time.

In addition, the study identifies critical gaps in the current body of knowledge, particularly the
limited empirical evidence from Latin American contexts, the lack of integrative theoretical models
linking IoT with multi-dimensional sustainability outcomes, and the scarcity of longitudinal
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assessments evaluating the long-term impact of IoT enabled sustainability initiatives. By explicitly
articulating these gaps, the research provides a clear agenda for future studies and supports the
development of more context-sensitive and theoretically grounded investigations.

Finally, the proposed conceptual model offers practical and policy relevant insights for
organizations and decision makers seeking to align Industry 4.0 strategies with sustainability
objectives and the Sustainable Development Goals, especially SDGs 7, 9, and 12. In this way, the study
contributes not only to academic discourse but also to managerial practice and policy formulation
aimed at fostering resilient, resource efficient, and sustainability oriented industrial systems.

2. Literature Review

Next, a theoretical outline is presented that condenses the connection between Industry 4.0
enabling technologies, especially the Internet of Things (IoT), and their influence on the sustainability
of the organization. Figure 1 guides the methodical review carried out in this section, highlighting
the relationships between technological applications, operational advantages and strategic results in
line with sustainable development.
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Figure 1. Relationship between IoT, sustainability and industry 4.0 in the transformation of corporate

management.

2.1. The Role of IoT in Corporate Sustainability: A Holistic View

Industry 4.0, through the integration of emerging technologies such as artificial intelligence, the
Internet of Things (IoT) and data analytics, has not only transformed industrial processes, but also
driven responsible practices aimed at long-term economic stability. This new technological
revolution allows for more efficient and conscious production, where the preservation of the
environment becomes a strategic axis for development. In particular, the social pillar of sustainability
becomes relevant by leveraging these innovations to facilitate equitable access to essential services
such as education, health, and clean water, while promoting more inclusive, safe, and resilient work
environments. Thus, Industry 4.0 contributes to building fairer and more equitable societies, where
technological progress not only improves operational efficiency, but also quality of life and social
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cohesion, consolidating a solid foundation for sustainable and inclusive progress in the long term
[16,17].

Digital transformation, driven by emerging technologies such as the Internet of Things (IoT), has
established itself as a key factor for business sustainability. Studies such as those of [18,19] highlight
that this evolution requires a constant renewal of business models, which allows greater operational
efficiency, cost reduction, and adaptability to changing environments. In this context, the IoT
facilitates the automation of processes and intelligent data management, contributing significantly to
the optimization of resources, the reduction of the environmental footprint and the improvement of
real-time decision-making [20].

In addition, as highlighted by [21,22], these technologies not only enhance customer experience
and innovation, but also reduce human error and strengthen organizational resilience. In this context,
digitalization is positioned as a key strategy to increase competitiveness and ensure the long-term
viability of companies, promoting more efficient, intelligent business models focused on value
generation [23,24].

Digital technologies, such as the Internet of Things (IoT), play a critical role in adopting more
responsible business practices, facilitating the closing of material and energy cycles, and by
supporting strategies such as recycling, reuse, and remanufacturing [25,26]. In this sense, the IoT
allows continuous and real-time monitoring of resources, optimizing their use and minimizing waste.

To fully realize the potential of data-driven technologies in sustainable business model (BMI)
innovation, companies can adopt approaches such as smart manufacturing [27], where IoT enables
adaptive and efficient production systems, or implement digital servitization [28] which transforms
products into sustainable services through connectivity and predictive analytics.

The intervention of the IoT has transformed the way companies interact with their customers,
market their products and provide services. By collecting real-time data using sensors and connected
devices, key processes are optimized, waste is reduced, and operational efficiency is improved. In
terms of environmental responsibility, this translates into more efficient management of resources
and decision-making based on accurate information. Likewise, the combination of IoT with mobile
devices and digital platforms has driven the development of more sustainable omnichannel
strategies, enabling companies to offer integrated and personalized customer experiences, while
minimizing their ecological impact and optimizing energy consumption throughout the value chain
[29].

The use of the Internet of Things (IoT), coupled with big data, is transforming the way
organizations manage their operations, by providing real-time and predictive monitoring
capabilities. This allows for more agile and informed decision-making, which translates into greater
operational efficiency, reduced waste and a significant improvement in business sustainability
indicators [30]. In the field of supply chain, the IoT acts as a strategic tool that strengthens integration
between trading partners, optimizing logistics flows and promoting more sustainable and
collaborative practices [31].

As an essential component of Industry 4.0, IoT must be strategically integrated into logistics
operations to maximize its impact on efficiency and sustainable development. Its implementation
allows for improvements in operational performance, which has a positive impact on corporate
management [32]. Thanks to the smooth transfer of data and the automation of workflows, supply
chain integration (SCI) becomes a key factor in achieving more efficient business operations, reflected
in cost reduction, service strengthening, more agile decision-making and effective collaboration both
within the organization and with external partners [33,34].

The IoT has a direct and significant influence on this integration, by facilitating the automated
exchange of information between multiple actors and processes along the entire value chain. A
prominent example of this commitment to sustainable development is Saudi Arabia, which is making
significant investments in IoT as part of its national transformation strategy, Vision 2030. This
approach seeks not only technological modernization, but also the promotion of sustainable
economic growth. The IoT industry in Saudi Arabia is expanding, with multiple segments including
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technology providers, system integrators, telecommunications companies, and service providers,
competing and collaborating to generate innovative and responsible solutions [35].

Digital transformation, enabled by key Industry 4.0 technologies such as the Internet of Things
(IoT), artificial intelligence (AI), big data analytics, and predictive maintenance, represents a strategic
opportunity to improve efficiency in logistics and transportation systems. These tools enable real-
time monitoring, more agile decision-making, and predictive capabilities that optimize routes, reduce
fuel consumption, and minimize greenhouse gas emissions, setting up more efficient and
environmentally responsible transportation networks [30]. Through IoT, for example, it is possible to
collect constant data on vehicle performance and road conditions, while Al algorithms allow logistics
operations to be dynamically adjusted, generating energy savings and substantial operational
improvements.

However, despite the demonstrated potential, the adoption of these technologies remains
uneven due to obstacles such as poor infrastructure, high upfront costs, and organizational resistance
to change. In addition, although the literature broadly highlights the overall benefits of digital
transformation, there is still limited empirical exploration on its direct impact on transport
sustainability, evidencing an urgent need for focused studies that address this gap and propose
effective implementation strategies aligned with the global sustainable development goals.

2.2. 10T and Efficient Resource Management in Organizations

Technological evolution in various economic sectors has made the Internet of Things (IoT) an
essential tool for optimizing resource management within organizations. Its ability to automate
processes and provide real-time monitoring facilitates a more efficient and accountable operation. A
prominent example is found in the agricultural sector, where the integration of smart systems
facilitates activities more autonomously and accurately, improving the use of inputs and resources
such as water and energy [36,37].

However, as in other industries, technological upgrading often increases energy demand, which
in many cases remains dependent on fossil sources [36]. To mitigate this impact, the implementation
of IoT-based solutions makes it possible to monitor and regulate energy consumption, promoting
rational and efficient use. This type of management is especially relevant in the context of the global
commitment to reducing greenhouse gas emissions and combating climate change, which has driven
the adoption of renewable energies, despite the technical and economic challenges it entails [38].

Initiatives such as the European Green Deal underline the need to transform the economy into
a more resource-efficient model, with the aim of achieving climate neutrality by 2050 [39]. In this
scenario, IoT-based technologies not only improve energy efficiency, but also facilitate the integration
of renewable sources through more precise consumption and storage management, supported by
lower costs in PV modules, wind systems, and batteries [40].

The energy used in organizational operations can be classified as direct, such as that used in
lighting, air conditioning, or industrial processes, and indirect, related to the production of inputs or
auxiliary services [36]. The IoT makes it possible to differentiate and manage these consumptions
strategically, facilitating data-based decisions that contribute to operational efficiency and
environmental responsibility. Thus, the incorporation of this technology not only represents a
competitive advantage, but also a fundamental step towards a more sustainable economy.

On the other hand, the development of cloud computing has been decisive in the expansion of
IoT in various organizational environments, including logistics, energy management, health,
transportation, smart cities, and environmental monitoring. This technological convergence drives
the modernization of traditional industries, encourages the emergence of new sectors and generates
tangible improvements in the quality of life, while reinforcing strategic aspects such as safety.
According to projections such as those of the Blue Book of IoT in China, as early as 2015 it was
estimated that the global IoT market would reach 350 billion dollars, which shows its enormous
potential for growth in the efficient management of resources within organizations [41].
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The integration of the Internet of Things (IoT) has transformed resource management in various
sectors, highlighting its impact on efficiency, reliability, and environmental responsibility. Smart
grids, initially designed to optimize energy consumption, have proven to be a model applicable to
the management of other organizational assets, such as technological infrastructure, the use of space,
and the management of human talent. Emerging technologies, such as metaverse-compatible
platforms and ultra-efficient physical components for 5G applications, have expanded the reach of
IoT, enabling the creation of integrated systems that improve decision-making and optimize
organizational performance [42].

IoT plays a key role in capturing and analyzing large volumes of operational data in real-time,
facilitating strategic decision-making and resource optimization. In combination with artificial
intelligence and machine learning, industrial systems acquire adaptive capabilities, solving problems
autonomously and contributing to goals such as carbon neutrality, waste recycling or the use of
biodegradable materials [43].

Efficient resource management through IoT not only seeks to maximize performance with
minimal environmental impact, but also boosts the autonomy of production systems, through the
self-management of advanced machinery and robotic spaces.

However, this technological sophistication requires specialized talent and organizational
resilience in the face of change, as the interaction between innovation and business processes remains
a challenge [44].

Success in implementing IoT as a management tool depends on both the technological
infrastructure and the ability of organizations to attract, retain and develop qualified talent. One
sector that has experienced great benefits from this technology is the construction industry, which,
despite its economic relevance, faces challenges related to low productivity and operational efficiency
due to the complexity of its processes [45—47].

In this context, intelligent resource management becomes essential to ensure the efficient
execution of projects. The IoT allows the implementation of devices equipped with sensors and
actuators capable of collecting, transmitting and analyzing data in real time, which facilitate precise
monitoring of the status, location and use of resources on site. This advanced visibility optimizes
material utilization, reduces waste, improves predictive maintenance, and strengthens data-driven
decision-making [48].

The impact of the IoT is enhanced by integrating with Construction 4.0 technologies, such as 3D
modeling, augmented and virtual reality, and computer-aided design (CAD), tools that improve
precision in the design, monitoring and control of works. These innovations are enabling
organizations in the sector to overcome traditional management models, characterized by their
rigidity and high costs, promoting a transition to a digitalized, agile and results-oriented
environment [49-52].

Within organizations, IoT has emerged as a key technology to transform traditional processes
through advanced architecture. Various studies have proposed models aimed at optimizing critical
resources, especially in environments with energy and bandwidth limitations. Some solutions, such
as the OpenloT project [53], rely on intensive use of cloud resources to compensate for local
restrictions. Others address more specific challenges, such as latency and energy efficiency in smart
city applications, through fog-based architecture [54] or resilient IoT models [55].

Innovative approaches such as the use of wireless sensor networks (WSNs) to improve IoT
efficiency [56] have also been explored, as well as virtual network function mapping schemes (VNFs)
and virtual machines (VMs) in the cloud [57]. In addition, research such as [58,59] has proposed
methods of remote resource management based on virtualization technologies, such as QEMU, and
the use of mobile agents for more flexible computing.

On the other hand, the LP-Optima (Lean Production-Optima) framework has contributed to
improving the performance of low-power integrated systems through data control mechanisms
(DCM), which allow anomalies in the flow of information to be detected. Likewise, the
implementation of particle swarm-based graph programming algorithms (PSOs) has facilitated a
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more efficient allocation of resources within organizations [60,61]. These proposals reflect a
significant move towards intelligent organizational environments, capable of dynamically managing
their resources, improving operational efficiency and responding in an agile way to changing
environmental conditions.

2.3. IoT and Energy Sustainability in the Green Digital Transformation

Green digital transformation (G-IoT) integrates technologies such as artificial intelligence (Al),
the Internet of Things (IoT), and cloud computing with environmental sustainability principles, with
the purpose of reducing ecological impact and fostering more responsible economic and social
development [62].

The adoption of IoT as a driver of this transformation depends largely on the design of nodes
capable of operating autonomously for years, without the need to replace their energy storage
systems (ESS), such as batteries, capacitors or supercapacitors. This challenge is particularly relevant
in large-scale applications and in remote locations, such as agricultural fields or pipe networks, where
replacing components is costly and environmentally harmful. To address this problem, energy
packages have been developed that optimize the energy performance of green IoT nodes, integrating
mechanisms that dynamically adjust the modes of operation towards energy-saving regimes when
energy levels reach critical thresholds.

Machine-to-machine communication in industrial processes is essential, and green IoT has
helped reduce the energy consumption associated with these interactions without compromising
system reactivity. Technologies such as Wake-up Radio (WuR) have optimized energy efficiency in
machine-to-machine (M2M) communications, combining it with neural networks that predict traffic
patterns in MTC-type communication networks [63,64].

Green grids in the IoT (G-IoT) play a critical role in reducing polluting emissions, conserving the
environment, and decreasing operating costs and energy consumption. In this approach, energy
efficiency is established as a central criterion during the design and development of IoT solutions,
through the application of optimization techniques at both hardware and software level. These
strategies contribute to reducing the impact of greenhouse gas emissions associated with existing
applications and services, while minimizing the environmental footprint of the IoT ecosystem itself.
The development of G-IoT solutions follows a comprehensive ecological approach, ranging from
design and manufacture to use, disposal or recycling, with the aim of minimizing environmental
impact. This approach is particularly relevant considering that Information and Communication
Technologies (ICTs) currently generate approximately 0.86 metric tons of carbon emissions per year,
representing about 2% of global emissions. Nonetheless, these same technologies, including IoT
solutions, have the potential to mitigate climate change by optimizing processes and encouraging
more responsible practices [65].

The accelerated growth of the information and communication technology (ICT) industry poses
significant environmental challenges. It is estimated that, by 2040, this sector will be responsible for
approximately 14% of global greenhouse gas emissions, driven by the energy consumption of data
centers, communication networks and mobile devices [66,67]. From this scenario, the proliferation of
the IoT introduces a new challenge, and that is that, although its carbon footprint has not yet been
accurately quantified, the mass production of devices could exceed the energy impact of traditional
computer systems.

In addition, inadequate e-waste management exacerbates this problem. IoT nodes, composed of
hazardous materials and batteries that are difficult to recycle, increase the volume of technological
waste, which in 2016 reached 44.7 million tons, with an alarming growth trend. This scenario
highlights the urgent need for sustainable strategies that guide the evolution of IoT towards a truly
green digital transformation [68].

Maintenance plays a crucial role in extending the lifespan of IoT deployments, ensuring the
systematic monitoring, repair, and replacement of devices, solar panels, and batteries, the failure of
which could compromise the full operability of the system. This maintenance can be corrective,
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carried out after the detection of faults, or preventive, focused on anticipating and avoiding possible
breakdowns. Given the diversity of devices and the variability in the useful life of their components,
an opportunistic maintenance strategy is adopted [69,70] which makes it possible to take advantage
of each intervention to carry out preventive replacements simultaneously, optimizing costs and
reducing the frequency of individual interventions.

2.4. 10T and Green Talent Management in the Circular Economy

Green Human Resource Management (GHRM) has established itself as a strategic approach to
maximize the positive impact of organizations on environmental recovery, while minimizing their
ecological footprint. This model integrates a set of practices designed to encourage responsible
behaviors among employees, promoting a more sustainable work environment aligned with the
principles of environmental conservation [71,72].

Within the framework, the GHRM encompasses key functions such as talent attraction and
selection, training and professional development, performance appraisal, and the implementation of
compensation and recognition systems [73]. According to [74] GHRM's set of practices includes job
description and analysis, recruitment and selection, training and development, as well as
performance appraisal and reward systems.

In particular, green recruitment and selection, as put to it [75], focuses on attracting and choosing
candidates who are committed to environmental challenges and with an active interest in
sustainability. This approach not only strengthens the organizational culture but also contributes to
the adoption of more responsible business practices, aligned with sustainable development goals.

The integration of the Internet of Things (IoT) with Green Human Resources Management
(GHRM), within the framework of Industry 4.0 and the principles of the Circular Economy (CE),
represents an innovative and still underexplored way to strengthen organizational sustainability. As
the technological axis of Industry 4.0, the IoT allows the collection and analysis in real time of data
on energy consumption, mobility, use of materials and environmental performance of employees,
facilitating more responsible decisions in talent management. By combining these capabilities with
GHRM practices, such as green training, environmental performance evaluation, and the promotion
of a green organizational culture, an enabling environment is created to reduce the environmental
footprint and improve efficiency in human capital management. At the same time, the Circular
Economy (CE) provides principles such as the regenerative use of resources and the extension of the
life cycle of products and processes, which can be reinforced through digital tools and algorithms
based on Big Data. However, the current literature offers little empirical evidence on the synergistic
integration between these dimensions, which underscores the need for research that articulates their
joint impact on the strategic sustainability of organizations [72].

The GHRM has established itself as a strategic approach to align talent management with the
environmental sustainability objectives of organizations. Its fundamental purpose is to enhance the
positive impact of organizational and individual activities on the environment, minimizing negative
effects. This model is configured as a comprehensive set of practices that encourage ecological
behaviors among employees, contributing to the construction of more sustainable and responsible
work environments.

Various authors have outlined the main components of the GHRM approach, structuring it
around staff attraction and selection, training and development, performance management and
evaluation, and compensation and reward systems [71,73]. In a complementary way, [74], the
analysis and description of jobs, green recruitment, green training and environmental performance
evaluation stand out as key elements. In this line, green selection is aimed at attracting candidates
with a strong commitment to sustainability, while environmental training strengthens the ecological
skills of staff, increasing their awareness of responsible practices within the work environment
[75,76].

Performance evaluation with an environmental approach makes it possible to measure the
degree of involvement of workers in green initiatives, reinforcing an organizational culture
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committed to sustainability. Likewise, GHRM policies have the potential to activate pro-
environmental behaviors by developing skills, creative capacities, and ecological awareness in
employees. In general terms, GHRM allows environmental objectives to be effectively integrated into
strategic decisions of human resources, facilitating the execution of sustainable projects, the offer of
responsible products and services, and the overcoming of challenges associated with environmental
management. Recent studies, such as those by Hong et al., show that GHRM has impacts at both the
macro (organizational) and micro (individual) levels, consolidating itself as an essential tool to
materialize sustainability within the corporate sphere [77,78].

2.5. Identifying gaps in Literature and Research Opportunities

Despite the growing volume of studies addressing the convergence between Industry 4.0, the
Internet of Things (IoT) and corporate sustainability, the current literature presents significant gaps
that limit a comprehensive understanding of the phenomenon and its effective application in real
environments. This review has identified the following key gaps:

. There is little presence of empirical studies applied to Latin American contexts, where
sociotechnical and regulatory conditions differ from those commonly addressed in research
focused on Europe or Asia.

e Lack of integrative theoretical frameworks that link IoT tools with sustainable practices in areas
such as resource management, energy efficiency, and organizational culture. Most of the studies
reviewed analyze these elements in isolation.

e  Limited evidence on the integration of IoT into human resource management, particularly about
measuring environmental performance, green training, and promoting a sustainable work
culture.

e Lack of longitudinal studies analyzing the lasting impact of IoT on sustainability indicators
beyond immediate operational improvements, making it difficult to assess its structural
contribution to sustainable development.

e Lack of longitudinal studies analyzing the lasting impact of IoT on sustainability indicators
beyond immediate operational improvements, making it difficult to assess its structural
contribution to sustainable development.

These gaps highlight the need for future studies that address the interplay between
sustainability, digital transformation, and organizational management in a holistic and
contextualized way. There is also a need to develop conceptual frameworks and practical tools that
adapt to different industries and technological intensities and guide organizations towards a truly
sustainable, ethical, and resilient digital transformation.

3. Methodology

This section may be divided by subheadings. It should provide a concise and precise description
of the experimental results, their interpretation, as well as the experimental conclusions that can be
drawn.

The study adopts a systematic review of the literature [79] with the purpose of identifying and
analyzing research that offers a comprehensive vision of Industry 4.0, with emphasis on the Internet
of Things as a strategic component in corporate management. Its impact on fundamental aspects such
as business sustainability, efficient resource management and organizational transformation is
examined, including ecological practices in human talent management.

To this end, a standardized protocol was followed that included the bibliographic search, data
extraction, and synthesis of the information, the details of which are presented in the following
sections. The research team, made up of five specialists based in Mexico, jointly established the search
criteria, as well as the definitions and scope of the study from its inception.

The literature collection focused on empirical studies published in international peer-reviewed
scientific journals, encompassing qualitative, quantitative, and mixed-methods articles examining the
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integration of Industry 4.0 and IoT in corporate governance. The search was carried out using the
following four strategies:

String 1: The Role of IoT in Corporate Sustainability: Emerging Technologies 4.0, Digital
Transformation, Organizational Sustainability, IoT and Sustainability, Digitalization and Business
Sustainability.

String 2: IoT and efficient resource management in organizations: economic benefits in
sustainability, technological architecture, sustainable organizational resources, and performance of
organizational processes.

String 3: IoT and energy sustainability in green digital transformation: process communication,
green grids, expenditure and consumption, disposal and recycling, industrial growth, and industrial
maintenance.

String 4: IoT and Green Talent Management in the Circular Economy: Environmental Recovery,
Job Analytics, Training and Development, Circular Economy, Decision-Making, Talent Management,
Performance Evaluation.

To strengthen methodological clarity and ensure alignment with PRISMA 2020 standards, the
search strings were applied across the period 2009-2025, corresponding to the years in which
Industry 4.0 and IoT-related sustainability research has shown significant development. Specifically,
String 1 was applied to identify studies on IoT and corporate sustainability (2009-2025), String 2 to
research on lIoT-based resource management (2010-2025), String 3 to publications on green digital
transformation and energy sustainability (2012-2025), and String 4 to studies linking IoT with Green
Human Resource Management and circular-economy practices (2010-2025). The systematic review
was guided by three research questions: RQ1l: How does the integration of IoT technologies
contribute to corporate sustainability within Industry 4.0 ecosystems? RQ2: What organizational
domains, resource efficiency, energy management, digital transformation, and human capital, show
the strongest evidence of IoT-driven sustainability outcomes? RQ3: What gaps and research
opportunities persist in linking IoT with long-term sustainability strategies across different industrial
and regional contexts? These additions enhance transparency in the review protocol and ensure
replicability of the search and selection process.

Despite the efforts made, only 62 studies were identified that met the established criteria. To
ensure the validity and reliability of the process, advanced algorithms were used in three databases:
Ebsco Essential, Scopus, and MDPI. These were applied uniformly, using appropriate truncations
and Boolean operators such as AND and OR, with the aim of optimizing the identification of relevant
studies. (see Table 1).

Table 1. Algorithms for information extraction.

Search Topic Search algorithms
Ebsco Essential: AND IoT AllFields AND sustainability AllFields
MDPI: IoT AllFields AND sustainability AllFields AND organization
AllFields

The Role of IoT in
Corporate Sustainability: A

Holistic View
Scopus: IoT AND sustainability AND organization

Ebsco Essential: AND IoT AllFields AND Intelligent resource AllFields AND

IoT and intelligent organization AllFields

resource management in MDPT: IoT AllFields AND intelligent resource AllFields AND organization

organizations AllFields

Scopus: IoT AND intelligent resource AND organization
Ebsco Essential: AND IoT AllFields AND green digital AllFields
MDPI: IoT AllFields AND green digital AllFields

IoT towards a green digital

transformation
Scopus: IoT AND intelligent resource AND organization
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Ebsco Essential: AND IoT AllFields AND green human AllFields AND
IoT and Green Human
resource management AllFields

MDPT: IoT AllFields AND green human AllFields AND resource

Resource Management

(GHRM)
management

Scopus: IoT AND green human AND resource management

The inclusion criteria are:

e  Articles related to Industry 4.0 and the Internet of Things in business sustainability, smart
resources, digital transformation, and green human resources, and topics focused on
technological benefits for a sustainable company.

e Articles in English and Spanish

e  Peer-reviewed journals and articles that include empirical data

Articles published in the period 2009-2025

The PRISMA [80] framework was employed to organize and analyze the information. Initially,
237 documents were identified and reviewed, prioritizing their relevance to the research topic. In the
first stage, 22 documents were eliminated due to duplication or significant similarities, reducing the
total to 215. Subsequently, a relevance analysis based on the article titles was conducted, which led
to the exclusion of 54 documents. These were then subjected to a thorough evaluation by expert
researchers in the field, applying specific exclusion criteria.

The exclusion criteria considered included lack of alignment with the research objectives,
irrelevance of the target population, absence of significant applications within the field of
engineering, and lack of relevant content. As a result of this evaluation, 37 articles were excluded for
not meeting the research objectives, 21 for not addressing the target population, 18 for lacking
practical applications in engineering, and 23 for not providing substantial information related to the
topic.

Finally, 62 documents that met the established criteria were selected for inclusion in the
systematic review (Figure 2).

—_
g Records identified from:
£ Databases (n = 237)
_; Scopus (n = 123) ) Records removed before screening:
E EBSCO Essential (n = 48) I Duplicate records (n = 22)
g MOPI (n = 66)
=
L
r
Records screened > Eliminated after reading the title
(n=215) (n=54)
Reports sought for retrieval " Reports not retrieved
o (n=161) = (n=0)
c
=
o
- !
3
“
s Reports excluded:
Reports assessed for eligibility Objective (n = 37)
(n=161) — A
Population (n = 21)
Application (n = 18)
Relevance (n=23)
—
v
o
S Studies included in review
3
S (n=62)

Figure 2. Analysis of information with the PRISMA method [80].
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4. Results

To complement the descriptive assessment of the selected studies, a keyword co-occurrence
analysis was performed using VOSviewer. This bibliometric visualization makes it possible to
identify dominant thematic clusters, conceptual relationships, and the degree of semantic proximity
among research topics associated with Industry 4.0, sustainability, and IoT. Figure 3 illustrates the
main co-occurring terms across the 62 selected articles and highlights the thematic structure of the
field.

logistics

supply chainiinanagement
suppliichain

integgation
blockghain circular economy

framigwork

management
cyber-physigal systems

Sust*bility

industry 4.0

sustainable@evelopment

internegof things

digitaktwin smiart
higdata

madel

. barriers
manufacturing technglogies

Figure 3. Keyword co-occurrence network showing the main thematic clusters detected in the reviewed
literature.

The map shows that Industry 4.0 and sustainability constitute the central concepts of the research
field, forming dense networks that connect with key enabling technologies such as loT, big data,
digital twin, and cyber-physical systems. A second cluster is associated with logistics, supply chain
integration, and blockchain, reflecting the operational dimension of sustainability in industrial
contexts. Meanwhile, terms such as circular economy, management, and sustainable development indicate
the incorporation of broader organizational and environmental perspectives. Overall, the co-
occurrence structure confirms that current research emphasizes the interdependence between digital
transformation and sustainable corporate performance.

4.1. Identifying Gaps in Literature and Research Opportunities

Table 2 summarizes the most representative characteristics of a selection of 27 articles derived
from an initial set of 62 studies identified through a systematic search. This selection was made based
on criteria of thematic relevance, methodological representativeness, and significant contributions
around the technologies associated with business sustainability, to facilitate a more focused and
understandable analysis. In the field of corporate sustainability, contributions related to sustainable
development, safe work environments, digital transformation, renewal of business models, recycling
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and remanufacturing strategies, smart manufacturing, and supply chains as strategic tools stand out.
About the intelligent management of resources in organizations, proposals are examined on the
Internet of Things applied to the improvement of organizational resources, real-time supervision,
optimization of inputs, energy efficiency, use of renewable energies, technologies such as 5G, VNF,
Edge computing, and CAD tools. Finally, in the axis of green digital transformation and green
management, the role of G-1oT, reduction of energy consumption, technologies such as WuR, M2M,
MTC, integration of ICTs, IoT nodes, preventive maintenance, circular economy strategies, Big Data,

environmental sustainability, environmental performance and green human management practices
(GHRM) aimed at promoting ecological behaviors are addressed.

Table 2. Description of the objectives and contributions of the authors.

Applied
Author Method Focus/Objective Key Result
technology
Models in multi-
Nowakowski. T Mathematical Mathematical Preventive
component
[69] development models maintenance
systems
Limitations and
Jabbour. C Human resources
Literature review ISO 14001 possibilities of the
[74] and sustainability
system
Gao. Y Personalized TMON, Virtual Better resource
Remote platform
[58] monitoring Machines management
GHRM and
GHRM, AMO Positive Impact of
Renwick. D [73] Literature review Environmental
model GHRM
Performance
Technology
IoT, AP, Smart cities, control,
Kim. J [53] IoT Platform Design ecosystem and
App/Web and security
quality of life
Transparent
KVM, Linux, Remote Services and
Xiong. Y [59] Fast emulation Mobile
3G, Wi-Fi Challenges
Computing
Energy and
Neural Network IoT, RFID, WSN,
Rani. S [56] Energy efficiency communication
Simulation algorithms
optimization
Continuous
Driver
Wubhib. F [57] Distributed design SLA, VMs improvement in
Enhancement
processes
GHRM in Green building, Sustainable labor
Ahmad. S [71] Literature review
companies HRM initiatives
Innovative energy
Experimental Smart energy IoT, cloud/fog,
Faruque. M [54] management
development management TelosB
platform
Intergenerational
Origin of circular Home
Murray. A [25] Conceptual review equity and
economy Technology
sustainability
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Intergenerational
Emissions CAPRI, Climate impact and
Fellman. T [38] equity and
reduction patterned production
sustainability
Improving
Resilient Smart IoT, SDN, cloud,
Abreu. D [55] Architectural Design technological
Cities M2M
resilience
Use of
Sustainable future
Zahedi. A [62] Literature review biodegradable PLA, IoT, PHA
applications
materials

Legislation and

Future applications

Baldé. C [67] Literature review E-waste
sustainability
Bouwman. H (a) Digital Business Big Data, Strategy and Job
Exploratory
[19] Models Industria 4.0 Performance
Technology
Supply Chain
De Vass. T[31]  Findings Perspective IoT, ERP, SEM integration in
Effects of IoT
logistics
ICT and GHG, LCA, Reduction of
Belkhir. L [66] Literature review
sustainability smartphones ecological footprint
Sustainability Benefits of integrated
Purvis. B [16] Conceptual review TUCN
Applications sustainability
IoT and current Benefits and
Khan. M (a) [35] Literature review IoT, M2M
findings challenges
Technological Modelo 5G y Resource
Li.J[61] 5G, micro cloud
development cloud optimization
Improving the work
Saeed. B [75] Case Study Effect of GHRM Green HRM

environment

Pinzone. M [76]

Literature review

Green Capabilities
HRM, varimax

Green job satisfaction

Analysis
Kamalaldin. A Digitalization and Al sensors,
Vision from literature Digital Capabilities
[21] servitization cloud, ML
Industry 4.0
Supply Chain
Tiwari. S [32] Systematic review conceptual SCI, SRL
Leadership
framework
Enderwick. P Economic
Systematic review MNEs Impact Assessment
[44] equilibrium
Quality planning
Resource
Raja. K [45] Construction Project on construction MS Project
optimization

sites

Table 3 presents a summary of the distribution of the 62 articles according to the expected
research outcomes, organized into eight analytical categories. In addition to this thematic
classification, the table reports the percentage of impact and the total number of citations associated
with each category, providing an initial quantitative perspective on the relevance and visibility of the
reviewed studies. To further interpret this citation-based impact beyond categorical aggregation, a
closer examination of the most influential individual contributions was conducted.
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Citation-based influence also highlights three prominent thematic anchors. Reference [25] (4349

citations) represents a research stream centered on virtual reality and real-time simulation tools for

business-process optimization. Reference [16] (4302 citations) is strongly aligned with Industry 4.0
and digitalization, emphasizing their potential to advance industrial sustainability. Reference [73]
(3235 citations) reflects the Green Human Resource Management stream, focusing on environmental

sustainability, organizational culture, and managerial practices that promote continuous

performance improvement.

This analysis highlights the influence of these authors in their respective fields and their

contribution to the development of innovative strategies within Industry 4.0 and sustainable

management.

Table 3. Summary of criteria evaluated according to the expected results in the research papers.

Criteria evaluated Number of % Authors Citation
documents Impact number
Circular economy and business 5 3 Langley. D [26] 6
model Comisién Europea [39] 695
Li.] [61] 40
Kamalaldin. A [21] 469
. Abreu. D [55] 145
Cloud computing 6 9 Chai, M [41] Tl
Faruque. M [54] 367
Fathi. B [68] 31
Renwick. D [73] 3235
Iddagoda. Y [77] 11
Khan. M.H. [6] 96
Darvazeh. S [47] 18
Green human resource 10 16 Hong. N [78] 2
management Saeed. B [75] 1067
Ahmad. S [71] 1372
Pinzone. M [76] 569
Belkhir. L [66] 1191
Baldini. E [70] 16
Katiyar. A [51] 16
Papaioannou. A [60] 5
Paiola. M [28] 196
Ahmed. R [42] 3
Park. A [29] 5
Zahedi. A [62] 0
. . Rani. S [56] 260
IoT, devices and programming 14 22 De Vass. T [31] 264
Khan. M. A [35] 40
Rup. C [64] 3
Niaz. M [20] 44
Ruiz. D [63] 24
Kim. J [53] 144
Amade. B [49] 14
ISO 14001 1 2 Jabbour. C [74] 787
Nowakowski. T [69] 140
Mathematical models 3 5 Fellman. T [38] 202
Abdallah. A [33] 40
Multinational enterprises 1 2 Enderwick. P [44] 235
, Raja. K [45] 103
PMBOK and projects 2 3 Vam'é]kové. R [43] 3
SMES'’s circular economy and ’ 3 Bouwman. H (b) [19] 632
business model Matarazzo. M [22] 1247
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Baldé. C [67] 2853
Rahman. M [36] 209
Industry 4.0, IoT and Saleh. M [17] 4
. .. . 5 28
Sustainability and technologies Energy watch group 0
[40]
Branquinho. R [37] 3
Wuhib. F [57] 51
. . Gao. Y [58] 9
Virtual machines 4 6 Kraus, S [18] 1360
Murray. A [25] 4349
Wifi and 10S 1 2 Xiong. Y [59] 8

A classification of the technologies that had an impact by year is also presented, classified into
10 groups (see Table 4).

Table 4. Number of technologies or tools involved per year.

Group Technology Group Name Years Represented
1 IoT and its Applications 2012-2015, 2017-2024
2 Human Resources (HRM and Green HRM) 2010, 2012, 2015, 2018-2020, 2022, 2024, 2025
3 Sustainability and Circular Economy 2015, 2018, 2019, 2022, 2024, 2025
4 Energy and Energy Efficiency 2015, 2017, 2022, 2024
5 Digital Transformation and SMEs 2013, 2018, 2020-2022
6 Supply Chain y Servitization 2019, 2020-2022, 2024
7 Construction & Maintenance 2009, 2021, 2023, 2024
8 Digital Platforms and Cloud Computing 2012, 2014, 2017, 2020, 2022
9 Frameworks and Technology Models 2017, 2018, 2024
10 Other/General Topics 2013, 2020, 2023

To complement the information presented in Figure 4, a heatmap was developed to visualize
the temporal distribution of the technology groups across the period 2009-2025. This representation
facilitates the identification of periods of greater concentration of studies and the emergence of

specific technology clusters over time (Figure 4).

10T and its Applications

HRM and Green HRM
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Energy and Energy Efficiency
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Digital Platforms and Cloud Computing
Frameworks and Technology Models

Other / General Topics

(=2} o ~ o~ m < wn (=] ~ o} (=] o - o~ m < ['s]

[=] —~ —~ - Lo ) — — ~— — — — o~ o~ o o o (]

S ©o o O © © O O O O O O O © O o ©o

o~ o~ o~ o~ o~ o~ o~ ~ o~ o~ o~ o~ o~ o~ o~ o~ o~
Year

Figure 4. Heatmap showing the temporal distribution of the ten technology groups across 2009-2025.
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The heatmap shows that IoT and its applications exhibit a continuous research trajectory from
2012 onwards, with a clear intensification after 2017. Human resource management and green HRM
appear more intermittently but with renewed interest in recent years (2022-2025). Sustainability and
circular economy, together with energy and energy efficiency, gain relevance particularly from 2015
onwards, reflecting the growing concern for environmental and resource-related dimensions. In
contrast, topics such as construction and maintenance or digital platforms and cloud computing
appear more concentrated in specific years, suggesting more specialized or context-dependent
research niches.

According to the results obtained, three key elements are identified that stand out in research on
sustainability and the Internet of Things (IoT).

e Industry 4.0, IoT, and associated technologies, driving digital transformation and the integration
of intelligent systems to improve industrial sustainability (26 documents).

e  Green management of human resources, focused on environmental sustainability through
strategies that strengthen organizational culture and promote responsible practices (16
documents).

e  Use of virtual machines, essential for process optimization and operational efficiency in digital
environments (12 documents).

These factors reflect the convergence between technology and sustainability, evidencing their
impact on the evolution of organizational models.

4.2. Virtual Machine and Sustainability

In the contemporary business environment, 4.0 technologies are radically transforming
production processes through the integration of digital solutions that increase efficiency, lower costs,
and promote sustainability. Among these innovations, the use of virtual machines stands out, which
make it possible to simulate manufacturing environments and validate processes before their
physical implementation, thus contributing to the reduction of waste of resources and the
optimization of energy consumption.

Sustainability in the manufacturing sector goes beyond the mere minimization of environmental
impact but also encompasses the improvement of productivity through the digitalization of
processes. In this context, modeling tools such as IDEFO play a fundamental role. IDEFO is a
methodology that allows the functions of a manufacturing system to be represented in a structured
way, facilitating the analysis, design, and integration of processes. Combined with the use of virtual
machines, this methodology enables the advanced simulation of scheduling and process verification,
which favors more informed decision-making and a more efficient and sustainable implementation
[81,82].

Beyond real-time data analysis, the metaverse emerges as the next evolution of the internet,
constituting a space where the digital and physical worlds converge and offering a new layer of
technological integration with a high potential to strengthen sustainability in smart cities. The
metaverse is defined as a simulated digital environment, closely linked to the physical world, in
which people can communicate, interact, and explore through digital avatars and immersive
technologies, such as virtual reality (VR) devices, head-mounted displays (HMDs), VR headsets, and
smart glasses [83-85].

4.3. Industry 4.0 and Sustainability

Industry 4.0 is characterized by the incorporation of advanced technologies, such as artificial
intelligence (AI) and the Internet of Things (IoT), which transform industrial processes towards
greater efficiency and sustainability. The integration of AI in resource management enables
streamlined collaboration between companies, suppliers, and recyclers, facilitating data-driven
decision-making and promoting intelligent supply chain management. Al-enabled platforms
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interconnected using IoT provide real-time insights, improving coordination and enabling more
efficient use of available resources.

This approach not only optimizes industrial operations but also drives the transition to circular
economy models, where products are designed for disassembly, recycling, or reuse, thus contributing
to the fulfillment of business sustainability goals without sacrificing competitiveness. Key benefits of
these technologies include reduced costs and increased operational reliability, which justify their
adoption in the context of ongoing digital transformation. In a context where consumers place
increasing value on environmental commitment, organizations that implement sustainable solutions
gain a significant competitive advantage. In this way, sustainability emerges not only as a corporate
responsibility but also as a strategic factor of differentiation and business growth [86-88].

Industry 4.0 ushers in a new era in production systems, defined by the integration of digital
technologies such as IoT, Al, and data analytics into business processes. Unlike the traditional
industrial paradigm, which associates growth with the physical expansion of facilities, Industry 4.0
promotes development based on operational efficiency, connectivity, and intelligent automation. The
interconnection of machines, sensors, and digital systems allows companies to optimize their
production processes, minimize waste, and respond with agility to market demands. These
innovations not only strengthen the competitiveness and customization of products but also open
new opportunities to move towards more sustainable and environmentally responsible production
models [89-91]

In this context, the virtualization of resources using virtual machines is a fundamental strategy
for the development of sustainable technological infrastructures. Virtualization allows you to
optimize the use of physical resources, reduce the need for additional hardware, and reduce energy
consumption, thus helping to mitigate the environmental impact of data centers. To maximize these
benefits, the implementation of good practices for the management and optimization of virtual
resources is essential. As digital demand continues to rise, virtualization is consolidating not only as
an operational efficiency tool but also as a key pillar in technology sustainability strategies.

4.4. Green HR Management and Sustainability

Green HRM (GHRM) is a strategic pillar to drive sustainability in the banking sector, as it guides
HR policies and practices towards the achievement of environmental objectives [92]. Among the main
actions of the GHRM are the selection of personnel with ecological awareness, training in
sustainability issues, and the promotion of an organizational culture committed to the environment.

However, for the GHRM to have a profound and lasting impact on sustainability, it is essential
to integrate it with other organizational capacities, such as organizational resilience (OR) and
organizational learning (ENT) [93]. RO refers to the ability of the organization to adapt and thrive in
the face of adverse situations; In the field of sustainability, this capacity is crucial to face challenges
such as resource scarcity, changes in regulation, and the effects of climate change [94].

Organizational learning (ORL) is essential to promote continuous improvement in
environmental performance. Given the dynamics and volatility of the global environment,
organizations, including banks, must be innovative and anticipate changes. ENT facilitates the
development of new sustainable strategies and solutions, strengthening both environmental
performance and adaptability to future demands [95-97].

The integration of GHRM, RO, and ENT not only enhances sustainability in the banking sector
but also contributes to the construction of more resilient, innovative organizations committed to
sustainable development.

5. Discussion

The results of this systematic review demonstrate that the Internet of Things (IoT) plays a
multifaceted role in advancing corporate sustainability within Industry 4.0 environments. Beyond
validating the benefits reported across individual studies, the synthesis reveals structural patterns
and theoretical gaps that warrant deeper examination.
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First, although IoT consistently enhances operational efficiency through real-time monitoring,
automation, and predictive analytics, most studies assess these improvements without integrating
them into broader sustainability frameworks. Similar observations have been made in conceptual
analyses of integrated sustainability [16], where authors emphasize the need for holistic approaches
that explicitly link technological advancements with environmental and organizational performance.
The findings of this review confirm that few studies measured sustainability outcomes using
comprehensive indicators, and most lacked longitudinal or multi-dimensional assessment.

Second, the review highlights significant disparities in IoT-driven energy optimization and
resource management across industries and regions. Research in smart energy management
platforms [54], environmental impact estimation of Green IoT deployments [7], and communication-
energy optimization through advanced algorithms [56] demonstrates clear technical potential for
reducing environmental burdens. However, evidence from developing regions, particularly in Latin
America, remains scarce, suggesting the presence of infrastructural and policy constraints that limit
large-scale implementation. This uneven progress underscores the importance of understanding
contextual factors that shape digital sustainability transitions.

Third, IoT adoption supports circular-economy practices by enabling remote monitoring,
lifecycle analytics, and improved resource traceability. Foundational work on the circular economy
[25] emphasizes the need for systemic and technology-supported strategies to close material loops.
Although several reviewed studies report improvements in waste reduction and resource
optimization, the technological capabilities identified, such as smart platforms, virtual machines, and
fast emulation systems [38,58], are not yet widely embedded into formal circularity frameworks. This
indicates that IoT has strong potential to operationalize circular-economy principles, but its strategic
integration remains limited.

Fourth, the intersection of IoT and Green Human Resource Management (GHRM) emerges as
an underdeveloped area. While GHRM literature highlights its importance for strengthening
environmental performance and promoting pro-environmental behaviors [55,73,75], current
empirical studies rarely examine how IoT-generated data can enhance green competencies,
environmental awareness, or sustainability-oriented organizational culture. This represents an
important opportunity for interdisciplinary research connecting digital transformation,
environmental management, and workforce development.

Overall, the findings reinforce that IoT’s contribution to sustainability is not solely technological
but deeply organizational and strategic. Its effectiveness depends on governance structures, cross-
functional integration, environmental policy alignment, and the development of green capabilities
within firms. Future research should therefore move beyond isolated case analyses and explore how
digital, managerial, and behavioral factors interact to support long-term sustainability transitions
across diverse industrial contexts.

6. Practical Implications for the Manufacturing Industry

The convergence of IoT technologies with sustainability-oriented strategies in Industry 4.0
generates significant opportunities for transforming manufacturing systems. The bibliometric
results—supported by the temporal heatmap, keyword co-occurrence networks, and the three
dominant thematic clusters identified —reveal several practical implications for industrial
organizations.

- Operational efficiency and process optimization

IoT-based sensing and monitoring systems enable real-time control of production parameters,
early detection of deviations, and continuous quality improvements. These capabilities reduce
material waste, minimize process variability, and improve throughput, strengthening both economic
and environmental performance.

- Energy management and environmental monitoring
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Granular tracking of energy consumption across machines and production lines allows
manufacturers to identify inefficiencies, implement targeted corrective measures, and adopt energy-
saving practices. This contributes directly to reduced emissions, cost savings, and alignment with
sustainability goals such as SDG 7 and SDG 12.

- Predictive and condition-based maintenance

The integration of IoT with predictive analytics facilitates the early identification of equipment
failures, extension of asset lifespan, and reduction of unplanned downtime. This reinforces the
reliability of manufacturing systems and supports sustainable resource usage by optimizing
maintenance cycles.

- Enhanced supply-chain traceability and transparency

IoT-supported logistics systems improve tracking of raw materials, inventory, and finished
products, enabling better visibility across the value chain. These capabilities support responsible
sourcing, reduce operational uncertainties, strengthen compliance with environmental standards,
and improve overall supply-chain sustainability.

- Enabling circular-economy and resource-regeneration strategies

Lifecycle data obtained through IoT infrastructures allows organizations to redesign products
for reuse, improve recycling processes, and track material flows more accurately. This promotes
circular business models and reduces environmental impact through more efficient resource
regeneration.

- Reinforcing sustainability-oriented organizational culture

By integrating environmental metrics and IoT-generated indicators into managerial dashboards,
companies can enhance awareness and accountability at all organizational levels. This contributes to
cultural change, supports employee engagement in sustainability initiatives, and strengthens
decision-making toward long-term environmental goals.

7. Conclusions

This study provides a comprehensive synthesis of how Internet of Things (IoT) technologies
contribute to corporate sustainability within Industry 4.0 ecosystems. Through a systematic literature
review of 62 studies published between 2009 and 2025, complemented by bibliometric analysis, four
domains of influence were identified: resource-efficient operations, energy optimization and green
digital transformation, circular-economy practices, and the integration of IoT with Green Human
Resource Management (GHRM). These domains highlight that IoT not only enhances operational
and environmental performance but also has the potential to support organizational strategies
aligned with sustainable development.

The findings demonstrate that IoT applications directly contribute to several Sustainable
Development Goals (SDGs). SDG 7 (Affordable and Clean Energy) is supported through smart
energy management systems and energy-efficient IoT architectures [54,56]. SDG 9 (Industry,
Innovation and Infrastructure) is advanced by IoT-enabled automation, optimization platforms, and
remote technological infrastructures [38,58]. SDG 12 (Responsible Consumption and Production)
benefits from loT-driven waste reduction, resource traceability, and data-based circular-economy
interventions [25]. Collectively, these contributions illustrate how digital transformation can
accelerate sustainability transitions in industrial environments.

Despite these advances, the study identifies several limitations in existing literature. Empirical
evidence remains concentrated in technologically advanced regions, with limited representation
from Latin America and other developing economies. Most studies assess IoT outcomes through
short-term or isolated indicators, with few adopting longitudinal frameworks or integrating
environmental, social, and economic dimensions simultaneously. Additionally, the relationship
between IoT and GHRM, although conceptually promising, lacks robust empirical validation.
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Future research should therefore explore IoT-enabled sustainability from a more systemic
perspective, considering governance, policy environments, and organizational culture as mediating
factors. Studies are encouraged to develop integrative models that link IoT capabilities with multi-
dimensional sustainability metrics, investigate barriers to adoption in emerging economies, and
examine the role of green competencies and workforce transformation in digital sustainability.

In summary, this review reinforces that IoT technologies represent a powerful driver of
sustainable industrial development when strategically aligned with organizational objectives, human
resource practices, and global sustainability agendas.
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