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Abstract 

Artificial intelligence (AI) and machine learning (ML) have progressively reshaped vaccinology, 
enabling the transition from empirical antigen discovery toward computationally guided reverse 
vaccinology. As the field enters 2026, a further conceptual shift is emerging: the use of generative AI 
not only to predict immune targets from existing pathogens, but to design immunogens de novo to 
satisfy predefined immunological objectives. This evolution is particularly relevant at the interface of 
prophylactic vaccines and therapeutic immuno-oncology, were antigen heterogeneity and patient 
specificity challenge conventional development paradigms. This review critically examines the 
transition from predictive to generative AI in vaccinology, a framework we refer to as inverse 
vaccinology, and evaluates its implications across antigen discovery, delivery system optimization, 
and early clinical development. I synthesized recent advances in deep learning architectures—
including graph neural networks, protein language models, and diffusion-based generative 
systems—alongside emerging applications of digital immune modeling, Bayesian optimization, and 
AI-guided formulation design. Emphasis is placed on evidence derived from structural biology, 
immunopeptidomics, and translational vaccine research. Current evidence suggests that AI-enabled 
integration of antigen design with delivery and pharmacokinetic modeling can reduce attrition 
during preclinical development, particularly for mRNA-based vaccines and personalized neoantigen 
strategies. The convergence of immunogen design, lipid nanoparticle engineering, and in-silico 
immune modeling highlights a nascent immuno-pharmacology axis that links molecular 
optimization to biological exposure and immune activation. While generative AI offers a powerful 
extension of computational vaccinology, its successful translation depends on rigorous validation, 
transparent modeling assumptions, and realistic assessments of biological uncertainty. Rather than 
replacing experimental vaccinology, inverse vaccinology should be viewed as a design-acceleration 
framework that narrows the experimental search space and enables more rational, patient-aware 
vaccine development. 

Keywords: inverse vaccinology; generative artificial intelligence; immuno-oncology; neoantigen 
discovery; digital twins; de novo immunogen design; graph neural networks (GNN); machine 
learning in vaccinology; precision medicine 
 

1. Introduction 

Vaccine and immuno-oncology drug development remain constrained by long development 
timelines, high financial risk, and substantial clinical attrition. Despite advances in molecular biology 
and manufacturing technologies, a majority of vaccine and cancer immunotherapy candidates fail 
during clinical translation, most commonly due to insufficient efficacy or unanticipated safety signals 
in humans. These challenges reflect the intrinsic complexity of the immune system and the limitations 
of empirical, population-averaged development strategies when applied to heterogeneous pathogens 
and genetically diverse patient populations [1,2].  
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Over the past decade, computational approaches have begun to reshape this landscape. Reverse 
vaccinology, originally based on genomic screening and sequence-level heuristics, demonstrated that 
in-silico prioritization could accelerate antigen identification for infectious diseases. More recently, 
machine learning (ML) models trained on expanding immunological datasets—spanning 
immunopeptidomics, structural biology, and multi-omics profiling—have improved predictions of 
epitope presentation, immunogenicity, and immune escape. These developments have been 
particularly impactful for T-cell–mediated immunity, where accurate modeling of peptide–HLA 
interactions is essential for both prophylactic and therapeutic vaccine design [3]. As we enter 2026, a 
fundamental paradigm shift is occurring; the convergence of high-throughput multi-omics and 
Artificial Intelligence (AI) is collapsing these timelines and bridging the gap between prophylactic 
protection against infectious pathogens and therapeutic intervention in immuno-oncology (IO) [4]. 

Early computational methods relied on linear scanning to identify immune motifs, but modern 
architectures like Graph Neural Networks (GNNs) and Transformers (Protein Language Models) 
now simulate the three-dimensional immune synapse with unprecedented fidelity [5]. By treating 
amino acids as nodes in a spatial graph or as characters in a biological language, AI can predict 
conformational epitopes in viruses and discover private neoantigens in cancers that were previously 
invisible to empirical screening, [6]. AI-driven shift focuses on the optimization of clinical 
development through the deployment of Digital Twins and Synthetic Control Arms [7]. By modeling 
the patient’s immune system in a virtual environment, researchers can run in-silico trials to predict 
dosage response and stratify responders before a single injection is administered [7]. This reduces the 
logistical burden of patient recruitment in oncology and streamlines the regulatory path for vaccines 
against emerging infectious diseases. [8]. 

However, most computational vaccinology efforts to date remain fundamentally predative, they 
identify candidate epitopes or antigens from naturally occurring sequences and rank them according 
to learned patterns. As the field moves into 2026, an important conceptual transition is underway. 
Advances in generative deep learning—such as protein language models, graph-based neural 
networks, and diffusion-based structure generators—now permit the de novo design of protein 
sequences and scaffolds that are optimized for predefined structural or immunological constraints. 
This shift enables a move from asking which antigens exist to which antigens should be constructed to 
elicit a desired immune response [9]. 

The relevance of this paradigm is especially evident in immuno-oncology. Unlike infectious 
disease vaccines, cancer vaccines must contend with private, patient-specific neoantigens, immune 
tolerance, and a suppressive tumor microenvironment. AI-driven integration of tumor genomics, 
transcriptomics, immunopeptidomics, and T-cell receptor modeling has enabled increasingly precise 
prioritization of neoantigen targets, but clinical success remains inconsistent. Emerging evidence 
suggests that failures often arise not from antigen selection alone, but from mismatches between 
antigen design, delivery kinetics, and immune context [10]. Table 1 explains the strategic evolution 
of computational vaccinology paradigms. 

Accordingly, this review adopts a systems-level perspective on AI in vaccinology and immuno-
oncology. We examine how modern ML architectures support epitope discovery, generative 
immunogen design, and delivery optimization, while also critically assessing current limitations, 
sources of bias, and translational barriers. Rather than presenting AI/ML as a supplementary for 
experimental immunology, we argue that its most immediate value lies in constraining biological 
uncertainty, accelerating hypothesis testing, and enabling more rational, data-informed vaccine 
development pipelines. 

Table 1. Strategic Evolution of Computational Vaccinology Paradigms. 

Feature Reverse Vaccinology 
(2010s) 

AI/ML Integration 
(2020–2024) 

AI/ML Integration 
(2024–onwards) 

Primary Goal Identification of known 
antigens 

Prediction of epitope 
binding 

De novo design of 
immunogens 
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Data Source Reference genomes Large-scale multi-omics 
Generative de novo  

synthesis 

Vaccine Type 
Prophylactic 

(Viral/Bacterial) Viral & General Cancer 
Precision Immuno-

oncology & Digital Twins 

Pharmacology Antigen-only focus Basic delivery scaffolds 
Integrated Antigen- 

delivery kinetics 

2. The Target: Unlocking B and T Cell Epitopes with Machine Learning 

To design a truly effective vaccine, scientists must pinpoint the specific molecular targets, known 
as epitopes, that the immune systemʹs T and B cells recognize [11]. Traditionally, machine learning 
(ML) approaches have tackled this challenge through supervised training, essentially teaching a 
model to discriminate between genuine epitope sites and inert protein [12]. This predictive power is 
especially vital for B-cell epitopes, which trigger the production of antibodies. B-cell epitopes exist in 
two primary forms: linear, which are continuous segments of an antigen’s amino acid sequence, and 
conformational, where residues are spatially proximal in the three-dimensional (3D) structure but 
distal in the linear sequence [13,14]. Because these critical conformational epitopes rely entirely on 
the proteinʹs folded shape, a much more accurate prediction is achieved when ML models are trained 
directly on protein structures, allowing them to truly recognise the surface topography and 
biochemical composition that the immune system targets [15–17]. Figure 1 demonstrates the 
evolutionary shift in epitope discovery. 

 

Figure 1. Machine Learning Paradigms for HLA Class I Antigen Presentation Prediction. This figure illustrates 
three distinct machine learning paradigms—Unsupervised, Semi-Supervised, and Supervised—used for 
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predicting the presentation of T-cell epitopes by Major Histocompatibility Complex (MHC) Class I molecules 
(HLA-I). (A) Unsupervised (e.g., MixMHCp): Utilizes a mixture of probabilistic models to perform peptide 
clustering and binding motif deconvolution without relying on labeled affinity data (B) Semi-Supervised (e.g., 
RBM-MHC): Employs dimensionality reduction (via a Restricted Boltzmann Machine, RBM) to classify peptides 
by HLA type, leveraging a small amount of labeled data to enhance prediction accuracy (C) Supervised (e.g., 
NetMHCpan): Based on a fully trained feed-forward neural network that uses large datasets of known antigen 
and HLA sequences to predict peptide-HLA binding affinity and peptide elution scores. 

2.1. Structural Vaccinology: From Sequence Motifs to 3D Graphs 

The transition from handcrafted features to automated discovery marks a significant leap in the 
fieldʹs maturity. Before deep learning became the standard, traditional ML models like Support 
Vector Machines (SVMs) [18], and Random Forests [19] relied on meticulous feature selection and 
engineering—a process where researchers manually created variables to describe residue properties. 
These features typically fell into three categories: physicochemical properties (hydrophobicity, 
charge), geometric properties (solvent accessibility, surface curvature), and evolutionary information 
(residue conservation). However, these models were fundamentally limited by human intuition. 

The advent of GNNs has revolutionized structural vaccinology by representing antigens as 3D 
graphs where amino acids are nodes and their spatial interactions are edges [20]. This allows for the 
capture of deep structural signatures that sequence-only models miss. For example, the GraphBepi 
and EpiGraph models utilize GNNs to calculate conformational B-cell epitopes with unprecedented 
precision [21]. Complementing this is the rise of Protein Language Models (PLMs) like ESM-2 and 
ProtBERT, which treat protein sequences as a language to learn rich, context-aware embeddings that 
reflect 3D proximity. Utilizing these embeddings in models such as BepiPred-3.0 has boosted 
performance metrics, achieving AUROC scores that allow for reliable zero-shot predictions of variant 
escape. 

2.2. T-Cell Vaccinology: Decoding HLA Presentation 

The T-cell immune response is entirely dependent on antigen presentation, where short linear 
peptides are displayed on the cell surface by Human Leukocyte Antigen (HLA) complexes [22]. This 
presentation step acts as a critical filter, and accurately predicting it is essential for narrowing down 
millions of potential targets [23]. For HLA Class I presentation, models are typically categorized into 
three paradigms: Unsupervised models like MixMHCp which use clustering to discover binding 
motifs from unlabeled mass spectrometry data [24]. Supervised feed-forward neural networks such 
as the NetMHCpan and MHCflurry [25] suites; and Semi-Supervised models like RBM-MHC, which 
leverage dimensionality reduction to classify peptides by HLA type with limited data [26]. Figure 1 
demonstrates ML Paradigms for HLA Class I antigen presentation prediction.  

While HLA Class I prediction is highly advanced, HLA Class II presentation remains more 
challenging due to the greater length variability of peptides and diverse binding cores, [27]. Modern 
tools like NetMHCIIpan implement dynamic searches for the optimal binding core using 
Convolutional Neural Networks (CNNs) to achieve AUROC scores around 0.85 [28] The current 
trend is shifting toward integrating imunopetidomic data (from mass spectrometry), which captures 
the entire processing and presentation pathway rather than just the final binding affinity [29]. 

2.3. The Immuno-Oncology Frontier: AI-Driven Neoantigen Discovery 

As the field of vaccinology expands into therapeutic applications, the identification of tumor-
specific neoantigens has emerged as the Holy Grail of personalized medicine. Unlike traditional viral 
antigens, neoantigens arise from somatic mutations exclusive to a patientʹs tumor and are absent in 
healthy tissue, making them ideal targets that bypass central immune tolerance. Identifying these 
targets requires the integration of high-dimensional multi-omics data, including DNA sequencing for 
mutation calling and RNA-seq to confirm expression [30]. The most advanced pipelines, such as 
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NeoDisc, utilize deep learning to prioritize neoantigens by integrating transcriptomic and 
immunopeptidomic profiles into a single predictive suite [31]. This approach is vital for solid tumors, 
where driver mutations must be distinguished from passenger mutations. AI architectures are now 
being designed to model the TCR-pMHC triad [32], predicting the precise structural interaction 
between the T-cell receptor (TCR) and the peptide-MHC complex. Models like TABR-BERT and 
NetTCR-struc use bimodal attention networks to capture the specificity of unseen TCRs, enabling the 
design of personalized mRNA vaccines that can compell the immune system to recognize and attack 
a patientʹs specific tumor landscape [32–34]. 

2.4. Generative Design and the Future of Target Optimization 

The ultimate goal in modern target discovery has moved from mere prediction to De Novo 
design. Leveraging tools like RFdiffusion ,AlphaFold2, and ProteinMPNN [35], researchers can now 
generate synthetic scaffolds that present epitopes with higher stability than their natural 
counterparts. For instance, structural modeling identified the two proline (2P) mutations used to 
stabilize the SARS-CoV-2 spike protein in mRNA vaccines. In immuno-oncology, this generative 
capacity allows for the creation of multi-neoantigen constructs that maximize immunogenicity while 
minimizing the risk of autoimmunity [36]. By defining the desired immune outcome first—such as a 
specific antibody neutralization profile or cytotoxic T-cell activation—AI-driven platforms can 
reverse-engineer the exact therapeutic molecule required, ushering in the era of Inverse Vaccinology 
[37]. Figure 2 demonstrates the challenges of traditional methods with the enhanced capabilities 
offered by Machine Learning (ML) in T-cell and B-cell epitope prediction. Table 2 summarizes 
representative computational methods across the major epitope prediction tasks, focusing on the 
model architecture and documented performance metrics derived from high-quality external or 
blinded validation datasets. 

 
Figure 2. Evolutionary Shift in Epitope Discovery. The figure demonstrates the challenges of traditional 
methods with the enhanced capabilities offered by Machine Learning (ML) in T-cell and B-cell epitope 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 30 January 2026 doi:10.20944/preprints202601.2335.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202601.2335.v1
http://creativecommons.org/licenses/by/4.0/


 6 of 25 

 

prediction. It highlights the crucial difference between the simpler task of predicting linear epitopes and the 
complex challenge of accurately identifying conformational (spatial) B-cell epitopes, which necessitate advanced 
structural modeling. 

Table 2. Comparison of Leading Epitope Prediction Models by Type and Architecture. 

Epitope Task 
Model  

Example 
Architecture  

Type 
Key Features /  

Input 
Peak Performance  

Metric  
Reference Type Reference 

HLA Class I 
Presentation 

NetMHCpan 
Supervised Feed-

Forward NN 
Peptide + HLA 

Pseudosequence 
AUROC ~ 0.96 

Binding 
Affinity/Elution 

[38,39] 

HLA Class I 
Presentation 

MixMHCpre
d 

Unsupervised/Gene
rative 

Eluted Ligand Data 
Motifs 

Performance Score 
(Motif Deconvolution) 

Ligand Likelihood [40] 

HLA Class II 
Presentation 

NetMHCIIpa
n 

CNN-based Feed-
Forward NN 

Peptide Core Motif 
Search + HLA 

Sequence 
AUROC ~ 0.85 

Binding 
Affinity/Elution 

[41] 

Linear B-cell 
Epitope 

BepiPred-2.0 Random Forest  
Propensity Scales & 

Physicochemical 
Features 

AUC ~ 0.75 
Sequence 

Accessibility 
[42] 

Conformatio
nal B-cell 

EpiGraph 
Graph Neural 

Network (GNN) 
3D Protein Graph 
Residue Contacts 

AUC-PR ~ 0.24 
Structural 

Proximity/Features 
[43] 

TCR-Epitope 
Specificity 

TITAN 
Bimodal Attention 

Network 
Paired TCR CDR3 + 
Peptide Sequence 

AUROC ~ 0.87 (Unseen 
TCRs) 

Paired T-cell 
Specificity 

[44] 

Immunogeni
city 

Immunogenic
ity Predictor 
(e.g., from 
PMID: 106) 

Supervised 
ML/Statistical 

Amino Acid 
Enrichment 

(Immunogenic vs. 
Presented) 

AUROC ~ 0.70 T-cell Activation [45] 

3. AI in Immuno-Pharmacology: Intelligent Delivery Systems and Adjuvant 
Optimization 

The pharmacological efficacy of a vaccine is not solely determined by the antigenʹs sequence but 
is heavily dependent on the delivery-adjuvant axis. Even the most computationally perfect 
neoantigen or viral epitope will fail if it cannot reach the secondary lymphoid organs or if it lacks the 
necessary co-stimulatory signals to break immune tolerance. Traditional pharmacology relied on 
empirical formulation of known lipids and salts [46]. In contrast, AI-driven immuno-pharmacology 
uses predictive modeling to engineer the delivery vehicle alongside the cargo, ensuring that the 
vaccineʹs pharmacokinetic (PK) profile is optimized for maximum immunogenicity with minimal 
systemic toxicity [47]. 

3.1. Adjuvant Discovery: Breaking Tolerance with GNNs and Bayesian Optimization 

Adjuvants are the accelerators of the immune response, yet their discovery has historically been 
a bottleneck due to the complex, non-linear interactions between chemical structures and innate 
immune receptors like Toll-like receptors (TLRs). Modern ML tools are now being used to navigate 
the vast chemical space of small-molecule adjuvants. VaxjoGNN, a specialized Graph Neural 
Network framework, treats adjuvant molecules as spatial graphs to predict their binding affinity to 
specific immune receptors [48]. By simulating these interactions in-silico, researchers can identify 
synergistic combinations—such as pairing a TLR4 agonist with a TLR7/8 ligand—that provoke a 
balanced Th1/Th2 response [49]. Furthermore, Bayesian Optimization is being deployed to conduct 
Active Learning loops, where the AI suggests a small set of adjuvant candidates for lab testing, learns 
from the experimental results, and refines its next prediction, reducing the search time for potent 
immunostimulants from years to months [50]. 
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3.2. Lipid Nanoparticle (LNP) Engineering: Deep Learning for mRNA Delivery 

The success of mRNA vaccines in both infectious diseases and immuno-oncology hinges on the 
Lipid Nanoparticle (LNP). Engineering an LNP involves optimizing a complex four-component 
system: ionizable lipids, helper lipids, cholesterol, and PEG-lipids. The environment of these 
formulations is highly sensitive; a minor change in the nitrogen-to-phosphate (N/P) ratio can lead to 
cargo degradation or liver toxicity [51]. To solve this, deep learning models like DeepLNP and LNP-
Predict utilize multi-task neural networks trained on high-throughput screening data to predict LNP 
stability, cellular uptake, and endosomal escape efficiency. In the context of cancer vaccines, AI is 
specifically used to design organ-selective LNPs [52]. By analyzing the physicochemical properties 
of lipid libraries, ML models can predict which formulations will naturally accumulate in the spleen 
or lymph nodes rather than the liver, thereby concentrating the therapeutic effect where T-cell 
priming actually occurs [53]. 

The 2026 landscape has moved beyond simple multi-task networks to the use of AlphaFold and 
RoseTTAFold to simulate the physical ʹdockingʹ of the mRNA-LNP complex with the dendritic cell 
membrane. By modeling the atomic-scale interactions between ionizable lipids and the cellular lipid 
bilayer, researchers can now predict endosomal escape efficiency—the primary bottleneck in mRNA 
delivery—with over 90% accuracy, significantly reducing the empirical ʹtrial-and-errorʹ phase of 
formulation. 

3.3. Pharmacokinetics and Predictive Toxicology: Reducing the Attrition Rate 

A significant portion of vaccine candidates fail in Phase I trials due to reactogenicity—excessive 
inflammation or off-target effects. AI-driven Quantitative Structure-Activity Relationship (QSAR) 
models are now being integrated with physiological-based pharmacokinetic (PBPK) modeling to 
create In-silico Safety Profiles [54]. These models predict the biodistribution of the vaccine 
components, identifying potential accumulation in non-target organs like the heart or brain before 
animal studies even begin [55]. For personalized oncology vaccines, this predictive pharmacology is 
crucial, as the AI must ensure that the patient-specific neoantigen delivery system does not trigger a 
cytokine storm or exacerbate existing autoimmune conditions [56]. 

3.4. The Convergence: Formulation-as-a-Service (FaaS) 

The ultimate vision for AI in vaccine pharmacology is the transition toward Formulation-as-a-
Service [57]. In this model, the AI not only designs the antigen; it outputs a map for complete 
candidate vaccine that includes the optimal mRNA sequence, the specific LNP composition for that 
patientʹs HLA type, and the predicted adjuvant synergy [58]. This holistic approach ensures that the 
vaccine is not just a biological product, but a precision-engineered pharmacological system. This is 
particularly transformative for mRNA-based immuno-oncology, where the speed of formulation is a 
matter of survival for patients with late-stage tumors [59]. By automating the pharmacology, AI 
allows for the rapid transition from biopsy to bedside, collapsing the formulation phase from months 
to a matter of days [60]. 

4. Deep Learning Paradigms in Epitope Discovery 

The integration of advanced Deep Learning (DL) architectures marks the latest leap in epitope 
prediction, moving beyond traditional feature-based methods by automatically extracting complex, 
hidden patterns from biological sequences and structures. Convolutional Neural Networks (CNNs) 
excel at identifying local sequence motifs. They have been effectively applied to both T-cell and B-cell 
epitope prediction, with models like DeepImmuno-CNN explicitly integrating HLA context to 
improve precision and recall across diverse datasets, including neoantigens [61]. For B-cell epitopes, 
CNN-based models, often combined with attention mechanisms and Long Short-Term Memory 
(LSTM)s(e.g., NetBCE), substantially outperform classic tools, achieving ROC AUC values around 
0.85 [62]. This ability to detect short, conserved patterns makes CNNs highly effective for finding 
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linear epitopes and MHC-binding cores. In contrast, Recurrent Neural Networks (RNNs), 
particularly LSTM units, are essential for handling the long-range dependencies inherent in 
biological sequences, mitigating the vanishing gradient problem common in standard RNNs [63]. 
LSTM-based predictors like MHCnuggets have drastically improved peptide-MHC affinity 
prediction, validated by mass spectrometry, [64] while hybrid Attention-BiLSTM-CNN models 
achieve state-of-the-art accuracy (AUC approximately 0.974) in predicting specific T-cell Receptor 
(TCR)–epitope specificity [65]. Modern systems often merge RNNs with other paradigms; for 
instance, GraphBepi couples a BiLSTM sequence encoder with a GNN to leverage both sequence 
context and 3D structural information [66]. Figure 3 illustrates the shift from scanning pathogens to 
a target-driven design workflow. The figure demonstrates the concept of Inverse Vaccinology. 

 

Figure 3. The Generative Inverse Vaccinology Pipeline. This figure illustrates the shift from scanning 
pathogens to a target-driven design workflow. (A) Target Specification: Defining the optimal immune synapse 
and TCR-pMHC interaction requirements. (B) Generative de novo synthesis: Utilizing diffusion-based models 
(e.g., RFdiffusion) to create de novo protein scaffolds that stabilize the target epitope. (C) In-Silico Validation: 
Testing the scaffold against Digital Twins of the human immune system to predict reactogenicity and memory 
cell differentiation before clinical synthesis. 

The most disruptive architectural shift comes from Attention-Based Models, namely 
Transformers, which have established the new state-of-the-art for both B-cell and T-cell targets [67]. 
Models like BERTMHC and those leveraging the ESM (Evolutionary Scale Modeling) family use self-
attention mechanisms to globally assess antigen sequences, identifying critical residues regardless of 
their physical distance in the sequence [68,69]. This context-aware representation improves on earlier 
methods, leading to higher accuracy (e.g., an AUC approx. 0.882 for MHC Class II prediction with 
BERTMHC) and better generalization [70,71]. Crucially, Transformers offer high interpretability, 
with attention weights often highlighting known immunodominant regions like the SARS-CoV-2 
spike proteinʹs receptor-binding domain. This permits researchers to move from modest prediction 
toward mechanistic insight. Furthermore, GNNs are fundamentally reshaping structure-based 
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prediction. GNN models like GraphBepi and EpiGraph operate on 3D protein graphs to learn 
complex spatial patterns, consistently outperforming traditional geometric predictors like DiscoTope 
by significant margins [72–74]. This structural modeling is also applied to T-cell targets, with tools 
like GraphMHC simulating MHC–peptide complexes as 3D atomic graphs to achieve high accuracy 
(0.92) in binding prediction [75]. These advancements, particularly the fusion of GNNs with attention 
and sequence encoders, provide both high predictive performance and clear rationales for antigen 
selection [76,77]. 

4.1. Navigating the Challenges of Translational Science 

While the move to graph-based ML offers unprecedented power, it introduces new challenges 
that must be addressed to ensure these predictions translate into real-world vaccines. Unlike 
traditional feature-based methods, the design of GNNs requires careful consideration of what defines 
the graph—for instance, should it be based on the atomic level or the residue level—and how to 
effectively embed the structural and contextual information [78]. Furthermore, there is a risk that 
models might become prone to bias, over-relying on superficial properties (like simple surface 
exposure) associated with the functional behavior of an epitope, rather than truly learning the deep 
immunological mechanism [79]. Even the fundamental question of which features are best to combine 
with ML algorithms to achieve superior accuracy remains an open debate, lacking clear, universally 
accepted guidelines [80]. Therefore, while the tools are more powerful than ever, the next frontier 
requires researchers to move beyond systematic screening and focus on establishing robust, 
community-wide best practices for feature integration, systematic validation, and ultimately, 
translating these elegant computational predictions into reliable, protective vaccine candidates 
[81,82]. 

At its core, the aim of predicting B cell epitopes—the molecular triggers for antibody 
production—is to train ML models in a supervised manner to differentiate between true antibody 
binding sites and the many generic regions of an antigen that are ignored by the immune system 
[83,84]. The model assigns an epitope likelihood score to each site, allowing researchers to prioritize 
candidates. Since most B cell epitopes are conformational (meaning they rely on the proteinʹs 3D 
folded shape, not just a continuous sequence), prediction accuracy is significantly higher when using 
models trained on full protein structures. These structure-based methods can leverage information 
about the antigenʹs surface topology and spatial arrangement, providing far more detail than 
sequence alone [85,86]. 

4.2. The Evolution of Feature-Based and Graph-Based Models 

Early ML for epitope discovery centered on feature-based learning, requiring a preliminary, 
laborious step of manually engineering and selecting features. The underlying biological intuition 
was that only a few key sequence and structural properties dictate whether a residue is a high-affinity 
antibody binding site. Researchers hypothesized that exposed, flexible, and biochemically distinct 
residues were ideal targets [87].To quantify this, the features fed into ML models typically 
included: physicochemical attributes (e.g., hydrophobicity and electrostatic charge, high-level 
geometric properties (e.g., secondary structure, surface curvature, and solvent 
accessibility, evolutionary data e.g., residue conservation, and specific amino acid 
combinations  [88]. This dimensionality reduction, from thousands of atomic coordinates to a 
focused set of features, significantly improved computational efficiency [89]. 

The field has since moved toward more sophisticated techniques like Graph-based 
representations, which model the complex 3D relationships between residues as a network. This 
approach, adapted from successful applications in protein design and interaction site identification 
[90–92], is ideal for epitopes because they possess unique signatures related to residue packing and 
bond arrangements that are elegantly summarized by a graph [93]. However, constructing these 
graphs presents a challenge: determining the appropriate scale (atom vs. residue) and deciding which 
geometric information should be embedded into the graph connections remains complex. This 
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reliance on a priori choices in feature and graph design can inadvertently introduce bias—for 
example, favoring protrusive over flatter epitope surfaces—highlighting an ongoing challenge in 
optimally combining features for accurate prediction [94]. 

5. AI-Driven Clinical Optimization: From In-Silico Simulation to Personalized 
Trials 

The clinical development phase remains the most significant hurdle in the vaccine and immuno-
oncology (IO) lifecycle, traditionally accounting for nearly 75% of total R&D costs and serving as the 
primary site of candidate attrition [104]. As we enter the era of precision medicine, AI is 
fundamentally restructuring this phase by transitioning from rigid, large-scale empirical studies to 
agile, data-driven intelligent trials. By integrating multi-modal data—ranging from electronic health 
records (EHRs) to high-resolution immunopeptidomics—AI allows drug developers to simulate 
biological outcomes before a single patient is dosed, ensuring that only the most viable candidates 
progress to human testing [105]. Table 3 summarizes representative AI/ML methodologies applied 
across the vaccine and immuno-oncology development pipeline. Applications span antigen and 
epitope discovery, multi-epitope and neoantigen design, clinical trial optimization, and downstream 
manufacturing and distribution. While many approaches were initially developed for prophylactic 
vaccines, their extension to immuno-oncology highlights shared computational challenges, including 
immune heterogeneity, data sparsity, and translational uncertainty. 

Table 3. AI Methodologies Across the Vaccine and Immuno-oncology Development Pipeline. 

AI Approach  Application 
Stage 

Core Function Advantages Limitations/ 
Challenges 

Representative 
Studies 

EpiBERTope 
(Transformer-

based) 

Antigen & 
Epitope 

Prediction 
(Vaccines & 

Tumor Antigens) 

Predicts linear and 
conformational B-cell 

epitopes from pathogen- 
or tumor-derived 

antigens. 

Captures long-range 
sequence dependencies; 
adaptable to structurally 

complex antigens. 

Requires large, 
high-quality labeled 

datasets; limited 
direct validation in 

tumor antigens. 

[95] 

Ensemble ML 
(Vaxign-ML) 

Antigen & 
Epitope 

Prioritization 

Integrates antigenicity, 
host–pathogen, or tumor-

specific features to 
prioritize vaccine or 

neoantigen candidates. 

Robust to noisy inputs; 
flexible integration of 

heterogeneous biological 
features. 

Risk of overfitting in 
small neoantigen 

datasets; 
performance 

depends on feature 
engineering quality. 

[96] 

NetMHCpan 
(MHC Binding 

Predictor) 

T-cell Epitope & 
Neoantigen 
Prediction 

Predicts peptide binding 
affinity to MHC class I 

and II molecules for 
infectious or tumor-

derived peptides. 

Widely validated; 
foundational for both 
prophylactic vaccines 

and personalized cancer 
vaccines. 

Reduced accuracy 
for rare HLA alleles; 

binding does not 
guarantee T-cell 
immunogenicity. 

[97] 

VaxiJen Antigen 
Prediction 

Identifies protective 
antigens or tumor-
associated antigens 
without sequence 

alignment. 

Rapid screening; 
alignment-free and 

computationally 
efficient. 

Limited 
performance for 

multi-domain 
proteins and highly 

heterogeneous 
tumor antigens. 

[98] 

IntegralVac 
(Machine 
Learning) 

Multi-epitope 
Vaccine & 

Neoantigen 
Construct Design 

Designs multivalent 
constructs integrating 

antigenicity, 
immunogenicity, and 
allergenicity features. 

Supports rational 
assembly of CD4+, 
CD8+, and B-cell 

epitopes; applicable to 
cancer vaccines. 

Generalizability 
limited by epitope 

coverage and 
experimental 

validation 
availability. 

[99] 

Causal Inference 
Models 

CoPs & Immune 
Response 
Modeling 

Identifies correlates of 
protection or response 

from complex vaccine or 
immunotherapy trial 

datasets. 

Addresses confounding 
and bias; supports 
uncertainty-aware 

inference in 
heterogeneous 
populations. 

Requires rigorous 
trial design and 
expert statistical 
interpretation; 

sensitive to missing 
data. 

[100] 
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Predictive 
Analytics / 
Regression 

Clinical Trial 
Optimization 

(Vaccines & IO) 

Optimizes patient 
recruitment, site selection, 

and enrollment 
forecasting for vaccine and

immunotherapy trials. 

Reduces trial timelines 
and cost; enables 
stratification by 

biomarker or immune 
phenotype. 

Dependent on 
access to 

harmonized EHR 
and biomarker data; 

regulatory and 
privacy constraints. 

[101] 

Deep Learning 
Manufacturing, 

Logistics & 
Supply Chain 

Predicts demand and 
optimizes production 

scheduling for vaccines 
and cell- or RNA-based 

immunotherapies. 

Integrates 
epidemiological, clinical, 
and operational signals 

for improved 
forecasting. 

Vulnerable to 
unmodeled shocks; 
limited by historical 
representativeness. 

[102] 

IoT & Real-time 
Monitoring 

Cold Chain & 
Advanced 
Therapy 
Logistics 

Monitors storage and 
transport conditions for 

vaccines and temperature-
sensitive 

immunotherapies. 

Preserves product 
integrity; supports 

compliance for complex 
biologics and 

personalized therapies. 

High infrastructure 
cost; cybersecurity 

and interoperability 
challenges. 

[103] 

5.1. Digital Twins and In-Silico Immune Modeling 

The most transformative application for clinicians and biotech companies is the deployment of 
Digital Twins—computational duplicates of individual patientsʹ immune systems [106,107]. Utilizing 
high-fidelity mechanistic models and Bayesian Neural Networks, platforms such as Novadiscovery’s 
Jinkō or GNS Healthcare’s Gemini can simulate the interaction between a vaccine candidate and a 
specific patientʹs T-cell repertoire [108,109]. This capability allows for In-Silico Dose Escalation, where 
AI predicts the optimal therapeutic window for a neoantigen vaccine, potentially bypassing months 
of traditional Phase I dose-finding studies. For immuno-oncology, these models are critical for 
predicting the efficacy of combination therapies—such as pairing a personalized mRNA vaccine with 
a PD-1 inhibitor—by simulating the complex, non-linear dynamics of the tumor microenvironment 
(TME) [110, [111]. 

5.2. Adaptive Trial Designs and Synthetic Control Arms (SCA) 

To address the ethical and logistical challenges of recruiting placebo groups in life-threatening 
conditions, AI-generated Synthetic Control Arms (SCA) are becoming a regulatory reality [112]. SCAs 
leverage historical trial data and real-world evidence (RWE) to create a virtual cohort that mirrors 
the treatment groupʹs baseline characteristics, thereby reducing the number of human subjects 
required by up to 30% without sacrificing statistical power [113]. Furthermore, Bayesian Adaptive 
Designs allow for real-time adjustments to trial parameters, such as sample size re-estimation or the 
early termination of futile arms based on emerging immunological correlates of protection (CoPs). 
This fail fast approach is essential for biotech companies to manage risk and reallocate capital toward 
successful candidates [114]. 

CoPs are instrumental in enabling computational analyses that facilitate in silico clinical trials, 
allowing developers to address critical questions such as the extrapolation of efficacy data from 
animal models to human populations. A common application, immunobridging, utilizes established 
CoPs to predict the efficacy of an existing vaccine against a known pathogen, or to estimate the 
performance of a novel candidate in a different host population using a distinct CoP [115–117]. While 
initial analyses were often performed using ad-hoc statistical techniques [118], recent theoretical 
advances in causal inference have introduced robust, generic frameworks. These new methodologies 
can be systematically applied to identify and precisely estimate CoPs, even when confronted with 
significant sources of uncertainty, including unobserved confounding, sample selection bias, external 
validity issues, missing data, measurement error, and inter-individual variability [119]. The evolution 
of these methods, which can establish tighter confidence bounds on vaccine efficacy estimates despite 
various uncertainties [120], is poised to revolutionize the design of both novel vaccines and their 
associated clinical trials. Furthermore, the adoption of rigorous statistical methods for assessing CoPs 
from randomized, controlled efficacy trials—underscoring the necessity of meticulous experimental 
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design, pre-registration, and standardized statistical analysis plans—will significantly enhance the 
reliability of predictive data [121]. 

5.3. Biomarker Intelligence and Patient Stratification 

The success of therapeutic vaccines in oncology hinges on identifying the right patient for the 
right antigen. AI algorithms are proficient of analyzing vast, unstructured datasets—including spatial 
transcriptomics and digital pathology—to identify complex multiplex biomarkers that predict 
response [122]. Unlike single-marker tests (e.g., PD-L1 expression), AI-driven stratification models 
like DeepPatient or MHCnuggets integrate a patient’s , mutational burden, HLA genotype and T-cell 
exhaustion markers to calculate a responder score [123,124]. For clinicians, this means a shift toward 
personalized enrollment, ensuring that patients most likely to benefit are prioritized, which has been 
shown to increase the trial enrollment efficiency [125]. 

5.4. Regulatory Landscape: The FDA Modernization Act 2.0 

The integration of AI into clinical workflows is further supported by the FDA Modernization 
Act 2.0, which allows for the replacement of traditional animal models with human-relevant AI/ML-
based approaches and organoids. This regulatory shift encourages biotech companies to adopt In-
Silico Safety Assessments, utilizing deep learning to predict cardiotoxicity or cytokine release 
syndrome (CRS) with higher accuracy than murine models. By aligning computational evidence with 
clinical outcomes, AI is not just a tool for acceleration but an important requirement for the next-
generation of safe, effective, and ethically sound precision therapies. Table 4 summarizes the AI 
Frameworks for Clinical Trial Transformation in vaccines and IO. Figure 4 demonstrates 
comprehensive schematic illustrates the heterogeneous yet interconnected applications of AI across 
three major vaccine development modalities: Infectious Diseases, Cancer, and Pandemic 
Preparedness. 

Table 4. AI Frameworks for Clinical Trial Transformation in Vaccines and IO. 

Optimization Strategy Key AI/ML Architecture 
Translatable 

Clinical/Industrial Benefit 
Technical Impact / Metric 

In-Silico Trials (Digital Twins) 
Mechanistic Modeling + 

Bayesian NNs 

Dose Optimization: Predicts 
individual safety/efficacy 

profiles before Phase I. 

Reduces dose-finding duration 
by ~50%. 

Synthetic Control Arms (SCA) 
Generative Adversarial 

Networks (GANs) 

Ethical Compliance: Replaces 
placebo arms in rare disease or 

oncology trials. 

Reduces required human 
subjects by 20–30%. 

Patient Stratification Transformer-based Multi-
modal Fusion 

Responder Selection: Identifies 
high-likelihood responders via 

multi-omic biomarkers. 

Improves Phase II/III success 
rates by 15%. 

Site Selection & Recruitment 
Geospatial AI + NLP (EHR 

Mining) 

Enrollment Speed: Finds 
optimal global sites based on 

pathogen prevalence or tumor 
type. 

Accelerates recruitment 
timelines by 3–6 months. 

Adaptive Bayesian Design Reinforcement Learning (RL) 
Dynamic Optimization: Real-

time trial adjustments 
(dosage/sample size). 

Minimizes capital loss via 
early-exit of failing arms. 

Regulatory Compliance 
Explainable AI (XAI) / SHAP 

Values 

FDA/EMA Trust: Provides 
white-box reasoning for AI-

driven clinical decisions. 

Standardizes AI-supported 
regulatory submissions. 
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Figure 4. AI Integration Across Diverse Vaccine Development Modalities. The figure highlights the specific 
computational contributions of AI tailored to the unique challenges of each field, demonstrating its versatility 
as a cross-cutting technology (A) Infectious Diseases: AI accelerates the identification of key pathogen targets, 
predicts epidemiological patterns for strain prioritization (e.g., in annual influenza updates), and optimizes 
vaccine formulation components like adjuvants for enhanced safety and efficacy. (B) Personalized oncology 
vaccines: Here, AI is essential for managing patient-specific tumor heterogeneity. It leverages multi-omics data 
(genomics, transcriptomics) to accurately predict patient-specific tumor neoantigens, model T-Cell Receptor 
(TCR) binding, and select personalized targets for therapeutic vaccine design. 

6. Future Directions, Ethical Considerations, and Global Deployment 

As we move into 2026, the integration of AI into vaccinology and immuno-oncology (IO) is 
transitioning from a proof-of-concept phase to a integration phase. The future of the field is no longer 
defined by whether AI can predict an epitope, but by whether those predictions can be translated 
into global health equity and regulatory-approved therapies. This final phase focuses on bridging the 
gap between high-tech computational discovery and real-world clinical application, particularly 
through the lens of explainability and global accessibility. 

6.1. Explainable AI (XAI) and the Regulatory White-Box Paradigm 

The primary hurdle for FDA and EMA approval of AI-designed vaccines is the black-box nature 
of deep learning [126]. To achieve regulatory trust, researchers are adopting Explainable AI (XAI) 
scaffolds like SHAP (Shapley Additive Explanations) and LIME (Local Interpretable Model-agnostic 
Explanations) [127]. These tools decompose complex neural network predictions into quantifiable 
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feature contributions, allowing clinicians to see why a specific neoantigen was prioritized—for 
instance, by highlighting the specific amino acid residues contributing to MHC-binding affinity [128, 
[129]. In Jan 2026, the FDA released updated Guiding Principles for AI in Drug Development, which 
explicitly emphasize Transparency and Lifecycle Monitoring as requirements for submissions. For 
biotech companies, implementing XAI is no longer an optional research add-on but a critical 
requirement for a successful IND application [130] 

6.2. Global Health Equity: Frugal AI and Decentralized Manufacturing 

One of the most profound impacts of AI in vaccinology is its potential to democratize access to 
life-saving preventatives. While mRNA platforms are highly effective, their dependence on a cold-
chain (-80°C to -20°C) has historically limited their reach in low-resource settings [131]. Emerging 
Systems Biology-guided AI (SBg-AI) frameworks are now being used to design thermostable 
formulations by predicting the degradation trajectories of lipid nanoparticles (LNPs) under varying 
environmental conditions [132]. By optimizing lyophilization cycles (freeze-drying) through AI-
driven digital twins, researchers can reduce mRNA wastage by up to 22% in Southeast Asian and 
African supply chains [133]. Furthermore, AI-driven localized manufacturing units—portable, micro-
factory containers—utilize real-time AI monitoring to adjust manufacturing parameters on-the-fly, 
ensuring that high-quality personalized vaccines can be produced at the point of care in remote 
regions [134]. 

6.3. The Rise of Agentic AI and Inverse Vaccinology 

Looking toward 2027, the field is preparing for the advent of Agentic AI autonomous systems 
capable of not just predicting data, but planning and executing multi-step laboratory workflows. This 
will fully realize the concept of Inverse Vaccinology, where the desired immune outcome (e.g., a 
specific neutralizing antibody titer against a broad range of coronavirus variants) is used as the 
starting prompt, and the AI autonomously designs the antigen, the delivery vehicle, and the clinical 
trial protocol. This outcome-first approach is expected to reduce the design-to-dose timeline for 
emerging pathogens from months to less than 30 days [135,136]. 

 

Figure 5. A schematic illustration of the intended use of AI/ML models across vaccine research, development, 
CMC manufacturing, preclinical evaluation, clinical evaluation and regulatory approval for AI assisted vaccine 
product development. 
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7. Limitations and Failure Modes of AI-Driven Vaccinology 

Despite rapid methodological advances, the application of AI and ML to vaccinology and 
immuno-oncology is subject to fundamental limitations that constrain predictive reliability and 
clinical translation. Recognizing these failure modes is essential to avoid over-interpretation of in-
silico results and to guide responsible deployment in vaccine development [137]. 

7.1. Data Bias and Incomplete Immunological Representation 

Most AI models in vaccinology are trained on datasets that are unevenly distributed across 
pathogens, HLA alleles, and patient populations. Immunopeptidomic and epitope validation data 
are disproportionately derived from individuals of European ancestry and from a limited set of well-
studied viruses and tumor types [138]. As a result the model presentation may degrade significantly 
when applied to underrepresented HLA haplotypes, rare pathogens, or genetically diverse 
populations, potentially exacerbating health inequities rather than alleviating them [139]. 

7.2. Prediction Does Not Guarantee Immunogenicity 

Accurate prediction of peptide–HLA binding or structural epitope exposure does not ensure 
functional immunogenicity. T-cell activation and antibody maturation are emergent biological 
processes influenced by antigen processing, immune context, tolerance mechanisms, and host history. 
AI models may prioritize epitopes that are technically presented but biologically ignored, an issue 
that is particularly pronounced in cancer neoantigen prediction where immune editing and 
exhaustion dominate clinical outcomes [140]. 

7.3. Overfitting and Benchmark Inflation 

Many reported performance metrics for epitope prediction and immunogenicity models are 
derived from retrospective or partially overlapping datasets. Without strict separation of training and 
evaluation data—or validation in independent experimental systems—models may overfit to 
dataset-specific artifacts rather than generalizable immunological principles. Benchmark inflation 
poses a risk of overstating readiness for translational or clinical application [141]. 

7.4. Structural Uncertainty and Model Assumptions 

Structure-based models, including GNNs and diffusion-generated protein scaffolds, rely on 
predicted or static protein conformations that may not reflect dynamic immune synapse interactions 
in vivo. Errors in upstream structure prediction propagate through downstream epitope or 
immunogen design workflows, potentially leading to misleading confidence in structurally 
optimized candidates [142]. 

7.5. Delivery and Context Dependence 

Even optimally designed antigens can fail clinically due to suboptimal delivery, biodistribution, 
or innate immune activation. While AI-guided lipid nanoparticle and adjuvant optimization is 
advancing, current models often simplify complex pharmacokinetic and immunostimulatory 
processes. As a result, predictions of endosomal escape, tissue targeting, or reactogenicity may not 
generalize across species or clinical settings [143]. 

7.6. Regulatory and Interpretability Constraints 

Deep learning models frequently operate as black boxes, limiting their acceptability in 
regulatory submissions [144]. Although explainable AI methods are emerging, many remain 
descriptive rather than mechanistic, and their outputs may not satisfy regulatory expectations for 
causal understanding or risk assessment. Without transparent model governance and lifecycle 
monitoring, AI-driven vaccinology may face delays in regulatory adoption [145].   
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8. Conclusion: The AI-Driven Era of Precision Immunology 

Artificial intelligence and machine learning have reached a level of technical maturity that 
allows them to contribute meaningfully across multiple stages of vaccinology and immuno-oncology, 
from antigen discovery to formulation optimization and early clinical strategy [146]. The most 
immediate value of these approaches lies not in replacing experimental immunology, but in 
narrowing the design space, prioritizing biologically plausible hypotheses, and reducing 
inefficiencies inherent in empirical vaccine development [147]. 

This review has outlined the emergence of inverse vaccinology as a conceptual extension of 
reverse vaccinology, enabled by generative deep learning architectures capable of designing 
immunogens de novo in response to predefined immunological objectives. Evidence from epitope 
modeling, neoantigen prioritization, and structure-informed protein design suggests that such 
approaches can improve early-stage decision-making, particularly in settings characterized by 
antigenic heterogeneity or patient specificity. However, the translation of computationally optimized 
candidates into durable and clinically meaningful immune responses remains contingent on 
biological context, delivery mechanisms, and host immune state. 

Importantly, current limitations—including biased training data, incomplete representations of 
immune complexity, structural uncertainty, and challenges in model interpretability—constrain the 
predictive reliability of AI-driven vaccinology. Overestimation of model performance or clinical 
readiness risks undermining confidence in computational approaches and delaying their responsible 
adoption. As such, rigorous validation, transparent reporting of assumptions, and integration with 
orthogonal experimental data are essential to ensure that AI functions as a decision-support tool 
rather than a source of false precision [148]. Looking forward, progress in AI-enabled vaccinology 
will depend on tighter coupling between computational design and experimental feedback, 
improved representation of diverse immune populations, and harmonization with regulatory 
expectations. When embedded within multidisciplinary development pipelines, AI has the potential 
to accelerate iteration cycles and support more rational vaccine design strategies. Its long-term impact 
will be determined not by the sophistication of algorithms alone, but by their ability to reliably inform 
biological decision-making in complex, real-world clinical settings. 

The convergence of AI/ML and synthetic biology has deeply altered the trajectory of both 
prophylactic vaccinology and therapeutic immuno-oncology [146].  We are moving away from the 
era of one-size-fits-all public health toward a future of Precision Immunology, where vaccines are as 
unique as the patients they treat [147]. For clinicians, AI provides the decision-support tools needed 
to navigate the complexity of the tumor microenvironment; for drug developers, it offers a fail-fast 
roadmap that reduces capital risk; and for the global community, it promises a more equitable and 
resilient defense against future pandemics [148]. As we refine the mathematical architectures of 
GNNs and Transformers, our goal remains singular: to ensure that the speed of our computational 
discovery is matched by the safety and accessibility of our biological solutions. 
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Abbreviations 
The following abbreviations are used in this manuscript: 

AI Artificial Intelligence 
ML  Machine Learning  
DL  Deep Learning 
CNNs Convolutional Neural Networks  
RNNs Recurrent Neural Networks 
GNNs Graph Neural Networks 
CoP Correlates of Protection 
NLP Natural Language Processing 
VO Vaccine Ontology 
AUROC Area Under the Receiver Operating Characteristic Curve  
HLA Human Leukocyte Antigen  
MHC Major Histocompatibility Complex  
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