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Abstract: Risk assessment techniques have been widely used in edge intelligent control platforms
from security protection to decision optimization. In recent years, many researchers have applied
machine learning or deep learning to risk assessment in edge intelligent control platforms. However,
these approaches face significant challenges, including high computational resource requirements,
high data dependency, and poor interpretability. In this paper, we propose a risk assessment method
for edge intelligent control platforms based on hybrid game theory, which constructs a two-
dimensional security risk assessment framework across cyber and physical domains. The attack tree
model is first utilized to meticulously outline the potential attack paths and integrate the mixed-
strategy game between attackers and defenders at the leaf nodes. Then, through game-theoretic
analysis, the payoff functions of both parties are established, Nash equilibrium is determined to
predict strategic choices, and the fuzzy analytic hierarchy process (FAHP) is combined with the
CRITIC weighting method to quantify the risk associated with each node in the attack tree model.
Finally, the risk values of the root nodes are aggregated to assess the overall security level of the
platform. This approach effectively simulates real-world adversarial interactions and improves the
accuracy and practicality of risk assessment.

Keywords: edge intelligence control platforms; hybrid game theory; risk assessment; fuzzy analytic
hierarchy process (FAHP); CRITIC method; attack tree model

1. Introduction

As edge intelligent control platforms are widely used in critical areas such as industrial IoT and
smart grids, the issue of their security is critical. Platforms face potential threats such as cyber-attacks,
data tampering, and system failures during data processing and decision-making, and these
problems may lead to serious economic losses or even jeopardize public safety. Risk assessment
methods play a central role in safeguarding platform security by identifying, quantifying and
predicting potential threats, providing a scientific basis for formulating protective measures, which
not only improves the system's ability to defend against known threats, but also identifies unknown
risks in advance through predictive analysis. Risk assessment is particularly important in edge
intelligence platforms, which can dynamically identify the risk posture of edge nodes in distributed
environments and optimize security policies, so as to achieve a balance between performance and
security, and ensure efficient and stable system operation.

Traditional risk assessment methods have gone through several stages such as rule-based,
quantitative analysis and empirical judgment. However, they are unable to cope with rapidly
changing attack patterns because they lack the ability to adapt to complex and dynamic environments
and are difficult to update and adjust in real time. In addition, traditional methods are also
incompetent in dealing with the security risks of edge intelligent control platforms, mainly because
edge platforms cannot provide efficient, real-time risk assessment and policy optimization due to
limited resources, dynamic environment and heterogeneous data.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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In recent years, researchers have introduced Deep Learning (DL) into the study of risk
assessment 1. Using the advantages of deep neural networks in feature extraction and pattern
recognition, researchers have developed intelligent assessment models for cyber attack detection,
fault diagnosis and threat prediction. These models are able to automatically extract key risk features
through learning from massive historical data, enabling more efficient threat identification and risk
quantification. These show strong advantages in dealing with systems such as edge intelligent control
platforms, which are resource-constrained, environmentally dynamic, and data heterogeneous.

Current risk assessment methods based on deep learning can be categorized into three main
types: supervised learning, unsupervised learning and reinforcement learning.

Supervised learning mainly predicts and assesses risk events by training labeled data through
deep neural networks 2, and such methods have the advantage of being able to learn accurate risk
prediction models through labeled data, but face the problem of high data labeling costs.
Unsupervised learning is widely used in areas such as anomaly detection and fraud identification by
analyzing the intrinsic structure of unlabeled data 3. Self-encoders and clustering algorithms have
achieved some results in these tasks, especially performing well when data labeling is difficult, but
they face the problems of difficult model evaluation, sensitivity to data noise, and lack of
interpretability in risk assessment. Reinforcement learning, on the other hand, focuses on learning
optimal decision-making strategies through interaction with the environment 4, and is suitable for
dynamically changing risk environments, especially for real-time risk assessment and decision
optimization in complex systems. Despite the high adaptability of reinforcement learning in complex
scenarios, the demand for large-scale data and computational resources is high, and the following
challenges still exist in specific implementation:

(1) High computational resource requirements: Deep learning typically requires huge
computational resources and storage, which may not be feasible for resource-constrained
environments such as edge intelligent control platforms. Especially when deploying these models on
edge devices, computational power and memory constraints may affect the efficiency and real-time
performance of the models.

(2) High data requirements: Deep learning and reinforcement learning rely on huge high-quality
data for training. In many real-world applications, especially when facing new or unknown attack
patterns, obtaining sufficient data for effective training is a challenge. In addition, the heterogeneity
between different data sources may also increase the difficulty of data processing and fusion.

(3) Poor model interpretability: Deep learning models have poor interpretability. In security risk
assessment, the lack of interpretability can undermine trust in assessment outcomes and complicate
the task of tracing and troubleshooting the model's decision-making process during anomalies.

Therefore, in order to make up for the limitations of conventional risk assessment methods, this
paper proposes a risk assessment method based on hybrid game theory for edge intelligent control
platforms, which is applied to edge intelligent control platforms, and the main contributions are as
follows:

(1) A hierarchical risk analysis method based on the attack tree model is proposed, which
reduces the global computational complexity by constructing the element hierarchy in the
information and physical domains and decomposing the global complex problem into local subtasks.
In each sub-task, only the local strategy selection and risk assessment need to be analyzed, and the
end node introduces the mixed game strategy of attack and defense, and the optimal strategy is
obtained by solving the Nash equilibrium point through the finite-dimensional payoff function,
which effectively alleviates the high computational resource demand.

(2) A risk quantification method combining fuzzy hierarchical analysis (FAHP) and critical
synthesis assignment method (CRITIC) is proposed, which improves the model adaptability through
the weighted processing of multi-source heterogeneous data by FAHP and CRITIC, and does not
require large-scale labeled data or high-quality samples, which effectively solves the problem of high
data demand.
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(3) An interpretable attack tree-game theory framework is proposed to visualize the attack path
and hierarchical structure through the attack tree model, so that the source of risk is clearly visible.
The game theory analysis defines the payoff functions of both attackers and defenders, and solves
the Nash equilibrium to clarify the optimal strategy. Combining FAHP and CRITIC generates
transparent and traceable risk values and weight assignments, which provide a clear basis for root
node risk assessment and enhance the interpretability and reliability of the model.

2. Related Work

Edge intelligent control platforms are rapidly developing under the impetus of IoT and 5G
communication technologies, and their applications in industrial automation, smart cities,
telemedicine, and other fields are increasing 12. Edge computing effectively reduces latency and
improves responsiveness by relocating data processing and analysis tasks near the data source, which
is pivotal for realizing the infrastructure of smart cities. For example, edge computing enables real-
time processing of traffic flow data to optimise traffic light control, reduce congestion and improve
road usage 56. Edge computing can also support communication between self-driving vehicles to
ensure driving safety 7. In addition, this technology holds significance in the energy management of
smart buildings by automatically adjusting the working status of facilities such as air conditioning
and lighting through in-depth analysis of the collected data to achieve energy savings and reduce
emissions 8. In the field of security monitoring, edge intelligent surveillance systems can analyze
video streams in real-time, which can quickly identify abnormal behaviours and thus enhance public
safety protection 9.

In the field of telemedicine, edge intelligent control platforms provide real-time and efficient
healthcare services to patients by integrating IoT devices, Al technologies and edge computing
capabilities. For example, through edge computing technology, health monitoring devices installed
in patients' homes can collect health data in real-time and perform preliminary analysis and
processing through edge servers to detect potential health problems and issue alerts in a timely
manner 1011. In addition, edge intelligence can also support remote surgery and diagnosis, enabling
doctors to remotely operate medical devices or conduct condition analysis through high-definition
video transmission and real-time data exchange to provide timely and effective treatment plans for
patients 12. In terms of chronic disease management, the edge intelligence control platform can help
doctors formulate personalised treatment plans and effectively control the development of the
disease through continuous monitoring of the patient's physiological parameters, combined with Al
algorithms for data analysis and disease prediction 13.

In the realm of industrial automation, edge intelligent control platforms enhance data handling
capabilities by relocating computing power from the cloud to the network's edge. In industrial
robotics systems, edge computing enables faster real-time response and network transmission
performance, thus improving productivity and product quality 14. In addition, edge intelligence can
be applied to monitor the condition and perform predictive maintenance on industrial equipment,
thereby minimizing downtime and repair costs through the analysis of sensor data, which enables
timely detection of equipment failures and trends of performance degradation [15]. In the smart
manufacturing process, edge intelligence control platforms are also able to support highly
personalised production processes, adjusting production parameters based on real-time data to
achieve efficient customised production 16.

In addition to this, edge computing is widely used in the fields of agriculture and environment
monitoring and security and privacy protection. In the field of agriculture and environment
monitoring, edge computing can be used to collect and analyse sensor data in real-time, such as soil
moisture, temperature, light intensity, etc., to optimize the agricultural production process and
protect the natural environment 6. Edge computing plays a pivotal role in enhancing security and
privacy safeguards by locally encrypting and filtering data, mitigating the chances of unauthorized
data exposure and safeguarding users' confidentiality 1718.
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While the distributed architecture of edge intelligent control platforms brings the benefits of low
latency and high efficiency, it also faces a number of security challenges. The decentralised
deployment characteristics of edge devices make them more vulnerable to physical attacks, illegal
intrusion and data tampering. This, coupled with the limited resources of edge devices, makes it
difficult for traditional security protection mechanisms to effectively cover them, resulting in
platforms facing risks such as external malicious attacks (e.g., DDoS attacks, man-in-the-middle
attacks), internal security vulnerability exploits, data leakage, privacy violations, and supply chain
security threats. Current risk assessment methods, including traditional security audits, static risk
assessment models, or simple quantitative analysis methods, have some limitations. These methods
tend to ignore the dynamically changing threat scenarios in the edge computing environment and
lack the ability to dynamically monitor and respond to real-time threats. In addition, the assessment
models may be oversimplified and are usually based only on historical data or static rules, making it
difficult to accurately reflect complex system interactions and changes in attacker behaviour. The
assessment process does not have a sufficient understanding of the causal relationships of security
events and ignores the strategic interactions between attackers and defenders, resulting in assessment
results that may not be sufficiently accurate. At the same time, existing methods often neglect the
cost-benefit analysis of security measures and fail to comprehensively consider the economic factors
of risk management.

In view of these limitations, there is an urgent need to develop a new risk assessment
methodology, which should be able to comprehensively consider system dynamics, and strategic
interactions between attacking and defending parties, and incorporate the characteristics of edge
computing in order to enhance the timeliness, accuracy, and practicality of risk assessment. Based on
existing research, this paper proposes a hybrid game-based risk assessment method for edge
intelligent control platforms, which integrally considers system dynamics and environmental
uncertainty, while adopting the distributed architecture of edge computing to achieve fast response
and local optimisation. By introducing game theory to model the interactions between participants,
the approach is able to assess and balance the benefits and risks of different participants under
uncertainty conditions. In addition, by leveraging the swift data processing and robust connectivity
capabilities of edge computing, the method enables real-time and precise risk assessment, thereby
enhancing the overall security and reliability of the system.

3. Methodology

3.1. Overall Architecture

In constructing a security risk assessment system for edge intelligent control platforms, this
study first establishes a hierarchy of elements containing both information and physical domains,
which provides a theoretical basis for comprehensively identifying and analysing security risks.
Subsequently, an attack tree model is used to reveal the potential attack paths of the platform, and a
hybrid attack-defence game strategy is embedded in the end node of the model to simulate the
dynamic game process between the attacker and the defender.

Further, through the analysis of game theory, the payoff functions were defined, and the Nash
equilibrium point was solved to predict the probability of occurrence of the attack behaviours under
different defence strategies, which provided decision support for the selection of defence strategies.
In addition, the risk value of each leaf node in the attack tree is precisely quantified by combining the
fuzzy hierarchical analysis and Critic comprehensive assignment method, which ensures the
scientificity and rationality of risk assessment.

Ultimately, the attack tree approach is utilized to determine the risk associated with the root
cause, allowing for a comprehensive evaluation of the security risk level within the edge intelligent
control system. This assessment offers both theoretical insights and practical advice for developing
effective security safeguards. The methodological framework of this research enhances the precision
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of security risk assessment while offering a fresh perspective on security protection strategies within
the edge computing environment.

3.2. Construct Hierarchical Diagrams

The information domain and physical domain in the edge intelligent control platform are
analysed for security, and the assessment elements are summarized to derive the security risk
assessment elements of the edge intelligent control platform. The information domain is mainly
assessed in four aspects of security, including terminal device security, authentication service
security, access control security, and communication security, which mainly include vulnerability
detection and removal, malicious code detection and removal, online update, software fault tolerance
and attack resistance; configuration management, session management, and identity authentication;
user access control, information access control, and service access control; and communication
integrity and communication confidentiality, for a total of 15 security assessment elements. The
physical domain is mainly assessed from three aspects of physical equipment security, physical
environment security, and physical interface security, which mainly includes equipment
reinforcement measures, physical access control, environmental security (e.g., fire prevention,
waterproofing, and anti-theft, etc.); disaster protection (e.g., earthquakes, floods, etc.), power supply
stability, humidity control, and temperature control; and interface protection mechanisms, physical
interface security, interface access control, etc., with a total of 10 security assessment elements 19.
Construct the above elements into a security risk assessment element hierarchy diagram. The
diagram is illustrated below.

Edge Intelligent
Control Platform
Inlormation Thysical
Domain Domain
Terminal Authentication Access i = Physical Physical Physical
Liqui Serviee Control LO"?“"“FQTIDDS Device Tnterface Environment
i 2 z Seceurily o i . .
Securily Securily Securily 2 Securiry Securiry Seeurity

vulnerability
Session

Management
Identity

Temperature
Control

=
Z

=
=
=}
=

Information
Control
Measures
Physical Access
Control

P
2
4
3

<
5
g

=
=)

Tolerance
Resistance
Verilicalion
Control

Liqui
Reinforeement

Online Update
Environmental
Interfaces Access
Disaster Protection;
Licetricity Supply
Humidity Control

=
=
]
3
Z
©wr
it
&
=
g
=]

Service Access

Conflguration
Management

Malicious code
Software lault

1
E]
3 e
g |z
5 |&
3| |5 £
3| 12
=
=

Figure 1. Hierarchical Structure of Security Risk Assessment Elements Including Information Domain and
Physical Domain Based on Edge Intelligent Control Platform.
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4. Experiments

4.1. Attack Tree Game Theory Convergence Assessment

4.1.1. Modelling the Attack Tree

First, critical assets and potential security targets of the edge intelligent control platform are
identified, which become the root nodes of the attack tree. Next, possible means and methods of
attack are analysed and these are added to the attack tree as intermediate nodes. These intermediate
nodes represent the possible strategies and steps that the attacker may take to achieve the goal.
Further, each intermediate node is refined to unfold specific attack behaviours or conditions to form
leaf nodes. In these leaf nodes, attack and defence hybrid game strategies are introduced, mimicking
the interactive decision-making dynamics between the attacker and the defender. The attacker will
consider potential defences when choosing an attack path, while the defender will optimise its own
defence strategy based on the potential behaviour of the attacker.

In this process, the construction of an attack tree model is required. To comprehensively assess
risks associated with the edge intelligent control platform, it is essential to consider both the
information and physical domains. Therefore, modeling is required at three distinct levels: the
physical tier, the transmission tier, and the decision-making tier. Assuming that the entire Edge
Intelligent Control Platform consists of nS sensors, nh controllers and na actuators, abstracting
these Edge Intelligent Control Platform components with the network vulnerabilities they have as
Sensor Nodes, Controller Nodes and Actuator Nodes collaborate in modeling the Edge Intelligent
Control Platform, which comprises a variety of nodes as follows:

§ = {51,52,...,5n} 1)
h={h,ha,...,Hw} @)
a={a,a,...,anu) 3)

In the Edge Intelligent Control Platform, the attack tree structure is designed as shown in Figure
2. The root node is for the normal operation of the whole platform, the intermediate nodes are
abstracted from the ‘with” “or” relationship, encompassing the controller layer, actuator layer, and
sensor layer. Meanwhile, the leaf nodes signify the physical components involved in a specific attack
event, i.e., the sensors that the attacker may attack, actuator or controller node that the attacker may
attack. The ‘with’ node satisfies the attack condition if and only if all branches of the ‘with’ node are
successfully attacked; and as long as a branch under the ‘or’ node is successfully attacked, the ‘or’
node will be attacked. The ‘or’ node satisfies the attack condition as long as one branch under the ‘or’
node is successfully attacked. In these leaf nodes, hybrid attack-defence game strategies are
introduced, mimicking the strategic interactions and decisions exchanged between the attacker and
the defender. The attacker will consider potential defences when choosing an attack path, while the
defender will optimise its defence strategy based on the potential behaviour of the attacker 20.


https://doi.org/10.20944/preprints202502.2083.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 26 February 2025 d0i:10.20944/preprints202502.2083.v1

7 of 13

Normal Operation of the
Entire Platform

root node

Information
Domain

Physical
Domain

L intermediate node

Physical
Environment

Access Control

Authentication
Service Securi

Physical Device

W Communications

|
H S ,
' Malicious L Denial of N Physical 2 .
E Man-in-the- | . Physical Tnteitons : - leaf node
' :

'
: :

Software - Service [Physical Theft Destruction
Attaclk Attack - Attack

Offensive and Defensive
Confrontation
e I B A B g
i Intrusion Access Hotfix i
: Detection Control Technology ;
'

Figure 2. Attack Tree Model of Edge Intelligent Control Platform.

In the attack tree, a hybrid strategy combining both attack and defense is integrated into the leaf
nodes 21, enabling the simulation of the game between the attacker and the defender.

4.2. Game-Theoretic Nash Equilibrium Defence Strategy Probability Analysis
Define the attack and defence game models at the terminal nodes of the attack tree:

ADGM ={0,V,n,Z} @)

Where, 0= (OA” Ob e), denotes the participant who masters multiple activities in the game, the
subscript At denotes the attacker, and the subscript De denotes the defender; V' = {VAt,VDe}, where

VA,={W,1,W,2,_,_,W'”} , VDe={vpel,v@z,.--,v[k"}/ m denotes the attacker's possible m kinds of

attacking actions in the course of the game, and 7 denotes the defender's possible 7 kinds of
defending actions in the course of the game; n:{m,,me} denotes a specific decision made by the

attacker and the defender during the game, if multiple actions are distributed with a certain
probability as a mixed strategy, then 7. = {p(vA,‘), p(v,“z),..., p(vA,”’)}, p(w,”’) is the probability that
the attacker performs a certain action, .= {p(VDel), p(VDgz),. e p(vDE”)}, p(v[,g”)is the probability that
the defender performs a certain action; Z = (ZA[, ZDe) denotes the rewards forthe two opposing sides

at the conclusion of a game vary based on the strategies employed. Furthermore, if the game involves
mixed strategies, then Z is in the form of a payoff matrix.
Constructing different attack and defence gain function calculations is defined as follows:

(1) Establish the defender's benefit function, which quantifies the defender's payoff and is
calculated as follows:
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RFp=(1-9)x(1-0)SL—9SL — DR ©)

Where 9 is the success rate of different attack methods against different defence methods,
1-9 is the probability of success of such defence methods, v is the gain factor of the indirect
return gained from the failure of such attack methods, DR represents the cost of the defence
methods, i.e., the cost of adopting a certain defence method, and SL is the loss that may be
caused by the attack method corresponding to the defence method at this time. The gain function
for a defence method is obtained by subtracting the gain from the success of this defence method
from the gain from the attack if the defence fails, and subtracting the cost of this defence.

(2) Define the attacker gain function RF"4, which represents the attacker's gain and is calculated as
follows:

RFA=9SL—(1-9)uSL— AR ©)

Where ¥ is the probability of success of such an attack, represents the cost of the attack, i.e.,
the cost of employing a particular attack, and 0 is the payoff factor of the indirect payoff
gained by the failure of such an attack. The profit function for an attack method is calculated by
subtracting the indirect benefits of a failed attack and the cost of the attack from the rewards of
a successful attack.

Determining the payoff functions of the attacker and the defender allows for the solution of the
unfolding attack-defence game. The Nash equilibrium is solved for the probability probabilities of
the decisions of all participants. In the Edge Intelligent Control Platform game, the assailant and the
guardian each take their optimal strategies to form a strategy combination (;zj,, ;z;,), where 7, isthe
assailant's optimal counter-strategy against the defender's strategy s, , and TTne signifies the

guardian's best defensive response against the assailant's strategy 7[2, , i.e, for any p(v,,,’")e Tt ,

p(va.”) € ., is satisfied:

ZAt(;z:, ; ﬂZE)Z ZAt(p(vA,m), p(vDe"))
@)
Zod s 700) 2 Zod plya), plvn”))

Therefore strategy (ﬂ':,, 7[2) is a solution to the Nash equilibrium of the offensive and defensive

game model ADGM .

For the mixed-strategy model, the game actions of the attacker and the strategist are a probability
distribution, and if the attacker's strategy is .= {p(wl), p(vf) s P(wm)} , and the the guardian's

tactical approach is 7. = {p(va), p(vof),. - p(vm,")}, the payoff functions (Zx, ZDe) for both the assailant
and the guardian, when considering mixed strategies, will constitute a payoff matrix.
Zanr cc Zaa Zpet1  ***  ZDelm

Zu=| + ..t |, Zpe=| : -. i |, wheree, Zo.n denote the respective gains for
Zamy *c Zdmn Zpent  *** ZDenm

the assailant and the guardian after selecting the respective attack and defence methods. For both the
attacker and the defender, the overall expected gain function is:

Zu (p (VArl)’ p (VDaj )) = g él P (VAri)P (ngj)ZAtij (8)
Zodp(.") p(va?))= £ 3 p(o. (v )z )

i=1 j=1

Where p(wf) describes the probability that the assailant choose a specific attack behavior i
and p(VDj ) denotes the probability that the defender picks behaviour j .

d0i:10.20944/preprints202502.2083.v1
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If the following two equations hold for any p(w,") and (/) , then p*:(p(w,*), p(v,,‘,*)) is
called a solution of the mixed strategy Nash equilibrium, where P(vm*) can be regarded as the
attacker's probability prediction of his behaviour, indicating which attack method the attacker may
adopt, and p(vpe*) represents the defender's probability prediction of his behavior, i.e., the

defender's possible defence method.

Zulplo) o’ )2 Zulplo') (o) (10)

Zoplv.) ()2 Zod(plv ) plva)) (11)

4.2. Combined Fuzzy Hierarchical Analysis and Critic’s Method for Assigning Attack Tree Risk Assessment

4.2.1. Fuzzy Hierarchy Analysis

To correctly assess the influence of various defence modalities on leaf nodes, a blend of
subjective and objective approaches is used to ascertain the significance of each defence modality and
to overcome the limitations of a single assignment.

Fuzzy hierarchical analysis represents an evolution of the traditional hierarchical analysis
(AHP). It mainly solves the problem of weight allocation in the decision-making process when the
evaluation factors are affected by subjective judgement and uncertainty. FAHP allows decision
makers to use fuzzy language to express evaluation opinions 22, such as ‘slightly important’, ‘very
important’, etc., so that qualitative evaluation can be transformed into quantitative data, enhancing
the flexibility and realism of the decision-making process. Qualitative evaluation is transformed into
quantitative data, thereby enhancing the adaptability and realism of the decision-making procedure.

The procedure for implementing the FAHP involves the following steps:

(1) Determine the evaluation indicators and hierarchy. First, based on the characteristics and
potential threats of the edge intelligent control system, the specific elements of the evaluation
are defined, such as the danger of data breaches, threats to physical security, and risks of access
control. Construct an evaluation hierarchy, which usually includes a target layer (e.g., overall
platform security), a criterion layer (e.g., the effectiveness of security control measures), and an
indicator layer (e.g., soundness of specific security configurations).

(2) Establishment of a hierarchy model. Based on the hierarchy diagram determined in the previous
step, a hierarchy model is established, i.e., each factor is arranged into multiple levels in
descending order, and a hierarchy containing guidelines, sub-criteria and leaf nodes is formed.

(3) Establishment of judgement matrix. For the relationship between each level, using the 0.1-0.9
nine scale method, a judgement matrix is established, resulting in the construction of a fuzzy
judgement matrix denoted as A = (Cl[j)n «n . As illustrated in Table 1. If the elements in the fuzzy
matrix A adhere to the equation aj+ai=1, then A is deemed a fuzzy complementary
matrix at this time.

(4) Establish a fuzzy consistency matrix. Firstly, the fuzzy complementary discriminant matrix A
is built, and then its consistency test is carried out, which is finally transformed to the fuzzy
consistency matrix R .‘When comparing two factors, the subjectivity of the judgement and the
complexity of the issue affects the need for a consistency test of the discriminant matrix to
guarantee the accuracy of the evaluation outcomes. Then, each row of the fuzzy complementary
matrix A is summed to obtain a fuzzy consistency matrix R=(rij)n<., ie. r= zaik
(i =1,2,...,n), and through the process of mathematical transformation r, = nen

matrix R is obtained. 2(n~-1)
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Table 1. Nine Scale Quantity Scale of 0.1-0.9.
judgment . .
Jacs Meaning and explanation
scale
05 equally important
’ the two influences are equally important in comparison
slightly important
0.6 one element holds slightly greater importance compared to the other when comparing

the two influencing factors
more important
0.7 one element holds more greater importance compared to the other when comparing the
two influencing factors
very important
0.8 one element holds considerably greater importance in comparison to the other when
comparing the two influencing factors
extremely important
0.9 one element holds extremely greater importance in comparison to the other when
comparing the two influencing factors

inverse comparison
0.102

0304 When element @i is compared with gj to get r;, then the comparison between element

aiand a; yields ajudgment that rj=1-ry

(5) Calculate the weight vector. Using the method of fuzzy mathematics, the judgement matrix is
converted into a fuzzy judgement matrix, and the weight vector for each level is calculated.
Determine the weights of matrix R using the weight calculation formula
W=—- 1 +—e Zn: rij , then multiply the weights of first- and second-tier indicators separately,
and a?;grggate #eniTevel by level to finally get a comprehensive weight.

4.2.2. CRITIC Method

The CRITIC method provides a comprehensive assessment of the objective weighting of
indicators, considering both the comparative strength among the evaluation indicators and the
conflict they exhibit. The CRITIC method factors in both the variability of the indicators and the
correlations between them; the greater the variability and the more significant the correlations, the
higher the importance assigned. This approach exclusively relies on the inherent attributes of the data
for scientific evaluation purposes.

Comparative strength pertains to the extent of value variation among evaluation programs for
a given indicator, quantified by the standard deviation. A larger standard deviation signifies greater
fluctuation, indicating a wider disparity in values among programs, which in turn results in a higher
weighting.

The conflict or interplay between indicators is represented by the correlation coefficient; if there
is a strong positive relationship between two indicators, the less they conflict, the lower the weight
will be.

In the context of the CRITIC method, when the standard deviation remains certain, lesser conflict
or correlation between indicators results in a smaller weight being assigned to them; the greater the
conflict or correlation between indicators, the greater the weight given to them; furthermore, as the
positive correlation between the two indicators intensifies (approaching a correlation coefficient of
1), the conflict diminishes, suggesting a higher degree of similarity in the information they provide
when assessing the strengths and weaknesses of the programme.

The steps of the CRITIC method are as follows:

(1) Normalization of indicators. To mitigate the impact of different scales on evaluation outcomes,
it is crucial to conduct a dimensionless processing of the indicators. The CRITIC weighting
method typically employs either positive or negative scaling, and standard deviation is not
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recommended due to it results in all standard deviations becoming unity, i.e. when the standard
deviation of all the indicators is identical, the volatility indicator being meaningless. According
to the correlation between the indicators and the security of the edge intelligent control platform,
it can be seen that the selected indicators are positive indicators, i.e., the values of these
indicators increase positively when the security level of the edge intelligent control platform is
higher. It is processed to be positively oriented:
, Xj — X min
Xj=—"—"— (12)

X max— X min

Where X represents the original value, x'; denotes the processed value, and Xmax and X min
correspond to the highest and lowest values among the indicators, respectively.

(2) Analyse the variability and conflict of indicators. Measure the standard deviationd for each
indicator and use correlation analysis to analyse the conflict between two indicators. The
quantitative formula for conflictability is:

Ri=Y" (1-r) (13)

Where rij represents the correlation coefficient between evaluation indicators i and J;and
m denotes the total number of evaluation indicators.

(3) Calculate the objective weights of the indicators. Assess the information content for each
indicator and derive the impartial weight W¢ for each. The calculation formula is:

C=Rx& (14)
Cj
Wc' =
i " (15)

i=1

4.2.3. Integrated Empowerment

Determine the weights of the indicator combinations through the combination assignment
method. Through the combination assignment method, the subjective weight Ws obtained from
the fuzzy hierarchical analysis method and the objective weight W obtained from the CRITIC
method are combined to calculate the combination weight, which improves the reasonableness of the
result. The formula for calculating the combination weight wj is:

_ Waj X WL_'j
Zil Waj X Wcj

W (16)

The fused weights are applied to the leaf nodes of the attack tree model, and the risk assessment
for each node is determined by combining the benefit function and occurrence probability of the
attack defence strategy of each node. The risk value of the root node can be solved according to the
‘and’ ‘or’ connection relationship in the attack tree, and the overall risk level is determined by the
proportion of the risk value of the root node to the risk value of the entire edge intelligent control
platform.

5. Conclusions and Future Work

Driven by the Internet of Things (IoT) and 5G technologies, risk assessment of edge intelligent
control platforms has become a research topic that cannot be ignored. The risk assessment method
based on hybrid game theory proposed in this paper is an important supplement to the existing suite
of security risk assessment instruments. Through in-depth theoretical analysis and model
construction, this study successfully applies hybrid game theory to the risk assessment of edge
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intelligent control platforms, providing a new theoretical tool and analytical framework for
understanding and predicting the dynamic game between attackers and defenders.

The two-dimensional security risk assessment framework constructed in this paper not only
covers the information and physical domains but also meticulously depicts the potential attack paths
through the attack tree model, making the risk assessment more comprehensive and in-depth. In
addition, by defining the benefit functions for both the attacker and the defender, and solving the
Nash equilibrium point, this study can predict the probability of occurrence of attacks under different
defence strategies, which provides scientific decision support for the selection of defence strategies.

Although the theoretical models and methods in this study are conceptually sound, they may
encounter many challenges in practical applications. The focus of future endeavors will be on the
following aspects: firstly, further optimization of the model to improve its applicability and flexibility
in different application scenarios; secondly, exploring the integration of Al and machine learning
techniques with risk assessment models to achieve smarter security management; and finally, the
integration with real security scenarios will be strengthened, and the theoretical model will be
validated and improved through collaboration with industry partners.
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