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Abstract

Network access control and identity legitimacy verification have been implemented by establishing
a secure foundation for the trusted establishment of communication entities. However, successful
identity authentication alone does not guarantee secure communication. In open-network
environments, it remains essential to establish a secure session key via a robust key agreement
mechanism—one that prevents explicit disclosure of identity information while ensuring post-
quantum security. To address these requirements, we propose a lattice-based key agreement
protocol. The protocol integrates identity binding, implicit authentication, and session key
establishment into a single ciphertext exchange. Furthermore, it supports secure key evolution and
revocation verification through a version-control mechanism and a blockchain-maintained
revocation list—thus realizing a comprehensive, post-quantum-secure key agreement scheme under
reasonable computational and communication overhead.

Keywords: lattice-based cryptography; post-quantum key agreement; identity-based encryption;
implicit authentication; version control

1. Introduction

With the rapid proliferation of open network paradigms—such as the Internet of Things (IoT)
and the Internet of Vehicles (IoV)—terminal security communication imposes increasingly stringent
requirements on out-of-the-box key agreement protocols. Such protocols must not only guarantee the
confidentiality of session keys and the trusted binding between negotiating parties but also exhibit
robustness against active adversaries [1-3]. Moreover, the advent of quantum computing poses a
fundamental threat to classical public-key cryptosystems rooted in the hardness of discrete
logarithms and large-integer factorization [4-6]; consequently, post-quantum cryptography (PQC)
has become an indispensable foundation for secure protocol design [7,8].

Although existing key agreement frameworks offer distinct advantages, they face inherent
structural limitations when deployed in open-network environments: certificate-based or explicitly
signed schemes introduce substantial maintenance overhead and interactive complexity due to
authentication chain management; certificateless and identity-based approaches often necessitate
explicit identity disclosure or reliance on a centralized authority. Furthermore, revocation and
rekeying mechanisms remain largely ad hoc and poorly integrated into the core protocol logic,
thereby introducing unnecessary latency and operational complexity [9-12]. Atits core, this challenge
stems from the difficulty of simultaneously embedding multiple cryptographic semantics —including
identity binding, implicit authentication, session key establishment, and revocation-aware key
updates—within a single, lightweight negotiation round, while satisfying both post-quantum
security guarantees and minimal interaction requirements [13]. Thus, designing a post-quantum key
agreement mechanism that harmonizes strong security properties with practical deployability has
emerged as a critical and urgent research problem [14-16].
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To address the aforementioned challenges, this paper proposes a key agreement protocol built
upon a post-quantum identity-based matching encryption framework. The core idea is to tightly bind
session key derivation material to the peer’s identity and integrate ciphertext exchange directly into
the protocol flow —thereby enabling the receiver to simultaneously achieve identity binding and
implicit authentication during decryption. Furthermore, a two-way confirmation mechanism is
employed to mitigate the risk of unknown key-share attacks. By virtue of this design, the protocol
unifies three critical functionalities —post-quantum-secure identity binding, implicit authentication,
and update/revocation management—into a single, coherent negotiation process, thereby striking an
effective balance between security guarantees and practical deployability. At the theoretical level, the
protocol provides a unified security model capturing multiple security goals—including forward
secrecy, mutual authentication, and resistance to unknown key-share attacks —under standard post-
quantum assumptions. At the application level, its computational cost is dominated by parallelizable
linear-algebraic operations, making it well-suited for a broad range of general-purpose deployment
scenarios [17,18].

The main contributions of this chapter are as follows:

® Identity-binding implicit authentication negotiation mechanism. We propose a key
agreement protocol grounded in a post-quantum identity-matching encryption framework. This
design tightly couples session key establishment with peer identity binding within a single
ciphertext exchange, thereby eliminating the need for separate authentication steps. Crucially, a
mutual confirmation mechanism mitigates risks associated with negotiation deviations—such
as unknown key-share attacks—by ensuring both parties cryptographically verify each other’s
identities and contributions to the shared key.

® Version control update and blockchain revocation mechanism. We introduce a version-driven
key evolution strategy that synchronizes cryptographic material updates across distributed
endpoints without requiring additional protocol rounds. Furthermore, we design a
decentralized revocation infrastructure wherein a tamper-evident revocation list is maintained
on a permissioned blockchain. This enables transparent, auditable, and trust-minimized
verification of key status, supporting secure and scalable key update and revocation
management.

® Security and performance demonstration. Under a rigorously defined security model—
including formal treatment of forward secrecy, mutual authentication, and resistance to post-
quantum adversaries—we provide a comprehensive security proof. Performance is
quantitatively assessed in terms of computational latency and communication bandwidth.
Experimental results show an average computational overhead of less than 100us per protocol
execution and a total communication cost of approximately 17.1 KB—demonstrating that the
protocol achieves full security functionality with only moderate, practically viable resource
consumption.

2. System Model and Security Objectives

2.1. System Model

This section examines a generic two-party key agreement protocol involving a protocol initiator,
denoted as party A, and a responder, denoted as party B. The two parties exchange messages over a
public channel and — despite operating independently —ultimately derive an identical session key K.
The public channel is assumed to be fully adversarial: all transmitted messages may be subject to
eavesdropping, replay, tampering, arbitrary delay, or injection of forged messages [19]. The
underlying system model is illustrated in Figure 1.

To achieve key agreement without the constraints of a traditional certificate system while
maintaining identity binding, the system also introduces a Key Generation Center (KGC) as an entity
for initialization and key derivation [20-24]. The KGC's responsibilities are limited to performing
system initialization, publishing the system's public parameters mpk, and holding the master secret
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key msk. It also distributes identity-related key material based on msk for user identities, which is
only held by the KGC [12]. The KGC does not participate in the online interaction process between
the two parties, does not come into contact with session keys, and does not need to be available online
during the session.

Each user holds two types of key materials in the system:

®  System public parameters, which are the public keys mpk generated by the KGC.
® Identity-related key material (ek;;, dk;;), derived by the KGC according to the user's identity and
(mpk,msk), for use by the user in the session.

During the session execution, both parties will also sample temporary random quantities and
derive the final session key by KDF derivation. Temporary quantities are used to ensure forward
security and session uniqueness. In order to support natural key rotation and state synchronization,
this protocol introduced version vector VEZ;, and injected version vector and identity into the
underlying lattice structure, so that the version information really participated in the matrix operation
rather than staying in the additional field of the protocol layer.

Implicit Authentication Key Exchange

Implicit Authentication Key Exchange
User A User B

Figure 1. System model.

2.2. Security Objectives

Under the aforementioned system model and the potential threats to the network, the key
agreement protocol proposed in this section must satisfy the following security requirements:

® Session key confidentiality. Forany PPT adversary Adv, the advantage of distinguishing a real
session key from a random string on a fresh session is negligible.

® Implicit authentication. If one party outputs a session key K, only entities that match the
identity tag of the peer and hold the corresponding key material may output the same one K. In
other words, key consistency on its own constitutes authentication, without the need for an
additional signature or certificate.

® TForward security. After the session is finished, an adversary can obtain the key of each
participant without recovering the previous session key. This property is guaranteed by the
binding of a session temporary random quantity KDF to a function.

® Key Separation and Version Evolution Consistency. Key materials associated with different
protocol versions are strictly isolated from one another in the key agreement process.
Consequently, compromise of an older version’s keying material must not enable derivation of
session keys for newer versions [25]. Furthermore, version identifiers are explicitly incorporated
into both the key derivation function and the ciphertext structure, enabling both parties to
transition synchronously to a new version within the same time window —without requiring
additional protocol interactions.

2.3. Security Model

Security proof parties include challenger C and adversary Adv. The challenger C simulates
system initialization, key generation and protocol execution, maintains the system master key msk
and provides public parameters mpk to the adversary [26-28]. The adversary Adwv controls the
public channel, and can passively eavesdrop, actively tamper with and replay protocol messages,
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and query several keys or session information according to the model. In order to characterize the
adversary capability, the oracle is defined as follows:

® Setup(1"): Challenger C runs system initialization, generates (mpk,msk), returns mpk to Ado,
and saves msk to itself. Setup only needs to be used once in the same system.

® EKGen(id): Encryption key query, the challenger C gives the id decryption key ek;; to Adv.

® DKGen(id): Decryption key query, the challenger C gives the id decryption key dk;; to Adv.

® Send(U;msg): In active interactive query, the adversary sends a message msg to user U;,
and the challenger returns the response information as stipulated by the protocol.

® Execute(A4;B;): Passive eavesdropping query, which returns the complete data of an hone
st execution, is equivalent to passive eavesdropping by the adversary.

® Reveal(ll;): Returns the session key if the session instance has accepted and output the se
ssion key, otherwise returns L.

® Test(U,): If U; is fresh, the challenger takes bits randomly b&{0, 1}. b=1: return the real sess
ion key K; b=0: return a uniformly random string of equal length. The adversary outputs
a guess, b” and if b™=b it does, it wins.
Define a session instance U; as fresh if and only if:

® Not U; initiated by a Reveal(U;) pair;

® Not initiated V; for its matching session Reveal(V));

® The adversary Adv is not allowed to simultaneously obtain all the long-term or tempora
ry secrets necessary to lead to the direct computation of the session key.

3. Concrete Schemes

Before giving the calculation process of each stage of the protocol, the main symbols and
meanings used in this section should be agreed upon (refer Table 1.) to avoid repeated explanations
in different stages. The procedures of initialization, registration, negotiation, and revocation are then
described in chronological order.

Table 1. Model dataset.

Symbols Meaning Symbol Meaning
ek; The user's encryption dk; , The decryption key for the user under the versioniv
Vv key i Hy() Zi—1Ly
Hy() Version number H,() 01y -z
Zgn _}Z?m

3.1. Initialization Phase

The initialization phase is performed by KGC and is used to generate the public parameters as
well as the master key (mpk, msk).

® KGC selects parameters (g, m, n) with noise distribution x, norm bound and function
W(V), and selects hash function H;, H,, H,, as well as KDF function (HKDF-SHA-256).

® KGC calls the trapdoor generation function LTrapGen(q, n) to generate (Ag, Tag), (A Ta),
where Ay A€Zy™, Tao Ty€Z; "are the corresponding trapdoors.

® KGC randomly samples A;BEZ;™ and vectors u)€Z;.

® Output mpk=(Ay,A1,A Bug,Hy,Hy Hy,q,n,mW(V)), msk=(T 49, T4). mpk is the shared public par
ameters uploaded to the block chain and only saved by KGC.
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3.2. Registration Phase

The registration phase takes place in a secure channel. The registration phase takes place in the
secure channel. Taking the user with the identity id; as an example, it is described as follows.

® The user sends its identity id; to KGC to initiate a registration request, and KGC verifie
s the legitimacy SamplePre(T4,H(id;)) of the user's identity and invokes the generation
of the user's public key ek;..

® Where v = [#/A], is the current Unix time (s), A is the length of time window (24h), calc
ulate the current version number V = H,(v), construct T =id;| |V and set clock tolerance
W) ={V—-1V,V+1} to avoid failure caused by clock drift.

® Calculate F.=[Al A;+H,(1)-B]€Z;"

®  Generate dk;, by SampleLeft(Ay A1, Tagupid;) with trapdoor T,y and make dk;, satisfies

F. dk; ,=uy(mod q) 1)

® The KGC returns (ek;dk;,) to the user through a secure channel, and registers the regist
ration commitment information (such as identity commitment and version commitment)
related to the user on the blockchain for subsequent revocation verification.

3.3. Implicit Authentication Negotiation Phase

This phase is conducted in the public channel, and any adversary can monitor, intercept and
other attacks on the communication between users [29]. The description of this phase takes users A
and B as an example, as shown in Figure 2. In this phase, we assume that both users A and B have
completed registration, user A holds (idy, ek, dk,), user B holds (idp, ekg, dkg), and both parties can
query the revocation list maintained by the blockchain.

® Step 1 (A—B): User A initiates a session with user B and does the following:
(1) User A computes v = |V/A],V=H,(v). If A queries that the current version of the revocatio
n list exists, the communication is terminated.
(2) A sampling M ,<{0, 1}, SaA EZ;‘, noise value x4 €y, noise vector y A €x™, random matrix R,
(-1, 1}™™, construction T,=idgl V.
(3) Calculate
Foa=[AglAs+H,(T4)B] (2)

i ®)

c1a=Frasat [Rgf;/A
(4) Let Am=[q/21J, calculate
Con=tg s a+x 4+, Enclnt(My)+|| A eky]l, €7, 4)
Where Enclnt(M)€{0, ..., 27"} is an encoding that interprets 1 bits as integers.
(5) Witness wy=(id,, ek,), generate the consistency proof m,=P(y L Wa) and ¢t =(v, coa, C14, TTA)-
(6) msg,=cty will be sent to B.
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User A User B

v=|t/A], V=H,)

M, e{O,l}I,sA Ly 1y,
R, {-L1"" 7, =id, |V
FM:‘:A(] ‘A1+Hz(74)'3]

clAszT'SA'{R ;}i{y :|
4 Vs

Cou = uOT S XA, -EncInl(MA)+HA ek, H2

w,=(id ,ek,), m,=P(y,w,)

ety = (1,045, 457,)

msg, =ct,

Verify v, 7, in cf,

z=c,,—dky," ¢, ~[H,(id,)], modg
M, = Declnt(| z/ A, )mod2'

M, e{O,l}’,sB L xy =y e 1

Ry (LU} 7y =id, ||V
Fy=[ 4|4 +H,(z,)-B]

Cip =FTBT 'SB+|:R i}lfy }
3 Vb

Cop =ty Sy + Xy + A, - Enclnt(M ) +[4- ek,

wy = (idy,eky) 7, = P(yy,w,)

€ty = (V,Cop5Ci557T5)

msg, =cty

Verify v, in cty

Z=Cyy —dkAy,,T “Cp —HHl(l'dB)H2 modg

A//I\B = Dec[nt({z /A, J) mod2', th=H(msg, || msg,)
T,=HMAC("KC1"||V || th)

7,

>
14

th= H(msg, || msg,), T, = HMAC("KC1"||V' || th)

If T,=7T,, compute T, = HMAC("KC2"|| V' || th)
K=HKDF(M , || My, H(ct,||cty),V ||id, ||idy ||th|| L)
T,

B

Verify 7, andcompute K
Figure 2. Flow chart of implicit authentication negotiation.

® Step two (B—A): User B decrypts and responds after receiving the message msg,.

(1) Parse cts=(v, cpa, €14, T4), verify vand 7y, terminate if verification fails.
(2) B Select V' e W(V), first V' =V, calculate
z = cop—dkgy 14~ I|Hy(id )|, mod g (5)
(3) Order A,=|q/2'|, resume My=Declnt(|z/A,,]) mod 2'. If My so L, V' replace repeat (2) up
to three times and terminate if it still fails.
(4) B sampling Mp<{0, 1}, s €Z;, noise value xz€y, noise vector y X", random matrix Rz€
{=1, 13™™, construction tg=id4 ||V, calculation F,z=[A|A;+H,(15)-B].

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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(5) Computation

c1p=Frp s+ [ zB ] (5-6)
RB yB
cop=up sp+xp+A,, Enclnt(Mp)+|| A ekg|, €7, (5-7)

(6) Witness wp=(idp, ekp), generate proof mp=P(y,, wp)ctp=(v, cop, c1p, Tp) Of consistency.
(7) msg,=ctp will be sent to A.

® Step 3 (A—B): User A decrypts the message and generates a key confirmation to sen
d to B.

(1) Parse ctg=(v, cpp, c1p, g), verify v and mg, terminate if verification fails.
(2) A Select V' e W(V), V" =V, calculate
z = cog—dkp v c1p-I1H;(idp)|l, mod q (5-8)
(3) RecoveryMp=Declnt(|z/A,,]) mod 2'.1f My is L replaceable V" repeat (2), up to three times,
still fail to terminate.
(4) Computed th = H(msg, |Imsg,) and T,=HMAC("KC1"|1VIIth) will be sent to B.

® Step 4 (B—A): User B verifies the key confirmation and sends back the confirmation.
(1) B similarly calculates th = H(msg,||msg,), Ta’=HMAC("KC1"||V1Ith), and verifies T," and
T, are equal. If not, terminate. Tp=HMAC("KC2"||V|1th) will be sent to A after succes
sful verification.
(2) Calculate the session key with the key derivation function
K = HKDF (M4 | IMp, H(ctal lctg), VI lid 1 lidgl 1th] IL) )
® Step 5 (A) : A calculates the session key K after successful verification Tg. After the
verification passes, both parties confirm that they share the same session key, and th
e session is established.

3.4. Cancellation Phase

The revocation phase is used to invalidate the user's identity after the specified version in time,
so as to prevent the user from continuing to participate in the negotiation when there is a violation
or key material disclosure. Once a certain status in version V, has been revoked, the identity from
V, within (including V,) in the subsequent session shall be rejected. This phase is illustrated by an
example of the revoked user identity id,;.

® KGC retrieves the pertinent registration records from the blockchain using the id;, appen
ds the identified revoked version V, to the revocation list RL, and then propagates the
updated RL to the blockchain—thereby ensuring that all participants can consistently ac
cess the most current revocation status.

® Once the revocation record (id;V,) has been committed to the blockchain, any honest user
querying this record at version V=V, must refuse to establish a session with entity id;. If t
he peer’s identity is discovered to have been revoked during the session negotiation proce
ss, the current session must be immediately terminated, and no further message exchange
s or key derivations shall proceed.

3.5. Correctness Proof and Noise Bound

Let z=c0—dk€ c;=/fH(id) [}, (mod q), cy, c; will be expanded to be obtained
z=A,,-M+e (mod q) (10)

Where, the noise direction is
Y .
== (i, for oAkl )y (1)

Since decryption relies on rounding M=|z/A,,], a sufficient condition for correctness is
lel<(A,,/2 ), where Am=[q / ZZJ. Equivalently, in the modulo g sense, the perturbation introduced into
A,,*M must remain strictly within half a quantization step to ensure correct recovery of M.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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In order to give operational parameter constraints, |e|upper bounds can be estimated for.
|x|<B,A noise meet, and a short vector boundary, is||y||wSByI|dkv||1SBe, then

ke [ Dt 7,

Since R&f~1, 1™, there are||RT-y”wS”y”lSm||y||wSmBy, therefore,
y
Il

lA ekl =l Hy (id)|l ;<N A ekll o+ Hy (id)l| ;B ap+By (14)
Where Bg2||A-ek|l,, By=||H;(id)]|,is the bound that can be given by the parameter and the hash
output range. In conclusion

(12)

y
SmBy:\|(dkv, [RT-y]) <B,mB, (13)

In addition, there are

le|<B,+(B,;mBy)+(Bp+Bp) (15)
So as long as the choice parameters meet

1
B, +B.mB,+Bp+By<s|q/2']  (16)

And can ensure the correct M and ensure the consistency M, Mg of the agreement the two
sides of consistency with the session key.

4. Security Proof and Analysis

4.1. Security Proof

Theorem 1: Under the random oracle model, the hardness assumption underlying the lattice-
based difficulty hypothesis implies that any probabilistic polynomial-time (PPT) adversary’s
advantage in attacking the protocol proposed in this paper is negligible.

Adv(A) < Adv™P(B)+Adv™ "8 (B,)+negl(A) (17)

Among them, Adv™P(B,) denotes the adversary’s advantage in distinguishing the challenge
ciphertext—encrypted under the real session key—from a uniformly random string of the same
length. Adv™$°(8) denotes the adversary’s advantage in generating a valid ciphertext that decrypts
and verifies correctly under the receiver’s decryption key, despite being injected adversarially. The
following use Game-hopping to prove.

Game Gg: A real-world round-optimal (RoR) game, in which a challenge session is executed on
both sides via ciphertext exchange (recall the ciphertexts My, My). The session key is ultimately
derived through mutual agreement, computed as a deterministic function of the concatenation
M IMp. Let Succ; denote the event that the adversary correctly guesses the test bit in game G:.

Game Gu: Only the challenge phase is modified in Game Gi. Specifically, the plaintext
contribution M, of user A—embedded in ciphertext ct, —is replaced with a uniformly random
string U, of identical length; additionally, ct, mustremain a valid encryption of this new plaintext.
All other phases are executed identically to the original construction.

Lemma 1 (Go and 5.1 G: indistinguishable) : existence PPT adversaries B;, makes

| Pr[Succy]-Pr[Succ;] |SAdvIND(Bl) (18)

Proof: B; in the face of a hidden challenger Cjyp. Cjyp Gives the public parameters and
provides a challenge encryption interface, where the inputs are two equal length messages (11,,117)
with the target identity (receiver identity). Return the challenge ciphertext ct” for one of them. In the
following, B; runs A and simulates Go/G1.

Semi-selective Phase: The adversary A declares the identities of the two communicating parties
(id,idg) for the challenge session prior to the Setup phase. B; designates id as the target challenge
recipient in this scenario.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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Setup: B, obtains the public parameters (denoted as mpk) from the challenger Cjp and
forwards them to A. The mpk is held by the challenger, and B; is not required to have knowledge
of it.

EKGen Query: When A initiates an EKGen(id) query, B; forwards it to the encryption key
query oracle of Cjyp, retrieves ek;; and returns itto A.

DKGen Query: When A initiatesa DKGen(id) query, if id=idy (a query that would violate the
constraints of the challenge game), the query is rejected in accordance with the game rules; otherwise,
the oracle of Cpypreturns dk;;.

Challenge Session Embedding: When A drives the protocol to the challenge session via the
Send/Execute oracles, and the user pair A - B in the challenge session needs to generate ct,, set
my=M, and m;=U,. B; submits two messages of equal length (m,m;) to the challenger C;yp and
requests a challenge ciphertext. Cjyp returns ct”, whose plaintext is either M, or U, depending
on the hidden bit b. B; embeds ct,=ct” into the protocol message msg, and continues to simulate
subsequent protocol messages as specified.

Determination: If A can distinguish between Game Go (with the real plaintext M, and Game
G1 (with the random string Uy, then B; uses A’s output as its guess for the challenge bit b of the
IB-ME privacy challenge, thereby breaking the security of the underlying lattice-based cryptosystem.
Q.E.D.

Game Gz In G, building on G: a symmetric modification is made: the plaintext Mg of user B is
replaced with a random string U of the same length, while ensuring ct; remains a valid
encryption output.

Lemma 2 ((Indistinguishability of G: and Gz): There exists a probabilistic polynomial-time (PPT)
adversary Bj such that

| Pr[Succ;]-Pr[Succ,] ISAdvIND(BI) (19)

The proof of Lemma 2 is symmetric to that of Lemma 1 and is therefore omitted here.

Game Gs: In Gs, both M, and Mj in the challenge session have been replaced with uniformly
random strings. Thus, M, /My is information-theoretically hidden from the adversary. Since the
session key is derived deterministically from M, /Mp the adversary’s maximum success probability
is 1/2,1.e., Pr/Succ,/~1/2.

Summing the inequalities corresponding to the above games yields the advantage bound for
Theorem 1, thereby establishing the session key confidentiality.

The proof proceeds as follows.

Lemma 3 (Indistinguishability of If an adversary causes an honest instance U to accept without
a matching session, then within the data relied upon for its acceptance, there must exist a ciphertext

¢t injected by the adversary via an empty direct channel, satisfying the following:

o ct passes the verification steps specified by the protocol (otherwise, the instance would
not enter the Accept state).

o Under the long-term decryption key dk; of the accepting party, ct can be correctly
decrypted to a value other than L (otherwise, a consistent session key cannot be derived, and the
Accept state cannot be reached).

Proof: The necessary conditions for an honest instance to enter the Accept state directly imply
the two points above. If the ciphertext originated from an honest peer with a matching session, this

would contradict the premise of "acceptance without a matching session.” Thus, the ciphertext must
have been injected by the adversary.
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Lemma 4: If the probability of the event in Lemma 5.3 is non-negligible, then we can construct
an adversary B, that outputs a successful forgery in the forgery challenge of the underlying lattice-
based cryptosystem IB-ME with non-negligible probability—a contradiction to the underlying
hardness assumption.

Proof: Adversary B, interacts with the challenger Cp,, of the underlying IB-ME scheme. Cp,,
provides the master public key mpk and permits B, to issue encryption key queries and
decryption key queries (with restrictions on target identity pairs as per the challenge rules). The goal
is to output a valid ciphertext that is decryptable under the target identity, satisfies the verification
relation, and is not generated via the legitimate methods allowed by the challenger. Let B, execute
adversary A, and extract the forged ciphertext that causes the honest party’s first acceptance in A’s
interaction as the forgery output (ct”, snd”, rcv*) in the IB-ME authenticity game—where (snd”,
rcv”) denote the sender and receiver identities, respectively. If, when this acceptance event occurs, the
encryption key generation query EKGen(snd") (corresponding to snd” has never been made, then
B, obtains a forgery that satisfies the winning condition of the IB-ME authenticity game. B,
proceeds as follows:

(1) Initialize the system using the master public key mpk provided by challenger Cg,, and
forward mpk to adversary Adv.

(2) Forward and simulate’s EKGen and DKGen queries to the query interfaces permitted by
one, ensuring the simulation is indistinguishable from the real execution.

(3) Execute the Send/Execute oracles, and record all interaction data.

(4) Upon A inducing a non-matching acceptance, B, extracts the ciphertext ct from the
recorded data as the forgery output and submits it to accordance with Lemma 3.

If the success probability of adversary Adv is non-negligible, then the forgery success
probability of B, is non-negligible and of the same order, which contradicts the underlying forgery
infeasibility assumption. Additionally, the HMAC/HKDF/ZK primitives employed in the protocol are
standard cryptographic components—their security is treated as negligible terms and incorporated
into the overall security bound, and no separate proofs will be provided hereafter.

In summary, the security of the proposed protocol can be decomposed into two core components:
Session Key Confidentiality: The semi-selective privacy of the underlying IB-ME scheme ensures that
the embedded string M, /Mp is hidden from the adversary, from which session key confidentiality
is derived. Implicit Authentication & Impersonation Resistance: The authenticity of the underlying
IB-ME scheme prevents the adversary from injecting verifiable pseudo-ciphertexts, thereby
guaranteeing implicit authentication and resistance to impersonation attacks. Combined with the
security of the standard cryptographic components, the conclusion stated in Theorem 1 follows.

4.2. Safety Analysis

(1) Resistance to Man-in-the-Middle (MitM) Attacks: The protocol implements a bidirectional
confirmation mechanism, where both parties generate ciphertexts bound to the counterparty’s
identity and embed identity information for verification during message exchange. Even if an
adversary intercepts and tampers with msg,,msg,, the inclusion of identity tags and encrypted
session-related materials in the messages prevents the adversary from forging valid ciphertexts
or verification tags. Thus, MitM adversaries cannot successfully hijack or tamper with the key
agreement process.

(2) Resistance to Replay Attacks: The protocol incorporates a version V and a timestamp tag in
each message, binding session key generation to a time window. If an adversary attempts to
replay outdated messages, the version number or timestamp will trigger verification failure,
rendering the replay attack ineffective.

(3) Resistance to Impersonation Attacks: Through identity-bound ciphertexts and bidirectional
authentication, the protocol ensures that both parties can only establish session keys with
legitimate counterparts. Any impersonation attempt will be detected via identity verification or
confirmation tag failure, leading to the rejection of forged messages [30].
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(4) Resistance to Unknown Key-Share (UKS) Attacks: The key derivation function KDF is bound
to the version V' and identity information, ensuring the uniqueness and security of session keys.
Even if an adversary attempts to reconstruct session keys from known ciphertexts, the per-
session binding of unique V and identities prevents cross-session key sharing or impersonation-
based session establishment [31].

(5) Resistance to Revocation Bypass Attacks: A revocation list mechanism and blockchain-based
maintenance enable distributed storage and verification of revocation information. Prior to
session initiation, the protocol checks if participants are on the revocation list—revoked
identities are denied session negotiation, thus preventing revocation bypass [32].

(6) Forward Security: A key version control mechanism ensures that the leakage of long-term keys
does not compromise historical session keys. Each key update/derivation relies on a new version
number and latest session information, making historical keys unrecoverable even if subsequent
keys are leaked [33].

(7) Resistance to Denial-of-Service (DoS) Attacks: Verification of version numbers and revocation
status filters invalid/revoked identities, preventing adversaries from consuming resources via
forged requests. Further DoS risk mitigation can be achieved via optimized query and
verification processes in practical implementations [34].

(8) Resistance to Key Compromise Impersonation (KCI) Attacks: Even if an adversary
compromises the static private key dk,, they cannot impersonate the legitimate party. While
dk, allows calculation of M,, the adversary lacks the recipient’s private key dkg to compute
M3, thus gaining no information about the session key.

In conclusion, the proposed protocol comprehensively mitigates common active and passive
attacks via a suite of mechanisms, including identity-bound encryption, bidirectional confirmation,
version control, and revocation lists. These security mechanisms ensure that the protocol achieves
provably secure key agreement and identity authentication even in adversarial environments, while

avoiding unnecessary communication and computational overhead —rendering it highly deployable
and practical for real-world applications.

5. Performance Evaluation

This section evaluates the performance of the proposed solutions. Since protocol security
depends on the underlying computational problems and the choice of zero-knowledge proof
system—and since different hardware platforms and implementation approaches can lead to
significant variations in execution time—we adopt a parametric analysis method. Specifically, we
analyze the inherent computational complexity and communication overhead (i.e., traffic volume) of
the protocol using asymptotic formulae, thereby avoiding platform-specific dependencies on
absolute runtime or resource measurements. Compared with similar theoretical solutions, this
analysis clarifies the protocol’s functional completeness as well as the trade-offs between
performance efficiency and implementation cost.

5.1. Computing Cost Analysis

As specified in the agreement, Parties A and B decompose the protocol into several elementary
cryptographic operations. Table 2 defines these basic operations and their corresponding notations.
The total computational time required by both parties can thus be expressed as:

TA =2 Tsamp+2 Tmul t+3 Thush+TnG+TﬂV+2 Tsy m (20)
TB =2 Tsamp+2 Tmul t+3 Thush+TnG+Tﬂ V+T5ym (21 )
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Table 2. basic operation symbols and definitions.
Operation symbols define Operation symbol Definition

Tsomp Discrete  Gaussian Tt Matrix multiplication

Thash sampling Trc Zero-knowledge proofs

Thv The hash operation Tsym generate HMAC/HKDF
Zero knowledge symmetry operations
proof

In practical deployment, the latency of each operation is determined by the selected hardware
platform and zero-knowledge proof (ZKP) instantiation scheme. For example, on an Intel i7 platform,
matrix multiplication Ty, takes approximately 12.5us , Gaussian sampling ~0.8us, and hashing
~0.2us. Notably, ZKP latency is system-dependent: zk-STARK generation and verification take ~40us
and ~25us, respectively . The proposed protocol treats ZKPs as pluggable components, enabling
flexible selection based on security-efficiency tradeoffs in deployment. With an efficient zk-STARK,
single-party computation latency can be constrained to under 100us —comparable to state-of-the-art
post-quantum protocols.

Table 3 compares the computational complexity (measured by operation counts) of the proposed
protocol with related schemes. The primary overhead of the proposed protocol stems from matrix
multiplication and ZKPs, whereas bilinear pairing-based schemes rely on pairing and exponentiation
operations (typically more latency-intensive). Compared to Wei et al.’s lattice-based AKA protocol,
the proposed protocol exhibits a similar operation count but additionally supports revocation and
version evolution functionalities.

Table 3. computational overhead.

Protocols Major operation Functionality completeness
counts
Ours AT, 2T 46 Then Identity binding + implicit authentication +

revocation + version evolution

Bos et al. [35] 2Tt 2 Thgsh KEM only
Wei et al. [12] AT 2 Tpairing Identity binding + Implicit authentication
Ateniese et al.[23] 2T siring 2 Texp Identity binding + implicit authentication

To provide an intuitive comparison of the computational complexity across protocols, Figure 3
illustrates the count of core cryptographic operations—including matrix multiplication, hash
operations, Gaussian sampling, and zero-knowledge proof (ZKP) generation/verification —between
the proposed protocol and three benchmark schemes: Kyber [35], Wei et al.’s lattice-based AKA [12],
and Ateniese et al.’s bilinear pairing-based protocol [23]. Here, the vertical axis denotes the number
of operations, while the horizontal axis categorizes the operation types.
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Comparison of the main operation times of each protocol
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Figure 3. Comparison of the number of main cryptographic operations of each protocol.

It can be observed from the figure that the protocol’s primary computational operations consist
of two matrix multiplications and one zero-knowledge proof each for generation and verification.
This operational structure arises directly from the protocol’s design objective: to embed identity
binding and implicit authentication into ciphertext-based interaction. Compared with Kyber —which
provides only a key encapsulation mechanism (KEM)—our protocol introduces zero-knowledge
proofs while maintaining a comparable number of matrix multiplications. Relative to Wei et al.’s
lattice-based authenticated key agreement (AKA) protocol, our scheme exhibits a similar overall
operational count but further supports revocation and version evolution—functionalities absent in
their design. In contrast, Ateniese et al.’s bilinear pairing-based scheme avoids both matrix
multiplication and zero-knowledge proofs; however, its pairing operations are typically more
computationally expensive (#12.5 ps per operation versus =1.2 ps for a matrix multiplication) and it
lacks support for revocation. Consequently, the proposed protocol incurs no significant increase in
computational overhead relative to comparable schemes, while delivering enhanced security
functionality. As corroborated by the theoretical analysis presented in Table 3, the protocol’s
computational complexity is predominantly governed by highly parallelizable linear algebra
operations; the zero-knowledge proof component, being modular and pluggable, can be flexibly
adapted to specific deployment constraints. Overall, the computational cost remains well within
acceptable bounds for post-quantum cryptographic protocols.

5.1. Communication Overhead Analysis

The format and length of messages exchanged in the protocol are parameterized by system
configurations. We fix the matrix column count m = 1024, matrix element size logq=4Byte(q=2*?),
hash value length Ly=32Byte bytes, and version identifier length L, =4Byte. The zero-knowledge
proof (ZKP) length L, is system-dependent. Below are the message lengths for each of the four
rounds in a full key agreement session:

[ ) Round 1 (A—B): Contains cg,cy,7,0, with a total length of 2mloggq+L,+L, bytes.
® Round 2 (B—A): Identical to Round 1.

®  Round 3 (A—B): Consists solely of h,, with a length of Ly bytes.

® Round 4 (B—A): Identical to Round 2.

The total amount of communication is expressed as follows:
Comm=4mlog q+2L,+2L,+2Ly (5-22)
Plug in parameters to get Comm = 16392 + 2L bytes.
To further analyze the composition of the protocol’s communication overhead, Figure 4 presents
a stacked bar chart illustrating the total communication volume across different zero-knowledge
proof instantiations. In this figure, the total communication traffic is decomposed into two
components: the base ciphertext portion—which encompasses the matrix ciphertext, hash values,
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version identifiers, and related metadata—and the zero-knowledge proof portion—arising from the
aggregate proof length of the two-round protocol. The base ciphertext portion remains constant at
approximately 16.3 KB, as determined by the system parameters; in contrast, the zero-knowledge
proof portion varies depending on the specific instantiation employed.

The composition of protocol traffic under different zero-knowledge proof instances

W s Ciphertext part
Zero-knowiedge proof
120 4 part 116.3KB

56.3-KB

BISE (KB)
2

40 o

20 4 16.9K8 17.1KB,

/N N EE

zk-SNARK (200B) Geki Sigma (5128 Stern type (20KB) zk-STARK (50KB)

Figure 4. Total communication under different instantiations of zero-knowledge proofs.

If a zk-SNARK —with a typical proof size of approximately 200 bytes—is employed, the zero-
knowledge proof contributes only 0.4 KB to the total communication overhead, yielding an overall
communication cost of #16.9 KB.

If instead a lattice-based Sigma protocol (proof size =512 bytes) is adopted, the total
communication increases to #17.1 KB, with the proof component accounting for 1 KB.

When the Stern protocol —whose typical proof length is 20 KB—is used, the total
communication rises to 56.3 KB, of which 40 KB stems from the proof itself.

Finally, deploying zk-STARK—with a typical proof size of 50 KB—results in a total
communication volume of 116.3 KB, with the proof constituting 100 KB of that amount.

These results demonstrate that the proportion of the zero-knowledge proof within the total
communication traffic is controllable and can be flexibly adjusted by selecting appropriate
cryptographic primitives according to practical security requirements: zk-SNARKs minimize
communication overhead under bandwidth-constrained conditions, whereas zk-STARKs—though
incurring higher communication costs—offer transparency and post-quantum security. Notably,
even the largest overhead (116.3 KB) remains well within acceptable limits for modern high-speed
networks: over a 5G link, this corresponds to a transmission latency of only 9.3 ms.

Table 4 compares the communication cost of the proposed protocol with related schemes. The
reported figure of 17.1 KB is fully compatible with contemporary high-speed network environments.
For instance, under ideal 5G conditions—with a theoretical peak data rate exceeding 100 Mbps —the
transmission of 17.1 KB requires merely =1.4 ms. Moreover, this communication cost inherently
integrates two critical functionalities: revocation status verification and version synchronization. In
contrast, conventional approaches require separate CRL lookups or OCSP requests—entailing 2-3
round-trip interactions and several kilobytes of additional overhead —thereby incurring higher end-
to-end latency in practice. Consequently, the observed communication overhead represents a
reasonable and justified trade-off for achieving strong, formally grounded security semantics.
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Table 4. Comparison of communication costs.

Protocols Traffic (KB) Rounds
Chapter Agreement 17.1 4
Bos et al. [35] 1.2 2
Wei et al. [12] 3.2 3
Ateniese et al. [23] 2.5 4

6. Conclusions

Addressing the security requirements for key agreement under post-quantum threats in open
network environments, this paper proposes and refines a unified protocol framework that
simultaneously realizes identity binding, session key establishment, key update, and revocation
management. Centered on the core cryptographic mechanisms of the proposed protocol, we provide
a comprehensive exposition—including phase decomposition, message interaction design, formal
security analysis, and performance evaluation.

At the protocol level, shared secret materials are exchanged and mutual consistency is
established via ciphertexts tightly bound to the peer’s identity; a bidirectional confirmation
mechanism is further incorporated to mitigate the risk of negotiation divergence. For key lifecycle
management, we introduce a version-control tag to orchestrate synchronized key evolution-thereby
reducing reliance on external coordination and minimizing auxiliary communication overhead.
Regarding revocation management, a blockchain-based distributed architecture is employed to
jointly maintain the revocation list, enabling decentralized verification and full auditability of
revocation status—thus enhancing both scalability and operational feasibility of the mechanism.
Security analysis demonstrates that the protocol preserves session key confidentiality and withstands
typical active attacks under the assumed adversary model—including specified adversarial
capabilities and query oracles. Performance evaluation indicates that the per-end computational
overhead remains below 100 us, while the total communication overhead is approximately 17.1 KB—
validating the protocol’s pragmatic trade-off between moderate resource consumption and
comprehensive security functionality.
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