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Abstract

LLM-generated code often pulls external dependencies without evaluating their security posture. We
present an automated supply-chain auditing system that inspects dependency versions, known
CVEs, integrity guarantees, and transitive dependency trees. Applied to 500 LLM-generated mini-
projects, the audit system identifies risky dependencies in 72% of cases and provides secure
alternatives. Integrating the system into LLM workflows decreases usage of vulnerable packages by
67%. This demonstrates that pairing LLM code generation with supply-chain intelligence is critical
for preventing inadvertent security issues.
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1. Introduction

Large language models (LLMs) have become widely adopted for generating code across a broad
range of software development tasks, including web applications, system utilities, and lightweight
software components. While these models significantly lower the barrier to development and
improve productivity, recent empirical studies consistently report that LLM-generated code often
exhibits security weaknesses, even when models are prompted with explicit safety instructions.
Measurements across multiple model families show that more than half of generated programs
contain missing validation checks, insecure defaults, or incomplete error handling mechanisms [1].
Additional analyses indicate that LLMs frequently reuse outdated programming patterns or overlook
modern security guidelines, reflecting limitations in both training data and generation behavior [2].
Beyond general coding errors, several studies have highlighted systematic security failures in LLM-
generated applications, particularly in web-facing contexts. Recurring issues have been observed in
authentication logic, session management, and input sanitization, all of which can directly expose
applications to exploitation when deployed without further review [3]. More recent research further
suggests that these weaknesses are not isolated mistakes but structural tendencies of current-
generation models, raising concerns about their suitability for direct use in production pipelines
without automated safeguards [4]. In response, researchers have begun exploring approaches that
guide LLMs away from insecure patterns, such as steering generation away from deprecated or
unsafe APIs and encouraging safer alternatives during code synthesis [5].

At the same time, software security risks have increasingly shifted toward the software supply
chain. Modern development relies heavily on public package ecosystems, with registries such as npm
and PyPI collectively serving hundreds of billions of downloads each year [6]. This scale has made
package ecosystems an attractive target for attackers, who exploit automated dependency resolution
and developer trust to introduce malicious or compromised libraries into projects. Documented
attacks include typosquatting, dependency confusion, and the insertion of malicious code into
otherwise legitimate packages [7,8]. Studies further show that long and complex dependency chains
amplify these risks, as vulnerabilities in transitive dependencies may remain unnoticed without
specialized analysis tools [9]. In response, security agencies and industry organizations increasingly
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recommend dependency auditing practices, including software bills of materials (SBOMs) and
routine vulnerability scanning, to improve transparency and risk management in software projects
[10]. These supply chain concerns become more pronounced in the context of LLM-assisted
development. Code generation systems frequently insert import statements, recommend external
libraries, or suggest specific package versions automatically. Industrial reports and academic
analyses indicate that LLMs may hallucinate package names or recommend non-existent libraries,
creating opportunities for attackers to upload malicious packages that match these generated names
[11]. This phenomenon, often described as “slopsquatting,” demonstrates how model-generated
outputs can unintentionally expand the attack surface of public registries [12]. Other studies show
that even when package names are valid, LLMs may favor unmaintained or vulnerable dependencies,
especially when users directly copy generated code into projects without further inspection [13].
Research on training data poisoning further suggests that exposure to insecure or outdated examples
can bias models toward unsafe dependency choices [14]. Despite growing awareness of these risks,
existing security tools address only part of the problem. Supply chain security solutions primarily
target established projects with persistent dependency manifests, focusing on vulnerability databases,
metadata analysis, or behavior-based detection of malicious packages [15]. SBOM-related research
evaluates how effectively current tools capture complete dependency graphs and how missing
information affects vulnerability tracking [16]. These approaches, however, assume that
dependencies are selected deliberately by developers and remain stable over time. They do not
account for short-lived, rapidly generated code artifacts produced during interactive LLM sessions,
nor do they integrate directly with model-generated outputs. In parallel, research on secure LLM
code generation has concentrated on identifying and repairing weaknesses in the generated code
itself. Prior work documents missing checks, unsafe control flow, and structural flaws across multiple
programming languages [17]. Repair-oriented approaches attempt to modify generated code to
improve correctness or security, but they typically treat dependencies as fixed and do not analyze the
security properties of external packages introduced by the model [18]. Recent surveys acknowledge
the importance of supply chain security in LLM-driven development but stop short of proposing
automated mechanisms that connect dependency auditing with code generation workflows [19]. As
a result, a clear gap remains between traditional supply chain security tools and the practical needs
of projects created or influenced by LLMs.

This study seeks to bridge that gap by introducing an automated supply chain auditing system
specifically designed for LLM-generated code. The proposed system analyzes declared dependencies
at generation time, checks package versions against known vulnerabilities, evaluates integrity and
maintenance indicators, and inspects transitive dependency trees to identify hidden risks. When
issues are detected, the system recommends safer alternatives or mitigations that can be applied
before code is integrated into a project. To evaluate its effectiveness, the system is applied to 500 LLM-
generated mini-projects, revealing that 72% include at least one risky dependency. When
incorporated into the code generation workflow, the system reduces the use of vulnerable packages
by 67%. These results demonstrate that LLM-assisted development can be meaningfully combined
with automated supply chain analysis, offering a practical path toward reducing unintentional
dependency-related security exposure in modern software development.

2. Materials and Methods

2.1. Sample Description and Study Scope

This study examines 500 small projects generated by large language models. All samples were
created using the same prompt style to keep task scope consistent. The projects contain code and
dependency lists for common tasks in web development, scripting, and basic system utilities. Only
samples with clear package names and version information were included. Projects with missing
installation details or incomplete metadata were removed. The final dataset covers packages from
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npm, PyPl, and system-level libraries, which provides a broad view of dependency behavior in
generated code.

2.2. Experimental Design and Control Groups

The experiment compares two workflows. In the baseline workflow, the model generates code
and dependencies without any review step. In the audited workflow, each generated project is
checked by the supply-chain auditing system before evaluation. The auditing system inspects
package versions, known vulnerabilities, and the full dependency tree. Both workflows use the same
prompts and model parameters so that differences can be linked to the auditing step alone. Each
experiment was repeated three times to reduce variation from the model® randomness.

2.3. Measurement Method and Quality Control

Each project is evaluated in three stages. First, all declared dependencies are extracted. Second,
each dependency is matched to vulnerability records from public databases. Third, two reviewers
classify dependencies as “safe,” “outdated,” or “vulnerable.” A dependency is marked “risky” if it
appears in a current CVE list or if the version is older than the fixed release cited in official advisories.
A third reviewer resolves disagreements. To ensure stable evaluation, projects with inconsistent or
unresolvable package data are excluded from the analysis.

2.4. Data Processing and Calculation

Dependency data is cleaned to standardize package names and version formats. Aliases and
duplicated entries are merged. The main indicator is the rate of risky dependencies:

Nrisky
7
Ntotal

where Nyjg, is the number of dependencies flagged as risky and Ny, is the total number of
dependencies detected in the project.

To measure the effect of the auditing system, we calculate the reduction in risky dependencies:

A= Rbaseline_Raudited

4

Rbaseline

which expresses how much the audited workflow lowers exposure to vulnerable packages.
Results are reported separately for JavaScript, Python, and system-level projects.

2.5. Software Environment and Implementation Details

All experiments were carried out in a controlled environment with fixed registry mirrors to keep
package metadata consistent. The auditing tool uses simple parsers for npm and PyPI and matches
package data with public CVE feeds from the NVD. No external scanners or proprietary databases
were used. All runs were executed on a standard workstation, and intermediate logs were stored to
support repeatability. Caching was disabled to avoid differences in dependency resolution across
repeated tests.

3. Results and Discussion

3.1. Overall Changes in Dependency Risk After Auditing

Across the 500 LLM-generated projects, the auditing system reduced the use of risky packages
in a clear and consistent way. Before auditing, many projects contained outdated libraries or packages
with active CVEs. After applying the auditing rules and suggested replacements, the share of risky
dependencies fell by 67%. This change appears in all three ecosystems we examined —npm, PyP]I,
and system-level package managers. Figure 1 shows the difference in risk levels before and after the
audit step, based on dependency counts and CVE matches. These findings align with earlier
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observations that modern package ecosystems often include vulnerable or abandoned components,
even in newly created projects [20,21].
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Figure 1. Change in dependency risk before and after the auditing step.

3.2. Variation in Risk Across Ecosystems and Project Types

The degree of improvement differs by ecosystem. JavaScript projects from npm show the highest
initial risk because they often rely on long dependency chains. Many of these chains include older
packages that have not been updated for several years. This pattern is consistent with prior analyses
of npme dense dependency graph [22]. Python projects from PyPI show a moderate baseline risk,
while system-level projects display a lower but still notable rate of outdated components. Figure 2
groups these results by project type and ecosystem. Front-end templates show the highest number of
risky transitive dependencies, and they also show the largest improvement after auditing. These
patterns support earlier findings that deep dependency structures make supply-chain risks harder to
detect [23,24].
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Figure 2. Dependency risk across npm, PyPI, and system-level packages.

3.3. Comparison with Other Supply-Chain Protection Methods

The auditing system plays a role that complements existing supply-chain tools rather than
replacing them. SBOM-based methods help verify whether a final build contains the expected
components, but they do not assess whether the components themselves are safe [25]. Threat analysis
models describe possible attack paths in the supply chain but do not intervene when an LLM
proposes a dependency for a new project. In contrast, the auditing system operates early in the
development process and identifies problems as soon as dependencies appear in the generated code.
When used together with common Cl-based scanners, the system reduces the number of unresolved
high-severity packages by more than half. This result shows that early-stage checks can remove risks
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before they enter later stages of the workflow, a point also noted in research on maintaining healthy
open-source dependency trees [26].

3.4. Error Cases and Remaining Limitations

The remaining errors highlight several limitations of the auditing method. Some false positives
occur because vulnerability databases occasionally provide incomplete fix information. As a result, a
package may be marked “risky” even if its listed version already contains the fix. This issue has also
been reported in studies of CVE reporting quality. A second limitation is the lack of interchangeable
replacements for certain dependencies. Some niche libraries—especially cryptography wrappers or
system interfaces—have no direct substitutes, which prevents automatic correction. A third
limitation arises in projects that mix multiple package managers or rely on custom installation scripts,
which makes dependency extraction less reliable. This difficulty reflects a broader challenge in
modeling complex supply chains noted in recent threat-portrait work [27]. Finally, our dataset is
limited to small projects. Large monorepos and enterprise systems may require additional
mechanisms to track deep dependency structures. These areas will be important for future research.

4. Conclusion

This study shows that an automated auditing step can reduce supply-chain risks in code
produced by large language models. By checking package versions, known vulnerabilities, and
dependency chains, the system lowers the use of unsafe packages across the tested projects. The main
contribution of this work is placing supply-chain checks inside the generation process rather than
treating them as a later review task. This offers a practical way to prevent risky dependencies from
entering new projects at the moment they are created. The results suggest that LLM-based
development can become safer when paired with simple, early checks on dependency choices. The
method still has limits. Some vulnerability records are incomplete, some packages have no direct
replacements, and mixed-source projects make dependency extraction harder. Future work can
extend the system to larger projects, improve data quality for vulnerability matching, and link
dependency checks with code-level review to create a more complete safety process.
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