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Abstract

The integration of blockchain technology into the agrifood and fishing industries has introduced
transformative approaches to certification, addressing critical challenges such as traceability,
transparency and compliance with sustainability standards. This paper presents a comprehensive
survey of blockchain-based certification technologies and methodologies in these industries, offering
a structured classification and analysis of existing solutions. Certification systems are categorized
based on their purpose, technological architecture, application domains, supply chain stages, and
stakeholder involvement. The survey examines how blockchain enhances trust through immutable
record-keeping, smart contracts, and decentralized verification mechanisms, ensuring authenticity
and accountability across the supply chain. Special attention is given to case studies and
implementations that focus on ensuring food safety, verifying sustainability claims, and fostering
consumer trust through transparent labeling. Furthermore, the paper identifies technological
barriers, such as scalability and interoperability, and puts forward a collection of functional and non-
functional requirements for holistic blockchain implementation. By providing a detailed overview of
current trends and gaps, this study aims to guide researchers, industry stakeholders, and
policymakers in adopting and optimizing blockchain technologies for certification. The findings
highlight the potential of blockchain to innovate certification systems, easing the way for more
resilient, sustainable, and consumer-centric agrifood and fishing industries.

Keywords: blockchain; distributed systems; networks; fisheries industry

1. Introduction

The agrifood and fisheries sectors are critical pillars of global food security and economic
stability, encompassing complex supply chains that involve a diverse set of stakeholders, from
producers and processors to distributors and consumers [1]. However, these economical activities
are rampant with challenges such as traceability issues, food fraud and counterfeit, mislabeling, and
lack of compliance with sustainability or sanitary standards. Traditional certification systems, which
have been conceived to address these challenges, often rely on centralized, human-centric
frameworks that can be opaque, prone to errors, and susceptible to tampering. In this context,
blockchain technology has emerged as a transformative tool, offering innovative solutions to enhance
certification processes through its core attributes of decentralization, immutability and transparency
in applications ranging from manufacturing to UAVs [2]. By decentralizing data storage and enabling
transparent verification mechanisms, blockchain mitigates many of the shortcomings of traditional
systems. In the agrifood and fisheries industries, blockchain has introduced new paradigms for
certification, enabling stakeholders to verify the authenticity of claims such as product origin,
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production methods, and compliance with sustainability standards [3,4]. Blockchain-based
certification can ensure that seafood labeled as "sustainably caught" or produced as "organic"
genuinely meets the specified criteria. These systems address critical consumer demands for
transparency and ethical practices, while also helping producers and regulators combat food fraud
and illegal activities. Critical to blockchain appeal is its ability to facilitate end-to-end traceability
across supply chains. By creating immutable records of each transaction and production step,
blockchain enables stakeholders to track products from origin to consumption. This level of
traceability is particularly valuable in the fisheries industry, where issues such as species substitution,
Illegal, Unreported, and Unregulated (IUU) fishing or fraudulent labeling are prevalent. Smart
contracts —programmable agreements executed automatically on blockchain— further enhance the
efficiency and reliability of certification systems by automating compliance checks and enforcing
rules without the need for intermediaries. Despite its transformative potential, the adoption of
blockchain-based certification systems is not without challenges. Technological barriers, such as
scalability limitations and interoperability between different blockchain networks, remain significant
concerns. Moreover, the socio-economic aspects of adoption (such as the cost of implementation, the
need for stakeholder training, and regulatory acceptance) offer additional hurdles. For small-scale
producers and fishers, the financial and technical burden of integrating blockchain technology can
be prohibitive, limiting its accessibility and equitable adoption. Furthermore, the heterogeneity of
global supply chains requires tailored solutions that can address region-specific challenges and meet
diverse regulatory requirements.

1.1. Paper Contributions

This paper aims to provide a comprehensive survey of blockchain-based certification
technologies and methodologies in the fisheries sector. Within this application domain, blockchain-
based certification refers to the process of leveraging blockchain technology to issue, manage, and
verify digital certifications for products, processes, or entities. In the context of fish supply chains, it
ensures that certifications are securely recorded on an immutable, decentralized ledger. This
approach provides enhanced trust by enabling stakeholders and consumers to verify the authenticity
and integrity of certifications in real time. Smart contracts can automate compliance checks, while
tokenization can represent certificates digitally for easy tracking. A blockchain-based certification
fosters transparency, reduces fraud, and ensures traceability throughout the supply chain. As far as
the fishing industry is concerned, a typical system built with these features will work as represented
in Figure 1: (1) fishing boats with sensors collecting information about location, environmental
parameters, fish features and a timestamp capture the fish. The obtained data can be uploaded onto
a blockchain for transparency, redundancy and security purposes. It is afterwards sent to a fish
market or a fish auction house (2) where environmental and time-related information can be collected
and uploaded as well, with the same procedures applied for refrigerated transport, food processing
and market delivery -steps (3), (4) and (5)- so the information can be checked at the consumers” end
at (6). By offering a structured classification and analysis of existing solutions, the survey included in
this manuscript identifies key trends, gaps, and opportunities for future research and
implementation. The survey also highlights case studies that demonstrate the practical benefits of
blockchain in ensuring food safety, verifying sustainability claims, and fostering consumer trust. By
addressing technological and socio-economic challenges, this research seeks to guide stakeholders in
leveraging blockchain to create more resilient, transparent, and consumer-centric certification
systems. Lastly, this study provides a list of functional and non-functional requirements to tackle the
open issues found, so that it can be used for the future implementation of a new blockchain-based
certification.
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Figure 1. Supply chain and information integrated onto a blockchain.

1.2. Paper Structure

An introduction to the main ideas and topics dealt with in this survey has already been offered
in section 1. Section 2 provides the guidelines of the classification that has been put forward for the
solutions found about blockchain-based certifications in the fishing industry. It also includes a
justification on why each of the criteria used in the classification has been regarded as a critical one.
Section 3 offers the bulk of the study of the state of the art provided in this manuscript. It contains
the solutions that have been found, their main features, advantages and disadvantages, along with
what means are used to fit in the classification that has been conceived for this manuscript. Section 4
has the conceived requirements for a suitable blockchain solution in aquaculture resulting from the
study. Section 5 has the conclusions that have been reached upon completing this study, especially
related to the open issues that have been found in existing literature. Potential future works are
mentioned as well. Acknowledgements and bibliographical references close this manuscript.

2. Proposed Classification

To have a complete survey of the solutions that are used in this application domain, a
classification criterion is required to organize the features of the existing proposals. Consequently, a
collection of categories has been established so that the existing information about solutions will be
integrated in each of them. Each of these categories makes use of several parameters that further
specify what is being taken into consideration:

1. Certification Purpose: it is used for aligning blockchain-based certification systems with
stakeholder needs, focusing on specific goals such as traceability, quality assurance, regulatory
compliance, and sustainability. It differentiates cases, ensuring systems are tailored to their objectives
and meet market demands for transparency and trust. This category facilitates comparative analysis
to identify strengths and weaknesses in existing solutions. Its main features are as follows:

eTraceability and Transparency: Technologies focused on tracking products from origin to
consumer, ensuring supply chain transparency.

*Quality Assurance: Certifying compliance with quality standards, such as organic, non-GMO
(Genetically Modified Organisms), or sustainably sourced products.

*Regulatory Compliance: Verifying adherence to legal standards and regulations, food safety or
fishing quotas.
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eSustainability and Ethical Practices: Supporting certifications for eco-friendly, fair trade, or
socially responsible production.

2. Technology Type: it is essential in the classification to categorize solutions based on their
access control, operational models, and suitability for specific use cases. It helps distinguish between
permissioned blockchains (restricted access, suited for regulatory or enterprise needs),
permissionless blockchains (open access, ideal for consumer-facing transparency), and hybrid
solutions (combining features of both for tailored applications). This differentiation is crucial for
understanding the scalability, security, and interoperability of various systems. The main
characteristics derived from this category are:

ePermissioned Blockchains: Systems with restricted access, often used for regulatory or
enterprise solutions.

*Permissionless Blockchains: Open-access systems allowing anyone to participate, often used
for consumer-facing transparency.

*Hybrid Solutions: Combining elements of permissioned and permissionless blockchains for
tailored use cases.

3. Functional Features: they define the technical mechanisms that enable blockchain certification
systems to function effectively. Smart contracts automate processes like compliance checks and
certifications, reducing manual errors and enhancing efficiency. Tokenization allows digital
representation of certifications or goods, enabling seamless tracking and transfer of ownership.
Decentralized Identity (DID) ensures secure, tamper-proof verification of stakeholder identities,
fostering trust and accountability. Their main resulting features are as follows:

*Smart Contracts: Automating certification and compliance processes.

*Tokenization: Using digital tokens to represent certified goods or standards.

*Decentralized Identity (DID): Ensuring secure identity verification for stakeholders.

4. Application Domain: it identifies the specific industries or sectors where blockchain
technologies are applied, such as agrifood or fisheries. This categorization ensures solutions are
tailored to address the unique challenges and requirements of each domain, like species substitution
in fisheries or organic certification in agrifood. It helps stakeholders evaluate relevance, applicability,
and feasibility within their context. Additionally, it highlights industry-specific benefits, such as
enhanced sustainability tracking or fraud prevention. Features related to this category are:

¢ Agrifood Industry: Applications specific to crop production, livestock, and processed food.

eFisheries and Aquaculture: Solutions tailored to fish catch, sustainable harvesting, and
aquaculture management.

5. Supply Chain Stage: it ensures that blockchain-based certification systems address specific
needs and challenges at different points in the supply chain. Each stage—production, processing,
distribution, and retail—has unique processes, stakeholders, and data requirements. For instance,
production focuses on origin verification, while processing ensures product integrity and prevents
fraud like species substitution. Distribution tracks logistics and storage conditions, while retail
provides transparency and labeling for consumer trust. Its main features are:

*Production: Certifying practices at the farm or fishing vessel level.

*Processing and Packaging: Ensuring integrity and compliance during processing stages.

*Distribution: Tracking products through logistics and transportation networks.

*Retail and Consumer Interaction: Providing certifications directly to consumers for informed
purchasing.

6. Geographical and Cultural Context: this category is needed because it ensures solutions are
tailored to the specific needs, regulations, and practices of different regions and communities. Global
standards (e.g., ISO, MSC) facilitate international trade and compliance across diverse markets,
promoting consistency and interoperability. However, localized systems address region-specific
challenges, such as unique cultural practices, traditional fishing or farming methods, and regional
regulatory requirements. This dual focus helps balance global uniformity with local relevance,
ensuring inclusivity and practicality. The most relevant features to consider are:
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*Global Standards: Technologies designed to meet international certifications.

*Localized Systems: Solutions addressing regional or community-specific certification needs.

7. Adoption and Stakeholder Involvement: it is critical in the classification because it
determines the practical implementation and success of blockchain-based certification systems.
Stakeholder collaboration ensures that the system addresses the needs of all parties, including
producers, regulators, and consumers, fostering trust and accountability. Adoption mechanisms like
government-led initiatives or industry consortia provide the organizational structure and resources
necessary for widespread implementation. Engagement with stakeholders helps overcome barriers
such as cost, training, and regulatory compliance, ensuring equitable access. Main characteristics are:

*Government-Led Initiatives: Certifications managed by regulatory bodies.

eIndustry Consortia: Collaborative efforts between companies and industry groups.

*Independent and Open-Source Platforms: Decentralized solutions driven by third parties or
open communities.

8. Data Management and Analytics: they are used to ensure the effective operation and
credibility of blockchain-based certification systems. They enable the recording, storage, and analysis
of vast datasets generated across the supply chain, ensuring traceability and transparency. Static data
systems manage fixed attributes like product origin, while dynamic systems handle real-time data,
such as environmental monitoring. Analytics tools help detect patterns, anomalies, and compliance
issues, enhance decision-making and prevention of fraud. They also support predictive insights for
optimizing supply chain operations and maintaining quality standards. The most prominent features
are:

eStatic Data Systems: Certifying fixed attributes, such as origin or organic status.

eDynamic Data Systems: Managing real-time data, such as temperature monitoring or location
tracking.

3. Study of the state of the art

A review of the existing literature to investigate the available options in the application domain
of blockchain certification applied to the fishing industry is presented.

3.1. Studied Literature

Kumar Patro et al. [5] propose a private Ethereum blockchain-based solution to address
traceability challenges in the fishery supply chain, encompassing both wild-caught and farmed fish.
The proposed system integrates smart contracts, Interplanetary File System (IPFS) for distributed
storage, and decentralized applications (DApps) to automate and secure processes across the supply
chain. Key stakeholders like fish farmers, foodstuffs processors, distributors and retailers interact
through predefined smart contracts, ensuring accountability and transparency. The solution uses
cryptographic methods to create unique identifiers and maintain immutable records for traceability.
The advantages include decentralized and tamper-proof data management, enhanced accountability,
and automated compliance with regulatory standards. However, the system faces drawbacks such
as reliance on accurate data input and scalability issues with Ethereum. As far as the classification
that has been previously established is concerned, this piece of research is strongly oriented at being
a permissioned application that provides traceability and transparency. Smart contracts are
exclusively used in a fisheries and aquaculture environment for production stages, whereas global
standards are attempted to be met. Finally, smart open-source contracts are offered, along with
dynamic data related to shipment and fish growth. The overview of the solution has been displayed

in Table 1.
Table 1. Classification of [5] most relevant features.
Category Sub-Category Relevance to Paper
Certification Traceability and High: Focus on end-to-end traceability and
Purpose Transparency transparency for fishery products

Quality Assurance ~ Moderate: Implicitly supports quality assurance
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through immutable records

Regulatory
Compliance

High: Ensures compliance with regulatory
standards via smart contracts

Sustainability and

Moderate: Indirectly promotes sustainability

Ethical Practices through traceability

Permissioned High: Uses permissioned blockchain (Ethereum
Technology Type ] )

Blockchains private network)

Permissionless Low: Does not involve open access blockchain

Blockchains systems

Hybrid Solutions Low: No hybrid blockchain elements explicitly

mentioned

Functional Features

Smart Contracts

High: Extensive use of smart contracts to
automate processes

Tokenization Low: No mention of tokenization in the system
Decentralized Low: No focus on decentralized identity
Identity (DID) verification
Low: Not applicable t ifood; ific t
Application Domain Agrifood Industry ow: Vot apprcable to agriiood, spectiic to

fisheries

Fisheries and

High: Directly addresses fisheries and

Aquaculture aquaculture supply chains
. . High: Certifies practices at the production level
Supply Chain St Product
Upply Lhain Stage rocucton (e.g., wild-caught, farmed fish)
Processing and High: Tracks and validates during processing and
Packaging packaging
L Moderate: Includes distribution tracking but less
Distribution )
emphasis
Retail and
craran Low: Limited consumer interaction; provides QR
Consumer
. code data access
Interaction
) High: Aims to meet global traceability and
G hical and
eograpinica: an Global Standards regulatory standards (FDA is included as one

Cultural Context

system participant)

Localized Systems

Moderate: Nothing prevents it from being
adapted to local contexts

Adoption and
Stakeholder
Involvement

Government-Led
Initiatives

Moderate: Could support government-led
initiatives for traceability

Industry Consortia

Moderate: Industry-wide collaboration implied
but not explicitly stated

Independent and
Open-Source
Platforms

High: Open-source smart contracts available for
adaptation

Data Management
and Analytics

Static Data Systems

High: Static data like species ID, PCR reports, and
origin details are certified

Dynamic Data
Systems

High: Manages dynamic data like shipment
updates and fish growth profiles

Odayne Haughton et al. [6] explore the integration of blockchain technologies into supply chain

management, focusing again on the sustainable fishing industry to demonstrate how seafood can be

traced from what the authors refer to as "bait to plate", which constitutes a parallelism with the term
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“farm-to-fork” used in smart farming and precision agriculture. This study proposes a hybrid
blockchain architecture that combines permissioned ledgers for sensitive data with public ledgers for
information with high transparency requirements in an attempt to make use of the advantages of
both public blockchains and private ones. Smart contracts are used to automate processes, ensuring
data immutability and create digital passports with scannable QR codes to foster consumer trust and
provide access to traceability information. The proof-of-concept system designed in the study
highlights several advantages, including tamper-proof record-keeping (as something that is taking
for granted since the solution makes use of blockchain), reduced fraud, and improved stakeholder
trust. It also goes beyond providing a mere theoretical study and is useful to offer some feedback
with regards to performance. Technology aligns well with sustainability goals and regulatory
standards. However, challenges such as high implementation costs, limited regulatory frameworks
and stakeholder reluctance, especially among small and medium-sized enterprises, pose significant
barriers for its actual testing and deployment. Major features of the solution have been displayed in

Table 2.

Table 2. Classification of [6] most relevant features.

Category Sub-Category Relevance to Paper
Certification Traceability and High: Focus on ensuring end-to-end traceability in the
Purpose Transparency seafood supply chain
Quality Assurance MOfi.ezrate: Supports quality assurance implicitly through
verified records
Regulatory Compliance High: Verifies compliance with regulations, including food
safety
Sustainability and High: Aligns with sustainability practices by preventing
Ethical Practices illegal fishing
Technology Permissioned Moderate: Permissioned elements used for sensitive data
Type Blockchains
Permissionless Low: Does not employ open access permissionless
Blockchains blockchain systems
High: Hybrid blockchain solution combines permissioned
Hiybrid Solutions and public elements (Private ledg'er for sc?nsitive data, public
ledger used for material that requires a high level of
confidence)
Functional High: Extensively uses smart contracts for automation and
Smart Contracts .
Features traceability
Tokenization Low: No evidence of tokenization features in the system
Decentralized Identity Moderate: Includes some use of digital identity features for
(DID) authentication
Applic.ation Agrifood Industry Low: Not targeted at the agrifood industry
Domain
Fisheries and High: Directly applies to fisheries and aquaculture for
Aquaculture seafood traceability
Supply Chain Production High: Ce.zrtifies fishing practices and captures data at the
Stage production stage
Processing and High: Tracks compliance and integrity during processing
Packaging and packaging
Distribution High: Includes comprehensive tracking through distribution
networks
Retail and Consumer High: Enables consumer interaction via QR codes and digital
Interaction passports
Geographical High: Aims to align with international standards for supply
and Cultural Global Standards chain traceability (developed works has the intention of
Context eventually becoming an industry standard.)

Localized Systems

Moderate: Can address regional challenges but not
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specifically localized

Adoption and Moderate: Could support government initiatives for
Government-Led . .
Stakeholder e sustainability
Initiatives
Involvement
Industry Consortia Moderate: Industry collaboration implied but not explicitly
discussed
Independent and Open-  High: Open-source smart contracts align with decentralized
Source Platforms platforms
Data High: Certifies static data such as species and origin details
Management Static Data Systems
and Analytics

Dynamic Data Systems High: 1\/.[ar.1ages dynamic data like geolocation, timestamps,
and logistical updates

Francisco Blaha et al. show in [7] the potential of blockchain in seafood value chains, focusing
on improving traceability, compliance, and sustainability. Their solution outlines blockchain ability
to address IUU fishing, fraud and other inefficiencies. By leveraging features like immutability,
decentralization, and smart contracts, blockchain can ensure real-time data acquisition and secure
data sharing among stakeholders. The study highlights examples of blockchain applications and
evaluates Critical Tracking Events (CTEs) and Key Data Elements (KDEs) required for effective
traceability. Advantages include the ability to enhance transparency, prevent fraud, and improve
stakeholder accountability. The presented technology aligns with global standards and supports
initiatives like ecolabel certifications for sustainability. However, the paper acknowledges several
limitations that are common in this kind of developments: blockchain adoption is hindered by high
implementation costs, technical barriers in developing regions and limited regulatory frameworks.
Furthermore, blockchain's reliance on accurate data input and its energy consumption pose
challenges. Table 3 contains the details of the solution studied.

Table 3. Classification of [7] most relevant features.

Category Sub-Category Relevance to Paper

High: Emphasizes tracking products from
Certification Purpose Traceability and Transparency _g, P 5P
origin to consumer for transparency

Moderate: Implies quality assurance
lity A
Quality Assurance through traceability systems

High: S t li ith legal
Regulatory Compliance . 1g. HPPOTES compriance with fega
fishing quotas and food safety standards

High: Ad t -label certificati
Sustainability and Ethical Practices ' Vo‘fa es eco 'a ¢l certifications
and responsible sourcing

Moderate: Di tricted blockchai
Technology Type Permissioned Blockchains ocerate .1.scusses restie .e ockehain
use for sensitive supply chain data

L X Low: Does not explicitly use open-access
Permissionless Blockchains P y P
systems

. . High: Advocates combining permissioned
Hybrid Solut
ybrd Sotutions and public blockchain elements

. High: Smart contracts automate tracking
Functional Features Smart Contracts .
and compliance processes

Low: Tokenization is not a focus of this
paper

Low: No clear evidence of decentralized
identity features

Low: Not relevant to agrifood; specific to

Tokenization

Decentralized Identity (DID)

Application Domain Agrifood Industry seafood supply chains

High: Directl lies to fisheri d
Fisheries and Aquaculture B LITecty appres To s erlles., o
aquaculture for seafood traceability
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High: Focuses on certifying practices at

Supply Chain St Producti
PPy T-hain Slage rodueton fishing vessel and production levels
High: E data integrity duri
Processing and Packaging 161 ENSUres .a aintegrity during
seafood processing stages
Distribution Moc.lerate: Piscusses tracking logistics but
not in detail
High: Provid -facing dat
Retail and Consumer Interaction '8 IjOVI e consumt?r acing ca a’ .
access via QR codes for informed decisions
Geographical and High: Aligns with international traceability

Global Standard
Cultural Context obal Standards

and certification standards

Localized Systems

Moderate: Can adapt to regional
traceability needs but not explicitly
highlighted

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Supports government-driven
sustainability and traceability initiatives

Industry Consortia

Moderate: Highlights potential for
industry-wide collaboration

Independent and Open-Source
Platforms

High: Suggests decentralized platforms
and open-source approaches

Data Management and
8 Static Data Systems

High: Certifies fixed data like origin,

Analytics species, and sustainability claims

Dynamic Data Systems High: Ma.nages reelil—time data like logistics
and location tracking

Nishanth Rao Dugyala et al. [8] explore the application of blockchain technology in streamlining
the certification processes within the Indian fisheries export industry, which plays a significant role
as a revenue and job supplier. It highlights the challenges faced by traditional certification systems,
such as inefficiencies, lack of transparency, and potential fraud, and proposes a DApp integrated
with blockchain and IPFS. The certification process involves fishermen and seafood processors
registering with government authorities like the Marine Products Export Development Authority
(MPEDA). Pre-harvest checks ensure compliance with sustainable fishing regulations, while post-
harvest inspections assess quality, hygiene, and contamination levels. The DApp facilitates the entire
certification process, from application submission to certificate issuance. The system offers
stakeholders —such as fishermen, processors, government agencies, and consumers— a transparent
and efficient method to track, verify, and authenticate certification details. The proposed framework
provides several advantages, including enhanced traceability, reduced administrative overhead, and
improved stakeholder trust. However, the paper acknowledges challenges, such as the high costs of
blockchain implementation, dependency on technology literacy among stakeholders and potential
scalability issues. Table 4 shows the most prominent characteristics of the solution.

Table 4. Classification of [8] most relevant features.

Category Sub-Category Relevance to Paper
Certification Traceability and High: Emphasizes end-to-end traceability and transparency in
Purpose Transparency fisheries exports
Quality Assurance Moderate: Supports quality assurance through certification
processes
Regulatory High: Ensures compliance with domestic and international
Compliance regulations
Sustainability and High: Advocates sustainability and ethical practices via
Ethical Practices transparent certification
Technology Permissioned High: Utilizes permissioned blockchain for secure and private
Type Blockchains data management
Permissionless Low: Does not explicitly use permissionless blockchain systems
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Blockchains

Hiybrid Solutions Moderate: Explores po.tential for ?ombining permissioned and
public blockchain elements

Functional High: Smart contracts automate certification workflows and
Smart Contracts
Features data management
Tokenization Low: Tokenization is not discussed in this framework
Decentralized Identity Low: No evidence of decentralized identity features being
(DID) employed
Applicati
I]’Jl’o;::i:n Agrifood Industry Low: Not applicable to the agrifood sector
Fisheries and High: Specifically targets fisheries and aquaculture for seafood
Aquaculture certification
Supply Chain Production High: Focuses on certifying practices at the production and
Stage vessel levels
Processing and High: Ensures compliance and integrity during processing and
Packaging packaging stages
o Moderate: Discusses tracking logistics but lacks a detailed
Distribution .
exploration
Retail and Consumer High: Provides consumer-facing data access via QR codes and
Interaction blockchain verification
Geographical
an dgCull)tural Clobal Standards High: Aligns with global standards for seafood certification and
export
Context
Localized Systems Moderate: Addresses regior.lal requ.irements through
government integration
Adoption and . . . . R .
Stakeholder Government-Led High: Emphasizes collaboration with government initiatives like
Initiatives Matsya Sampada Yojana
Involvement
Industry Consortia Moderate: Highlights oppor"cu.nities fo.r industry consortia but
not explicitly detailed
Ind dent and
naepencent an High: Supports open-source smart contracts for broad
Open-Source accessibilit
Platforms Y
Data . o . . .
. High: Certifies static data such as origin, species, and
Management Static Data Systems .
. compliance
and Analytics

Dynamic Data High: Manages dynamic data like inspections, status updates,

Systems and logistics

Shereen Ismail et al. [9] review and propose an intelligent blockchain and IoT-enabled fish
supply chain framework to tackle the challenges of IUU fishing activities, seafood fraud, and
inefficiencies in traditional supply chain systems. By integrating blockchain technology with IoT
devices, such as RFID tags, GPS trackers and spectroscopy tools, the framework ensures traceability,
data authenticity and product quality verification throughout harvesting, processing, packaging, and
distribution. The study also introduces Machine Learning (ML) to enhance fraud detection, quality
assessment, and decision-making in supply chain operations. The system demonstrates a significant
number of advantages, including improved transparency, real-time traceability, automated fraud
detection, and the ability to meet regulatory standards. It addresses consumer and stakeholder
concerns about product authenticity, safety, and sustainability. However, it faces challenges like high
implementation costs, scalability issues, interoperability concerns, and organizational resistance. The
paper concludes that while blockchain-based solutions have transformative potential for fish supply
chains, further research is needed to address technical and operational barriers, emphasizing the
integration of ML and IoT technologies for an optimized and secure supply chain system. Table 5
displays the solution according to our classification
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Table 5. Classification of [9] most relevant features.

Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

High: Focuses on ensuring traceability and
transparency across the fish supply chain

Quality Assurance

High: Verifies product quality through IoT
and blockchain-based systems

Regulatory Compliance

High: Ensures adherence to fishing quotas
and food safety standards

Sustainability and Ethical Practices

High: Promotes sustainability by reducing
illegal and unethical fishing practices

Technology Type

Permissioned Blockchains

Moderate: Mentions the use of
permissioned systems for secure data
sharing

Permissionless Blockchains

Low: Does not involve open-access
permissionless blockchain systems

Hybrid Solutions

Moderate: Explores hybrid elements,
integrating IoT and machine learning

Functional Features

Smart Contracts

High: Smart contracts automate fraud
detection and data validation

Tokenization

Low: Tokenization is not part of the
proposed framework

Decentralized Identity (DID)

Low: Does not include decentralized
identity mechanisms

Application Domain

Agrifood Industry

Low: Not applicable to agrifood, focuses
on fisheries

Fisheries and Aquaculture

High: Designed for fisheries and
aquaculture applications

Supply Chain Stage

Production

High: Certifies practices at the production
stage, including IoT-enabled data
collection

Processing and Packaging

High: Tracks and validates product
integrity during processing and packaging

Distribution

High: Monitors distribution using GPS and
IoT devices

Retail and Consumer Interaction

Moderate: Limited direct consumer
interaction, focuses on transparency via
QR codes

Geographical and
Cultural Context

Global Standards

High: Aligns with international standards
for traceability and quality assurance

Localized Systems

Moderate: Potential to adapt to regional
requirements but not explicitly discussed

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Can integrate with government
initiatives to enforce compliance

Industry Consortia

Moderate: Potential for collaboration
among industry stakeholders, though not
emphasized

Independent and Open-Source
Platforms

High: Emphasizes open systems for ML
and IoT integration

Data Management and
Analytics

Static Data Systems

High: Certifies fixed data such as origin
and species

Dynamic Data Systems

High: Manages dynamic data, including
real-time tracking and condition
monitoring
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Naoum Tsolakis et al. [10] investigate how blockchain can enhance supply chain design to meet
United Nations Sustainable Development Goals (SDGs) within the Thai fish industry. By creating a
blockchain-centric architecture, the study attempts to address critical issues already known and faced
in this kind of application domain (illegal fishing, labor abuses, and environmental challenges),
aiming to ensure traceability, transparency, and ethical practices. It proposes four design principles
—data archetypes (used for linking datasets across multiple supply chain levels), data capture
(gathering data to ensure accountability and trust in supply chain operations), data consistency (data
archetypes should not be developed solely for regulatory compliance but should extend beyond legal
requirements to ensure reliable and continuous traceability), and data interoperability (ensures that
disparate supply chain processes and operations are accounted for in a blockchain-based system)—
necessary for implementing blockchain technology effectively in fish supply networks. Empirical
evidence, gathered from case studies, highlights the lack of standardized data structures and the need
for better integration across supply chain stakeholders. Advantages include improved data
transparency, enhanced compliance with regulations, and alignment with sustainability goals,
contributing to food security and economic growth. Furthermore, blockchain also fosters consumer
trust by preventing fraud and ensuring ethical labor practices. However, the study identifies
significant barriers, such as high costs, technical limitations in data capture, and inconsistent data
standards across supply chain nodes. Additionally, the lack of regulatory enforcement and resistance
to change among stakeholders impede adoption. The studied solution has a similar focus compared
to the previous ones in terms of purpose. Smart contracts are used in a permissioned blockchain that
attempts to cover all the actors in the supply chain, from global and particular geographic points of
view with mentions on stakeholders and different data systems with a strong emphasis on
certification purposes. Table 6 displays each of these elements.

Table 6. Classification of [10] most relevant features

Category Sub-Category Relevance to Paper

High: Focuses on ensuring traceability and
Certification Purpose Traceability and Transparency & 8 y

transparency in the fish supply chain

Moderate: Addresses quality assurance
Quality Assurance through compliance with ethical and labor

standards

High: Aims to verify compliance with legal
Regulatory Compliance and regulatory frameworks, including

fishing quotas

High: Ali ith sustainability and
Sustainability and Ethical Practices lg lgns, With sustaina ,1 Ty an
ethical practices by addressing SDG goals

High: Discusses the use of permissioned

Technology Type Permissioned Blockchains systems for secure data sharing and

tracking

Low: Does not explicitly involve
Permissionless Blockchains L P y_
permissionless blockchain systems

Hybrid Solutions Mode'zratef Explorfes potent.ial hybrid N
solutions integrating data interoperability

Moderate: Smart contracts could automate

Functional Features Smart Contracts certain processes, though not deeply

detailed
Low: Tokenization is not a focus of this

Tokenization
framework

Low: Does not include decentralized

Decentralized Identity (DID)

identity features

Application Domain

Agrifood Industry

Low: Not applicable to agrifood, focuses
on fisheries

Fisheries and Aquaculture

High: Directly relevant to fisheries and
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aquaculture supply chains

High: F tifyi tainabl
Supply Chain Stage Production ig : ocuses on certi )fmg sustainable
practices at the production stage

High: Ensures compliance during
Processing and Packaging processing and packaging, with improved
data consistency

Moderate: Discusses the distribution stage

Distribution but lacks significant emphasis
Moderate: Limited consumer interaction,
Retail and Consumer Interaction focuses on providing transparency
indirectly
Geographical and Global Standards High: Ai.ms to al.ign v.vith global stafldards
Cultural Context for sustainable fisheries supply chains
. High: Addresses local compliance
Localized Systems Chagllenges within the Thai 1;)ish industry
Adoption and Moderate: Suggests potential collaboration
Stakeholder Government-Led Initiatives with government bodies for enforcement
Involvement

. Moderate: Implies opportunities for
Industry Consortia . .
collaboration among industry stakeholders

Moderate: Highlights potential for

Independent and Open-Source K g1E p.
independent systems with shared

Platforms

standards

Data Management and High: Certifies static data, including origin
8 Static Data Systems & 5ot

Analytics and regulatory compliance attributes

. Moderate: Explores real-time data
Dynamic Data Systems .
management, though not deeply discussed

Xu Wang et al. [11] present the BeFAQT (Blockchain-enabled Fish Provenance and Quality
Tracking) system, designed to address challenges in fish supply chains such as lack of traceability,
quality assessment or secure data sharing. This system integrates blockchain with Attribute-Based
Encryption (ABE), IoT technologies and Al-powered tools like image processing and electronic noses
(E-nose powered by active gas sensors that can detect the odor and generate electrical signals from
chemical vapors). BeFAQT offers real-time tracking of fish quality and provenance, improving
consumer confidence, regulatory compliance, and supply chain efficiency. By ensuring trusted data
sharing among stakeholders via blockchain use, the system supports sustainability and ethical
practices while reducing fraud and inefficiencies. The key advantages include enhanced traceability,
automated quality tracking, and privacy-preserving data access. The multilayer blockchain
architecture greatly assist in ensuring these aspects, as it provides a fine-grained access control, secure
proof of provenance and tamper-proof records, which are of decisive usefulness to guarantee that the
identified fish is suitable for its consumption. The integration of IoT and Al significantly improves
data accuracy, enabling better decision-making for stakeholders. However, the system presents
several challenges, such as high implementation costs, technological complexity, and the need for
stakeholder alignment. Table 7 shows how this certification makes use of a permissioned blockchain
that stores information aiming to cover all stages in the supply chain. Offering a certification system
for fisheries and aquaculture remains the main purpose of the proposal. It follows global standards
for quality, traceability (for example, it provides an ID for each fish box that makes possible tracking
each of them), ethical practices and manages both static and dynamic data systems.

Table 7. Classification of [11] most relevant features

Category Sub-Category Relevance to Paper
High: Real-time tracking of fish
Certification Purpose Traceability and Transparency provenance ensures transparency and
accountability
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Quality Assurance

High: Automates quality assessment using
Al tools like image processing and E-nose

Regulatory Compliance

High: Ensures compliance with food safety
and fishing regulations through blockchain
records

Sustainability and Ethical Practices

High: Supports sustainability by reducing
fraud and enhancing ethical practices as
part of the features typical of blockchain

Technology Type

Permissioned Blockchains

High: Utilizes permissioned blockchain for
secure, stakeholder-specific data sharing

Permissionless Blockchains

Low: Does not involve permissionless
blockchain systems for public participation

Hybrid Solutions

Moderate: Combines permissioned
blockchain with IoT for tailored use cases

Functional Features

Smart Contracts

Moderate: Smart contracts are hinted as
useful for automated tracking and
validation processes

Tokenization

Low: Tokenization is not part of the
proposed framework

Decentralized Identity (DID)

Low: Does not implement decentralized
identity features

Application Domain

Agrifood Industry

Low: Not relevant to agrifood, focuses
solely on fisheries

Fisheries and Aquaculture

High: Specifically targets fisheries and
aquaculture for provenance and quality
tracking

Supply Chain Stage

Production

High: Certifies practices at the production
level using IoT and blockchain integration

Processing and Packaging

High: Ensures quality and compliance
during processing and packaging stages

Distribution

Moderate: Discusses tracking logistics but
with limited emphasis on distribution

Retail and Consumer Interaction

High: Enables consumer interaction via QR
codes, ensuring informed purchasing
decisions

Geographical and
Cultural Context

Global Standards

High: Aligns with global standards for
quality, traceability, and ethical practices

Localized Systems

Moderate: Can adapt to localized needs
through attribute-based encryption and
customization

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Potential for collaboration with
government bodies to support
sustainability goals

Industry Consortia

Moderate: Suggests industry consortia for
widespread adoption but lacks explicit
detail

Independent and Open-Source
Platforms

High: Emphasizes the use of open-source
tools for secure and flexible
implementation

Data Management and
Analytics

Static Data Systems

High: Certifies static data like origin,
species, and certification status

Dynamic Data Systems

High: Manages dynamic data such as real-
time tracking and quality parameters

Mohamed Rawidean Mohd Kassim [12] explores the integration of Internet of Things (IoT) and
blockchain technologies in smart agriculture. The paper proposes a five-layer IoT-blockchain
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architecture for smart agriculture applications, incorporating data sensing, network communication,
middleware for blockchain management, and business analysis layers. The study highlights cases
such as farm, irrigation, soil, and nutrient management, which collectively enhance efficiency and
sustainability in agricultural practices. Advantages for this architecture include increased
productivity, improved data security, and reduced dependency on centralized systems, making it
suitable for addressing food quality and safety issues. Blockchain decentralized ledger and IoT real-
time data capabilities offer a robust solution for agricultural challenges. Unfortunately, the paper
identifies significant barriers such as scalability, high computational costs, lack of standardization,
and limited technical expertise, particularly among smallholder farmers. Table 8 displays the most
significant features of the solution studied. Traceability and quality assurance are of significant
interest, along with usage of smart contracts in a permissioned blockchain. Smart contracts are
proposed as a data exchange mechanism for a general-purpose solution (oriented towards agrifood
rather than more specific fisheries). Data management and analytics are significantly taken into
account as well.

Table 8. Classification of [12] most relevant features.

Category Sub-Category Relevance to Paper
High: Enables traceability and
Certification Traceability and transparency through IoT data
Purpose Transparency collection and blockchain
immutability

High: IoT sensors ensure quality
Quality Assurance monitoring, and blockchain
verifies compliance

Moderate: Discusses regulatory
Regulatory Compliance alignment but not deeply
detailed

High: Promotes eco-friendly

Sustainabilit d Ethical
ustainabiiity an 4 and sustainable agricultural

Practices .
practices
High: Utilizes permissioned
Technology . . & . P
Permissioned Blockchains blockchain for secure
Type . :
stakeholder interactions
L Low: Does not focus on
Permissionless ‘ssionless blockchai
ermissionless blockchain
Blockchains p .
implementations
Moderate: Suggests hybrid
Hybrid Solutions models integrating IoT and
blockchain systems
High: Proposes smart contracts
Functional 5 P : e
Feat Smart Contracts for automating data verification
eatures
and compliance processes
o Low: Tokenization is not
Tokenization )
discussed
Decentralized Identity Low: Decentralized identity
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(DID)

mechanisms are not
implemented

Application
Domain

Agrifood Industry

High: Focuses on agrifood,
specifically on smart agriculture
and crop management

Fisheries and Aquaculture

Low: Not relevant to fisheries
and aquaculture

Supply Chain
Stage

Production

High: Addresses production-
level practices, particularly in
soil and nutrient management

Processing and Packaging

Moderate: Mentions processing
and packaging but not a central
focus

Distribution

Moderate: Distribution is
indirectly included through
traceability efforts

Retail and Consumer
Interaction

Moderate: Enhances consumer
trust via transparent data but
not directly addressed

Geographical
and Cultural
Context

Global Standards

High: Aligns with global
sustainability and traceability
goals

Localized Systems

Moderate: Discusses the
potential for regional adoption
and customization

Adoption and
Stakeholder
Involvement

Government-Led
Initiatives

Moderate: Government
involvement is implied but not
extensively covered

Industry Consortia

Moderate: Industry
collaboration is suggested as a
potential avenue for adoption

Independent and Open-
Source Platforms

Low: Does not emphasize open-
source implementations

Data
Management
and Analytics

Static Data Systems

High: Certifies static data like
crop origin and quality
attributes

Dynamic Data Systems

High: Manages dynamic data
such as real-time environmental
conditions and resource usage

Manuel Luna et al. [13] explore a blockchain-based framework to enhance traceability, fraud

prevention, and compliance with EU environmental policies in the aquaculture sector. It integrates

smart contracts to automate supply chain controls, ensuring adherence to sustainable feeding
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practices, animal welfare, and waste management. The blockchain framework addresses critical
supply chain challenges, including food fraud, product traceability, and regulatory compliance, by
leveraging decentralized, transparent, and immutable records. By doing so, it aligns aquaculture
operations with the EU’s green transition and Farm to Fork strategies applied to the fisheries and
aquaculture industries, promoting transparency and consumer trust. Advantages of the proposed
framework include enhanced compliance with sustainability standards, reduced instances of fraud,
improved traceability and automation of regulatory processes made possible with smart contracts.
These features help firms maintain competitiveness while adhering to stringent environmental
policies. However, challenges remain, such as the high implementation cost of blockchain
technologies, technical complexities for regular end users, and the need for collaboration among
stakeholders. Table 9 shows how this solution is very clearly oriented towards certification with
permissioned blockchains and a smart contract-enabled, aquaculture-oriented industry focus.
Production and consumer interaction are the most prominent features considered from the supply
chain, whereas taking into account both global and EU regulatory frameworks. Data management
and analytics characteristics are strongly present in the presented framework too.

Table 9. Classification of [13] most relevant features

Category Sub-Category Relevance to Paper
Certification Traceability and High: Ensures traceability and transparency for aquaculture
Purpose Transparency products
. High: Supports compliance with quality standards,
Quality Assurance inc%udin; Is)ustainablz feed and argmal x}/]velfare
Regulatory Compliance Higb: Verifies com.pyance with EU regulations, particularly
environmental policies
Sustainability and High: Aligns aquaculture operations with sustainability and
Ethical Practices ethical practices
Technology Permissioned High: Uses permissioned blockchains to control data access
Type Blockchains among stakeholders
Permissionless Low: Does not involve permissionless blockchain systems
Blockchains
Hybrid Solutions Moderate: E.xplores .the potential for hybrid solutions but
lacks extensive details
Functional Smart Contracts High: Impl.ements smart contracts for automating regulatory
Features and compliance processes
Tokenization Low: Tokenization is not discussed
Decentralized Identity Low: Decentralized identity mechanisms are not
(DID) implemented
Applic.ation Agrifood Industry Fow: Decentralized identity mechanisms are not
Domain implemented
Fisheries and High: Directly applies to fisheries and aquaculture for
Aquaculture compliance and traceability
Supply Chain Production High:. Certifies pfactices at the production level, including
Stage sustainable farming
Processing and Moderate: Mentions packaging stages but not a major focus
Packaging
Distribution Moderate: Mentions packaging stages but not a major focus
Retail and Consumer High: Enhances consumer trust by providing verifiable
Interaction product certifications
Geographical High: Aligns with global standards for sustainable
and Cultural Global Standards aquaculture practices
Context
Localized Systems ngh Addresses regional compliance needs, particularly
within the EU context
Adoption and Government-Led High: Relies on government-led initiatives for enforcement
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Stakeholder Initiatives and adoption
Involvement

. Moderate: Suggests industry collaboration but not
Industry Consortia . i
extensively detailed

Independent and Open-  Low: Does not emphasize open-source platforms
Source Platforms

Data High: Certifies static data like origin and production
Management Static Data Systems compliance
and Analytics

High: Manages dynamic data such as farming conditions
Dynamic Data Systems & . 55 9y &
and compliance events

Othmane Friha et al. [14] propose a robust security framework integrating blockchain, fog
computing, and Software-Defined Networking (SDN) for agricultural, Internet of Things (IoT)
applications. In the context of this manuscript, SDN enhances network management and security in
the proposed agricultural IoT framework by enabling programmable control, efficient resource
management, and automated responses. It uses virtual switches, distributed controllers, and
OpenFlow protocols for dynamic flow management. SDN also mitigates DDoS attacks by detecting
malicious traffic and ensuring secure blockchain operations. The framework focuses on secure IoT
data management, real-time analytics, and reliable network management. The architecture includes
a heterogeneous system consisting of an IoT layer for data collection, a fog layer for low-latency
processing, and a blockchain network for immutable data storage. It uses Hyperledger Sawtooth
blockchain and SDN controllers to mitigate Distributed Denial of Service (DDoS) attacks that would
disrupt the system and ensure secure, programmable network functionality. The experimental
evaluation demonstrates the framework's effectiveness in enhancing IoT security and resilience
under network stress. The proposed solution has several advantages, including improved data
integrity, network management, and resistance to DDoS attacks, making it highly suitable for smart
farming applications. The integration of blockchain enhances transparency and traceability, while
SDN ensures adaptable and efficient network control. However, the system's complexity and high
computational demands could limit adoption among small-scale farmers, who like many other end
users, are unaware of the technological complexity of the deployed systems. Table 10 shows that the
proposal is structured around the usage of permissioned blockchains for traceability and
transparency in the agrifood industry (which makes it less specific than aquaculture but is in turn
more portable to other application domains), with a specific target in production-level IoT systems.
Global standards are taken into account, as well as data management and analytics-related features,
which are featured in a prominent manner due to the collection of static IoT data (soil conditions,
network settings).

Table 10. Classification of [14] most relevant features.

Category Sub-Category Relevance to Paper
High: Ensures traceability and
Certification Traceability and transparency through
Purpose Transparency blockchain and fog computing
integration

Moderate: Improves data
Quality Assurance integrity and compliance but
not focused on certification

standards

. Moderate: Addresses regulatory
Regulatory Compliance o )
challenges indirectly via secure
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data management

Sustainability and Ethical
Practices

Moderate: Supports sustainable
practices by enhancing
agricultural IoT data security

High: Utilizes permissioned

Technol
ecinolosy Permissioned Blockchains blockchains for secure
Type : :
agricultural data sharing
. Low: Does not emphasize
Permissionless ssionless blockchai
rmission in
Blockchains Pe ONEss DO 2
systems
Moderate: Discusses potential
Hybrid Solutions hybrid models integrating IoT
and blockchain systems
. Moderate: Smart contracts are
Functional L
Smart Contracts implied for network
Features .
management and automation
o Low: Tokenization is not a focus
Tokenization
of the paper
Low: D tralized identit
Decentralized Identity ow e.cen ratizec dentily
mechanisms are not
(DID) .
implemented
Application . High: Directly. relevan.t to
Domain Agrifood Industry agrifood, particularly in smart
agriculture IoT systems
Low: Not rel t to fisheri
Fisheries and Aquaculture ow: ot relevant to Sherles
and aquaculture
Supply Chain . High: Targets produFtioTl-level
Stae Production IoT systems for monitoring and
8 data security
Moderate: Processing and
Processing and Packaging packaging stages are not a
primary focus
. Moderate: Distribution is not a
Distribution .
primary focus
Retail and Consumer Moderate: not a primary focus
Interaction
Geographical High: Aligns with global
and Cultural Global Standards standards for IoT and
Context blockchain technology

Localized Systems

Moderate: Discusses the
potential for localized adoption
but lacks specifics

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

d0i:10.20944/preprints202508.1526.v1


https://doi.org/10.20944/preprints202508.1526.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 21 August 2025 d0i:10.20944/preprints202508.1526.v1

20 of 57

Moderate: S t
Adoption and oderate: ouggests

Stakeholder
Involvement

Government-Led government-led initiatives for
Initiatives promoting IoT and blockchain
adoption

Moderate: Encourages
collaboration among industry
Industry Consortia

y stakeholders for framework

implementation

Low: Does not focus on
Independent and Open- )

independent or open-source
Source Platforms

platforms

Data High: Certifies static IoT data
Management Static Data Systems such as soil conditions and

and Analytics network settings

High: Real-time dat vt
Dynamic Data Systems '8 cal-time cata analy 1Cs
are considered

Satyabrata Aich et al. [15] provide a comprehensive review of the integration of IoT with
blockchain technology in supply chain management across various sectors, including automotive,
pharmaceutical, food, and retail industries. It emphasizes how IoT-enabled blockchain systems can
overcome the limitations of traditional supply chains, such as lack of transparency, poor traceability,
inefficiency in handling demand fluctuations, and susceptibility to fraud. By leveraging features like
decentralization, immutability and transparency, the proposed system improves traceability, links
information flows with material flows, and reduces fraud and violations in the supply chain. The
authors describe how blockchain decentralized, secure, and immutable nature ensures data integrity
and reduces fraud, while IoT connects information and material flows for real-time updates. Case
studies in automotive, pharmaceutical, food, and retail industries show improved logistics, reduced
operational costs, and better inventory control. Advantages of the ideas include enhanced trust
among stakeholders, improved operational efficiency, and better compliance with standards.
Additionally, the paper provides sector-specific examples and benefits, like inventory optimization
in the automotive sector and fraud detection in the pharmaceutical industry. However, open issues
such as high implementation costs, lack of user awareness and technical complexities are highlighted
as barriers to widespread adoption. This piece of research also features a case study on seafood
supply chains, showcasing how IoT and blockchain can address issues like illegal fishing and
mislabeling. As has happened before, this manuscript offers a review of a collection of solutions,
rather than putting forward one; requirements to make an actual implementation that solves to an
extent the issues that have been found by this study are not present either. It is displayed in Table 11
how the study performed in the paper tends to focus on permissioned blockchains that enable the
usage of smart contracts that are compliant with the most relevant global standards for data
transmission and storage. It is also encouraged how cooperation within industry can spread the
adoption of blockchain. Static data tends to be managed with ease in the studied proposals.

Table 11. Classification of [15] most relevant features.

Category Sub-Category Relevance to Paper
High: Explores blockchain's
Certification Traceability and & . p .
potential for tracking
Purpose Transparency

transparency across multiple
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sectors

Quality Assurance

Moderate: Addresses quality
assurance but not specific to
agriculture or food systems

Regulatory Compliance

Moderate: Regulatory
alignment is discussed in
broader contexts, not
specialized

Sustainability and Ethical

Moderate: Supports ethical
practices but more through

Practices general applications like
sustainability
High: Permissioned systems are
Technology o . & ) ) y
T Permissioned Blockchains heavily emphasized for
e
YP enterprise solutions
o Moderate: Permissionless
Permissionless .
. systems are mentioned but not
Blockchains i
the focal point
Moderate: Hybrid systems are
Hybrid Solutions briefly discussed as a future
application
High: Highlights smart
Functional contracts for automating
Smart Contracts .
Features processes across various
industries
L Low: Tokenization is mentioned
Tokenization
but not elaborated upon
Decentralized Identity Low: Decentralized Identity is
(DID) not a primary focus of the study
L. Moderate: Discusses agrifood
Application . _— .
. Agrifood Industry applications but in a broad,
Domain
conceptual sense
Low: Not relevant to fisheries
Fisheries and Aquaculture v )
and aquaculture directly
Low: Production-level
Supply Chain . o .
Stag Production applications are not a direct
age

focus

Processing and Packaging

Low: Processing and packaging
are mentioned only tangentially

Distribution

Moderate: Addresses logistics
and distribution through
transparency use cases
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Moderate: Indirectly supports
Retail and Consumer Yy supp
consumer trust through

Interaction blockchain-based transparency
Geographical High: Aligns with global
and Cultural Global Standards frameworks and standards in
Context blockchain adoption

. Moderate: Discusses regional
Localized Systems o
systems but lacks specifics

Adoption and Moderate: Government
Government-Led ] ]
Stakeholder Initiatives involvement is suggested but
Involvement not deeply analyzed
High: Encourages collaboration
Industry Consortia among industry consortia for
broader adoption
Independent and Open- Moderate: Suggests open-source
Source Platforms possibilities but not emphasized
Data High: Highlights blockchain's
Management Static Data Systems role in managing static data
and Analytics securely

Moderate: Dynamic data use is
Dynamic Data Systems discussed but not a central
element of the paper

Edward Alexander Jaya et al. [16] present a blockchain-based traceability system for fishery
products to improve data integrity and transparency within the supply chain in Indonesia. The
authors propose a decentralized solution using Hyperledger Fabric, emphasizing its suitability due
to features like permissioned access, smart contracts, and data immutability. The system involves
four key stakeholders: a) harbors, b) fish processing units, c) marketers, and d) the public. It ensures
that all organizations must achieve consensus before any modifications are made to the traceability
chain, addressing issues such as data inconsistency and unauthorized alterations that are prevalent
in centralized systems. The authors provide performance tests that show high throughput and
acceptable response times, despite some potential latency issues derived from chain increasing
length. CouchDB, an open-source, NoSQL database developed by the Apache Software Foundation,
is used for decentralized data storage. In fact, it is described in the manuscript as “the ledger itself
consists of a CouchDB world state ledger that enables users to get complex information with nested
queries to retrieve the weight of fishery products”. Advantages of the system include enhanced
trustworthiness, fault tolerance, and improved traceability. The use of smart contracts automates
critical processes such as product transfers and activity logging, while the decentralized architecture
reduces the risk of single points of failure. It is also described how the system faces challenges such
as increased latency and reduced throughput as the traceability chain length and number of users
grow. This is a common issue with blockchain applications that are linked to the consensus algorithm;
making it fast enough without losing any of their capabilities for transaction validation remains an
open challenge in blockchain-related deployments. Table 12 depicts how this solution revolves
around traceability and transparency in the fisheries and aquaculture industry by means of
permissioned blockchains (as Hyperledger Fabric is one of them). Smart contracts are put forward as
part of the solution, with a focus on production and distribution in the supply chain. Overall global
standards are taken into consideration, along with and static data transfers.
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Table 12. Classification of [16] most relevant features.

Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

High: Focuses on ensuring traceability and
transparency in fisheries supply chains

Quality Assurance

Moderate: Supports quality assurance
through data integrity and stakeholder
consensus

Regulatory Compliance

Moderate: Discusses compliance with
traceability standards but not regulatory
specifics

Sustainability and Ethical Practices

Moderate: Supports ethical practices by
reducing fraud and ensuring traceability

Technology Type

Permissioned Blockchains

High: Uses permissioned blockchain
(Hyperledger Fabric) for secure data
sharing

Permissionless Blockchains

Low: Does not emphasize permissionless
blockchain applications

Hybrid Solutions

Low: Hybrid blockchain solutions are not
discussed

Functional Features

Smart Contracts

High: Implements smart contracts for
automating traceability processes

Tokenization

Low: Tokenization is not a focus of the
study

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not implemented

Application Domain

Agrifood Industry

Low: Not directly relevant to broader
agrifood industries

Fisheries and Aquaculture

High: Tailored specifically to fisheries and
aquaculture traceability

Supply Chain Stage

Production

High: Certifies production practices
through blockchain-enabled monitoring

Processing and Packaging

Moderate: Processing and packaging are
mentioned but not central to the system

Distribution

High: Includes distribution as part of
supply chain traceability improvements

Retail and Consumer Interaction

Moderate: Enhances consumer trust
indirectly via transparency, but not
directly discussed

Geographical and
Cultural Context

Global Standards

High: Aligns with global traceability
standards but lacks explicit alignment with
certifications

Localized Systems

High: Designed for regional use in
Indonesia, addressing local supply chain
needs

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Suggests potential for
government collaboration but lacks specific
examples

Industry Consortia

Moderate: Industry collaboration implied
but not elaborated upon

Independent and Open-Source
Platforms

Low: Independent or open-source
platforms are not discussed

Data Management and
Analytics

Static Data Systems

High: Focuses on static data certification
such as origin and production records

Dynamic Data Systems

Moderate: Dynamic data management
mentioned but not deeply explored
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Adrian E. and Christian E. Coronado Mondragon [17] explore the feasibility of integrating
Internet of Things (IoT) and agnostic blockchain technology within the fisheries supply chain,
focusing on a case in Atlantic Canada. It highlights IoT's capacity to gather real-time data through
sensors, enhancing communication among networked devices. The adoption of blockchain can offer
facilities that other systems will not, like improved traceability, transparency, and security in supply
chains, especially for perishable goods like seafood. The authors propose an agnostic blockchain
architecture combining public and private blockchains, tailored to handle fisheries' complex logistics
and multiple stakeholders. This design enables secure data sharing, traceable product history, and
automated compliance through smart contracts. However, as happened in other solutions, scalability
remains a significant challenge due to the high number of touchpoints in supply chains.
Implementing agnostic blockchain helps address interoperability but introduces complexities in
ensuring robust cross-chain communication. Energy consumption, technological literacy, and high
initial costs are additional barriers to adoption. Furthermore, the reliance on IoT-generated data raises
concerns about data accuracy and reliability. Despite these challenges, the proposed model offers
significant potential for improving fisheries' operational efficiency, ensuring product quality, and
enhancing consumer trust. Future research should explore alternative agnostic blockchain
architectures like sidechains and hash-locking to further optimize supply chain operations. Table 13
shows how this proposal has taken a hybrid approach in terms of blockchain permissions (as it is
explicitly mentioned in the paper that “The proposed agnostic blockchain architecture comprises two
type of blockchain: one public and one private”) for fisheries and aquaculture oriented to traceability
and transparency in production and distribution of foodstuffs, while keeping a significant interest on
information standardization and data management for both static (identification of origin, handling
conditions) and dynamic (real-time monitoring) data systems. Standards are also taken into
consideration, both in terms of technology and in terms of health and safety.

Table 13. Classification of [17] most relevant features.

Category Sub-Category Relevance to Paper
High: Ensures traceability and
Certification Purpose Traceability and Transparency transparency across the fisheries supply
chain

Moderate: Enhances quality assurance
Quality Assurance through IoT-enabled monitoring of
product conditions

Moderate: Addresses compliance with
Regulatory Compliance standards indirectly through improved
data integrity

Moderate: Promotes sustainability by
Sustainability and Ethical Practices  enabling better resource management and
reducing waste

High: Utilizes permissioned blockchains
Technology Type Permissioned Blockchains for secure, private data sharing among
stakeholders
Low: Does not emphasize permissionless

Permissionless Blockchai
ermissionless Blockchains blockchain systems

High: Implements a hybrid model

Hybrid Solutions combining public and private blockchain
features
. Moderate: Mentions potential use of smart
Functional Features Smart Contracts
contracts but not deeply explored
L Low: Tokenization is not a focus of the
Tokenization

study

Low: D tralized identi hani
Decentralized Identity (DID) ow e.zcen ralized identity mechanisms
are not implemented
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Low: D t f ifood
Application Domain Agrifood Industry a;;’caSZZZO ocus oh agrtioo
icati

Fisheries and Aquaculture High: Focuts,es on fisheries and aquaculture
supply chain management

High: Certifies production processes using
Supply Chain Stage Production real-time IoT data and blockchain
recording

Processing and Packaging M?derate: Discusses packaging but not a
primary focus

e High: Includes distribution as part of
Distribution . o S
supply chain traceability and monitoring

. . Moderate: Indirectly builds consumer trust
Retail and Consumer Interaction . .
through transparency and data integrity

Geographical and Global Standards High:. Aligr?s with global traceability and
Cultural Context sustainability standards
High: Addresses regional challenges in
Localized Systems Newfoundland and Labrador's fisheries
supply chain
Adoption and Moderate: Government involvement is
Stakeholder Government-Led Initiatives implied but not explicitly discussed
Involvement
Moderate: Recommends collaboration
Industry Consortia among industry stakeholders for successful
adoption
Independent and Open-Source Low: Independent and open-source
Platforms platforms are not emphasized
Data Management and ' High: }‘li'ghli’ghts 'static fia.lta managemént
Analytics Static Data Systems for ce.rjﬂflcatlons like origin and handling
conditions
High: Includes dynamic data systems for
Dynamic Data Systems real-time monitoring of environmental and

product metrics

V.P. Premkkumar et al. [18] present a smart aquaculture system that integrates Artificial
Intelligence (AI), Internet of Things (IoT), and blockchain technology to enhance fish farming by
ensuring real-time water quality monitoring and secure data management. The system employs
various sensors to track critical water parameters like pH, temperature, turbidity, ammonia, and
dissolved oxygen, with data securely stored on the blockchain. Al assists in diagnosing fish diseases
such as Epizootic Ulcerative Syndrome (EUS) and Ichthyophthirus, enhancing fish health and
reducing mortality. An Android application alerts farmers of unclean conditions and allows remote
monitoring. The approach makes possible the improvement of aquaculture productivity by
automating water quality control and reducing manual labor, ensuring high-quality fish production.
The advantages of this system include real-time data collection, secure and tamper-proof data storage
via blockchain and early disease detection through Al, contributing to sustainable aquaculture
practices. However, the system disadvantages include high implementation costs, reliance on
internet connectivity for IoT functionality (other IoT developments that make use of sensors might
need it too, but they can still send and receive data locally throughout a WSN), and the need for
technical expertise to manage and maintain the integrated technologies (which is a common flaw in
most of the analyzed solutions anyway). Energy consumption associated with blockchain operations
and latency in real-time data processing could also affect system efficiency. Especially when high
energy-consuming algorithms like Proof-of-Work are used. As displayed in Table 14, certification
purposes are of significant interest in this proposal in the context of permissioned blockchains for
fisheries and aquaculture. Data Management and analytics have a strong stress as well.

Table 14. Classification of [18] most relevant features.
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Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

High: Ensures traceability and
transparency through blockchain for
aquaculture operations

Quality Assurance

High: Supports quality assurance by
monitoring water parameters and fish
health

Regulatory Compliance

Moderate: Addresses compliance with
standards indirectly through secure data
management

Sustainability and Ethical Practices

High: Promotes sustainability by reducing
fish mortality and optimizing resource use

Technology Type

Permissioned Blockchains

High: Uses permissioned blockchain to
securely store and share aquaculture data

Permissionless Blockchains

Low: Does not focus on permissionless
blockchain systems

Hybrid Solutions

Low: Does not focus on features from both
technologies

Functional Features

Smart Contracts

Moderate: Smart contracts are implied but
not deeply explored for compliance
automation

Tokenization

Low: Tokenization is not discussed in the
paper

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not implemented

Application Domain

Agrifood Industry

Low: Not directly relevant to broader
agrifood applications

Fisheries and Aquaculture

High: Tailored specifically to fisheries and
aquaculture operations

Supply Chain Stage

Production

High: Certifies production-level practices
through IoT and Al-enabled monitoring

Processing and Packaging

Moderate: Processing and packaging are
mentioned but not a primary focus

Distribution

Moderate: Includes distribution as part of
supply chain traceability but not
extensively detailed

Retail and Consumer Interaction

Moderate: Enhances consumer trust
indirectly via data transparency and
traceability

Geographical and
Cultural Context

Global Standards

High: Aligns with global standards for
traceability and data integrity

Localized Systems

Moderate: Suggests potential for localized
implementation but lacks specific
examples

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Implies government
involvement but not explicitly discussed

Industry Consortia

Moderate: Encourages industry
collaboration but lacks detailed examples

Independent and Open-Source
Platforms

Low: Independent and open-source
platforms are not a focus of the study

Data Management and
Analytics

Static Data Systems

High: Highlights static data management
for water quality and fish health
certifications

Dynamic Data Systems

High: Includes dynamic data systems for
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real-time water parameter monitoring and
fish behavior analysis

Aruna Subramanian et al. [19] explore the potential of blockchain technology to enhance
traceability and accountability in food supply chains, focusing on dairy, agriculture, and seafood
sectors. It identifies critical issues like food safety, sustainability, and communication gaps in
traditional supply chains and proposes blockchain-based frameworks for addressing these
challenges. For the dairy supply chain, the paper emphasizes using blockchain, IoT, and smart
contracts to ensure complete traceability from production to distribution. In agriculture, a
decentralized model is proposed for improving transparency and reducing inefficiencies,
incorporating smart contracts, RFID tags, and IoT devices. The seafood sector focuses on improving
traceability, combating illegal fishing, and enhancing consumer trust using blockchain-based
solutions. However, it is also mentioned how this latter sector is lacking maturity for blockchain
implementation, due to several reasons: a) the fragmented structure of the industry, involving
multiple stakeholders across different regions, b) limited technological infrastructure among small-
scale participants and challenges in ensuring accurate data entry undermine system reliability, c)
interoperability issues with existing systems and IoT devices and d) regulatory uncertainty across
regions adds complexity. The advantages provided by these frameworks offer significant potential
for addressing food fraud, ensuring regulatory compliance, and promoting sustainability. However,
the paper also highlights challenges such as high implementation costs, scalability issues, and
technical complexity. In particular, the seafood supply chain faces additional obstacles due to its
fragmentation and dynamic nature. This piece of research does not offer a specific implementation
or a set requirements to perform it. As shown in Table 15, multiple purpose solutions are studied for
certification purposes, which attempt to cover the supply chain stages in the agrifood, fisheries and
aquaculture application domains. Both static and dynamic data systems are used by the studied
solutions whenever certification activities must be carried out.

Table 15. Classification of [19] most relevant features.

Category Sub-Category Relevance to Paper

High: Ensures traceability and
Certification Purpose Traceability and Transparency transparency across dairy, agriculture, and
seafood supply chains

High: Enhances quality assurance by
Quality Assurance certifying compliance with safety and
quality standards

Regulatory Compliance High: Stupports r.egula.tory Complianc.e.by
improving data integrity and traceability

High: Promotes sustainability and ethical
Sustainability and Ethical Practices  practices by enabling transparency and
reducing fraud

High: Uses permissioned blockchains for
Technology Type Permissioned Blockchains secure data sharing and stakeholder access
control

Moderate: Mentions permissionless
Permissionless Blockchains systems for consumer-facing transparency
but not a primary focus

Moderate: Explores hybrid models for
Hybrid Solutions combining public and private blockchain
features

High: Implements smart contracts for
Functional Features Smart Contracts automating compliance processes and
enhancing efficiency

L Low: Tokenization is not deeply discussed
Tokenization .
in the paper
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. . Low: Decentralized identity mechanisms
Decentralized Identity (DID)
are not a focus of the study

High: Relevant to agrifood sectors like
Application Domain Agrifood Industry dairy and agriculture through enhanced
traceability

. . High: Directly addresses fisheries and
Fisheries and Aquaculture . i .
aquaculture with specific case studies

High: Certifies production-level practices
Supply Chain Stage Production using IoT, RFID tags, and blockchain
solutions

Moderate: Discusses packaging stages as
Processing and Packaging part of supply chain integrity
improvements

o High: Includes distribution as part of
Distribution .. _—
traceability and transparency objectives

Moderate: Builds consumer trust indirectly
Retail and Consumer Interaction through enhanced transparency and data
security

Geographical and Global Standards High: Aligns with global standards for

Cultural Context food safety, sustainability, and traceability

Moderate: Suggests regional adaptations
Localized Systems but lacks detailed localized
implementation strategies

Adoption and Moderate: Mentions the role of
Stakeholder Government-Led Initiatives governments in encouraging adoption but
Involvement lacks specifics

Moderate: Industry collaboration is
Industry Consortia recommended to address scalability and
implementation challenges

Low: Ind dent -
Independent and Open-Source ow:independent ot oper.1 sou.rce
platforms are not emphasized in the

Platforms . .
discussion
Data Management and . Higb: Highlights stat.ic.data sy.stems for
) Static Data Systems certifying product origin, quality, and
Analytics
safety
High: Incorporates dynamic data systems
Dynamic Data Systems like real-time monitoring of transportation

and storage conditions

Pritam Rani et al. [20] introduce a blockchain-based framework for the seafood industry,
integrating Non-Fungible Tokens (NFTs), smart contracts and IPFS to revolutionize payments and
traceability. The proposed system transforms seafood items into unique NFTs, which are tied to
detailed product metadata, ensuring end-to-end traceability and authenticity. Payments are
automated and secure, managed through Ethereum-based smart contracts. IPFS is used for
decentralized storage of payment data, providing additional transparency and tamper-proof records.
Performance evaluation using JMeter demonstrates the system’s scalability and efficiency under high
transaction loads. Advantages of this framework include enhanced transparency and fraud
prevention. The integration of NFTs promotes sustainability and ethical fishing practices by offering
consumers real-time access to product details. However, challenges include high implementation
costs, technical expertise requirements, and potential scalability issues. Table 16 depicts how
traceability and sustainability are important features in this solution, along with permissionless or
hybrid blockchain technologies that can make use of both smart contracts and tokens. Distribution
and retail are the main sectors related to this solution in the supply chain, whereas data management
and analytics remain activities of high interest.
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Table 16. Classification of [20] most relevant features.

Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

High: Ensures traceability and
transparency by transforming seafood
items into NFTs

Quality Assurance

Moderate: Supports quality assurance
indirectly by linking product metadata to
NFTs

Regulatory Compliance

Moderate: Addresses regulatory
compliance through smart contracts but
not deeply explored

Sustainability and Ethical Practices

High: Promotes sustainability by
combating fraud and enhancing ethical
fishing practices

Technology Type

Permissioned Blockchains

Low: Does not use permissioned
blockchains in the proposed framework

Permissionless Blockchains

High: Leverages permissionless blockchain
systems for consumer-facing transparency

Hybrid Solutions

Moderate: Explores hybrid possibilities
through integration of public and
decentralized storage systems

Functional Features

Smart Contracts

High: Implements smart contracts for
automating payments and verifying
transactions

Tokenization

High: Utilizes tokenization to represent
seafood products as NFTs

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not discussed

Application Domain

Agrifood Industry

Low: Not focused on broader agrifood
applications

Fisheries and Aquaculture

High: Highly relevant to fisheries and
aquaculture through seafood-specific case
studies

Supply Chain Stage

Production

Moderate: Production-level practices are
linked to traceability but not explicitly
detailed

Processing and Packaging

Low: Processing and packaging stages are
not a primary focus

Distribution

High: Enhances traceability and
transparency during distribution through
IPFS and blockchain

Retail and Consumer Interaction

High: Builds consumer trust through NFT-
based transparency and product data
access

Geographical and
Cultural Context

Global Standards

High: Aligns with global standards for
transparency and traceability in seafood
supply chains

Localized Systems

Moderate: Potential for localized adoption
but lacks explicit examples

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Low: Government involvement is not
explicitly discussed

Industry Consortia

Moderate: Encourages collaboration
among industry stakeholders but lacks
detailed examples
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Independent and Open-Source Low: Independent or open-source
Platforms platforms are not emphasized

Data Management and Static Data Systems High: Highlights static data certification

Analytics such as product metadata linked to NFTs

High: Incorporates dynamic data systems
Dynamic Data Systems & p Y . y .
for transaction and payment monitoring

Muhamad Alfarisy et al. [21] focus on developing a service-oriented platform using blockchain
as a service to securely record fishing data based on quota policies, supporting Indonesia's blue
economy goals. The proposed system addresses overfishing and data manipulation issues in the self-
assessment system used by the E-PIT platform. It is mentioned by the authors that these systems rely
heavily on manual data input by fishers and stakeholders, which can lead to intentional manipulation
or unintentional errors in reporting fishing quotas and catches. Additionally, there is limited
oversight and verification, making it difficult to ensure data accuracy and integrity. Finally, the lack
of real-time data collection and integration with automated systems such as IoT devices further
compromises the reliability of the data. By integrating IoT for data collection and blockchain for
secure, immutable storage, the system ensures transparency and compliance with fishing quotas. The
Service Computing System Engineering (SCSE) methodology is employed to design and evaluate the
platform. The advantages include improved data integrity, reduced manual input errors, and
enhanced traceability of fishing activities. The service-oriented approach also ensures modularity and
reusability. However, the platform faces challenges such as high initial implementation costs, the
need for standardized IoT hardware, and potential scalability issues in larger, distributed systems.
While the platform shows promise for sustainable marine resource management, further integration
of monitoring tools and predictive intelligence for zoning and illegal fishing detection is suggested
to expand its capabilities. Table 17 shows the strong characteristics related to certification purposes
as part of a permissioned blockchain. It is inferred from the paper that production is the main area of
interest in the supply chain for this proposal, along with a generalistic geographical context for

standards.
Table 17. Classification of [21] most relevant features.
Category Sub-Category Relevance to Paper
High: Focuses on traceability and
Certification Purpose Traceability and Transparency transparency of fishing quotas using
blockchain
Quality Assurance MOf:lerate: Support's quality assura'nce .
indirectly through improved data integrity
Regulatory Compliance High: Verifies C.omplian?e w{vith legal
standards, particularly fishing quotas
High: Promotes sustainability by
Sustainability and Ethical Practices  addressing overfishing and improving
resource management
High: Utili issioned blockchain f
Technology Type Permissioned Blockchains 6 111zes permissioned blockehain for
secure and controlled data storage
Low:D t issionl
Permissionless Blockchains ow O?S n,O U15€ PErssIontess
blockchains in the proposed system
Hiybrid Solutions Moderate:.Men.tions hybric} Potential but
focuses primarily on permissioned systems
Moderate: Smart contracts are implied for
Functional Features Smart Contracts quota management but not deeply
explored
L Low: Tokenization is not a focus of the
Tokenization

study

Low: Decentralized identi hani
Decentralized Identity (DID) ow ec.en ralized identity mechanisms
are not discussed
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Low: Not f d ifood indust
Application Domain Agrifood Industry a;;’ca:onzcuse on agriiood mdustry
icati

Fisheries and Aquaculture High: Tailored specifically to fisheries and
aquaculture quota management

High: Monit duction-level activiti
Supply Chain Stage Production Tigh: Monitors production-level activities
like fishing vessel operations

. . Moderate: Processing and packaging are
Processing and Packaging not explicitly discussed

Moderate: Includes distribution through
Distribution traceability mechanisms but lacks detailed
focus

Low: Does not directly address consumer
Retail and Consumer Interaction y

interaction
Geographical and Global Standards High:. Aligns. with. global standards for
Cultural Context sustainable fisheries management
High: Designed for localized
Localized Systems implementation addressing Indonesia’s
specific challenges
Adoption and High: Suggests government collaboration
Stakeholder Government-Led Initiatives for enforcing and monitoring quotas
Involvement

. Moderate: Encourages industry
Industry Consortia . - .
collaboration but lacks explicit details

Independent and Open-Source Low: Independent and open-source
Platforms platforms are not discussed

High: Focuses on static data systems for
Data Management and . e e
. Static Data Systems certifying fishing quotas and recorded
Analytics L.
activities

. Moderate: Dynamic data systems are
Dynamic Data Systems i .
implied but not deeply explored

Shashika Lokuliyana et al. [22] propose "Aqua Safe," a blockchain-based maritime
communication system that integrates IoT and ad hoc networks to enhance communication and data
security between fishing vessels and land stations. The system leverages LoRaWAN technology for
long-distance, low-power data transmission and blockchain for secure, decentralized data storage
and communication. In this context, LoRaWAN provides wide coverage over the maritime
environment, facilitating real-time transmission of crucial data such as fish catch records, vessel
location, weather updates and emergency alerts. The developed system includes functionalities such
as fisheries activity monitoring, boundary detection (a feature that leverages GPS data and blockchain
integration to monitor and enforce maritime boundaries, so it can alert vessels when approaching
restricted zones, ensuring compliance with fishing regulations, preventing illegal activities, and
enhancing maritime security), weather condition analysis, and collision avoidance systems. The
innovative approach ensures secure and tamper-proof communication by encrypting and hashing
data transmitted through LoRa nodes. Advantages of the proposed system include enhanced data
security, real-time communication, and cost-effective deployment compared to traditional satellite-
based methods. The system supports sustainability by preventing illegal fishing and ensuring
boundary compliance. However, its scalability could be limited by LoRaWAN coverage and reliance
on blockchain, which may lead to latency and complexity in large-scale implementations.
Furthermore, integrating renewable energy sources like solar and wave power may face feasibility
issues in certain maritime conditions. Table 18 shows how this solution has a significant focus on
sustainability or localization for fisheries and fishing fleets but does not particularly orient itself to
provide certification or certification-related features with regards to the supply chain or how trade
can be done via smart contracts or tokenization. Nevertheless, due to the nature of the information
involved, dynamic data systems are thoroughly considered.
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Table 18. Classification of [22] most relevant features.

Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

Moderate: Enhances traceability and
communication but not directly focused on
supply chain transparency

Quality Assurance

Low: Does not emphasize quality
assurance certifications

Regulatory Compliance

Moderate: Supports regulatory compliance
through monitoring and boundary
detection

Sustainability and Ethical Practices

High: Promotes sustainability by
preventing illegal fishing and supporting
eco-friendly practices

Technology Type

Permissioned Blockchains

Moderate: Uses permissioned blockchain
for secure and controlled communication
storage

Permissionless Blockchains

Low: Does not use permissionless
blockchain systems

Hybrid Solutions

Moderate: Explores hybrid systems with
blockchain and decentralized ad hoc
networks

Functional Features

Smart Contracts

Low: Smart contracts are not implemented
or discussed in the paper

Tokenization

Low: Tokenization is not a focus of the
study

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not mentioned

Application Domain

Agrifood Industry

Low: Not relevant to broader agrifood
applications

Fisheries and Aquaculture

High: Specifically addresses fisheries and
aquaculture communication challenges

Supply Chain Stage

Production

Moderate: Monitors production-level
activities like fishing vessel operations but
not a direct focus

Processing and Packaging

Low: Processing and packaging are not
addressed

Distribution

Moderate: Supports distribution through
enhanced communication but not a
primary focus

Retail and Consumer Interaction

Low: Does not emphasize consumer
interaction

Geographical and
Cultural Context

Global Standards

Moderate: Could align with global
standards for maritime communication
and fishing compliance

Localized Systems

High: Designed for localized maritime
systems addressing specific regional
challenges

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Implies government
involvement for compliance but lacks
specifics

Industry Consortia

Moderate: Suggests collaboration among
maritime stakeholders but not detailed

Independent and Open-Source
Platforms

Low: Independent and open-source
platforms are not discussed

Data Management and

Static Data Systems

Moderate: Static data like vessel logs and
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Analytics boundary records are managed

High: Dynamic data systems monitor real-
Dynamic Data Systems time weather, location, and communication
metrics

Pooja Joshi et al. [23] explore the integration of Industry 4.0 technologies into contemporary
fisheries management, introducing the concept of "Fishers 4.0." It highlights the potential of
technologies such as IoT, blockchain, and Al in addressing challenges in fisheries management,
including overfishing, regulatory compliance, and supply chain inefficiencies. The authors argue that
by leveraging these technologies, stakeholders can improve traceability, enhance decision-making,
and ensure sustainable practices. In addition to the usefulness provided by blockchain (decentralized
and secure information storage) and IoT (real-time monitoring of fishing activities, vessel tracking,
and environmental conditions), Al plays a crucial role in the manuscript by enabling predictive
analytics for fish stock assessments, optimizing fishing operations, and enhancing decision-making
through real-time data analysis. It also supports automated compliance monitoring, reducing IUU
fishing and improving overall fisheries management efficiency. In this regard, the authors propose a
framework that integrates these tools to create a digital ecosystem for the fisheries industry. The
paper's strengths lie in its forward-thinking approach and its detailed analysis of how advanced
technologies can solve real-world challenges. It successfully demonstrates how these technologies
can streamline operations and promote sustainability. However, the study also points out potential
drawbacks, including high implementation costs (which is a typical challenge in this kind of
application domain), the need for significant stakeholder training, and challenges related to data
privacy and security. Table 19 shows how this solution has a strong drive on certification for fisheries
and aquaculture industries, yet other tools like smart contracts or tokenization of assets are not
considered. Global standards for sustainable and traceable fisheries management are taken into
account, and the solution makes use of dynamic data systems.

Table 19. Classification of [23] most relevant features.

Category Sub-Category Relevance to Paper

High: F i ing t bili
Certification Purpose Traceability and Transparency th;iughocc:l?gsie;lo tt:}?f;l(()) ‘;Ief i;afciiﬁe;iletz

Moderate: Supports quality assurance

Quality Assurance indirectly by enabling better decision-
making
High: Addresses regulatory compliance
Regulatory Compliance through enhanced monitoring and data
sharing

High: Promotes sustainability by
Sustainability and Ethical Practices  integrating tools for eco-friendly fisheries
management

Moderate: Suggests permissioned systems
Technology Type Permissioned Blockchains for data security but not extensively
detailed

Moderate: Explores open systems for

Permissionless Blockchains
transparency but not deeply analyzed

Moderate: Hybrid approaches are implied

Hybrid Solutions
Y but not explicitly discussed
Low: Smart contracts are not explicitl
Functional Features Smart Contracts . p y
addressed in the proposed framework
L Low: Tokenization is not a focus of the
Tokenization

study

Low: Decentralized identity mechanisms
Decentralized Identity (DID) are not mentionz d v

Application Domain Agrifood Industry Low: Decentralized identity mechanisms
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are not mentioned

High: Directly addresses fisheries and
Fisheries and Aquaculture aquaculture through innovative
technology integration

High: Monitors production practices via
IoT and Al-enabled tools
Low: Processing and packaging are not

Supply Chain Stage Production

Processing and Packaging discussed
iscu

Moderate: Supports distribution
Distribution improvements indirectly through
enhanced data flows

. . Moderate: Builds consumer trust through
Retail and Consumer Interaction .
better traceability and transparency

Geographical and High: Aligns with global standards for

Global Standards sustainable and traceable fisheries
Cultural Context

management

. Moderate: Proposes regional adaptations
Localized Systems . o
but lacks detailed localization examples

Adoption and Moderate: Suggests government
Stakeholder Government-Led Initiatives involvement for successful implementation
Involvement

. Moderate: Encourages industry
Industry Consortia . ; ..
collaboration but without explicit examples

Independent and Open-Source Low: Independent or open-source
Platforms platforms are not emphasized

Data Management and . Moderate: Manages static data for origin
Static Data Systems

Analytics and compliance tracking

High: Incorporates dynamic data systems
Dynamic Data Systems for real-time monitoring and decision-
making

Ouafae Pes Serouali Ouariti and Jalila Bennouri [24] investigate the integration of blockchain
technology in sustainable supply chain management, focusing specifically on the fisheries sector. It
emphasizes blockchain's potential to enhance transparency, traceability and sustainability in supply
chains while identifying factors influencing its adoption. Through an exploratory study and literature
analysis, the authors highlight blockchain's ability to provide a) tamper-proof records, b) ensure
regulatory compliance and c) improve the ecological footprint by reducing inefficiencies. The paper
also addresses current challenges, such as technology costs, stakeholder resistance, and the need for
supportive regulatory frameworks. The study outlines blockchain's advantages, including enhanced
consumer trust through transparent data sharing, optimization of resource use, and the facilitation
of ethical labor practices. However, it also points out disadvantages, such as limited technological
infrastructure in certain regions and the complexity of integrating blockchain into existing systems.
Although the authors of the manuscript claim that they “have identified the main factors that
influence the adoption of blockchain technology that can improve the sustainability of a supply
chain” they have not elaborated a collection of functional and/or non-functional requirements that
can be used for a future design or implementation that will fit the application domain of aquaculture
and fisheries industries. Table 20 displays how the studied solutions have certification within
permissioned blockchains in fisheries and aquaculture as one of the usual main goals, while keeping
a significant interest in production and distribution of goods in the supply chain and making use of
static data systems for the certification of fishing origins and quota compliance is also of major
relevance, so that dynamic data systems are taken into account with the latter option.

Table 20. Classification of [24] most relevant features.

Category Sub-Category Relevance to Paper
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Certification Purpose

Traceability and Transparency

High: Focuses on traceability and
transparency for sustainable fisheries
supply chains

Quality Assurance

Moderate: Supports quality assurance
indirectly through improved data integrity
and accountability

Regulatory Compliance

High: Verifies adherence to regulations
such as fishing quotas and labor practices

Sustainability and Ethical Practices

High: Promotes sustainability by reducing
inefficiencies and supporting ethical
practices

Technology Type

Permissioned Blockchains

High: Suggests permissioned blockchain
systems for secure enterprise solutions

Permissionless Blockchains

Moderate: Explores consumer-facing
transparency but not the primary focus

Hybrid Solutions

Moderate: Implies hybrid blockchain
systems for tailored use cases

Functional Features

Smart Contracts

Low: Smart contracts are not explicitly
discussed

Tokenization

Low: Tokenization is not explored in this
paper

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not mentioned

Application Domain

Agrifood Industry

Moderate: Indirectly applicable to agrifood
through transferable frameworks

Fisheries and Aquaculture

High: Tailored to fisheries and aquaculture
supply chain improvements

Supply Chain Stage

Production

High: Monitors production practices for
regulatory compliance and transparency

Processing and Packaging

Moderate: Mentions packaging and
processing but not extensively detailed

Distribution

High: Tracks products through logistics for
enhanced transparency

Retail and Consumer Interaction

Moderate: Builds consumer trust through
data-driven transparency but not a direct
focus

Geographical and
Cultural Context

Global Standards

High: Aligns with global standards like
MSC for sustainable fisheries management

Localized Systems

Moderate: Addresses regional challenges
but lacks specific localization examples

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Mentions government role in
policy support but not deeply explored

Industry Consortia

Moderate: Encourages collaboration
among industry stakeholders for adoption

Independent and Open-Source

Platforms

Low: Independent or open-source
platforms are not emphasized

Data Management and
Analytics

Static Data Systems

High: Highlights static data systems for
certifying fishing origins and quota
compliance

Dynamic Data Systems

Moderate: Mentions dynamic data systems
but not deeply explored

Lei Hang et al. [25] propose a blockchain-based platform for fish farming to ensure agricultural

data integrity, leveraging IoT devices for real-time environmental monitoring and automated control.
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The main advantages of the approach include enhanced data security through immutability and
transparency of blockchain records, scalability achieved via a permissioned network, and off-chain
storage using CouchDB (as it was done in [16]) to handle large datasets efficiently. Hyperledger
Fabric serves as the blockchain framework, offering a permissioned network that ensures high
throughput, robust access control, and data privacy. It facilitates secure data management, supports
smart contracts for automating processes, and uses CouchDB for efficient off-chain storage,
enhancing scalability and performance. Smart contract automates processes such as data validation
and resource management, improving operational efficiency while ensuring privacy by restricting
data access to authorized users. The smart contract data is modeled as JavaScript Object Notation
(JSON) so that it can be correctly understood and visualized for end users. Moreover, the use of
Hyperledger Fabric ensures high throughput and robust access control, crucial for sensitive
agricultural data. However, the paper highlights challenges such as integration with legacy systems,
which may require significant amount of time and resources. The blockchain's high computational
demands for consensus protocols could also limit scalability. Additionally, the prototype currently
handles only a single parameter (water level), limiting its applicability. It is described how future
expansions will need to address multi-parameter integration, real-world deployment issues like
secure data transmission, and user-friendly interfaces for broader adoption among farmers. Table 21
shows how traceability and sustainability by making use of a permissioned blockchain are of major
importance in this proposal. Production in the supply chain is the most prominent step that benefits
from this proposal; it also makes intense use of data management and analytics-related features, both
static (management of aquaculture parameters) and dynamic (real-time monitoring of different
metrics).

Table 21. Classification of [25] most relevant features.

Category Sub-Category Relevance to Paper

High: Ensures data traceability and
Certification Purpose Traceability and Transparency transparency through blockchain
integration in fish farms

Moderate: Supports quality assurance by
Quality Assurance automating data processes like anomaly
filtering

Moderate: Addresses regulatory
Regulatory Compliance compliance through secure and immutable
data storage

High: Promotes sustainability by
Sustainability and Ethical Practices  optimizing resource and energy use in
aquaculture

High: Utilizes permissioned blockchains
Technology Type Permissioned Blockchains for secure, enterprise-level data
management

. . Low: Does not focus on permissionless
Permissionless Blockchains .
blockchains

Hybrid Solutions Moderate: Hybrid approaches are implied
but not the focus

High: Implements smart contracts for
Functional Features Smart Contracts automated anomaly detection and actuator
controls

Tokenization Low: Tokenization is not discussed

Low: Decentralized identi hani

Decentralized Identity (DID) ow: Decentralized iden ity mechanisms
are not a focus of this paper

Moderate: Could be adapted to broader

agrifood industry scenarios

Application Domain Agrifood Industry

Fisheries and Aquaculture High: Specifically tailored to fisheries and
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aquaculture use cases

High: Monit ducti tivities lik
Supply Chain Stage Production ig onitors production activities like

water quality and fish health via IoT

Processing and Packaging I;)Sx;vu Sljslre(z;essing and packaging are not

Moderate: Distribution improvements are
Distribution implied through traceable data but not
detailed

Low: Retail and consumer interaction are

Retail and Consumer Interaction
not addressed

Geographical and Moderate: Aligns with global standards for

Cultural Context Global Standards

sustainable and transparent aquaculture

. Moderate: Provides a localized solution
Localized Systems e .
but lacks specific regional examples

Adoption and Moderate: Government-led adoption is
Stakeholder Government-Led Initiatives implied but not explicitly discussed
Involvement

. Moderate: Encourages collaboration
Industry Consortia .
among aquaculture industry stakeholders

Independent and Open-Source Low: Independent or open-source

Platforms platforms are not emphasized

Data Management and Static Data Systems High: Highlights static data systems for

Analytics managing aquaculture parameters

High: Includes dynamic data systems for
Dynamic Data Systems real-time monitoring of environmental and

operational metrics

Ahm Shamsuzzoha et al. [26] introduce a blockchain-enabled traceability system designed for
the sustainable seafood industry, focusing on transparency and compliance throughout the fish
supply chain. Using the Tracey project as a case study in the Philippines, it integrates blockchain
technology with a smartphone app to empower small-scale fishermen by recording and validating
fish catch and trade data. In this region of the world, fishermen face challenges such as inaccurate
catch reporting, lack of transparency in the supply chain, and difficulties meeting regulatory
requirements. The Tracey system addresses these issues by enabling real-time data recording,
improving traceability, ensuring regulatory compliance, and enhancing trust among stakeholders
through secure, immutable blockchain-based data management. This approach ensures compliance
with export standards, such as catch certification and hygiene requirements, while offering
consumers access to immutable and reliable information about the origin and authenticity of seafood
products. A smartphone app has been developed, which enables fishermen to record essential catch
information, including species, weight, length, and capture location. It is used to ensure real-time
data entry, enhancing traceability and transparency in the seafood supply chain, and supports
regulatory compliance and facilitates seamless data integration into the blockchain system.
Advantages of the system include secure data storage, enhanced operational efficiency, and
improved trust among stakeholders, supported by a user-friendly app that simplifies data
management. However, the paper also highlights challenges like limited connectivity in rural areas,
low technological literacy among fishermen, high implementation costs and scalability limitations,
which could restrict broader adoption in developing regions. Table 22 further reinforces these views,
as permissioned blockchains for certification purposes in fisheries and aquaculture are the most
significant topics for the system that has been developed. No smart contracts are conceived to be used
in this proposal, though.

Table 22. Classification of [26] most relevant features.

Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

High: Focuses on tracking products from
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origin to consumer, ensuring supply chain
transparency

Quality Assurance

Moderate: Supports compliance with
hygiene and quality standards indirectly

Regulatory Compliance

High: Verifies adherence to legal standards
like catch certifications

Sustainability and Ethical Practices

High: Promotes eco-friendly and
sustainable fishing practices through data
transparency

Technology Type

Permissioned Blockchains

High: Uses permissioned blockchain to
control access and ensure secure data

Permissionless Blockchains

Moderate: Consumer-facing transparency
possible but not the primary focus

Hybrid Solutions

Moderate: Hybrid features could be
inferred but not explicitly detailed

Functional Features

Smart Contracts

Low: Smart contracts are not explicitly
utilized in the study

Tokenization

Low: Tokenization is not discussed

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not implemented

Application Domain

Agrifood Industry

Low: Not focused on broader agrifood
applications

Fisheries and Aquaculture

High: Specifically tailored to the fisheries
and aquaculture sector

Supply Chain Stage

Production

High: Monitors production at the fishing
vessel level via mobile data collection

Processing and Packaging

Low: Processing and packaging are not
discussed in detail

Distribution

Moderate: Distribution is supported
indirectly through transparent data
sharing

Retail and Consumer Interaction

Moderate: Improves consumer trust
through data-driven transparency

Geographical and
Cultural Context

Global Standards

High: Aligns with global standards for
sustainable fishing and export compliance

Localized Systems

High: Designed for localized
implementation in the Philippines

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Mentions government
involvement but does not deeply explore
policies

Industry Consortia

Moderate: Encourages industry
collaboration among supply chain
stakeholders

Independent and Open-Source
Platforms

Low: Independent or open-source
platforms are not a focus

Data Management and
Analytics

Static Data Systems

High: Certifies fixed attributes like origin
and compliance data

Dynamic Data Systems

Moderate: Real-time tracking systems are
implied but not extensively detailed

Peter Howson [27] explores the potential of blockchain technology to enhance trust and equity

in marine conservation and fisheries supply chain management. It discusses applications like

traceability of fish catches, combating illegal fishing, reducing slavery in the fishing industry, and

mitigating marine pollution. Advantages include increased transparency in seafood provenance,

improved consumer trust, and enhanced monitoring of labor conditions. Blockchain also supports

sustainable fisheries by tracking fishing activities and ensuring compliance with legal standards. Its
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decentralized nature ensures data immutability and transparency, supporting initiatives like smart
contracts for compliance and resource mobilization for marine conservation. However, challenges
have also been included in the studied manuscript; they include the high costs of onboarding
blockchain systems, especially for small-scale fishers, and the risk of inaccurate data entry ("garbage
in, garbage out"). Additionally, regulatory challenges, especially in developing regions, hinder
widespread adoption. The technology reliance on supporting infrastructure like IoT and reliable
internet also limits its applicability in remote areas where internet connectivity can be faulty of next
to nonexistent. Moreover, the author of the manuscript argues that while blockchain promises
decentralized control from a purely technological point of view, permissioned blockchains controlled
by major corporations could centralize power, counteracting the technology's equitable potential. The
author concludes that while blockchain offers promising solutions for sustainable fisheries
management, its effectiveness depends on addressing these technological, economic, and regulatory
challenges, particularly ensuring inclusive access for artisanal fishers and robust mechanisms for
accurate data entry. Unfortunately, as has happened in some other manuscripts studied, there is no
mention on how a particular solution should be like. Table 23 shows the main features of the studied
paper, which deals mostly with what features and requirements would be desirable for a certification
solution in the application domain of aquaculture. Among other aspects, the usage of smart contracts
in production and distribution appear as relevant features, along with data management analytics
from the static and dynamic points of view.

Table 23. Classification of [27] most relevant features.

Category Sub-Category Relevance to Paper

High: S ts t bility in the fisheri
Certification Purpose Traceability and Transparency Sulspl ;}::;irtz ;:ece:ni illl};;l ﬁzhiigenes
y Vi

. Moderate: Improves compliance with
Quality Assurance . .
quality standards but not a direct focus

. High: Verifies compliance with regulations
Regulatory Compliance - i o
against illegal fishing and labor violations

High: Advocates for sustainable and
Sustainability and Ethical Practices  ethical practices through improved
accountability

High: Permissioned blockchai
Technology Type Permissioned Blockchains 161 Termissioned bloc C s ensuire .
secure, tamper-proof data in supply chains

L . Moderate: Permissionless systems are
Permissionless Blockchains .
relevant but not the primary focus

Moderate: Hybrid systems are implied but

Hybrid Solutions not explicitly discussed
High: Smart contracts are suggested for
Functional Features Smart Contracts automating compliance and conservation
goals
L Low: Tokenization is not addressed in this
Tokenization

context
Low: Decentralized identity mechanisms
are not explored

Decentralized Identity (DID)

Low: Not licable to broad ifood
Application Domain Agrifood Industry ir?cxstr;) u?e)pc;Zs € to broader agritoo

. . High: Tailored to fisheries and aquaculture
Fisheries and Aquaculture . o
management with a focus on sustainability

. . High: Tracks production-level activities
S ly Chain St Product
upply t-hain Stage roduction like fish catch and vessel monitoring

Moderate: Processing and packaging are
Processing and Packaging not emphasized but indirectly supported
by traceability
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High: Enhances distribution through

Distributi
1SHbHHOn transparent and immutable records

Moderate: Builds consumer trust by

Retail and Consumer Interaction sharing transparent and reliable product
data

. High: Aligns with global standards to
G hical and
cograpiica an Global Standards combat illegal fishing and promote

Cultural Context . .
sustainable practices

Localized Svstems Moderate: Addresses regional inequities
y but lacks detailed localized examples

Adoption and Moderate: Suggests government-led
Stakeholder Government-Led Initiatives adoption but does not explore deeply
Involvement

. Moderate: Encourages industry
Industry Consortia . .
collaboration but lacks specific examples

Independent and Open-Source Low: Independent or open-source
Platforms platforms are not highlighted
Data Management and . Hi.g}.n Certifies fi)fed attri?bute.s li.ke fish
. Static Data Systems origin and compliance with fishing
Analytics .
regulations

. High: Utilizes dynamic systems for real-
Dynamic Data Systems . L .
time monitoring of supply chain data

Akhtaruzzaman Khan et al. [28] propose ShrimpChain, a hybrid blockchain-based framework
designed to enhance the export potential of Bangladeshi shrimp by addressing transparency and
traceability issues in the shrimp supply chain. The framework combines public and private
blockchains, enabling stakeholders to enter production and supply chain data via mobile/web
applications and IoT devices. A unique scoring-based certification method is proposed, where shrimp
quality is assessed based on authenticated data from various supply chain stages. Advantages of this
approach include improved food safety, enhanced product traceability, and increased consumer
trust, which are vital for meeting international standards. The framework empowers farmers by
providing them with greater market control, potentially boosting profits by eliminating
intermediaries. It also enables real-time monitoring, early warning systems, and efficient
contamination management, significantly reducing the risk of export bans. However, disadvantages
include challenges related to implementing IoT-based blockchain solutions in Bangladesh, where
technical infrastructure and skilled personnel are limited. The dependence on manual data entry
could introduce human error and data manipulation risks, although mitigated by the proposed
community consensus mechanism. Additionally, while the scoring system aims to ensure data
reliability, its effectiveness depends on widespread stakeholder adoption and cooperation. Table 24
shows the main features of this proposed solution. The importance of having a reliable certification
system is shown here. In this case, a hybrid solution combining elements from both public and private
blockchains is put forward. The solution shows compatibility with the different domains of the
agrifood industry and aquaculture, as well as production and distribution in the supply chain. Use
of standards related to data sharing is highlighted, along with data management for static and
dynamic data systems.

Table 24. Classification of [28] most relevant features.

Category Sub-Category Relevance to Paper

High: E d-to-end t bility i
Certification Purpose Traceability and Transparency 167 ENSUTES end-iorend Haceabitly In

the shrimp supply chain
Moderate: Improves food safety and
Quality Assurance compliance with quality standards
indirectly
Regulatory Compliance High: Facilitates adherence to export
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regulations and food safety requirements

Sustainability and Ethical Practices

High: Promotes sustainable farming
practices and empowers small-scale
farmers

Technology Type

Permissioned Blockchains

High: Employs permissioned blockchains
for data security and controlled access

Permissionless Blockchains

Moderate: Transparency for consumers is
possible but not a primary focus

Hybrid Solutions

High: Hybrid blockchain setup combines
public and private elements effectively

Functional Features

Smart Contracts

Moderate: Mentions automated processes
but does not focus on smart contracts

Tokenization

Low: Tokenization is not included in this
framework

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not explored

Application Domain

Agrifood Industry

High: Applicable to agrifood systems with
a focus on shrimp farming

Fisheries and Aquaculture

High: Specifically tailored to fisheries and
aquaculture, especially shrimp

Supply Chain Stage

Production

High: Tracks production-level activities
and ensures farmer compliance with best
practices

Processing and Packaging

Moderate: Processing and packaging are
indirectly supported through traceability

Distribution

High: Enhances distribution through
immutable data and cold chain
management

Retail and Consumer Interaction

Moderate: Provides consumers with
reliable provenance data but not the main
focus

Geographical and
Cultural Context

Global Standards

High: Aligns with global export standards
for sustainability and food safety

Localized Systems

High: Adaptable to local systems with
community participation and consensus
mechanisms

Adoption and
Stakeholder
Involvement

Government-Led Initiatives

Moderate: Government involvement is
suggested but not extensively discussed

Industry Consortia

Moderate: Encourages collaboration
among stakeholders but lacks detailed
examples

Independent and Open-Source
Platforms

Low: Independent or open-source
platforms are not emphasized

Data Management and
Analytics

Static Data Systems

High: Captures fixed data attributes like
origin, quality certification, and
compliance

Dynamic Data Systems

High: Includes real-time monitoring of
logistical elements such as cold chain
management

Lastly, Naif Alsharabi et al. [29] integrate blockchain and Al technologies to enhance traceability,
transparency, and sustainability in fisheries. It proposes a decentralized system leveraging

blockchain for recording fish catch data and smart contracts for automating interactions among

stakeholders. Al models like eighth version of You Only Look Once (YOLO) improve marine

surveillance by detecting objects such as fish and pollutants, while IoT sensors enable real-time
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monitoring of water quality and fish stock levels. Advantages include improved data accuracy,

transparency, and sustainability in fisheries management. However, challenges such as cost, data

security and limited infrastructure in remote areas are mentioned as well. The system's effectiveness

in ensuring compliance, promoting eco-friendly practices, and reducing overfishing is promising, but

widespread adoption requires addressing socioeconomic barriers and scalability issues. Those

features are shown in Table 25, as certification applied to fisheries and aquaculture appears as the

most suitable way to classify the solution. Production and distribution in the supply chain are

important too, with both static and dynamic data systems being integrated in this studied proposal

as well.

Table 25. Classification of [29] most relevant features.

Category

Sub-Category

Relevance to Paper

Certification Purpose

Traceability and Transparency

High: Enhances traceability and
transparency of fish supply chain through
blockchain

Quality Assurance

Moderate: Supports compliance with
quality standards indirectly via traceability

Regulatory Compliance

High: Helps meet regulatory requirements
for fishing quotas and food safety laws

Sustainability and Ethical Practices

High: Promotes eco-friendly practices by
tracking environmental impact and
preventing overfishing

Technology Type

Permissioned Blockchains

High: Uses permissioned blockchain for
secure, controlled data access

Permissionless Blockchains

Moderate: Could involve open systems for
public access but not explicitly discussed

Hybrid Solutions

Moderate: Combines elements of IoT and
blockchain for tailored monitoring
solutions

Functional Features

Smart Contracts

High: Utilizes smart contracts for
automating compliance processes

Tokenization

Low: Tokenization is not discussed in this
context

Decentralized Identity (DID)

Low: Decentralized identity mechanisms
are not explored

Application Domain

Agrifood Industry

Moderate: Adaptable to agrifood sectors
but not the focus of the study

Fisheries and Aquaculture

High: Tailored to fisheries and aquaculture
management with Al-driven insights

Supply Chain Stage

Production

High: Tracks production-level activities
including fish catch and vessel monitoring

Processing and Packaging

Moderate: Processing and packaging are
not emphasized but indirectly supported

Distribution

High: Supports distribution transparency
through real-time monitoring and
immutable records

Retail and Consumer Interaction

Moderate: Provides consumers with data
transparency but not a primary focus

Geographical and
Cultural Context

Global Standards

High: Aligns with global sustainability
standards and regulatory compliance

Localized Systems

High: Adaptable to local systems but lacks
specific examples of regional
implementation

Adoption and

Government-Led Initiatives

Moderate: Encourages government
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Stakeholder
Involvement

adoption but lacks detailed exploration

Moderate: Promotes collaboration among
Industry Consortia stakeholders but lacks specific consortia

examples

Independent and Open-Source Low: Independent or open-source

Platforms platforms are not highlighted

Data Management and Static Data Systems High: Captures fixed attributes like origin

Analytics and compliance information

High: Incorporates dynamic systems for
Dynamic Data Systems real-time monitoring of environmental and

logistical data

Considering the studied solutions, despite the advantages of blockchain-based certification in
fisheries and supply chains, several open issues remain unresolved. While blockchain technology
offers enhanced transparency, traceability, and data immutability, ensuring product authenticity and
sustainability, it faces significant technical, organizational, and regulatory challenges. High
implementation and operational costs remain a barrier, especially for small-scale producers who lack
the financial resources and technical infrastructure to adopt such systems. Scalability issues hinder
the ability of current blockchain networks to process large volumes of transactions efficiently,
affecting real-time applications like logistics and quality monitoring. Interoperability concerns arise
from the lack of standardized frameworks, making integration with existing supply chain systems
and IoT devices complex. Moreover, blockchain systems, particularly those using Proof-of-Work
consensus, are energy-intensive, raising sustainability concerns. Data privacy is another critical issue,
as balancing transparency with confidentiality is challenging in open networks. Finally, regulatory
uncertainties and inconsistent legal frameworks across regions further complicate adoption. Table 25
shows in a specific way how each of the categories and sub-categories have several problems that
must be solved.

Table 25. Main advantages and disadvantages found in the studied literature.

Category

Sub-Category

Advantages

Disadvantages

Certification Purpose

Traceability and
Transparency

Secure and transparent
tracking from origin to
consumer.

High implementation
costs; reliance on
advanced infrastructure.

Quality Assurance

Enhances consumer trust
through compliance
with quality standards.

Challenges in
standardizing across
supply chains.

Regulatory Compliance

Facilitates adherence to
legal and regulatory
requirements.

Limited adoption in
small-scale or remote
settings.

Sustainability and

Promotes eco-friendly
practices and resource

Requires significant
engagement and

Ethical Practices . .
management. technological literacy.
L Secure and controlled . .
Permissioned . Resource-intensive to
Technology Type . access to sensitive
Blockchains . manage and scale.
supply chain data.
Lo Democratized access and
Permissionless Trust and accuracy
] transparency for . .
Blockchains issues in open systems.

consumers.

Hybrid Solutions

Flexible, scalable, and
secure solutions for
diverse use cases.

Integration complexity
and potential lack of
uniformity.

Functional Features

Smart Contracts

Automates Compliance,
reducing manual effort.

Complex design and
management
requirements.
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Tokenization

Potential for
representing certified
products digitally.

Limited awareness and
adoption of
tokenization.

Decentralized Identity
(DID)

Enhances security in
stakeholder identity
verification.

Barriers in cost and
technical adoption for
small players.

Application Domain

Agrifood Industry

Improves transparency
and quality assurance in
agrifood systems.

Not always tailored to
all agrifood use cases.

Fisheries and

Enhances traceability
and accountability in

Dependent on robust
infrastructure and

Aquaculture
1 fisheries management. stakeholder buy-in.
Supports sustainable
. . PP. . Small producers face
Supply Chain Stage Production practices at production . .
adoption barriers.
levels.
Ensures integrity durin, Resource-intensive
Processing and . grty & .
. packaging and maintenance
Packaging ’ L .
comphance monitoring. requirements.
Tracks logistics with
o . g. High reliance on IoT
Distribution real-time, immutable o
and logistics networks.
data.
. Builds trust through Limited consumer
Retail and Consumer .
. transparent provenance engagement without
Interaction . . .
information. education.
Global standards may
Geographical and Aligns with international
grap Global Standards & neglect regional

Cultural Context

sustainability standards.

nuances.

Localized Systems

Adapts to regional
requirements effectively.

Customization needs
significant stakeholder
involvement.

Adoption and
Stakeholder
Involvement

Government-Led
Initiatives

Facilitates compliance
with government
support.

Limited funding or
alignment in some
government projects.

Industry Consortia

Encourages stakeholder
collaboration for better
standards.

Barriers due to
competing industry
interests.

Independent and Open-
Source Platforms

Supports decentralized
innovation and

flexibility.

Scalability and support
challenges in open
systems.

Data Management and
Analytics

Static Data Systems

Captures critical
certification data (e.g.,
origin, compliance).

Static systems may lack
adaptability.

Dynamic Data Systems

Enables real-time
monitoring for
environmental variables.

Dynamic systems
demand significant IoT
investment.

3.2. Open Issues

Considering the aforementioned aspects in a wider manner (scalability, interoperability, data

privacy concerns, regulatory uncertainties, implementation costs, stakeholder resistance), there is a

collection of open issues that have been elaborated, which can be used to identify the most prominent

problems found in the existing literature. Such collection is as follows:

1. Technical and Infrastructure Challenges:

eHigh Costs: Implementation and maintenance costs for blockchain and IoT systems remain

prohibitive, especially for small-scale producers [30].
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#Scalability: Current blockchain systems face limitations in scaling to handle large volumes of
transactions efficiently [31].

eInteroperability: Lack of standardization and difficulty integrating blockchain with existing
supply chain systems and IoT devices [32].

eLatency: Delays in processing and validating transactions hinder real-time applications like
logistics and quality monitoring [33].

*Energy Consumption: Blockchain solutions, particularly proof-of-work systems, are energy-
intensive, raising sustainability concerns [34].

2. Data Management and Analytics:

eData Integrity: Ensuring the accuracy and reliability of data input into blockchain systems
remains a challenge [35].

*Real-Time Monitoring: While dynamic systems provide real-time insights, they require
significant IoT and analytics investments [36].

e Privacy: Balancing transparency with the need for confidentiality in sensitive supply chain data
[37].

3. Adoption and Usability:

eTechnological Literacy: Stakeholders often lack the technical expertise to adopt and manage
blockchain-based solutions effectively [38].

*Resistance to Change: Many stakeholders in traditional industries are hesitant to adopt new
technologies due to uncertainties or distrust [39].

*Lack of Awareness: Limited understanding of the benefits of tokenization, smart contracts, and
decentralized identity systems [40].

4. Legal and Regulatory Barriers:

*Regulatory Uncertainty: Inconsistent regulations across regions complicate the deployment of
blockchain solutions [41].

*Legal Recognition: Smart contracts and blockchain-based certifications often lack formal legal
recognition in many jurisdictions [42].

*Data Sovereignty: Cross-border data sharing raises questions about compliance with local and
international laws [43].

5. Stakeholder Collaboration:

eMisaligned Interests: Competing priorities and lack of trust among stakeholders hinder
collaborative efforts [44].

*Government and Industry Involvement: Limited government funding or support and lack of
established consortia slow adoption [45].

6. Industry-Specific Challenges:

*Small-Scale Producers: High entry barriers prevent small fishers and farmers from
participating in blockchain-enabled ecosystems [46].

eTailored Solutions: Many blockchain applications are generic and not tailored to the specific
needs of industries like the ones put forward in the application domain of this manuscript (fisheries
or agrifood, [47]).

7. Consumer Engagement:

*Low Awareness: Consumers are often unaware of how blockchain ensures product quality,
sustainability, or provenance [48].

e User Interfaces: Despite efforts done in this direction [49], lack of user-friendly interfaces and
platforms for consumers to access blockchain-verified data.

8. Security and Trust:

eData Tampering: Vulnerabilities at the point of data entry (e.g., IoT devices) undermine the
trust in blockchain systems [50].

*Consensus Mechanisms: Certain consensus protocols are prone to centralization risks,
reducing system resilience [51].

4. Requirements for a suitable blockchain solution in aquaculture
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Designing a blockchain-based solution for fish certification involves identifying software-based
functional and non-functional requirements that ensure the system achieves its intended goals while
maintaining performance, reliability, and scalability. As an output from the previously shown study
on the state of the art, a collection of functional and non-functional requirements has been elaborated.

4.1. Functional Requirements

Functional requirements in this blockchain-based fish certification will define the essential
operations the system must perform to address key challenges like traceability, data security, and
compliance. These requirements include a) real-time tracking of fish from catch to consumer, b)
seamless integration with IoT devices for automated data collection, and c) secure data storage with
immutability. Additionally, smart contract automation functionalities will ensure compliance with
regulatory frameworks, while permissioned access controls will manage data privacy concerns.
Interoperability will enable further adoption of existing supply chain, and user-friendly interfaces
address technological literacy gaps. Furthermore, scalability mechanisms must be incorporated to
handle high transaction volumes efficiently, ensuring widespread usability and long-term viability.
Therefore, the specific capabilities that the system must have are the following ones:

1. Certification and traceability:

eProduct traceability: Record the journey of fish products from catch to consumer, including
timestamps, locations, and handlers [52].

¢ Certification management: Support certification standards (e.g., organic, MSC) and generate
verifiable digital certificates [53].

*Batch identification: Assign unique IDs to batches for tracking and auditing purposes [54].

2. Blockchain functionality:

eImmutable records: Store data securely on the blockchain to prevent tampering [55,56,57].

*Smart contracts: Automate certification, compliance checks, and payment settlements between
stakeholders [58,59].

*Tokenization: Represent certifications or fish batches as tokens for easy tracking and exchange
[60,61].

*Consensus mechanisms: Implement efficient consensus protocols (e.g., proof of stake) for
transaction validation [62,63].

3. Integration with IoT devices:

*JoT data collection: Integrate sensors to monitor environmental conditions (e.g., temperature,
humidity, location) during transportation and storage [64,65].

*Real-time updates: Update blockchain records with real-time data from IoT devices [66,67].

4. User roles and permissions:

*Role-based access control: Define roles (e.g., fishers, regulators, distributors) with specific
permissions to view, add, or modify data [68].

*Decentralized Identity Management (DID): Authenticate stakeholders securely and manage
their identities [69].

5. Reporting and analytics:

eCompliance Reporting: Generate reports for regulatory bodies based on blockchain records
[70].

¢ Audit Trail: Provide a complete audit trail for certification and supply chain events [71].

eConsumer Transparency: Offer user-friendly interfaces for consumers to verify product
provenance [72].

6. Interoperability:

eStandardized Data Formats: Use data standards (e.g., GS1) for seamless integration with other
supply chain systems [73].

* API Support: Provide APIs for third-party applications to interact with the blockchain [74].

4.2. Non-Functional Requirements
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Non-functional requirements in this blockchain-based fish certification define the system’s
quality attributes and operational constraints to ensure efficiency, security, and usability. Scalability
is critical to handle high transaction volumes without performance degradation, while energy-
efficient consensus mechanisms address sustainability concerns. Security measures, including
encryption and access controls, protect sensitive supply chain data. Interoperability ensures seamless
integration with existing enterprise and IoT systems, reducing adoption barriers. Regulatory
compliance mechanisms must align with global and local legal standards. Additionally, user-friendly
interfaces improve accessibility for non-technical stakeholders, while high system availability and
fault tolerance guarantee continuous operation in dynamic and distributed environments.
Considering these aspects, non-functional requirements have been described as follows:

1. Performance and Scalability:

*High Throughput: Support large transaction volumes without performance degradation [75].

*Scalability: Accommodate an increasing number of stakeholders, IoT devices, and transactions
[76].

2. Security:

*Data Integrity: Ensure data remains unaltered through cryptographic hashing [77].

®Access Control: Prevent unauthorized access with robust authentication and encryption
protocols [78].

*Resilience: Protect against attacks like DDoS or Sybil attacks on the blockchain [79].

3. Reliability:

*Fault Tolerance: Maintain availability during node failures or network disruptions [80].

*Data Redundancy: Use distributed storage to ensure data persistence [81].

4. Usability:

e User-Friendly Interface: Provide intuitive dashboards for stakeholders and consumers [82].

*Mobile and Web Access: Support cross-platform accessibility via tools as wallets [83].

5. Compliance:

*Regulatory Adherence: Ensure compliance with data protection laws (e.g., GDPR) and
industry-specific standards [84].

*Data Sovereignty: Handle sensitive data according to regional regulations [85].

6. Interoperability:

*Cross-Blockchain Compatibility: Allow interactions with other blockchain networks if needed

[86].

*Legacy System Integration: Enable smooth migration or co-existence with traditional systems
[87].

7. Sustainability:

*Energy Efficiency: Use eco-friendly consensus mechanisms to minimize energy consumption
[88,89].

*Resource Optimization: Ensure lightweight operations on IoT devices to conserve power
[90,91].

8. Cost-Effectiveness:

e Transaction Costs: Keep transaction fees low for scalability and affordability [92,93].

*Maintenance: Provide efficient mechanisms for upgrading or patching the system [94,95].

Table 26 shows the relationship between the open issues that have been found in literature and
how they can be mitigated by designing a solution that will make use of the functional and non-
functional requirements that have been defined. By aligning specific requirements with
corresponding issues, the table highlights how critical aspects such as scalability, interoperability,
data privacy, regulatory compliance, and stakeholder engagement can be addressed. The analysis
emphasizes how each functional requirement supports essential operational capabilities, while non-
functional requirements ensure performance, security, and sustainability, ultimately facilitating the
successful implementation of blockchain-based certification systems in the application domain of
fisheries and aquaculture industry.
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Table 26. Relation between open issues and requirements.
Catego Sub-Catego Functional and/or Non- How the Requirement
8oty Bory Functional Requirement Mitigates the Open Issue
Red tional ts,
. Cost-Effectiveness: Low ¢ 1.1ces operationa’ cos ,S
Technical and X R - making blockchain
High costs transaction fees, efficient ) .
Infrastructure Challenges . adoption more feasible for
maintenance
small-scale producers
High Throughput & Ensures that blockchain
Scalability fScalabi%ity: TSupports systems can handle la.rger
increasing transactions and volumes of transactions
stakeholders efficiently
Facilitates seamless
. Standardized Data Formats integration with existing
Interoperability .
& API Support supply chain systems and
IoT devices
. Reduces transaction
Consensus Mechanisms: .
. validation delays,
Latency Efficient protocols (e.g., improving real-time data
Proof of Stake) P . &
processing
. . Lowers the environmental
Sustainability: Energy- . .
. . impact of blockchain
Energy Consumption efficient consensus . .
. operations by reducing
mechanisms
energy usage
Ensures that once data is
Data Management and . Immutable Records & recorded, it cannot be
. Data Integrity i . .
Analytics Cryptographic Hashing altered, preserving accuracy
and reliability
Provides immediate
. o IoT Data Collection & Real- updates from IoT sensors,
Real-Time Monitoring . . .
Time Updates enhancing tracking and
monitoring
Access Control & Balaflces Atra‘nsparency w.ith
. . . confidentiality, allowing
Privacy Decentralized Identity .
only authorized access to
Management (DID) .
sensitive data
Simplifies system usability,
User-Friendly Interface & making it accessible even
Adopti d Usabilit Technological Lit
option and Lsablity echnological Literacy Mobile/Web Access for non-technical
stakeholders
Encourages industry-wide
Resistance to Change Stalfe%ﬁolder Engagement & adoption b.y demonstr.at?ng
Training Modules clear benefits and providing
training
Educates stakeholders and
Consumer Transparency & consumers on blockchain
Lack of Awareness K K . R
Compliance Reporting benefits through accessible
reporting tools
E li ith
Legal and Regulatory . Regulatory Adherence & .nsuresA complance wi
. Regulatory Uncertainty . international and local legal
Barriers Data Sovereignty
frameworks
Provides verifiable
Smart Contracts & Digital blockchain-based

Legal Recognition

Certification Management

certificates that align with
legal frameworks

Data Sovereignty

Compliance with Regional
Data Regulations

Manages cross-border data
sharing while ensuring

compliance with local laws

Encourages the formation of

G t & Indust
Stakeholder Collaboration = Misaligned Interests overnme? ndustry consortia to align
Collaboration. L
stakeholder priorities
Government and Industry Government & Industry Consortia with  public

Involvement

Collaboration.

and/or private stakeholders
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Industry-Specific
Challenges

Small-Scale Producers

Low-Cost Entry & Role-
Based Access Control

Reduces entry barriers by
affordable
solutions and access control

offering

for different user roles

Tailored Solutions

Industry-Specific
Blockchain Features

Adapts blockchain
functionalities to meet the
specific needs of fisheries
and agrifood sectors

Consumer Engagement

Global Standards

Standardized Data Formats,
API support

Used to
understandable

provide

information among global

Localized Systems

parties
Used to provide
Standardized Data Formats, understandable

API support

information among local
parties

Adoption and Stakeholder
Involvement

Low Consumer Awareness

Consumer-Friendly
Verification Tools

Provides easy-to-use
platforms for consumers to
verify product origins and

sustainability claims

User interfaces

Intuitive Dashboards &
Mobile Support

Enhances accessibility and
engagement with

blockchain-certified

products

Prevents fraudulent data
Secure IoT Integration &
Audit Trails

i t b i IoT-
Security and Trust Data Tampering lcr:)llollt.:cte dy dZ:lasurilsngsto?e d

immutably

Ensures decentralized and

Resilience &  Security transparent transaction

Consensus Mechanisms
Against Centralization Risks ~ validation, reducing single

points of failure

Several key considerations must be addressed to ensure its effectiveness and adoption.
Stakeholder involvement is crucial, as engaging fishers, processors, regulators, and consumers in the
development process helps refine functional requirements and improve usability. Understanding
their needs ensures the system aligns with industry expectations and regulatory frameworks,
increasing its acceptance and long-term sustainability. Iterative development is another essential
factor, requiring an agile methodology that allows continuous improvements and adaptability to
emerging challenges. Given the evolving nature of blockchain technology and supply chain
requirements, incremental updates based on feedback ensure that the system remains relevant and
efficient. Additionally, pilot testing plays a vital role in validating the system’s effectiveness before
full-scale deployment. Conducting pilots in controlled environments allows developers to identify
weaknesses, optimize performance, and address potential security concerns. These pilot programs
also help assess the feasibility of integrating IoT devices, smart contracts, and data analytics while
ensuring that end-users can effectively interact with the system. By focusing on stakeholder
collaboration, agile development, and real-world testing, the blockchain-based certification system
can achieve greater reliability, adoption, and impact, ultimately strengthening transparency,
sustainability, and compliance in the fisheries supply chain.

5. Conclusions

The integration of blockchain technology in agrifood and fisheries certification presents a
transformative shift in supply chain transparency, traceability, and regulatory compliance. By
leveraging decentralized ledger technology, blockchain enables the creation of immutable records,
enhancing trust among stakeholders and reducing instances of fraud, mislabeling, and illegal fishing.
Smart contracts further automate compliance processes, ensuring seamless validation of
sustainability and quality standards. This paper has highlighted various blockchain-based solutions
that address key certification challenges, emphasizing their role in meeting industry requirements
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for food safety, ethical sourcing, and regulatory adherence. While blockchain enhances end-to-end
traceability in fisheries, its adoption is hindered by several technical and socio-economic barriers.

Among the primary challenges, scalability and interoperability remain significant hurdles for
widespread blockchain implementation. Many existing blockchain networks struggle to handle large
transaction volumes efficiently, making them less suitable for real-time traceability applications in
high-demand supply chains. Furthermore, the lack of interoperability between different blockchain
platforms and legacy supply chain management systems complicate integration efforts, limiting the
scalability of blockchain-based certification frameworks. Addressing these technical limitations
requires ongoing research into consensus mechanisms that balance security, efficiency, and
environmental sustainability, as well as standardization efforts to facilitate cross-platform
compatibility.

Economic and social factors also play a critical role in blockchain adoption. High implementation
and maintenance costs pose significant barriers, particularly for small-scale producers and fishers
who may lack the financial resources to invest in blockchain infrastructure. Additionally, limited
technological literacy among stakeholders further slows adoption, requiring extensive training and
support mechanisms. Resistance to change remains a common challenge, with many traditional
supply chain participants hesitant to shift from centralized, paper-based certification models to
decentralized digital systems. Successful implementation will require industry-wide collaboration,
government incentives, and regulatory frameworks that promote blockchain accessibility and
affordability.

Regulatory uncertainty is another significant concern for blockchain-based certification in
agrifood and fisheries. While blockchain provides tamper-proof records that can support compliance
with international sustainability and food safety standards, the absence of clear legal frameworks and
inconsistent regulations across different regions create obstacles for widespread deployment. Smart
contracts and blockchain-based digital certifications often lack formal legal recognition, posing
challenges in enforcement and dispute resolution. Governments and regulatory bodies must work
towards developing standardized policies that facilitate the legal adoption of blockchain technology
in supply chains while addressing issues related to data sovereignty, privacy, and cross-border trade
regulations.

Despite these challenges, the potential of blockchain to revolutionize agrifood and fisheries
certification remains significant. By integrating blockchain with complementary technologies such as
IoT, Al and cloud computing, certification systems can achieve enhanced efficiency, automation, and
real-time monitoring capabilities. The use of IoT sensors in fishing vessels and processing facilities,
for instance, can automate data collection and ensure accurate recording of environmental conditions,
further strengthening certification integrity. Al-powered analytics can enhance fraud detection and
compliance monitoring, making blockchain-based certification more reliable and actionable. Future
research should focus on refining these integrations, ensuring that blockchain solutions remain both
scalable and accessible to stakeholders across the supply chain.

All in all, blockchain-based certification represents a major advancement in ensuring the
authenticity, sustainability, and compliance of agrifood and fisheries products. However, its
successful implementation requires addressing challenges related to scalability, interoperability,
economic feasibility, regulatory acceptance, and user adoption. Industry stakeholders, policymakers,
and researchers must collaborate to develop standardized, cost-effective, and inclusive blockchain
solutions that cater to the diverse needs of global food supply chains. With the right strategies and
frameworks in place, blockchain has the potential to create a more transparent, ethical, and
consumer-trusted certification ecosystem, ultimately contributing to a more resilient and sustainable
global food industry.

Future works involve considering the collection of functional and non-functional requirements
that have been set in this study to develop, deploy and test a blockchain-based implementation of a
system based on the information that has been collected in this manuscript. With the functional and
non-functional requirements made already available the next step is having a software design for the

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202508.1526.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 21 August 2025 d0i:10.20944/preprints202508.1526.v1

51 of 57

solution that will contain subsystems, components and activities that show how those components
related to each other and how they mutually use each other. Once the design has become solid
enough, implementation works will be performed, along with the required testing that will guarantee
that the proposed solution is feasible in an industrial environment.
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