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Abstract

The impending threat of cryptographically relevant quantum computers (CRQCs) necessitates a com-
prehensive migration to post-quantum cryptography (PQC) across all computing domains. While
commercial Cryptographic Asset Discovery and Inventory (CADI) tooling has emerged to support
enterprise IT environments, embedded systems—which dominate defense platforms, tactical commu-
nications, and critical infrastructure—remain inadequately addressed. This paper presents a compre-
hensive framework for embedded systems-specific CADI, establishing a six-class taxonomy based on
cryptographic characteristics and discovery feasibility. We show through feasibility analysis that fun-
damental constraints of embedded systems, including severe resource limitations, mission/operational
continuity requirements (often including availability and safety imperatives), certification require-
ments, and hardware-bound cryptography, render IT-centric CADI approaches largely ineffective.
Documentation-based discovery through vendor Cryptographic Bills of Materials (CBOMSs) should
typically serve as the primary methodology, with automated scanning relegated to supplemental
verification. We analyze technical barriers to detection, including static linking, stripped binaries, cryp-
tographic hardware offload, and proprietary implementations. The framework addresses lightweight
cryptography considerations for constrained devices that are unable to accommodate standard PQC al-
gorithm sizes, and examines lifecycle and certification constraints, including those related to DO-178C,
IEC 62443, and Common Criteria. We establish planning-assumption discovery accuracy expectations
(Table 6) ranging from 55-99% by embedded system class, and propose detection methodologies
calibrated to each class. The paper concludes with integration pathways for Department of Defense
Risk Management Framework processes and PQC migration planning.

Keywords: post-quantum cryptography; embedded systems; cryptographic asset discovery; CADI;
PQC migration; defense cybersecurity; cryptographic inventory; operational technology; lightweight
cryptography; CBOM

1. Introduction

The emergence of quantum computing poses a material risk of cryptographic compromise to
current public-key cryptographic systems. Shor’s algorithm [26] enables polynomial-time attacks on
integer factorization and discrete logarithms, rendering RSA, elliptic curve cryptography (ECC), and
finite-field Diffie-Hellman vulnerable. This threat has driven U.S. Government direction—through
NSM-10 [6] and OMB M-23-02 [12]—to inventory and migrate vulnerable cryptography toward post-
quantum standards. Broken or risky cryptography is also a recognized weakness class [1]. The National
Institute of Standards and Technology (NIST) finalized its first post-quantum cryptography standards
in August 2024, including ML-KEM for key encapsulation and ML-DSA for digital signatures [20-22].
International guidance from ENISA [4], CISA [14], the UK NCSC [15], ETSI [16], and the EU NIS 2
Directive [35] reinforces the urgency of PQC migration. However, the transition from current crypto-
graphic algorithms to quantum-resistant alternatives requires organizations to first understand their

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202601.1422.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 January 2026 d0i:10.20944/preprints202601.1422.v1

20f16

existing cryptographic posture—a process known as Cryptographic Asset Discovery and Inventory
(CADI).

Recent market analyses, including the TNO report commissioned by the Dutch government [5],
have established frameworks for CADI tooling evaluation in enterprise IT environments. These frame-
works address network scanning, application analysis, and certificate enumeration with reasonable
effectiveness for conventional computing infrastructure. However, the TNO report explicitly acknowl-
edges that operational technology (OT)—as defined in NIST SP 800-82 [3]—represents a significant
gap (i.e., a “blind spot”) where none of the interviewed CADI providers had meaningful experience,
and one provider indicated no commercial interest in addressing this domain.

This gap is particularly consequential for defense applications. The Department of Defense (DoD)
operates extensive embedded system deployments across weapons platforms, tactical communications,
command and control systems, and critical infrastructure. NSM-10 directs action to mitigate quantum
risk to vulnerable cryptographic systems [6], and OMB M-23-02 establishes concrete agency planning
and inventory timelines [12], yet the foundational discovery capability required to scope this migration
remains underdeveloped for embedded environments. The collision between quantum-risk timelines
(often framed as within 10-15 years) and the decade-scale lifecycle of major embedded platforms
creates urgency for inventory, prioritization, and migration planning now [11].

This paper addresses this gap by presenting a comprehensive framework for embedded systems-
specific CADI. We establish why IT-centric approaches are largely ineffective for embedded systems,
propose a taxonomy of embedded system classes based on cryptographic characteristics and discovery
feasibility, detail detection methodologies appropriate to each class, address lightweight cryptography
considerations for constrained devices, examine lifecycle and certification constraints, establish realistic
accuracy expectations, and provide integration guidance for DoD Risk Management Framework (RMF)
processes and PQC migration planning.

2. Background and Related Work
2.1. Post-Quantum Cryptography Standards

Cryptographic agility is the capability to replace and adapt cryptographic algorithms across pro-
tocols, applications, software, hardware, firmware, and operational infrastructures while preserving
security and continuity of operations [2]. NIST finalized its first three post-quantum cryptography
(PQC) standards—FIPS 203 (ML-KEM), FIPS 204 (ML-DSA), and FIPS 205 (SLH-DSA)—on 13 August
2024, establishing the initial standardized baseline for quantum-resistant key establishment and dig-
ital signatures [20-22,28]. A fourth standard, FIPS 206 (FN-DSA, derived from FALCON), remains
under development [25]. In March 2025, NIST selected Hamming Quasi-Cyclic (HQC) as a diversity
backup for key encapsulation [13], providing a code-based alternative to the lattice-based ML-KEM
and demonstrating the government’s commitment to algorithmic diversity as a hedge against po-
tential mathematical breakthroughs. However, HQC keys and ciphertexts are generally larger than
ML-KEM equivalents [13], further constraining deployment options for resource-limited embedded
systems. Reference implementations of these algorithms are available through the Open Quantum
Safe project [7].

While these finalized algorithms provide standardized quantum-resistant primitives, their de-
ployment in embedded systems is frequently constrained by artifact size (public keys, ciphertexts, and
signatures), compute cost, memory footprint, and interoperability /encoding overhead (e.g., certificate
and update-package encapsulations) [20-22]. These constraints directly motivate the need for accurate
cryptographic asset discovery and inventory (CADI) and crypto-agile planning, so systems can priori-
tize where PQC migration is feasible, where hybrid mechanisms are required, and where architectural
mitigations are necessary [2,5,8,12,14-16].
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2.2. Existing CADI Frameworks and Their Limitations

The TNO report [5] establishes requirements for CADI tooling, including scanning frequency, de-
ployment location, agent utilization, CBOM import capability, logging, scope, accuracy, and integration.
The report proposes an effort-accuracy model with nine levels ranging from reusing existing security
tool information to performing static firmware analysis. Based on the TNO qualitative maturity levels,
we derive indicative planning targets of ~85% accuracy for an ideal tool and ~60% for a minimum
viable product (MVP) in IT environments; these figures represent our interpretation for planning
purposes rather than explicit TNO quantitative findings.

However, the TNO report’s treatment of embedded systems is limited to acknowledging their
existence as a challenge. The report notes that OT environments may have extraordinarily limited
computational power and memory; that agent deployment may be difficult due to intellectual property
restrictions and operational constraints; that legacy systems predominate with varied protocols and
cryptography; and that active cryptographic asset detection may be impractical in many OT settings.
None of the three CADI providers interviewed had experience in the OT domain, and one explicitly
stated that OT was not part of their objectives due to insufficient commercial incentive.

NIST Interagency Report (IR) 8547 [8] provides draft guidance for migration to post-quantum cryp-
tography in enterprise environments, including discovery considerations. However, this enterprise-
focused guidance does not address embedded systems or provide National Security Systems (NSS)
governance direction, limiting its direct applicability to defense applications.

3. Fundamental Constraints of Embedded Systems

Before proposing detection methodologies, it is essential to understand why IT-centric CADI
approaches encounter systemic barriers in embedded systems. These constraints are not merely
quantitative differences but represent qualitative barriers that require substantially different discovery
paradigms.

3.1. Resource Constraints

Enterprise IT systems operate with gigabytes of RAM and multi-gigahertz processors; embedded
systems often operate with kilobytes of RAM and megahertz-class processors. Table 1 illustrates
representative resource profiles across embedded system classes.

Table 1. Representative Resource Profiles Across Embedded System Classes (illustrative ranges for feasibility
assessment; not a comprehensive census).

System Class RAM Storage Processor CADI Feasibility
Enterprise Server 64-512 GB TB-scale Multi-GHz x86/ARM  Full agent support
Network Appliance ~ 4-32 GB 64-256 GB GHz-class Agent possible
Industrial Controller =~ 256 MB-2GB  4-32 GB 500 MHz-1 GHz Limited agent
Tactical Radio 64-256 MB 512 MB-2GB  400-800 MHz Minimal agent
Weapons System 16-128 MB 128 MB-1GB  200-600 MHz Agent infeasible
Smart Munition 256 KB4MB 1-16 MB 20-100 MHz Agent impossible
Sensor/ASIC/FPGA  1KB-256 KB 8 KB-1 MB Custom /<50 MHz Agent impossible

CADI agents require memory allocation for code execution, buffer space for scan results, and
CPU cycles for cryptographic artifact analysis. Even “lightweight” agents typically require tens of
megabytes of RAM once runtime, buffers, and telemetry queues are included. For systems with 1 MB
total RAM operating under real-time constraints, agent deployment is infeasible—available memory is
insufficient for agent overhead.

3.2. The Availability Imperative

Enterprise IT security prioritizes the CIA triad in order: Confidentiality, Integrity, Availability.
Embedded systems, particularly in defense and industrial contexts, invert this priority: Availability
dominates, followed by Integrity, with Confidentiality often a distant third. A fire control system that
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experiences a 100-millisecond latency spike during cryptographic scanning may miss an engagement
window. A power grid controller that pauses for inventory analysis may cause cascading failures.

This availability imperative has profound implications for CADI. Active scanning techniques
that inject test traffic or probe endpoints are frequently prohibited—mnot merely undesirable but
explicitly forbidden by operational policy. Network-connected industrial systems often operate on
“air-gapped” networks where any unauthorized traffic triggers safety interlocks. Weapons systems
undergo extensive electromagnetic compatibility testing; introducing scanning traffic may violate type
certification.

The TNO report’s recommendation for “continuous passive and active scanning” assumes avail-
ability can be temporarily degraded for security visibility. For embedded systems controlling physical
processes, this assumption is often invalid.

3.3. Certification and Modification Constraints

Safety-critical embedded systems undergo rigorous certification processes that constrain post-
deployment modification. Table 2 summarizes relevant certification frameworks [17,29-34] and their
implications for CADL

Table 2. Certification Frameworks Constraining Embedded System Modification [17,29-34] (timelines represent
typical observed ranges in practice).

Framework Domain Modification Impact Recertification
DO-178C DAL-A Avionics Any change invalidates 2-5 years

IEC 62443 SL-4 Industrial Formal change control 6-18 months
Common Criteria EAL-6+  Security devices  Re-evaluation required 12-24 months
MIL-STD-882E Weapons Safety assessment 6-24 months
FDA Class III Medical 510(k)/PMA submission  6-36 months

Installing a CADI agent on a DO-178C DAL-A certified flight control computer would invalidate
its certification, requiring extensive reverification—a process measured in years and millions of dollars.
Even passive monitoring may be prohibited if it requires any software modification to enable traffic
mirroring. These constraints are not bureaucratic obstacles but reflect genuine safety considerations:
the certification process validates that the software behaves deterministically under all conditions, and
any modification invalidates that validation.

3.4. Architectural Barriers to Detection

Even when resource and certification constraints permit scanning, architectural characteristics of
embedded systems defeat standard detection techniques:

¢  Static Linking: IT applications typically dynamically link cryptographic libraries, creating iden-
tifiable library calls that CADI tools intercept. Embedded systems frequently statically link
cryptographic code directly into monolithic binaries, eliminating the library boundary signatures
that detection tools rely upon.

*  Stripped Binaries: Production embedded firmware typically has symbol tables removed to
reduce size and protect intellectual property. Without symbols, function identification requires
pattern matching against known cryptographic constants, a technique with high false-positive
rates and an inability to detect custom implementations.

e  Hardware Cryptographic Offload: Many embedded systems delegate cryptographic operations
to dedicated hardware: secure elements, TPMs, cryptographic accelerators, or purpose-built
ASICs. When AES encryption occurs in a hardware accelerator, no software trace exists for CADI
tools to detect. The main processor simply writes plaintext to a memory-mapped register and
reads ciphertext from another.

*  Proprietary RTOS Environments: Commercial CADI tools assume Linux or Windows execution
environments with standardized cryptographic interfaces such as the W3C Web Cryptography
API[18]. Embedded systems run VxWorks, QNX, INTEGRITY, ThreadX, FreeRTOS, or bare-metal
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configurations with substantially different memory models, system call interfaces, and execution
patterns.

*  Proprietary Implementations: Vendors frequently implement cryptographic primitives without
using standard libraries, either for performance optimization, size reduction, or intellectual
property differentiation. A custom AES implementation may not contain the standard S-box
lookup table that signature-based detection relies upon.

These barriers are not edge cases but the norm for embedded systems. The assumption that
cryptographic implementations can be detected through software analysis is valid for IT environments
where standardized libraries predominate; it fails systematically for embedded systems.

For Class E and Class F systems where cryptography is implemented in ASICs or burned into
FPGAs to meet size, weight, and power (SWaP) constraints, “crypto agility” is a misnomer—algorithm
updates require hardware recapitalization, not software patches. The PQC transition will therefore trig-
ger a hardware replacement cycle for these classes, with cost implications orders of magnitude higher
than software updates. CADI must identify not only which algorithms are in use but whether imple-
mentations are software-updatable or hardware-bound; this distinction fundamentally determines
remediation cost and timeline.

3.5. Migration Failure Modes from Incomplete Discovery

Beyond the technical challenges of cryptographic discovery, incomplete or inaccurate inventory
creates substantial operational risk during PQC migration execution. Defense embedded systems
operate within complex interdependency networks where cryptographic compatibility failures can
cascade across platforms, communications links, and command hierarchies. Key failure modes include:

Protocol Version Mismatch Cascades: Consider a tactical communications network where ground
stations migrate to ML-KEM for key encapsulation while airborne platforms remain on ECDH due
to certification constraints. If protocol negotiation fails to establish a common algorithm, the key
exchange fails entirely, creating fragmented communication enclaves.

Certificate Chain Validation Failures: If a root CA migrates to ML-DSA signatures while sub-
ordinate CAs or end-entity certificates remain on ECDSA, signature validation fails across the trust
hierarchy.

Hardware Cryptographic Boundary Incompatibilities: Key fill devices (DS-101, DS-102 in-
terfaces) that cannot load ML-KEM or ML-DSA keys render endpoint PQC support operationally
useless.

Bandwidth and Timing Constraint Violations: ML-KEM-768 public keys (1,184 bytes) are
18 times larger than P-256 ECDH keys (64 bytes). Real-time systems with deterministic timing
requirements may miss deadlines during signature verification.

For mission-critical systems where a single uncoordinated migration can cascade into network-
wide communication failure, discovery accuracy is not merely a compliance metric but an operational
safety requirement.

4. Embedded System Classification for CADI

Given the fundamental constraints established in Section 3, we propose a six-class taxonomy
for DoD-relevant embedded systems based on cryptographic characteristics and discovery feasibility.
Unlike the TNO report’s monolithic “OT” category, this classification enables targeted detection
methodology selection.

4.1. Classification Taxonomy

Table 3 defines the embedded system classes used throughout this framework.

Figure 1 presents a decision tree for classifying embedded systems encountered during CADI
operations. The tree guides practitioners through a series of questions to determine the appropriate
class and corresponding discovery methodology.
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Table 3. Embedded System Classification for CADIL

Class Examples Constraints Primary Discovery

A: Network-Connected ~ Routers, switches, gateways Standard protocols Network scan + CBOM
B: Tactical Comms SINCGARS, Link-16, MUOS Classified algorithms Auth. documentation
C: Weapons Platform Fire control, guidance, avionics  Certification, proprietary Tech data + CBOM

D: Industrial Control PLCs, SCADA, DCS Legacy protocols, availability =~ Vendor documentation
E: Crypto Boundary HSMs, KMI, encryptors Algorithm = function Device interrogation

F: Deeply Embedded Smart munitions, sensors Extreme resource limits OEM data only

Embedded System Classification Decision Tree
For Cryptographic Asset Discovery and Inventory (CADI)

EMBEDDED SYSTEM
IDENTIFIED

CLASS A CLASS D CLASS B

Network-Connected Industrial Control Tactical Comms
Shipboard servers Power grid controls Link-16, MUOS

Ground stations HVAC, Water systems SINCGARS
Enterprise loT Ship machinery Tactical radios

[ Network Scanning 0 Protocol Analysis + CBOM 0 Certification Docs + KMI

CLASS C
LEGEND Weapons Platform
Missile guidance
' Decision Node I Flre.cor.mol m
E Avionics
- System Class 0 Technical Data Packages

YES = Affirmative path

NO = Negative path

[ Device Interrogation + Certs O Firmware Analysis + OEM

EXPECTED DISCOVERY ACCURACY (Combined Methods)

Class A: 80-90% Class B: 85-95% Class C: 80-90%
Class D: 55-75% Class E: 95-99% Class F: 60-80%

Note: CBOM (Cryptographic Bill of Materials) acquisition is REQUIRED for all classes.

Figure 1. Embedded System Classification Decision Tree for CADI operations.
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4.2. Class-Specific Characteristics and Discovery Implications

Class A (Network-Connected Embedded): These systems are most amenable to conventional
CADI approaches. They use standard protocols with well-documented cryptographic negotiation (TLS
ClientHello, SSH key exchange). Expected discovery accuracy: 80-90% with combined scanning and
documentation.

Class B (Tactical Communications): These systems use classified cryptographic algorithms (NSA
Suite A) and specialized waveforms that commercial CADI tools cannot analyze. Discovery relies
entirely on classified technical documentation and KMI/EKMS records. Illustrative coverage: 85-95%
through documentation.

Class C (Weapons Platform): Certification constraints prohibit software modification, and pro-
prietary implementations defeat signature-based detection. CBOM acquisition through contractual
mechanisms is the primary viable approach. Illustrative coverage: 70-85%, dependent on vendor
cooperation.

Class D (Industrial Control): Legacy protocols (Modbus, DNP3, BACnet) often predate modern
cryptographic integration. Illustrative coverage: 55-75%, limited by protocol diversity.

Class E (Cryptographic Boundary): The most crypto-intensive devices are the easiest to inventory
because cryptography is their primary function. Device interrogation through standard interfaces
(PKCS#11, KMIP) reveals supported algorithms. Illustrative coverage: 95-99%.

Class F (Deeply Embedded): These systems present the greatest discovery challenge. Resources
are insufficient for any agent deployment, and firmware is often encrypted or inaccessible. Illustrative
coverage: 60-80%, heavily dependent on vendor cooperation.

4.3. Detection Methodology Selection Matrix

Table 4 presents a methodology selection matrix mapping detection approaches to system classes.

Table 4. Detection Methodology Selection Matrix.

Class Network Scan  Firmware Device Query CBOM Primary Method

A Primary Supplemental Supplemental ~ Validation = Network + CBOM

B N/A Limited Classified Required Documentation

C Limited Restricted Limited Required CBOM + Tech Data
D Supplemental ~ Primary Limited Required Firmware + CBOM

E Supplemental ~ N/A Primary Validation  Device Query

F N/A When available N/A Required OEM Documentation

5. The CBOM Imperative: Documentation as Primary Discovery

The TNO report treats CBOM acquisition as one methodology among many—step 2 in a nine-
step effort-accuracy model. For embedded systems, we argue this ordering should be inverted:
vendor-provided Cryptographic Bills of Materials should serve as the primary discovery mechanism,
with scanning serving only for verification and gap identification. This inversion is most critical for
Classes D, E, and F—safety-certified systems (DO-178C avionics, IEC 62443 industrial controllers), cryp-
tographic boundary devices (HSMs, encryptors), and deeply embedded platforms (ASIC/FPGA-based
systems, smart munitions)—where agent deployment is infeasible and firmware access is restricted.
For Class A and B systems (network-connected embedded Linux endpoints, real-time industrial
systems with standard interfaces), scanning and firmware extraction remain viable supplemental
methods, though CBOM documentation still provides authoritative baseline coverage.

5.1. Why CBOM Primacy Is Necessary

The constraints established in Section 3 demonstrate that scanning-based discovery is significantly
constrained for embedded systems. Hardware-accelerated cryptography leaves no software trace.
Proprietary implementations evade signature detection. Static linking obscures library boundaries.
Certification constraints prohibit agent installation. Resource limitations prevent runtime analysis.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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The vendor, by contrast, has complete knowledge of the cryptographic implementation. They
selected the algorithms, implemented or integrated the code, configured the parameters, and doc-
umented the design. A CBOM that captures this vendor knowledge provides more accurate and
complete coverage than any external discovery technique.

5.2. CBOM Data Element Requirements
A comprehensive CBOM for PQC migration planning should include:

¢  Cryptographic Algorithms: Symmetric algorithms with modes and key sizes (e.g., AES-256-
GCM); asymmetric algorithms with curve/parameter sets (e.g., ECDSA P-384); hash functions;
key derivation functions; random number generation methods.

. Implementation Details: Library name and version (e.g., wolfSSL 5.6.0); FIPS 140-2/3 validation
status with certificate number; Common Criteria certification if applicable; custom implementa-
tion identification.

*  Protocol Support: TLS/DTLS versions with supported cipher suites; IPsec/IKE profiles; SSH
versions and algorithms; domain-specific protocols (MACsec, WPA3, proprietary).

¢ Key Management: Key storage mechanism (software, TPM, secure element); key generation
location (on-device, external); key lifetime and rotation capabilities; key fill/load interfaces
(DS-101, DS-102, proprietary).

¢  Cryptographic Boundaries: Hardware vs. software implementation delineation; cryptographic
accelerator utilization; secure element/TPM integration; FPGA / ASIC cryptographic functions.

e PQC Readiness Indicators: Firmware update mechanism and constraints; cryptographic agility
architecture assessment; memory and performance headroom for PQC algorithms; vendor PQC
migration roadmap and timeline.

Figure 2 summarizes these CBOM data-element categories and their structural relationship to the
cryptographic documentation needed for migration planning.

Cryptographic Bill of Materials (CBOM)

1. Cryptographic 2. Implementation 3. Protocol
Algorithms Details Support
AES, ECDSA, SHA, Library versions, TLSIDTLS, IPsec,
KDFs, DRBGs FIPS 140 status SSH, MACsec
CBOM
Data Elements
4. Key 5. Cryptographic 6. PQC Readiness
Management Boundaries Indicators
Storage, generation, HW vs SW, TPM, Update mechanisms,
DS-101/DS-102 FPGAIASIC crypto-agility, headroom

Comprehensive CBOM enables PQC migration planning through complete cryptographic visibility

Figure 2. Cryptographic Bill of Materials (CBOM) data element categories for PQC migration planning.

We recommend adoption of machine-readable CBOM formats. The OWASP CycloneDX CBOM
extension [9] provides a suitable schema. Standardization enables aggregation across system portfolios
and automated compliance checking against CNSSP-15 requirements [38,39].

5.3. Contractual Mechanisms for CBOM Acquisition

New Acquisitions: CBOM requirements should be incorporated into Statements of Work (SOW)
as data deliverables, specified in Contract Data Requirements Lists (CDRLs), and included in technical
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data package specifications. DFARS 252.204-7012 (Safeguarding Covered Defense Information and
Cyber Incident Reporting) establishes baseline safeguarding and reporting obligations for covered
defense information, but cryptographic disclosure and CBOM delivery should be explicitly specified
as contractual data deliverables [36].

Existing Systems: For fielded systems without CBOM deliverables, engineering change propos-
als (ECPs), technology refresh contracts, and sustainment agreements provide vehicles for CBOM
acquisition.

6. Detection Methodologies

While CBOM acquisition should be primary, supplemental detection methodologies provide
verification and gap coverage.

6.1. Network Traffic Analysis

Methodology: Passive capture of network traffic at aggregation points, analysis of protocol
negotiations (TLS ClientHello, SSH key exchange, IKE proposals), extraction of supported cipher suites
and algorithm preferences.

Applicability: Class A (primary), Class B (limited—encrypted waveforms), Class D (where IP
connectivity exists).

Limitations: Cannot detect cryptography that does not traverse monitored network segments;
misses internal storage encryption, local authentication, offline operations.

Tool Recommendations: Zeek (formerly Bro) provides excellent protocol parsing with scriptable
analysis.

6.2. Firmware Analysis

Methodology: Extraction of firmware images from devices or vendor sources, static analysis
for cryptographic signatures, string searches for algorithm identifiers, binary analysis for known
cryptographic constants.

Applicability: Class D (primary), Class F (primary), Class B/C (supplemental).

Critical Limitations: Static linking obscures library boundaries; custom implementations may
not match known signatures; obfuscated or encrypted firmware defeats analysis entirely; hardware
cryptographic offload leaves no firmware trace.

Tool Recommendations: Binwalk for firmware extraction; Ghidra for binary reverse engineering;
custom YARA rules for cryptographic constant detection.

Figure 3 illustrates the end-to-end firmware analysis workflow and its critical limitations for
embedded system CADI.

6.3. Device Interrogation

Methodology: Query devices through management interfaces (SNMP, NETCONF, proprietary
CLIs) or cryptographic interfaces (PKCS#11, KMIP) to enumerate supported algorithms and current
configurations.

Applicability: Class B (primary), Class C (primary), Class E (primary).

Limitations: Requires interface access and credentials; may not reveal algorithms available but
not currently configured.

6.4. Negative Testing

Methodology: Attempt connections using specific algorithm sets to verify device behavior,
supplementing passive observation with active probing where operationally permitted. Deliberately
attempting connections with deprecated mechanisms (e.g., TLS 1.0/1.1, SHA-1 signatures, 1024-bit
RSA) [40-42] verifies they are properly rejected.

Limitations: Requires operational permission; may trigger security alerts; limited applicability in
availability-critical environments.
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Figure 3. Firmware image analysis pipeline for cryptographic discovery, showing parallel analysis methods and
critical limitations.

7. Lightweight Cryptography Considerations

The TNO report does not address lightweight cryptography, yet this domain is critical for embed-
ded systems that cannot accommodate standard PQC algorithm sizes.

7.1. Ascon and the Symmetric Cryptography Standard

NIST selected the Ascon family in 2023 and standardized it in SP 800-232 (published August
2025) [10] for constrained devices. Ascon provides authenticated encryption with associated data
(AEAD) and hashing functionality optimized for constrained environments.

However, Ascon addresses symmetric cryptography only (AEAD and hashing). Critically, the
NIST lightweight cryptography competition did not address public-key operations, and no standard-
ized lightweight post-quantum asymmetric algorithm currently exists. This creates a fundamental gap:
Class F devices that currently use ECC (e.g., P-256) for secure boot verification, key exchange, or digital
signatures have no drop-in PQC migration path. Standard ML-KEM and ML-DSA are too large for
many constrained devices, HQC is even larger, and Ascon cannot replace public-key functionality. For
these systems, “migration” is a misnomer—they require architectural redesign, potentially removing
asymmetric cryptography at the edge in favor of pre-shared symmetric keys or gateway-based security
architectures.

7.2. Size Constraints and PQC Feasibility

Table 5 compares cryptographic artifact sizes between classical, PQC, and lightweight algo-
rithms [20-22].

A Class F deeply embedded sensor with 64 KB total storage cannot accommodate ML-KEM-768
keys (3.5 KB) for multiple peer devices while maintaining application functionality. For many such
devices, no drop-in PQC replacement currently exists: HQC (code-based) is even larger than ML-
KEM [13], and no standardized lightweight PQC asymmetric algorithm is available. Such systems
require architectural redesign—removing asymmetric cryptography at the edge in favor of pre-shared
symmetric keys, gateway-based security architectures, or acceptance of residual risk during transition—
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Table 5. Cryptographic Artifact Size Comparison [20-22].

Algorithm Public Key Private Key  Signature/CT  Security Level
ECDSA P-256 64 B 32B 64 B 128-bit
RSA-2048 256 B ~2 KB 256 B 112-bit
ML-KEM-768 1,184 B 2,400 B 1,088 B 192-bit
ML-DSA-65 1,952 B 4,032 B 3,309 B 192-bit
SLH-DSA-128s 32 B 64 B 7,856 B 128-bit
Ascon-128 N/A (symmetric) 16B 16 B tag 128-bit

rather than simple algorithm substitution. CADI must identify these constraints to inform migration
architecture decisions and flag systems requiring capital investment rather than software updates.

8. Accuracy Expectations and Validation

The planning targets derived from the TNO maturity model (~85% ideal, ~60% MVP for IT) [5]
are not achievable for embedded systems through scanning alone. Table 6 presents calibrated accuracy
expectations based on system classification and discovery methodology. These figures represent
engineering planning assumptions derived from feasibility constraints and our interpretation of the
TNO effort-accuracy model, not empirically validated measurements or direct TNO quantitative

findings.

Table 6. Planning-Assumption Discovery Accuracy by System Class (illustrative targets to be validated per
environment).

Class Scanning Only  Documentation Only = Combined

A: Network-Connected  60-75% 70-85% 80-99%

B: Tactical Comms 10-30% 85-95% 85-95%

C: Weapons Platform 20-40% 70-85% 75-90%

D: Industrial Control 30-50% 50-70% 55-75%

E: Crypto Boundary 80-95% 90-99% 95-99%

F: Deeply Embedded 15-35% 55-75% 60-80%

9. DoD Framework Integration
9.1. Risk Management Framework Integration

Embedded system CADI feeds directly into Risk Management Framework processes [37]. Security
control identifiers referenced below follow NIST SP 800-53 Rev. 5 [43]. During Step 2 (Select Security
Controls), CADI results inform SC-8 (Transmission Confidentiality and Integrity), SC-12 (Crypto-
graphic Key Establishment and Management), and SC-13 (Cryptographic Protection) implementation.
During Step 4 (Assess Security Controls), CADI provides evidence for assessment of SC-13 compliance
with CNSSP-15 requirements [38,39] and IA-7 (Cryptographic Module Authentication).

9.2. CNSSP-15 Compliance Verification

Committee on National Security Systems Policy 15 (CNSSP-15) (published 20 October 2016; update
noted 4 March 2025) [27,38,39] requires use of National Manager—approved algorithms for protecting
classified information. CADI results must map to CNSSP-15 algorithm categories, identifying systems
using non-compliant cryptography that require remediation, with transition guidance aligned to CNSA
2.0 and NIST PQC standards [8,24].

9.3. PQC Migration Planning Integration

CADI outputs feed directly into PQC migration planning through risk prioritization (systems pro-
cessing data with long confidentiality requirements warrant earlier migration), capability assessment
(systems that cannot accommodate PQC algorithms require architectural mitigation), and sequencing
constraints (key management infrastructure must migrate before endpoints). Figure 4 depicts the
CADI-to-key-management integration model and shows how discovery results flow into migration
planning processes.
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Key Management System Integration for CADI
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Figure 4. Key Management System integration for CADI, showing data flows from authoritative sources to
migration planning outputs.

10. Implementation Roadmap

Organizations initiating embedded system CADI should follow a phased approach:

Phase 1 (Months 1-3): Documentation Baseline. Compile existing technical data packages; issue
CBOM requests to vendors through appropriate contractual mechanisms; extract cryptographic data
from certification documentation (FIPS 140, Common Criteria); integrate with KMI/EKMS records for
classified systems. Output: documentation-based inventory achieving 60-70% coverage.

Phase 2 (Months 3-6): Supplemental Scanning. Deploy network traffic analysis at aggregation
points; conduct firmware analysis for Class D/F systems; perform device interrogation for Class E
systems. Output: scanning-based supplemental data achieving 20-40% additional coverage depending
on system class mix.

Phase 3 (Month 6): Reconciliation and Gap Analysis. Cross-reference scanning results with
documentation; identify discrepancies for investigation; flag systems with insufficient coverage for
enhanced vendor engagement.

Phase 4 (Month 6+): Continuous Monitoring Integration. Integrate CADI outputs with
SIEM/SOC operations following network integrity best practices [19]; establish change detection
baselines; automate compliance reporting.

11. Discussion

This framework addresses a critical gap in PQC migration readiness. The commercial CADI
market, as documented in the TNO report, has not meaningfully addressed embedded systems—one
provider explicitly stated no commercial interest in the domain. Yet embedded systems dominate
defense computing environments, and their extended migration timelines (10-15+ years for major
platforms) create the most acute collision with quantum threat emergence.

The lightweight cryptography gap—standard PQC algorithms (including HQC, which is larger
than ML-KEM [13]) are infeasible for constrained devices while no lightweight PQC asymmetric
alternatives are standardized—requires attention beyond the scope of this paper. Systems identified
through CADI as unable to accommodate ML-KEM or ML-DSA require architectural review to deter-
mine whether gateway-based approaches, pre-shared symmetric keys, hybrid schemes, or acceptance
of residual risk is appropriate.

Finally, we note that this framework addresses discovery only, not remediation. The identified
cryptographic assets must feed into migration planning processes that account for the certification,
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lifecycle, and resource constraints detailed in Section 3. Discovery that identifies a quantum-vulnerable
implementation in a DO-178C DAL-A certified system has identified a problem; it has not solved it.

12. Conclusions

Embedded systems represent the most challenging domain for cryptographic asset discovery and
simultaneously the domain of greatest consequence for DoD PQC migration. The commercial CADI
market remains predominantly enterprise-IT focused; coverage for deeply embedded and mission-
constrained platforms is limited, and the fundamental constraints of embedded systems—resource
limitations, availability imperatives, certification requirements, and architectural barriers—mean that
IT-centric approaches do not readily extend.

This paper contributes: (1) analysis of why embedded systems defeat standard CADI approaches;
(2) a six-class taxonomy for embedded system CADI with class-specific methodology guidance; (3) the
CBOM imperative establishing documentation as primary discovery mechanism; (4) detailed detection
methodologies with explicit capabilities and limitations; (5) lightweight cryptography considerations
for constrained devices; (6) lifecycle and certification constraint analysis; (7) realistic accuracy expecta-
tions calibrated to embedded system realities; and (8) integration pathways for DoD RMF and PQC
migration processes.

The fundamental insight is that for most embedded system classes, vendor-provided CBOMs
should serve as the primary discovery mechanism, with automated scanning providing supplemental
verification rather than foundational coverage. Organizations that develop embedded-specific CADI
capabilities now—and establish contractual mechanisms for CBOM acquisition—will be better posi-
tioned for PQC migration execution when the timeline demands action. Given that cryptographic
migrations in embedded systems require years to decades depending on system class, the urgency for
capability development cannot be overstated.
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