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Abstract: This paper aims to introduce a standardized test methodology for drone detection, tracking
and identification systems. It is the aim that this standardized test methodology for assessing the
performance of counter-drone systems will lead to a much better understanding of the capabilities
of these solutions. This is urgently needed, as there is an increase in drone threats and there are
no cohesive policies to evaluate the performance of these systems and hence mitigate and manage
the threat. The presented methodology has been developed within the framework of the project
COURAGEOUS funded by European Union’s Internal Security Fund Police. This standardized test
methodology is based upon a series of standard user-defined scenarios representing a wide set of
use cases. At this moment, these standard scenarios are geared towards civil security end users.
However, the proposed standard methodology provides an open architecture where the standard
scenarios can modularly be extended, providing the standard users the possibility to easily add new
scenarios. For each of these scenarios, operational needs and functional performance requirements
are provided. Using this information, an integral test methodology is presented that allows for a fair
qualitative and quantitative comparison between different counter-drone systems. The standard test
methodology concentrates on the qualitative and quantitative evaluation of counter-drone systems.
This test methodology was validated during three user-scripted validation trials.

Keywords: counter-drone; standardization; quantitative evaluation; standard test methods; counter-
UAS; performance evaluation.)

1. Introduction

The increasing proliferation of unmanned aerial systems (UAS), ranging from small consumer
drones to larger tactical platforms, has led to a surge in both legitimate and malicious applications.
While drones offer substantial benefits across various sectors, including agriculture, logistics, security,
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and emergency response, their misuse by criminal and terrorist actors presents significant security con-
cerns. Reports of drones being used for smuggling contraband, conducting unauthorized surveillance,
interfering with critical infrastructure, and executing targeted attacks have underscored the urgency
of developing effective countermeasures [1-4]. Law enforcement agencies and security forces face
the challenge of detecting, tracking, identifying, and mitigating these threats in a rapidly evolving
technological landscape.

Despite the availability of numerous counter-drone solutions on the market [5-8], no widely
accepted standardized methods exist for assessing their performance. This lack of standardization
complicates the efforts of acquisition agencies, law enforcement entities, and other stakeholders tasked
with selecting and deploying appropriate counter-drone technologies. Without objective, comparable
data, end-users struggle to match specific operational requirements with the capabilities of available
counter-drone systems. As a result, the selection and procurement process remains fragmented, often
leading to suboptimal solutions that may fail to address real-world threats effectively.

To bridge this gap, the COURAGEOUS project [9] has developed a pre-standard document in the
form of a CENELEC Workshop Agreement (CWA). This document, designated CWA 18150 [10], out-
lines a standardized test methodology for assessing the performance of counter-drone systems under
controlled and relevant operational conditions. The methodology defines a set of evaluation scenarios
designed to replicate real-world operational challenges, allowing for fair qualitative and quantitative
comparisons of different counter-drone solutions. By adopting this standardized framework, security
agencies, procurement bodies, and industry stakeholders can better understand system capabilities
and limitations, ultimately improving the selection and deployment of counter-drone technologies.

The purpose of this paper is to provide a structured overview of the CWA 18150 document,
serving as both an abstract and an introduction to the standardized test methodology it defines. This
paper details the key aspects of performance assessment, including risk analysis, test environments,
operational requirements, and evaluation metrics. It aims to offer a comprehensive understanding
of the framework developed under the COURAGEOQOUS project and to facilitate its broader adoption
within the security and defense communities. The full CWA document, which contains detailed
methodology and implementation guidelines, can be accessed at https:/ /www.cencenelec.eu/media/
CEN-CENELEC/CWAs/ICT/cwa-18150.pdf.

2. Related Work
2.1. Counter-Drone

Technical development of new counter-drone solutions is a common subject of research in the
counter-drone area. The projects H2020-ALFA [11], H2020-ALADDIN [12], and H2020-SafeShore
[13] are noteworthy examples, as they all created drone detection systems for particular use cases.
The creation of an effective drone detecting system is generally fraught with two major challenges.
First, regardless of the sensor technology employed, drone platforms typically have a very small cross
section and detection baseline [14]. In fact, drones employ common radio transmission frequencies,
have a small sound signature (from a relevant distance), a small visual/infrared signature, a small
RADAR cross section, etc. Furthermore, it is challenging to eliminate false positives because the
signatures of many drones and birds are fairly similar [15,16].

RADAR [17], acoustics [18], visual [19], infrared [20] (thermal and short-wave), radio spectrum
sensing [21], LIDAR [22], and other sensing modalities can be employed to tackle the drone detection
problem. Nevertheless, due to the difficulty of solving the problem under real-world operating
conditions, the majority of current solutions rely on a combination of various sensing techniques to
solve the drone detection problem [14] and combine conventional detection and tracking techniques
[23,24] that come from computer vision to accomplish multi-sensor tracking.

The incorporation of counter-drone solutions and practices into standard operating procedures
for law enforcement agencies is also a crucial factor to take into account. The projects SkyFall [25] and
DroneWise [26] are pertinent in this context; they examine various counter-drone systems, integrate
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the best available systems in a law enforcement organization training, and provide a number of useful
end-user-focused measures to enhance the response to UAS terrorist attacks.

2.2. Standard Testing for Counter-Drone Solutions

In terms of standard test methodology development for counter-drone solutions, there have
been multiple developments in the past. To state the main problem: two opposing needs can be
found in regard to the creation of standardized test techniques for assessing drone detection systems’
performance [14]. In order to identify the limitations of the system being tested, it is necessary to
carefully regulate the test settings because drone detection systems typically rely on intricate data
fusion and processing of sensor data. This first need calls for repeatable test in controlled environments.
However, since drone detection systems must function around-the-clock and in all weather situations,
it is necessary to evaluate how well they operate in a variety of environmental settings. This second
need calls for the evaluation of the systems in a non-controlled operational environment. Since these
constraints conflict with one another, a standardized test methodology must carefully balance these
two categories of needs. Therefore, the goal is to identify a validation approach that meets the needs of
the platform developers for a quantitative statistically meaningful validation as well as the end users’
requirement for a qualitative operational validation of the system [14].

In the realm of robotics, for example, the National Institute of Standards and Technology (NIST) in
the United States has previously recommended such qualitative and quantitative validation approaches
[27]. Based on the work done at NIST, a first qualitative and quantitative validation methodology
was presented in [28] and validated in [29]. This methodology was applied for a first time in the
framework of standardised counter-drone testing in the year 20217 and 2018 [30] in the framework of
the SafeShore project [13]. In that period, the National Nuclear Security Administration of the United
States Department of Energy also conducted research in the United States to build a counter-drone
testing and evaluation methodology [31]. Although it never actually became a standard, the test
approach outlined defines test techniques, performance measurements, UAS types tested, critical
variables, and the required data analysis to reliably assess the capabilities of counter-drone technology.

The absence of a standard test method started becoming problematic from around the year
2020, when multiple counter-drone solutions became available on the market, and the performance
capabilities of these systems became harder and harder to differentiate for end users. Law enforcement
agencies and other government actors conducted various counter-drone equipment tests in critical
infrastructure protection scenarios [32], but the problem is that these trials are highly costly for all
actors involved and results are not easily transferable to other environments.

This challenge has led to multiple standardization efforts across international organizations.
EUROCAE WG-115 [33] has been actively developing standards such as ED-286, which provides an
Operational Services and Environment Definition (OSED) for counter-drone operations in controlled
airspace, and ED-322, which sets System Performance and Interoperability Requirements for Non-
Cooperative UAS Detection Systems. These efforts focus specifically on airport environments and
happen in close coordination between Europe (EUROCAE) and the United States, where the Federal
Aviation Administration (FAA) has initiated Special Committee SC-238 to establish comprehensive
evaluation guidelines for counter-drone technologies. By working together, EUROCAE WG-115 and
FAA SC-238 aim to ensure the safe integration of counter-drone systems within existing aviation
structures while maintaining effective detection and mitigation capabilities.

NATO is another key player in establishing counter-drone test procedures. i) establishing a
counter-drone community; ii) policy, concepts, doctrine, tactics, techniques, and procedures; iii)
standardization; and iv) research, development, and operation activities are among the topics being
worked on by the NATO counter-drone Working Group. The annual TIE exercises, which are designed
to promote interoperability among various counter-drone assets, are a significant example [34].

In Germany, DIN is working on DIN 5452-9 [35], which focuses on drone detection, as well as
an attachment that defines conformance test procedures. These efforts aim to create a robust testing
framework that allows for systematic evaluation of counter-drone effectiveness. Similarly, the UK’s
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National Protective Security Authority (NPSA) is developing a “counter-drone Testing and Evaluation
Standard,” which aims to provide a structured methodology for performance assessment.

The International Standardization Organisation ISO is also contributing to the standardization
landscape with ISO/CD 16746 [36], which provides guidance to end-users on the deployment of
counter-drone equipment, and ISO/CD 16747 [37], which supports manufacturers in producing
effective and compliant counter-drone solutions. These standards seek to harmonize best practices
and technical specifications, ensuring consistency and interoperability across different jurisdictions.

These initiatives demonstrate the global recognition of the need for standardized test method-
ologies. However, disparities in national regulations and differing operational requirements present
ongoing challenges. The CWA 18150 developed under the COURAGEOUS project aims to maximize
the usage of work being done in many countries and complements these efforts by providing a struc-
tured approach to performance evaluation while ensuring compatibility with emerging international
standards. By aligning with these ongoing standardization initiatives, CWA 18150 seeks to provide
acquisition agencies and security stakeholders with a reliable framework for assessing and comparing
counter-drone technologies in a transparent and repeatable manner.

2.3. Organization of this Paper

The remains of this paper is organized as follows: In order to provide a clear grasp of the problem,
section 3 provides an analysis of incidents related to UAS and an analysis of identified gaps in counter-
drone capabilities. To further analyse the current playing field, section 4 investigates the current
technologies and methods used for counter-drone operations. Based on the ground work in the
previous sections, section 5 proposes 10 standard counter-drone scenarios. These standard scenarios
will serve as a guideline throughout the whole standardization process. For each of the standard
scenarios, a risk analysis is performed, as explained in section 6. In a parallel line of work and through
discussions with end-users of counter-drone solutions, a set of operational needs for counter-drone coverage
were devised in section 7, together with a series of counter-drone system performance requirements and
metrics. Based on all this input, a counter-drone System Evaluation Method was developed in section
8. This methodology was validated during three large-scale trials in Greece, Belgium and Spain, as
discussed in section 9. Section 10 concludes this paper by investigating and discussing the results
obtained and by identifying remaining gaps and directions for future research.

3. Incidents Analysis and Identification of Gaps
3.1. Incident and Threat Analysis

The increasing proliferation of drones has led to a rise in security concerns globally. Unauthorized
drone activities have been reported in various environments, ranging from airports to government
facilities, often leading to operational disruptions or security breaches. In order to obtain a good
overview of the problem, a systematic review of more than 200 drone-related incidents in the European
territory was performed, analyzing recent drone incidents, categorizing threat actors, and highlighting
the gaps in counter-drone measures:

¢  Targeted Locations: Airports, government buildings, military installations, and critical infrastruc-
ture remain prime targets for unauthorized drone activities.

¢ Incident Types: The most common incidents include unauthorized surveillance, smuggling,
near-miss collisions with manned aircraft, and weaponized drone deployments.

*  Operational Environments: Dense urban areas present unique challenges due to radio frequency
(RF) congestion and limited line-of-sight detection capabilities.

* Technological Capabilities: Advances in commercial drone technology, including autonomous
navigation and payload adaptability, have outpaced current counter-drone countermeasures.

Analysis of drone-related incidents reveals that the majority of cases involve uninhibited operators,
followed by criminal activities. Figure 1 categorizes these threat actors into six main groups:
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e  Uninhibited (55%): Operators who frequently violate regulations but do not necessarily have
malicious intent.

e Criminal (25%): Drones used for illicit activities such as smuggling contraband.

e  Terrorist (10%): Drones employed in attacks or reconnaissance by hostile entities.

*  Careless (7%): Operators who occasionally breach airspace restrictions unintentionally.

*  Clueless (2%): Operators unaware of regulations, often leading to airspace violations.

¢ Compliant (0.3%): Law-abiding drone users who adhere to regulations.

The data indicates that while regulatory violations are common, a significant number of incidents
involve intentional misuse of drones for criminal or terrorist purposes.

Drone-related incidents have been observed across various sectors. Figure 2 provides an overview
of the distribution of incidents across different environments:

e  Private/Non-Corporate (24%): Drones flown over residential areas, often leading to privacy
violations.

*  Airports (24%): Incidents causing flight delays and safety concerns.

e Government/Military (16%): Unauthorized surveillance or potential attacks.

e Law Enforcement/First Responders (13%): Interference with emergency operations.

e  Prisons (10%): Drones used for smuggling contraband.

*  Stadiums (6%): Uncontrolled drone operations during events.

The high occurrence of incidents in airports and private properties suggests an urgent need for
robust counter-drone strategies.

3.2. Gaps Analysis for Counter-Drone Measures

Despite advancements in drone detection and mitigation, several gaps remain unaddressed.

Legislation governing counter-drone operations varies significantly across jurisdictions, creating
ambiguity regarding permissible countermeasures. Additionally, free-access areas, such as public
spaces and private properties, pose enforcement difficulties due to privacy and regulatory limitations.
Furthermore, there is no unified response framework for handling drone incursions.

Despite the availability of various DTI technologies, only 5% of reported incidents indicate the
presence of an operational detection system. Furthermore, these systems exhibit reduced efficacy
in RF-dense environments, adverse weather conditions, and scenarios involving multiple airborne
objects.

While off-the-shelf drones account for the majority of incidents, the increasing prevalence of
modified and custom-built UAVs presents a growing concern. Such drones often utilize non-standard
communication protocols, rendering conventional RF-based detection methods less effective.

A significant proportion of incidents involve drones carrying undefined payloads, raising un-
certainties regarding their intent and threat level. Distinguishing between benign and hostile drones
remains a major challenge, especially in areas where multiple UAS operate simultaneously.

A unified incident reporting mechanism is lacking across member states, hindering data-driven
policy formulation and response coordination. The absence of structured information-sharing frame-
works limits the development of proactive countermeasures.

4. Review of current counter-drone frameworks

The field of counter-drone has seen significant advancements, driven by the increasing use of
drones for both commercial and military applications. This section provides an overview of the existing
detection, tracking, and identification (DTI) technologies and their combinations in counter-drone
solutions.

4.1. Technologies for Detect, Track, and Identify (DTI) in Counter-Drone Solutions

For this study on counter-drone technologies, information on 260 anti-drone systems was initially
collected. This initial dataset was downscaled to 144 systems based on the level of detail and the
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Figure 1. Categorization of threat actors in drone incidents.
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Figure 2. Distribution of drone incidents across different environments.
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appropriateness of the data that could be obtained for the systems. These counter-drone solutions
utilize multiple technologies for detecting, tracking, and identifying drones. Figure 3 illustrates the
distribution of these technologies. The most widely used methods include [38]:

¢  Microwave radars: Employed in 55% of the systems, radars detect drones through active radio
wave emissions and reflections.

*  Visible light (VIS) cameras: Used in 47% systems, VIS cameras enable optical detection and
visual tracking, very often as a secondary sensing modality to support the identification of the
drone threat or to provide a visual cue for the operators.

*  Thermal imaging cameras: Integrated into 35% systems, these cameras detect drones based on
infrared signatures.

*  Frequency monitoring devices: Present in 64% systems, these devices detect and analyze radio
frequency emissions from drones and their controllers.

®  Acoustic sensors: Used in 10% systems, these sensors capture and analyze the sound signatures
of drone propellers.

e Infrared (IR) sensors and lidar systems: Less commonly used, with 2% and 4% implementations
respectively.

The prevalence of these technologies indicates a trend toward multi-sensor fusion for enhanced
reliability and robustness.

Technologies used in C-UASs (from 144 relevant products)

100 92

90
79
80

70 67

60
51
50

40

Number of systems

30
20 15
10 3 6
0 ]
Radar VIS Camera Thermal IR sensor Laser Frequency Acoustic
Camera monitoring

Figure 3. Technologies used for detect, track, and identify (DTI) in counter-drone solutions.

4.2. Combination of Technologies in Counter-Drone Solutions

Modern counter-drone solutions often integrate multiple detection technologies to improve
detection probability and tracking accuracy. Figure 4 presents the percentage distribution of different
technological combinations within counter-drone solutions. The breakdown is as follows:

*  Single-technology systems: 53% of counter-drone solutions rely on one detection method,
primarily frequency monitoring or radar-based detection.

¢  Two-technology systems: 9% of solutions combine two methods, such as radar and VIS cameras.

*  Three-technology systems: 15% of solutions incorporate three distinct technologies, enhancing
multi-modal detection.

¢  Four or more technology systems: 23% of solutions employ four or more technologies, typically
integrating radars, cameras, RF monitoring, and additional sensors.

The trend toward multi-technology systems highlights the need for robust data fusion method-
ologies to effectively mitigate false positives and negatives.
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Figure 4. Combinations of technologies used in counter-drone solutions.

4.2.1. Countermeasures and Mitigation Techniques

Upon detection and identification of a drone threat, various mitigation techniques can be de-
ployed:
*  Electronic Countermeasures: These include RF jamming, spoofing, and protocol manipulation to
disrupt drone communications or take control of the aircraft.
¢ Kinetic Solutions: Physical neutralization methods, such as net guns, interceptor drones, and
high-energy laser weapons, are deployed in scenarios requiring immediate elimination of threats.
*  Directed Energy Systems: Microwave-based and laser-based directed energy weapons provide
non-contact neutralization by disabling drone electronics or structure.

4.3. Challenges and Considerations in Counter-Drone Technology Selection

Selecting an appropriate counter-drone system requires consideration of multiple factors, includ-

ing:
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e Detection range: Different technologies exhibit varying effectiveness depending on range con-
straints and environmental conditions.

e  Weather resistance: Radar and frequency monitoring are more resilient to adverse weather than
optical and infrared-based systems.

e  False alarms: Acoustic sensors and frequency monitoring devices may generate false detections
due to ambient noise or RF interference.

*  Deployment feasibility: Mobile, vehicular, and fixed installations require different logistical and
operational considerations.

¢ Integration with existing systems: Many counter-drone solutions must interface with existing
security frameworks, requiring compatibility with software and hardware components.

¢  Regulatory constraints: National and international regulations govern the use of certain detection
and mitigation techniques, affecting system deployment.

¢  Operational Environments: Urban settings present challenges due to RF congestion and the
presence of obstacles, whereas open-field environments offer improved detection and engagement
opportunities.

* Advancements in UAS Technology: The increasing use of autonomous drones, encrypted
communications, and low-observable designs necessitate continuous evolution of counter-drone
methodologies.

The current landscape of counter-drone technologies reflects an ongoing arms race between drone
capabilities and counter-drone solutions. Future advancements in artificial intelligence, sensor fusion,
and autonomous countermeasure deployment will play a critical role in enhancing the resilience and
effectiveness of counter-drone frameworks.

5. Development of Standard Scenarios
5.1. The need for Standard Scenarios

To ensure a comprehensive assessment of counter-drone capabilities, standardized scenarios
must be developed. These scenarios provide a structured framework for testing detection, tracking,
and identification (DTI) performance across diverse threat conditions. Without such standardization,
comparisons between different counter-drone solutions remain inconsistent, hindering technological
advancements and operational readiness. The establishment of well-defined scenarios enables re-
searchers, security agencies, and policymakers to benchmark system effectiveness, identify limitations,
and refine countermeasure strategies.

Standardization also supports regulatory efforts, helping define clear operational requirements
and legal constraints for counter-drone deployment. By ensuring that different counter-drone technolo-
gies are tested under comparable conditions, authorities can establish baseline performance metrics
and guidelines. Furthermore, standardized scenarios aid in developing training programs for law
enforcement agencies, ensuring personnel are well-prepared to handle UAS threats effectively.

In addition to enhancing technical evaluations, standardized scenarios facilitate collaboration
across international security agencies and industry stakeholders. By defining common testing param-
eters, organizations can share data and insights, driving collective improvements in counter-drone
technologies and response strategies. The increasing complexity of drone threats underscores the need
for a unified approach, making scenario standardization a crucial step in advancing counter-drone
capabilities.

5.2. Methodology for Creating Standard Scenarios

The development of standardized scenarios within the COURAGEOUS project followed a system-
atic methodology incorporating multiple data sources and expert validations. The process involved
four key steps:
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e Literature Review: An extensive review of existing counter-drone frameworks, threat assess-
ments, and prior studies was conducted to identify recurring challenges and gaps in current
methodologies.

¢ Incident Analysis: A comprehensive analysis of past UAS-related security incidents was per-
formed to extract relevant parameters influencing scenario design, such as environmental condi-
tions, UAS characteristics, and operational constraints.

e  Stakeholder Input: Law enforcement agencies (LEAs) and other end-users provided valuable
insights through structured questionnaires and workshops, ensuring that the scenarios aligned
with real-world security concerns.

¢ Iterative Validation: The initial set of scenarios was refined through iterative discussions with
experts and field trials, ensuring applicability across diverse operational contexts.

In each of these steps, a broad set of factors was considered, including drone size, speed, flight
altitude, payload type, and operational intent. By incorporating these elements, the resulting scenarios
comprehensively address the spectrum of UAS threats.

Beyond the methodological approach, statistical models and simulations were used to analyze
potential drone threats under different conditions. Advanced modeling techniques, including Monte
Carlo simulations, were applied to predict UAS behavior and potential countermeasure effectiveness.
This data-driven approach ensures that the developed scenarios not only reflect historical incidents
but also anticipate emerging threats in the rapidly evolving UAS landscape.

5.3. Overview of Standard Scenarios

The standard scenarios developed within the COURAGEOUS framework are categorized into
three main groups: Sensitive Sites/Critical National Infrastructure, Public Spaces Protection/Events, and
Border Protection (Land — Maritime). Each scenario reflects a plausible threat event, outlining key
operational conditions and adversarial tactics.

The ten standardized scenarios are shown on Figure 5 and can be described as follows:

1.  Prison — Unauthorized drone activity attempting to smuggle contraband into a correctional
facility.

2. Airport - A rogue UAS operating in restricted airspace, posing a collision risk to manned aircraft.

3. Nuclear Plant — Surveillance or potential sabotage by a hostile drone over critical energy infras-
tructure.

4. Government Building — Unauthorized UAS activity threatening national security at government
premises.

5. Stadium - A drone attempting to disrupt a large public event, such as a sports match.

6.  Outdoor Concert — Aerial surveillance or potential attack during a high-profile entertainment
event.

7. Outdoor Political Rally — A drone deployed for surveillance or direct attack during a political
gathering.

8.  International Summit — Hostile UAS presence at a high-security diplomatic event.

9.  Land Border — Surveillance or smuggling activity using drones to bypass border controls.

10. Maritime Border — UAS-assisted illegal crossing or surveillance in maritime security zones.

Each scenario is designed with specific parameters, including environmental conditions, drone
capabilities, and the nature of the security challenge. These structured descriptions enable precise
testing and evaluation of counter-drone performance under realistic threat conditions.
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Figure 5. Visual representation of the ten standardized scenarios.

By standardizing these scenarios, a common reference framework is established that enhances
interoperability, facilitates comparative assessments, and improves the overall effectiveness of counter-
drone solutions. The scenarios provide a foundation for controlled testing environments and real-world
field trials, helping refine counter-drone response strategies and operational protocols.

However, it is obvious that these standard scenarios do not cater to all use cases. This is why
an open architecture was used in the development of the CWA pre-standard, enabling any user to
come up with new scenarios based upon the existing templates. Future research will also continue to
adapt these scenarios based on evolving threats and technological advancements, ensuring that the
standardized framework remains relevant and effective in countering UAS threats.

6. Risk Analysis and Risk Assessment Metrics

The risk assessment of potential UAS threats is crucial to ensuring effective mitigation strategies.
A comprehensive risk assessment must consider the dynamic and evolving nature of UAS threats,
which range from accidental airspace incursions to deliberate attacks. The risk evaluation process
involves understanding the threat landscape, assessing vulnerabilities in existing defense mechanisms,
and defining appropriate metrics to quantify risks and system performance.

This chapter presents the contributions in developing a systematic methodology for risk analysis
in counter-drone applications, introducing a structured approach to evaluating threats posed by drones
and provides a set of standardized risk assessment metrics tailored to different operational contexts.
By leveraging empirical data, expert inputs, and analytical models, the framework enhances the ability
to quantify and respond to drone-related risks effectively.

6.1. Methodological Approach to Risk Assessment

The COURAGEOUS project adopted a multi-layered methodological approach to define and
evaluate the risks associated with UAS threats. The process involved the identification of key risk
factors through literature analysis, historical incident evaluation, and end-user consultations. A
structured questionnaire was disseminated among stakeholders, including law enforcement agencies
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(LEAs) and security professionals, to systematically assess the likelihood and impact of various UAS
threat scenarios.
The risk assessment model integrates two primary indicators:

e Likelihood: The probability of an adversarial UAS operating within a given scenario.
e Impact: The potential consequences of an unauthorized UAS action, taking into account physical,
financial, and operational damages.

By combining these factors, a comprehensive risk matrix was developed. This matrix allows for
the classification of drone threats into different risk categories, facilitating prioritization and resource
allocation for countermeasures. The methodology further considers the role of UAS capabilities, such
as payload capacity, flight endurance, and autonomy, in shaping the threat landscape.

The risk posed by UAS can be categorized into multiple dimensions, including technical, opera-
tional, and strategic risks. Technical risks involve limitations in detection, tracking, and neutralization
capabilities, while operational risks stem from the complexity of deploying counter-drone systems in
urban and contested environments. Strategic risks pertain to policy, regulatory, and legal challenges
that influence the effectiveness of counter-drone solutions.

A structured risk assessment framework is required to systematically evaluate the probability and
impact of UAS threats. The Specific Operations Risk Assessment (SORA) methodology is commonly
used to analyze these risks, providing a step-by-step approach to evaluate operational safety and
mitigation strategies. SORA identifies risk factors such as the likelihood of drone incursions, the
potential consequences of an attack, and the effectiveness of existing countermeasures.

A core innovation in the framework is the establishment of a dynamic risk evaluation model that
continuously updates based on real-time threat intelligence and evolving UAS technology trends. This
ensures that the risk assessment process remains relevant and adaptable to emerging threats.

6.2. Risk assessment Metrics

To effectively quantify risk levels, several key performance indicators (KPIs) must be defined.
Detection probability measures the ability of a counter-drone system to identify unauthorized drones
within a defined range and timeframe. False alarm rate quantifies the occurrence of erroneous
detections that may lead to operational inefficiencies. Response time evaluates the system’s ability
to detect, track, and neutralize a threat before it reaches its target. Mitigation success rate reflects
the effectiveness of countermeasures in neutralizing hostile drones. Additionally, environmental
adaptability assesses system performance under varying weather and geographical conditions.

The risk analysis for each scenario (as presented in the previous chapter) is derived from an
aggregation of expert evaluations and empirical data. Each scenario is assigned a total risk score based
on the weighted sum of likelihood and impact assessments. The highest risk scenario identified was
the Prison Scenario, as it concerns a scenario in an urban environment, where it is impossible to exert
a continuous total control. The lowest risk scenario was the International Summit, as for this type of
scenario, multiple counter-drone tools can be employed and a strict control can be enforced.

The project also introduces Key Risk Indicators (KRIs), which serve as benchmark values for
assessing UAS threats. These indicators include (amongst others):

¢  Environmental complexity and operational constraints.

®  The technical capabilities of adversarial UAS.

®  The effectiveness of existing counter-drone measures against varying drone technologies.
*  The frequency of drone incursions in specific operational environments.

¢  The ability of counter-drone operators to respond effectively to identified threats.

The results of this analysis directly contribute to refining counter-drone strategies. By mapping
risk scores to operational response levels, security agencies can optimize resource allocation and
response protocols. Furthermore, the adoption of standardized risk assessment methodologies fosters
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interoperability among European security forces, enhancing cross-border collaboration in drone threat
mitigation.

7. Performance Requirements
7.1. Operational Needs and Performance Requirements

Operational needs define the essential capabilities required to counter unauthorized UAS incur-
sions. These requirements are derived from standardized scenarios encompassing diverse operational
environments, such as urban centers, airports, prisons, and maritime borders. Key operational pa-
rameters include early warning systems, real-time tracking, multi-sensor integration, and seamless
interoperability with existing security infrastructure.

A critical challenge in defining operational needs is the lack of universally accepted technical
standards. Consequently, operational requirements must be structured to ensure compatibility with
evolving threats and emerging technologies. The ability to detect, track, and identify threats accurately
remains the cornerstone of an effective counter-drone strategy, with priority considerations given to
minimizing false alarms and maximizing detection range.

7.2. Methodology for Operational Needs Definition

To systematically capture the operational needs for counter-drone operations, a structured re-
quirements definition approach was employed. The methodology adheres to best practices in system
engineering and requirements management, ensuring consistency, traceability, and usability for subse-
quent system development phases. The approach follows a sequential process:

1.  Operational Needs Definition: Identification of core operational requirements based on stake-
holder input and analysis of real-world threat scenarios.

2. System Procurement Considerations: Translation of operational needs into system-level require-
ments to guide the selection and development of counter-drone technologies.

3. Validation and Iteration: Continuous refinement of requirements based on testing, feedback,
and evolving operational challenges.

This iterative framework ensures that the operational needs remain aligned with real-world
constraints while accommodating technological advancements and policy developments.

To standardize the requirements formulation, the IEEE 29148 process terminology was adopted.
This standard is widely recognized across European partners and has demonstrated effectiveness in
prior security and defense-related projects. The prioritization of requirements follows a structured
classification to facilitate clear decision-making:

*  Shall: High-priority requirements that must be met for the project to achieve its core objectives.

¢ Should: Medium-priority requirements that are desirable but not essential, allowing for trade-offs
if necessary.

*  May: Low-priority requirements that provide additional value but do not impact the fundamental
operational capability of the system.

This classification enables end users to systematically articulate their needs while ensuring techni-
cal partners can effectively translate these requirements into implementable system specifications.

To facilitate clarity and traceability, operational needs were documented using a standardized
template. Each requirement is uniquely identified and categorized based on its significance and
intended application. The structured format includes:

* Requirement Number: A unique identifier for tracking and reference.

¢ Requirement Name: A concise descriptor summarizing the need.

¢  Description: A detailed explanation, including the rationale and operational context.
¢ Importance: The assigned prioritization level (Shall, Should, May).

This approach ensures that all stakeholders—ranging from system operators to technology
developers—have a common understanding of the operational expectations and constraints.
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The structured requirements framework encompasses a comprehensive range of operational
needs, particularly focusing on detection, tracking, and identification (DTI) capabilities. Given the
diversity of deployment environments, requirements are tailored to address specific scenarios, such as:

*  General Operational Needs: Baseline capabilities applicable across multiple deployment contexts.

®  Scenario-Specific Needs: Custom requirements adapted to distinct security environments (e.g.,
airports, government buildings, public events).

e Integration Needs: Interoperability with existing security infrastructure and command-and-
control systems.

By linking operational needs with specific deployment contexts, the approach ensures that the
defined requirements remain practical and actionable.

7.3. Performance Requirements and Metrics

Performance requirements translate operational needs into quantifiable metrics. They are influ-
enced by multiple operational factors, including the size and speed of target drones, the complexity of
the operational environment, and the response time needed to neutralize threats. Detection capabilities
must be comprehensive, covering a wide range of altitudes and distances while maintaining high
accuracy rates. The system should effectively discriminate between drones and other airborne objects
to minimize false alarms. Tracking performance must ensure continuous and stable monitoring of
drone movements, even in scenarios where multiple UAS are operating simultaneously.

Identification accuracy is another critical requirement, as distinguishing between different drone
models and payload types is essential for assessing threat levels. This involves integrating multispectral
imaging, radio frequency (RF) analysis, and machine learning-based classification. Furthermore,
mitigation effectiveness is a key factor in assessing counter-drone performance. Whether employing
electronic countermeasures, physical interception, or other mitigation strategies, the system must
neutralize threats reliably while minimizing collateral risks.

The COURAGEOUS framework categorizes all these requirements into:

¢ Detection Performance: The system must identify drones across various size classifications and
operational altitudes.

*  Tracking and Identification: Continuous tracking of detected UAS with high positional accuracy,
distinguishing between cooperative and non-cooperative drones.

*  System Interoperability: Compatibility with forensic analysis tools and integration with existing
security networks, including air traffic management (ATM) and U-space services.

*  Robustness: Resistance to environmental factors such as adverse weather conditions and electro-
magnetic interference.

Performance evaluation necessitates the development of objective metrics to assess system ef-
fectiveness across different operational contexts. Typical metrics to assess performance requirements
include detection range, tracking accuracy, response time, and system resilience against environmental
perturbations. Detection probability measures the likelihood of successfully identifying a drone within
a given range, while the false alarm rate assesses the frequency of incorrect detections. The system’s re-
sponse time is a crucial metric, as rapid threat engagement is necessary to prevent unauthorized drone
activity. Tracking accuracy is evaluated based on the system’s ability to maintain a drone’s position
data over time, ensuring continuous monitoring and predictive analysis of its trajectory. Additionally,
environmental adaptability examines how well a system performs under varying weather conditions,
electromagnetic interference, and urban congestion. System resilience against countermeasures, such
as drone evasive maneuvers and signal-jamming resistance, is also considered a vital performance
parameter. The integration of artificial intelligence (Al) and advanced data fusion techniques further
enhances counter-drone performance, allowing for improved decision-making and automation in
real-time threat scenarios.
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7.4. Counter-Drone Evaluation Framework

The evaluation of counter-drone solutions requires a structured framework to assess their effec-
tiveness, reliability, and operational suitability. This framework provides a standardized approach
for documenting, reviewing, and comparing test results across various counter-drone solutions, fa-
cilitating informed decision-making for the development, procurement, and deployment of such
technologies. The COURAGEOUS project proposes a structured evaluation methodology for assessing
counter-drone effectiveness.

An effective evaluation framework must ensure objectivity through quantitative and qualitative
metrics, maintain repeatability by establishing test conditions that allow consistent assessments, and
be adaptable to different operational environments and evolving threats. Additionally, transparency in
documentation is crucial for stakeholders and regulatory bodies to ensure compliance and trust in the
evaluation process.

The proposed framework comprises a standardized testbed for performance validation, incorpo-
rating real-world scenarios to benchmark system capabilities. Evaluation methodologies include:

1.  Scenario-based testing: Simulating realistic threats in controlled environments to analyze system
responses.

2. Quantitative metrics assessment: Measuring system performance against predefined bench-
marks, such as detection accuracy and latency.

3. Comparative analysis: Establishing a common baseline for evaluating different counter-drone
solutions under identical testing conditions.

4.  Continuous improvement cycle: Iterative refinement of requirements and metrics based on
empirical test results.

The methodology for evaluating counter-drone performance consists of multiple stages. Initially,
clear evaluation goals must be defined, focusing on aspects such as detection accuracy, response time,
and mitigation effectiveness. Following this, test scenarios should be carefully selected to represent a
range of operational conditions, including urban, rural, and maritime environments, ensuring that the
system’s adaptability is thoroughly tested.

Once scenarios are established, performance metrics are employed to measure key capabilities,
such as detection probability, tracking accuracy, and neutralization success rate. Data collection and
analysis play a crucial role in this process, as information is gathered from sensor logs, operator
feedback, and forensic assessments to ensure a comprehensive evaluation. Comparative benchmarking
is then used to establish performance baselines, enabling an objective comparison between different
counter-drone systems under identical conditions.

This evaluation framework provides a transparent mechanism for stakeholders to evaluate and
compare counter-drone technologies and make informed procurement decisions. The systematic
approach outlined in this paper underscores the necessity of a structured framework for counter-drone
development and assessment. By aligning operational needs with performance requirements and
employing rigorous evaluation methodologies, the proposed methodology aims to enhance the efficacy
and reliability of counter-drone benchmarking technologies.

8. Performance Evaluation and Validation
8.1. Evaluation Metrics

The proposed evaluation methodology is designed to be objective-driven, meaning that it focuses
on predefined operational goals and performance criteria. It is structured around scenario-based
testing, in which DTI systems are assessed under conditions that closely resemble real-world environ-
ments. These scenarios include sensitive sites and critical infrastructure such as airports, power plants,
and military installations, public spaces such as stadiums and mass gatherings, and border security
environments where drones may be used for illicit activities. Each scenario incorporates environmental
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variables such as weather conditions, signal interference, and varying drone behaviors, ensuring a

comprehensive assessment of system performance.

The evaluation framework employs clearly defined performance metrics, as defined in Table 1 to

enable standardized comparisons between different DTI solutions.

Table 1. Evaluation metrics defined in the COURAGEOUS standard test methodology [40].

Metric
name

Description

Equation

Location
accuracy
(2D/3D)

The location accuracy of a
detection representing a true
object is defined as the dis-
tance between the detection
and the true object, with d;
the detection j, Ny the to-
tal number of detections, gt;
the ground truth i, and Ngt
the total number of ground
truths. The metric is unde-
fined for detections which
do not represent a true ob-
ject

1, ifgt;and dj associate

=
/ 0, otherwise

A;j = distance between gt; and d;

N
L Aij -

Location accuracy(gt;) = N J
Lty Aij

)

@)

®)

Range
ratio

The relative minimum and
maximum detection range
of a true object is defined
as the minimum and maxi-
mum distance of the detec-
tions representing the object
from the DTI system normal-
ized for the minimum and
maximum range of the true
object within the Area of In-
terest (Aol) from the DTI sys-
tem

A(x,t) = Distance(x, DTI sensor)

max; (A(gt, £)) — min; (A(gt;, £g,) - Ayj)
max;(A(gt;, t)) — ming(A(gt;, t))

. max]-(A(gti, i’d].) . Az]) - mint (ADTI(gfi, i’))

Riear (gti) =

Rpar(88) = e (asty 1) — mimy (B(gt5, D)

)

(6)

Preci-sion

The precision of detections
is defined as the fraction of
all detections which repre-
sent a true object

Precision =

@)

Detection
immediate-
ness

The detection immediate-
ness is defined as the differ-
ence between the time T at
which an object enters the
Aol and the time of its first
detection

Ng
tlgtart) o m_m T(d])

Immediateness(gt;) = T(g I
i

®)

Track com-
pleteness

The track completeness of a
true object is defined as the
fraction of time in which the
object is represented by at
least one track

D(Uf\il R(Ajj- fj))
D(gt:)

Track completeness(gt;) =

©)
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Track conti-
nuity

The track continuity of a
true object is defined as the
total number of tracks repre-
senting the object. The met-
ric is undefined if the true
object has no tracks repre-
senting the object

Z] 1(Am1n) _

Track continuity (gt;) =

(U]‘:1R( ij - ]))

(10)

Track ambi-

guity

The track ambiguity of a
true object is defined as the
time-weighted average of
the number of tracks repre-
senting the object during the
time the object has at least
one track representing the
object. The metric is unde-
fined if the true object has no
tracks representing the ob-
ject

Ty Aij(t)

Track ambiguity(f;) = Nt (t)
gt\tk

Track ambiguity =

Zle Track ambiguity(#;) - Aty

1)

(12)

Z]Ic(=1 Atk

Track spu-
riousness

The track spuriousness is de-
fined as the time-weighted
average of the number of
tracks not representing a
true object at that time

S(t) = NT(tI;\)]T_(tSA(tk)
ZE:l S(tk) : Atk

S =
211521 Atk

(13)

(14)

Track posi-
tional accu-
racy

The track positional accu-
racy of a true object is de-
fined as the Root Mean
Square (RMS) distance be-
tween the tracks represent-
ing the object and the true
object. The metric is unde-
fined when no track repre-
sents the true object

Ajj = distance between gt; and ¢;

acgj; = $ ):kk] Aij ( )'Aij(k)z
ij = Nk'
/]

N,
Y% D(Ay) - acclzj

£, D(Ay)

TPA(gti) =

(15)

(16)

17)

Track
velocity
accuracy

The track velocity accuracy
of a true object is defined
as the RMS velocity differ-
ence between the tracks rep-
resenting the object and the
true object. The metric is un-
defined when no track repre-
sents the true object

A;j = velocity difference between gt; and ¢;

L T Avj() - Ay (k)2
SN S Agi(k)

TVA (gti) =

(18)

(19)

Longest
track
segment

The longest track segment
of a true object is defined as
the largest fraction of time
in which the object was rep-
resented by the same track
while being in the Aol.

N
Longest Track Segment (gti) = mélx Diati)
]:

(20)

Tracking
immediate-
ness

The tracking immediateness
is defined as the difference
between the time at which
an object enters the area of
interest and the time of its
first associated track

N
— min T(£7)
j=1

TI(gt;) = T(gt"™")

@1
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F1 score The F1-score is the harmonic .
Precision - Recall

" Precision + Recall
_ 2TP
" 2TP+FP+FN

mean of precision and re- F1 = (22)

call. It is calculated by mea-
suring the number of True F1 (23)
Positives (TP), False Posi-
tives (FP) and False Nega-
tives (FN). The TP are calcu-
lated as the duration of the
truth trajectories in which
there was at least a single
identified track associated to
the truth. The value for the
FP constitutes to the dura-
tion of the tracks trajectories
in which there was no associ-
ated truth, but the track was
identified as positive. The
value for the FN constitutes
to the duration of the truth
trajectories in which there
was not an identified track
associated to the truth.

False The false alarm rate is de-
Alarm Rate | fined as the fraction of FAR
(FAR) falsely given alarms out of

FP

= — 24
FP +TN @4

the total number of alarms

Missed The missed alarm rate is
Alarm Rate | defined as the fraction of MAR
(MAR) alarms the DTI did not emit
out of the total number of

FN

~ TP+ EN 25)

alarms it should have emit-
ted

Probability | The probability of detec-
of De- | tion is defined as the num- PoD

TP

T~ TP+EN (26)

tection ber of times in which the
(PoD) DTI system emits the alarm
rightfully (true positives), di-
vided by the total number of
alarms it should have emit-
ted

Preci-sion | The precision is defined as

TP

_ 27
TP+ FP @7

the fraction of all detections Precision =
which represent a true ob-

ject, i.e. associate with a

ground truth

8.2. Evaluation Methodology

To maintain fairness and objectivity, the methodology follows a comparative performance evalua-
tion approach. All tested systems undergo identical scenarios under controlled conditions, eliminating
external biases that could influence the results. Therefore, the outputs from system tests are normalized
into a score ranging from 0 (worst) to 1 (best), facilitating consistent comparisons across different DTI
systems. The metric evaluation process is illustrated in Figure 6.
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Figure 6. Performance evaluation at the metric level. The process involves executing system tests, computing raw
performance values, and normalizing them into scores.

The component level integrates normalized metric scores into functional categories such as
detection, tracking, and identification. Each component aggregates the relevant metric scores and
applies user-defined weights based on operational priorities. This step provides an overall evaluation
score for each functional component, forming the basis for system-level assessment. The process is
visualized in Figure 7.

Component Level

Applying
i i
weights Aggregation
T ity
T wostt |-l

# ‘Aggregated
Score

Score Weight |:>

Metrio n Mestrio

(") optioral

Figure 7. Performance evaluation at the component level. This stage aggregates metric scores into component-
level evaluations, allowing prioritization based on operational requirements.

The combination of metric and component evaluations ensures that system performance is
assessed holistically, accounting for individual function effectiveness and overall operational utility.
This structured methodology supports data-driven decision-making in selecting optimal DTI solutions
for specific use cases. The methodology ensures that results are not only accurate and repeatable but
also actionable, enabling decision-makers to make informed choices when selecting DTI solutions. For
a more detailed description of the test methodology, including the experimental setup and specific
evaluation procedures, refer to [40].

9. Validation

Ensuring the reliability and applicability of the test methodology requires a structured validation
process. Validation is conducted in two key stages: simulation-based verification and operational field
trials. Simulation-based verification serves as the initial step, allowing for controlled testing of different
scenarios in a virtual environment. This stage is crucial for refining performance metrics, optimizing
detection algorithms, and identifying potential system limitations before real-world deployment. By
simulating a wide range of conditions, including adverse weather, electronic interference, and varying
drone speeds, this approach provides a preliminary assessment of system robustness and adaptability.

Following successful simulation-based verification, the methodology underwent validation
through real-world operational field trials. These trials are conducted in diverse environments to
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evaluate system adaptability under actual deployment conditions and in different geographical context.
Therefore, field trials were organized in Greece, Belgium and Spain, as depicted in Figure 8.

(b)

Figure 8. Validation of the standardized evaluation methodology took place in different test sites with a wide

range of drones and a wide range of counter-drone solutions, in order to assess the robustness of the performance
assessment. The figures show snapshots of the tests being performed in: (a) Greece (Athens Airport). (b) Belgium
(Lombardsijde Military Base). (c) Spain (ATLAS test centre).

During the trials, different types of drones were used to test the performance of the DTI systems.
The ground truth used to measure this performance was the drone trajectory recorded by GPS logger
devices installed on-board the drones. In addition, the telemetry data registered by the drone autopilot
was also logged to have an additional source of information in case any data inconsistency were
detected after processing the logs.

The counter-drone companies provided their data in a standard data format that was designed
specifically to log the information from the DTI systems during their operation. For this data format, a
structured format has been chosen as opposed to e.g., a table, as data scopes can vary. For instance, the
version of the format is global to the document, whereas the elevation of a point is specific to a single
data point. Using a structured format also allows easily extending it without breaking backwards
compatibility. JSON has been chosen due to its simplicity and number of libraries available for writing
and parsing data. This data format is open source and can be found at https://grvc.us.es/courageous/.

A range of Custom-Of-The-Shelf and homebuilt drones were used during the trials. All the drones
were equipped with GPS loggers and were able to fly pre-programmed flight paths. A range of flight
operations were planned based upon the scenarios described above, cycling through the available
drones and combining several changing parameters such as altitude and speed. In addition, there
were also blind free flight missions carried out by police units in order to simulate more erratic flight
movements.

Given the output of the tested DTI systems as well as the corresponding ground truth, a compara-
tive analysis of the collected data and ground truth was performed. In a first step, data pre-processing
was performed through time window filtering, transformation of coordinate systems and selection of
areas of interest. In a second step, the detection tracks are associated with the ground truth and finally
the resulting performance metrics are calculated and normalized. These metrics are used to generate
an an aggregated score, separately per tested DTI system. This data was then compared to the data
provided by the counter-drone companies participating to the trials.

These field trials allowed for the assessment of DTI performance in uncontrolled settings, where
factors such as urban density, environmental noise, and unpredictable drone behavior influence
results. Additionally, operational trials provide empirical performance benchmarks, ensuring that
the test methodology remains relevant and practical for real-world applications. The iterative nature
of this validation process allows for continuous improvements, enabling refinements based on field
observations and feedback from end-users.

By combining simulation-based verification with live operational trials, the validation methodol-
ogy ensures that the testing framework is both scientifically rigorous and operationally relevant. The
integration of these two stages provides a holistic evaluation approach, mitigating risks associated
with system deployment and ensuring that performance assessments remain accurate and actionable.


https://grvc.us.es/courageous/
https://doi.org/10.20944/preprints202503.2043.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 26 March 2025 d0i:10.20944/preprints202503.2043.v1

21 of 24

For a detailed discussion of the validation process, including specific trial designs and performance
analysis methods, refer to [41].

10. Conclusions

This paper presented a standardized evaluation methodology for counter-drone solutions, de-
veloped within the framework of the COURAGEOUS project. The increasing threat posed by unau-
thorized drone activity, coupled with the lack of widely accepted performance assessment methods,
necessitates a rigorous and repeatable testing framework for counter-drone technologies.

The proposed methodology defines a set of standardized test scenarios designed to reflect real-
world operational challenges across diverse environments, including critical infrastructure protection,
public event security, and border surveillance. A comprehensive evaluation framework was developed,
integrating both qualitative and quantitative performance metrics. These metrics, including detection
accuracy, tracking stability, response time, and false alarm rates, ensure a structured and objective
assessment of counter-drone capabilities.

To validate the methodology, extensive field trials were conducted in multiple locations, including
Greece, Belgium, and Spain. These trials demonstrated the applicability and robustness of the evalua-
tion framework, confirming its ability to differentiate system performance across various operational
conditions. The integration of structured data logging and standardized reporting formats further
enhances the transparency and repeatability of the assessment process.

The presented result is a pre-standard, which is open and free to consult for everyone. How-
ever, more work is required to transform this pre-standard into a full standard, which will be the
subject of future research. More research is indeed required for refining standardized testing protocols,
particularly in addressing evolving threats posed by increasingly autonomous and stealthy drones.
Moreover, the limitation adopted in the presented work of only considering the DTI aspect of the
counter-drone kill chain, is highly artificial and cannot be maintained in the furure. Indeed, from
a client’s perspective, counter-drone tools need to provide holistic solutions to the UAS incursion
problem, and this does mean incorporating a clear link between detection, tracking, identification and
neutralisation / interception and - not to be forgotten - forensics and training. Future research should
thus focus on linking DTI and neutralisation aspects, expanding test scenarios, and enhancing interop-
erability with existing security infrastructures. By aligning with ongoing international standardization
initiatives, the COURAGEOUS framework provides a critical step toward the objective benchmarking
and certification of counter-drone technologies, ultimately supporting more informed decision-making
for security and defense stakeholders.
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