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Technical Note

UE4 Redundant Asset Detection Method Based on
Pointer Analysis

Tingzhen Liu

Tencent IEG, CROS; firstsg@outlook.com

Abstract: In the process of game development, identifying and deleting currently abandoned assets as content
iterates can effectively reduce the size of game packages. But the built-in reference checking tool in UE4 can
only check static references of assets and cannot identify dynamically referenced resources in the program. We
have developed a static analysis tool for analyzing unused assets in the UE4 project to address this issue. This
tool checks the function parameters of all loading points, analyzes the value range of the parameter string based
on the data dependency relationship of the actual parameter variable, and considers that the assets that match
within the range are referenced. Due to the fact that in some cases, the exact data stream of the actual parameter
variable is not computable (resulting in false negatives), the reverse analysis tool supports manually marking
the parameter range at the loading point. This tool can generate asset collections that are dynamically
referenced. The union of its results with the built-in reference checking tool in UE4 is the set of all referenced
assets. The difference set between all asset sets and the referenced asset set is the abandoned asset set. This
achieves a more complete cleaning of redundant resources and reduces the size of game packages.

Keywords: program analysis; static analysis; pointer analysis; data flow analysis; flow sensitivity; game
develop

Method

Our static analyzer checks the function parameters of all WBP loading points. Analyze the value
range of the variable based on the data dependency relationship of the actual parameter variable [1].
It approximates as closely as possible all the possible literal values that the variable at the loading
point may receive. To achieve this goal, we constructed a two-stage approach: the first stage collects
all the variable sets that the variable depends on (if the variable is assigned values by other variables),
and the second stage collects the literal assignments of all variables in the variable set.

Step 1: The symbols tracked by algorithms are divided into three categories: ordinary variables,
array types, and record types. The algorithm starts from the analysis of using symbol s and
constructs a data flow graph for all three types of symbols that symbol s depends on.

Suppose there is a symbol a in the data flow graph G. The rule for adding elements to G for

array types is:
I'a I'+b:Array T + (a:= b[M])
dd a5 b to G ArrayEdgeAddA
I'+a:Array T' b I + (a.insert(b))
2dd a5 b oG ArrayEdgeAddB
The rule for adding elements to G for record types is:
I'+a I'+b:Record T + (a:=b.c)
dd a5 betoC RecordEdgeAdd
Both b and b.c are considered elements in G.
For any symbol, there are rules:
'ral'+bTF(a=b) .
BasicEdgeAdd

add a->b toG
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The algorithm first adds the symbol s to G, and then analyzes the code upwards, applying
three types of rules until G can no longer be expanded.

For function calls, there are rules:

I'a I'-F(aq,.... )
F(A)r-b F(a,.... )k (a:=Db)
Do EdgeAdd (F(A)asT, G' as G)

add a Aprgument/a to G
F(Aargument) by CallA 9

CallEdgeAddA

Note: F(Q, ......) is equivalent to F(Argument) that represents the actual call point. Among them, a € Apygument

This rule states that if symbol a is modified in function F, and the modification depends on
symbol b in the function. Then construct a separate data flow graph G’ for F. Then add it to the
original data flow graph G that the edge from symbol a to the other arguments passed to F. This
edge contains call point information, thatis, the corresponding relationship between these arguments
and formal parameters of F.

There are rules for modifying symbol a by return value:

'ca I'-(a:= F(AArgument))
Do EdgeAdd (F(A)asT, G' as G)
add a AtoG

F(Aargument) by CallB

CallEdgeAddB

This rule adds it to the original data flow graph G that the edge from symbol a to all arguments passed

to F (assuming a & Agrgument)-

Afterwards, the algorithm replaces the CallA and CallB edgesin G with the data flow graph
G' of F:
Ve:Edge by CallAin G
Do Replace e to G' (Aargument as A)

CallAEdgeReplace

This rule replaces A (several formal parameter nodes)in G’ with several arguments nodes (i.e.
Aurgument /@) recorded in edge e. This allows it to connect with the

A in a
Argument
9 F(Aargument) by CallA

existing nodes in G.
Ve:Edge by CallBin G F(A) v (returnr)
Do Replace e to G' (Aargument S A, a asr)

CallBEdgeReplace

In this rule, since the symbol a is modified by the return value of F, it is also necessary to
replace the symbol node returned in G' with the symbol a. This allows it to connect with the existing
nodesin G.

Step 2: The algorithm collects all the statements in G that have been assigned literal values:

Grroot GFa G+ (root—a) 'k (a:=M)
add MtoR

Among them, root is the starting point for analysis, root — a represents that root is
connected to a. R is the set of possible literal values that the analyzed symbol a may receive.
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Example
As a code chip:
BpName = . CustomParamsInfo. BpName
.bIsOpt then
BpName = ’WBP CommonSelect’

end

:LoadComponent (BpName, .NSlotOpt, ParamsInfo)

The argument BpName of the loading point LoadComponent is the symbol to be analyzed. Looking
back, it can be found that BpName has two modification points, both of which are assignment
statements. Therefore, the data flow graph G becomes:

self.CustomParamsInfo|BpName

A

BpName

'WBP CommonSelect'

After scanning all the modified points of BpName, scan the newly added symbols in the data

flow graph. If there is code:

. CustomParamsInfo. BpName = ’~WBP_SkillInfolntensify’

if bInitial then

CustomParamBp = ’WBP_ShareMenuPopup’

. CustomParamsInfo. BpName = CustomParamBp

Then the data flow graph G becomes:

CustomParamBp

'WBP_ShareMenuPopup'

A

self.CustomParamsinfo[BpName

'"WBP_Skilllnfolntensify'

BpName

'WBP_CommonSelect'

If all symbols have been scanned and no new symbols have been added, then the range of literal
values for all symbols will be merged. The possible values for BpName will be WBP_CommonSelect,

WBP_ShareMenuPopup, WBP_Skilllnfolntensify.

From this example, it can be seen that due to the trade-off between the speed and accuracy of
the analysis algorithm, we must choose appropriate control flow and data flow abstractions to avoid
difficult to handle calculations. To achieve this goal, our algorithm over-approximates the exact set
of values that its parameters may have. Therefore, only flow sensitive analysis methods [2] are used.
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In this example, we do not calculate whether self.bIsOpt cannot be true (if it is always false, we can
exclude one value), but instead adopt all possible paths and contexts that can expand the set of values.

For the analysis of function calls, such as code chip:
function ReplacelInfo (CustomParamsInfo, TempInfo)
Temp
if CustomParamsInfo.blsOpt then

Temp = TempInfo
Temp = CustomParamsInfo
end

return Temp

. CustomParamsInfo = ReplaceInfo ( . CustomParamsInfo, RelatedInfo)

The function replacelnfo indirectly modifies self.CustomParamslnfo.BpName by modifying
self.CustomParamsInfo. So according to the rule CallEdgeAddB, update the data flow graph to:

RelatedInfo

Replacelnfo(Relatedinfo) CustomParamBp 'WBP_ShareMenuPopup'
A
self.CustomParamslinfo|BpName 'WBP_Skillinfolntensify'
i
BpName 'WBP_CommonSelect’ ‘

Then build a separate data flow graph G’ corresponding to the replacelnfo:

CustomParamsinfo Templnfo
A A

Temp

A

return

Apply the rule CallBEdgeReplace to replace the newly added nodes in G with G':
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RelatedInfo
A
Replacelnfo:Temp CustomParamBp 'WBP_ShareMenuPopup'
A A
self.CustomParamsinfo|BpName '"WBP_Skilllnfolntensify’

A

BpName | 'WBP_CommonSelect’

Then the algorithm will collect the modification points of the newly added symbol Replacelnfo
(Step 1) and literal assignment to Replacelnfo.BpName (Step 2). If there is code:
RelatedInfo. BpName = ’WBP HeroSkillInfo’

Then the data flow graph G becomes:

RelatedInfo|BpName "WBP_HeroSkilllnfo' ‘

A

Replacelnfo:Temp CustomParamBp ‘ 'WBP_ShareMenuPopup' ‘
A A
self.CustomParamsinfo|BpName ‘ '"WBP_Skillinfolntensify’ ‘
A
BpName | 'WBP_CommonSelect' |

For code involving string calculations such as substitution and concatenation. At present, some
string static analysis algorithms can analyze the patterns that generate string symbols (such as
automata [3,4,7,8] or regular expressions [5,6]). If any asset can match the pattern of the symbol, then
it is considered to be in use.

Conclusion

Our method uses asset loading points as the root to construct a data flow graph in reverse. This
method can determine which symbols to abstract. Due to the fact that only a small portion of the code
is related to loading points, a large number of paths that do not interact with valid symbols will not
be detected, effectively reducing the cost of analysis. In addition, in some cases, due to the complexity
of real-world programs, the precise data flow of actual parameter variables is incalculable (resulting
in false negatives), so our reverse analysis tool supports manually marking parameter ranges at the
loading point.
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