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Abstract

Application Tracking Systems (ATS) have evolved significantly since their inception in 1996, tran-
sitioning from simple resumé repositories to Al-driven tools with advanced capabilities. Although
these innovations have improved recruitment efficiency, they have also introduced significant ethical
and Human Rights challenges. Bias in machine learning (ML) training data and over reliance on
algorithmic decision making have led to violations of Human dignity, equality, privacy, and other
fundamental rights. This study examines these challenges and proposes a Human-centered approach
to recruitment processes that integrates ATS with ethical safeguards. The proposed methodology
involves the development of a Humanization application service to mitigate bias and enhance Human
oversight. Key features include validating job vacancy requirements, identifying and addressing bias
triggers in recruitment algorithms, and requiring digital signatures from qualified professionals to
approve job postings, ensuring that there are humans that assume responsibility. By incorporating
generative Al and blockchain, this system facilitates compliance, transparency, and fairness in recruit-
ment, thereby addressing the ethical concerns of algorithmic hiring. Crucially, this study demonstrates
that organizations can achieve meaningful Humanization of their recruitment processes, including
the mitigation of bias and provision of personalized feedback (among many other potential steps)
through targeted interventions that require surprisingly modest financial investment, time commit-
ment, and computational resources. This study underscores the importance of combining technological
advancements with ethical considerations to create equitable recruitment processes in an accessible
and resource-efficient manner.

Keywords: application tracking system (ATS); artificial intelligence (Al); business process model
and notation (BPMN); human resources management (HRM); large language model (LLM); machine
learning (ML)

1. Introduction

Application Tracking Systems (ATS) are a type of software used by companies, typically by
management and human resources (HR) teams, to efficiently manage job openings, and respective job
advertisements, and the applications for those openings. In 1996, the first ATS systems appeared, with
features for storing applicants resumés, keyword filtering and searching, advertise job openings, and
candidate tracking [1]. Years later, with the advancement of technology, this type of software evolved,
being able to do much more. The rapid development of Artificial Intelligence (Al), especially Machine
Learning (ML), and its integration into ATS systems have enabled an increase in productivity in HR
management teams. Due to the AI/ML integration into ATS and the way ML algorithms are trained,
several problems emerged. Many of these problems have to do with the training datasets used, which
may include data with racial, sexual, and age biases. These have also created a certain dependence
and accommodation in HR management teams due to the practice of recruitment based mainly on
algorithmic management.
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Unfortunately, these problems left the technical scope and entered the ethical human realm. The
problem is not the use of these tools, but how the systems themselves are made and designed, as they
violate human dignity through unfair algorithmic processes [2] and violate basic Human Rights, such
as the right to work, equality and non-discrimination, privacy, right of expression and right of free
association [3-5].

Despite progress in Al-driven recruitment, the conclusions from the related work review section
show us that key issues remain unresolved. These include the lack of validated ethical frameworks,
unclear human-AI decision balance, inconsistent fairness definitions, and weak regulatory standards.

This research work focuses on developing empirically validated, human-centered ATS pluggable
components that, without compromising the recruitment efficiency enabled by ATS systems, uphold
fairness, transparency, and respect for human dignity. For this purpose, a set of independent services
for evaluating and humanizing job advertisements is proposed. One of these services aims to identify
misaligned requirements, unreasonable expectations and unrealistic workloads. Another service
detects bias triggers in recruitment data, such as gender, age, race and other personal characteristics,
which can lead to discriminatory practices. By applying Al and data validation techniques, the service
aims to remove biased data that do not contribute to the assessment of an individual’s true professional
potential. Furthermore, it ensures that job advertisements are rational, fair, and aligned with the actual
requirements for the role, thereby promoting a more inclusive and equitable hiring process.

This research work also proposes a solution to address the growing dependence on algorithmic
recruitment, encouraging human involvement in the final selection process. This approach seeks to
strike a balance between Al efficiency and the critical need for human judgment to make fair and
unbiased hiring decisions.

Building upon this foundation, the rest of this article is structured as follows. Section 2 discusses
various studies addressing algorithmic bias, the lack of transparency, violations of human dignity and
rights, and the importance of ethical considerations and regulatory frameworks in Al recruitment.
It also explores technological advancements like blockchain for enhancing trust and accuracy, the
perceptions and acceptance of Al in HRM, methods for improving resumé parsing, and strategies
for mitigating bias-conducive factors such as age, gender, and race. The methodology, detailed in
section 3, employed a Design Science Research approach to create and evaluate a humanization service
application. Section 4 describes the design and implementation of the humanization service application.
The validation and results, presented in section 5, highlight findings from the analysis of a large dataset
of job postings, revealing prevalent issues. This section also discusses the evaluation of different
language models, the functional verification of the bias triggers removal service, the robust testing
of the blockchain validation system, and the demonstration of the system'’s capabilities through the
public web interface. Concluding the article, section 6 summarizes the key findings and contributions
of the research, emphasizing the development and validation of the humanization service application
as a means to address bias and dehumanization in Al-driven recruitment, ultimately aiming for fairer
and more transparent hiring practices.

2. Related Work

The problems with recruitment relying on ATS systems have caused awareness among several
researchers, culminating in several papers discussing the violations and possible approaches to address
the unfairness and human rights violations caused by excessive reliance on ML algorithms. The
problem is not at all about the use of tools and algorithms, as these algorithms have been developed to
improve the recruitment process for both recruiters and applicants. The problem is mostly on how the
system is used and the bias on the dataset used for training the ML models.

With the goal of preventing discrimination, and driven by the lack of regulation in Al-driven
recruitment, the authors in [6] have developed a Multi-Agent System architecture to facilitate ethical
and legal auditing of Al-driven recruitment, emphasizing the analysis of job video interviews. Another
major issue arises when the recruitment process is driven solely by the algorithmic management.
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When an human actor is not involved, purely algorithmic recruitment processes tend to be perceived
as unfair by job applicants [7]. Paramita et al. revealed that both transactional and relational aspects of
Al in recruitment are equally important in delivering effective recruitment services [8]. When these
factors are ignored, what we often obtain is human dignity violation by unfair algorithm assessments,
as revealed by [9]. These assessments impose a reductionist, fixed view of candidates and infringe
on their human dignity. Unfortunately, human dignity and human rights are violated, as hiring
algorithms can inflict significant harm to individual human rights, including the right to work, equality
and non-discrimination, privacy, freedom of expression and of association [2].

Another major problem in today’s hiring algorithms is bias. In [10], Fabris et al. examined
the role of bias-conducive factors in algorithmic hiring, highlighting the importance of considering
group fairness, granularity, and interpretability in fairness measures, and discussed various mitigation
strategies to address discrimination in the hiring process. As a result, the study confirmed that various
bias-conducive factors such as age, disability, gender, religion or belief, racial or ethnic origin, and
sexual orientation can lead to unfair recruitment systems. The authors also highlight the importance
of considering sensitive attributes in algorithmic hiring, and note that there is a lack of consensus
on how to treat algorithms that favor historically disadvantaged communities [10]. Adoption of Al
is not the root cause of the problem. It is often how some organizations approach and use some of
the Al tools. In [11], Prasad et al. investigated the impact of generative Al tools on HRM practices,
organizational commitment, employee engagement, and performance, exploring the mediating role of
trust in the relationship between user perception and organizational commitment. They concluded
that the adoption of Al tools can enhance organizational commitment, employee engagement, and
employee performance, providing valuable information on the adoption of Al tools in the workplace
[11].

Other studies have focused on solving the problems highlighted in previous studies. Tsiskaridze et
al. studied innovation in the Human Resources field and found that there is growing academic interest
in AI utilization in HRM, motivated by the potential of Al to mitigate personal biases and provide
more trustworthy information, and the importance of balancing human and Al elements in HRM [12].
Additionally, the study highlights the need for transparency, fairness, and ethical considerations in
Al-based decision making. In [13], the potential of integrating Al and Blockchain Technology (BCT) is
highlighted, to improve transparency and trust in the recruitment process. Aleisa et al. proposed a
conceptual architecture for a proof of concept tool that can serve as a foundation for future studies
focused on improving trust in Al applications through the integration of BCT. Another important
factor in an applicant evaluation is the input, which comes from the applicant’s resumé. So if the tool
extracting the data from it performs poorly, it could be very misleading. In [14], Kinger et al. proposed
a method that integrates cutting-edge technologies to refine the existing ATS process, offering a tailored
and precise approach to evaluating resumés. The system achieved an accuracy of 96.2% in resumé
parsing, thereby significantly improving the efficiency of the candidates selection process.

Nastase et al. evaluated the perception of employees of a company, and the results showed that
almost all the variables proposed for the model positively influenced the intention to accept and use
Al in the recruitment and selection process [15]. Non-discrimination and the use of Al in the selection
and recruitment processes had little influence.

In summary, although significant progress has been made in understanding the ethical, legal, and
technical implications of Al-driven ATS systems, several issues remain unresolved. Ethical auditing
frameworks such as those proposed in [6,16], are largely conceptual and lack empirical validation
with real-world data. Also, studies emphasizing the importance of balancing algorithmic and human
judgment in recruitment [8,9] often do not specify how such a balance should be operationalized.
Research is still needed to determine the optimal degree of automation and the appropriate mechanisms
for human oversight to safeguard fairness and human dignity. There is also no clear consensus on how
to define or measure fairness or how to handle sensitive attributes in mitigating bias [10]. Fabris et
al. (2024) highlight that fairness metrics vary depending on whether sensitive attributes are used or
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excluded and that the treatment of algorithms favoring historically disadvantaged groups remains
controversial [10].

3. Methodology

The methodology followed in this research is based on Design Science Research (DSR) [17,18].
DSR is well suited to this study because it focuses on creating and evaluating artifacts that solve
identified real-world problems while generating both practical and theoretical contributions [17,19].

Having identified real-world, socio-technical problems (ethical, technical, and organizational ATS
issues), the goal is to design and develop innovative artifacts, and evaluate their effectiveness through
rigorous testing and refinement, to improve ethical and organizational outcomes in ATS systems.
This approach ensures that technological advancements remain aligned with moral values, regulatory
requirements, and practical human resource practices. To structure this study, the six activities of the
DSR process were followed [17,18] (see Figure 1).

1. Problem identification 2. Objectives 3. Design and

4. Demonstration 5. Evaluation 6. Communication
and motivation definition deveolpment
« Validate vacancy « Evaluation on
requirements for real dﬂ'ﬁa'
Blas and faimess and - ) « Success Technology-oriented
dehumanization in ATS- consistency; IT Humanization Showcase using a web verification on and management-
dmrepozrglgjgsmem . :Qm::r:ﬂ:f Services Application. based interface. bias removal: oriented.
P : a‘gglmm o « Blockchain
p : solution.
.

Figure 1. DSR diagram applied to the project’s context.

3.1. Problem Identification and Motivation

This study addresses the critical problems identified before, namely:

*  The potential for algorithmic bias in screening candidates, leading to unfair disadvantages for
certain groups. This is derived from the lack of consensus on how fairness should be defined,
measured, or operationalized in Al-based hiring. Particularly, the treatment of sensitive attributes
such as gender, race, and age may be a bias-conducive factor or bias trigger [2,10,20].

¢  The lack of transparency in how Al evaluates candidates and the limited empirical validation or
practical implementation in real-world contexts, hinders trust in the hiring process [6,7,9].

¢  Keeping a balance between human and algorithmic decision-making, ensuring the appropriate
distribution of decision-making between humans and Al systems. Keeping the human in the
loop, in recruitment processes, is essential to avoid overreliance on automated judgments and
ensure ethical considerations are paramount when integrating Al into recruitment [8,9]

Addressing these problems is significant as it promotes more equitable hiring practices, enhances
organizational reputation, and aligns technological advancements with societal values. This aligns
with the DSR principle of developing technology-based solutions for relevant business problems.

3.2. Objectives Definition

The objectives of this research are to design and develop a humanization service application that:

¢  Validates job opening’s requirements to ensure fairness and consistency in job postings. This
involves analyzing job descriptions to identify and rectify misalignments, unreasonable demands,
unrealistic expectations, and internal discrepancies.

*  Removes bias triggers from applicant data to mitigate the risk of algorithmic bias. This focuses
on identifying and removing sensitive information that could lead to unfair evaluations, while
preserving the integrity of the original data.
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e Implements a digital signature mechanism for human reviewers to enhance accountability and
transparency. This involves a decentralized validation protocol using blockchain to ensure that
both HR personnel and subject-matter experts authorize job openings publications.

These objectives are qualitative, focusing on how the application of Humanization Services im-
proves the fairness and transparency of recruitment processes. They are designed to create disruptions
that trigger strategic responses from organizations.

3.3. Design and Development

This activity involved the design and construction of the humanization services. Key components
include:

¢  Vacancy Requirement Validation Module: Developed using Python and the Fast API, incor-
porating LLaMA prompts to evaluate job postings. It analyzes job descriptions and provides
structured feedback regarding fairness and consistency.

e  Bias Triggers Removal Module: Implemented with Python, the Fast API and LLaMA prompts.
This module identifies and removes bias-related fields from applicant’s data, ensuring the original
data format is maintained.

* Digital Signature of Relevant Human Actors Module: A decentralized validation protocol was
designed, leveraging Blockchain technology, to mandate dual cryptographic authorization from
HR personnel and subject-matter experts.

These artifacts are the practical outputs of our development research, including models, methods,
and new technical features.

3.4. Demonstration

The demonstration of the humanization service application showcases its functionality in a
real-world or simulated environment. Key demonstrations included:

e  Validating a set of job postings to illustrate the application’s ability to identify inconsistencies and
biases.

e  Processing applicant’s data to demonstrate the removal of bias triggers, while preserving data
integrity.

*  Simulating the blockchain-based validation process to confirm the correct implementation of
access control and signature verification.

* A web interface has been developed to showcase job analysis, bias-free candidate view, and
blockchain integration (available at https://joblimpo.valdompinga.com/).

These demonstrations illustrate the use of artifacts to solve instances of the identified problems.

3.5. Evaluation

The evaluation phase assessed the effectiveness of the application of Humanization Services in
achieving defined objectives. The evaluations included:

*  Analyzing the results of job openings’ validation on a dataset of 21,701 job postings, measuring
the percentage of postings with misalignments, unreasonable demands, unrealistic expectations
and internal discrepancies.

¢ Verifying the successful removal of bias-related fields from applicant’s data.

e  Testing the blockchain-based validation protocol, to ensure correct access control, signature
verification, and workflow integrity.

The evaluation involved comparing the results with the objectives defined and employing relevant
analysis techniques and metrics.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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3.6. Communication

The findings of this research are communicated in this article, highlighting the relevance of
the problem, the design and utility of the Humanization Services application, and the results of the
evaluation. Communication is tailored to both technology- and management-oriented audiences.

¢  For technology-oriented audiences (e.g., Al developers, software engineers), detailed information
is provided on the application’s architecture, implementation using Python, Fast APl and LLaMA,
and the blockchain protocol.

¢  For management-oriented audiences (e.g., HR managers, organizational leaders), the focus is on
the application’s ability to enhance fairness and transparency, mitigate legal risks, and improve
organizational reputation.

4. Design and Implementation

The core objective of this study is to improve fairness and enhance human involvement in
key recruitment processes. This is achieved by pre-processing job requirements before they are
published, by addressing biased applicant’s data before they are analyzed by the ATS, and through
the involvement and accountability of relevant human actors. This is made possible through a
Humanization Service API whose main services are revealed in Table 1. Also, a Humanization Service
Application has been developed, incorporating the necessary features to allow the direct use of these
enhancements.

1.  Validation of vacancy requirements to be published - Contemporary analysis of the employ-
ment landscape reveals a prevalent issue: the dissemination of job vacancies characterized by
incongruous and often unattainable prerequisites. These discrepancies range from entry-level
positions, stipulating multi-year experience levels, to roles demanding expertise exceeding the
temporal existence of the relevant industry or technology. To address these systemic incon-
sistencies, an intelligent automation framework was developed for rigorous evaluation of job
vacancy postings. This framework undertakes a multifaceted assessment to identify potential
contradictions between designated role titles and articulated requirements. Beyond the detection
of unrealistic experience demands, the system was engineered to scrutinize job descriptions
for a broader spectrum of potential issues. This includes the identification of misaligned skill
sets, evaluation of workload feasibility within the scope of a single position, and detection of
any internal inconsistencies within the vacancy description itself. Furthermore, the analytical
capabilities extend to the formulation of actionable recommendations for rectifying identified
issues, such as suggested adjustments to the role title, modifications to specific requirements,
and revisions to experience-level expectations. Critically, the framework incorporates a module
dedicated to the identification of potential violations of ethical and human-centered employment
practices, ensuring a more equitable and transparent recruitment process. The output of this
automated validation process encompasses a comprehensive evaluation, including a detailed
breakdown of identified discrepancies, a set of targeted recommendations for improvement, and
an overall assessment of the vacancy’s compliance with the established criteria.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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Table 1. API services for validating job requirements, removing bias-triggers and digital dual-signature of job
requirements by relevant human actors.

API service Short description Input parameters Output
Reports contradictions between JSON object with identified discre-
Validation of designated role titles and Specifications for a given pancies, recommendations for impro-
vacancy defined requirements, among job opening (in JSON vement, and an overall assessment
requirements other potential issues (e.g., format) of the vacancy’s compliance with
unrealistic experience demands, the established criteria.

misaligned skill sets, workload
feasibility, inconsistencies, etc.)
within the vacancy description.

Applicants data or resumég, in the
same format as the input data
(JSON, XML or plain text format),
devoid of bias-inducing information.

Applicants data or resumé
(in JSON, XML or plain
text format)

Mitigation of Identification and removal of iden-
Bias Triggers tified bias-inducing factors within the
recruitment’s or candidate’s data.

Digital sienature . JSON object with job title, Notification of Job Approval/Rejection,

of %elevarigtn B'lockch.am-based protocol f_or. ensu-  job description, job type, invalid HR or Field Manager signature,

h ring validation and responsibilization 'HR Signature, or missing Field Manager for the requir-
uman actors of both HR personnel and a field Field Manager Signature ed job type.

expert.

2. Mitigation of Bias Triggers - A significant concern in contemporary hiring practices pertains
to the potential for discriminatory biases arising from the collection and utilization of sensitive
personal information. Attributes such as age, gender identity, sexual orientation, and racial or
ethnic background have historically served as triggers for prejudiced decision-making. To coun-
teract these inequitable scenarios, a methodology focused on the identification and subsequent
reduction of Bias Triggers within recruitment data has been developed. This proactive approach
aimed to facilitate the development and refinement of recruitment models that operate with
enhanced fairness and impartiality. After the job opening requirements analysis, this "Mitiga-
tion of Bias Triggers" dedicated mechanism was implemented to process the candidate’s data.
This mechanism is specifically designed to ingest input data, meticulously preserve the original
structural format, and systematically eliminate attributes recognized as potential sources of bias.
These attributes include but are not limited to name, age, gender, sexual orientation, race or
ethnicity, religious affiliation, disability status, and marital or parental status, thereby promoting
a more equitable evaluation of candidate qualifications.

3. Digital signature of the relevant human actors - A significant impediment to efficient talent
acquisition arises from the prevalence of incongruous job specifications. A substantial portion of
these issues could be mitigated through the implementation of a validation mechanism involving
human subject matter experts with a profound understanding of the requisite technical skills.
This additional layer of scrutiny serves not only to prevent the inadvertent exclusion of suitably
qualified candidates, but also reinforces the accuracy and relevance of the initial requirements
definition. To facilitate this crucial validation step, a graphical user interface is implemented,
enabling at least one individual with pertinent field expertise, such as a project manager, to review
and explicitly approve the vacancy requirements prior to public dissemination, subsequent to the
automated humanization process. The underlying technology employed to ensure the integrity
and traceability of this approval workflow is a distributed ledger system based on the blockchain
principles.

4.1. Architecture

The proposed system architecture illustrated in Figure 2 delineates the implementation of the
aforementioned functionalities as a modular service, thereby facilitating seamless integration into
existing recruitment ecosystems. On the left-hand side of the diagram, an entity or corporation
utilizing an ATS is depicted as the primary consumer of the ATS Humanization Service. This service is
designed as a centralized module offering three service endpoints: a comprehensive analysis of vacancy
requirements; the systematic removal of bias-related data from the applicants” information; and, a
digital signature for relevant human actors validate and subscribe a job specification (refer to Table
1). Interaction is initiated when the ATS transmits either a vacancy description or applicant’s résumés

Distributed under a Creative Commons CC BY license.
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to the Humanization Service. Within this service, a dedicated Humanization Service component
orchestrates initial processing. Subsequently, a Data Processing module undertakes the core analytical
tasks, potentially leveraging an LLM for sophisticated text analysis and pattern recognition. The
output of this process, humanized data, which may encompass insights derived from vacancy analysis
or bias-redacted candidate information, is then relayed back to the originating ATS. When posting a job
vacancy another service endpoint allows for human validation and responsibilization for its contents,
by both HR personnel and a field expert. This service-oriented architecture promotes modularity and
reusability, allowing for straightforward incorporation of advanced humanization capabilities into
diverse ATS platforms, by calling the services APL

XYZ Company / Entity ATS Humanization Service

- 'S
Vacancy description AR I
or =

- g
Applicants' Résumés : = ‘Ar g
Data Processing
<
<€«——Humanized Data- «< =~
12
=
©
Qo
2 Humanized
w Data
T LLM
<

Job specification and
ATS HR and Field Manager's Signatures

> o l

Smart Contract

Notification of Job regs. acceptance /‘
< <

and <
Registration in the Blockchain, ® .’-.’

or of Job rejection

Blockchain

Figure 2. Solution architecture.

The main features implemented to enhance humanization in this system are the validation of
vacancy requirements before publication, and the identification of bias triggers. To address these
challenges efficiently, artificial intelligence has been integrated into the process, specifically using a
Large Language Model (LLM) called LLaMA (large language model Meta AI). Developed by Meta-Al,
LLaMA is a state-of-the-art natural language processing (NLP) model designed to advance research in
generative Al [21]. It is a transformer-based model trained on an extensive and diverse corpus of text,
offering high performance with relatively fewer parameters than other large-scale models, such as
GPT-4, while achieving competitive results across various NLP benchmarks [21].

Developers interact with LLMs primarily through prompts, which are textual inputs or instruc-
tions that guide the model’s response. These prompts can vary in complexity from simple queries
to detailed commands, and the level of specificity directly affects the quality of the output. When
processing a prompt, the input is tokenized, a process in which the text is broken down into smaller
units or tokens, enabling the model to interpret and generate a response accurately.

The rise of open-source LLMs has opened up numerous opportunities as they allow developers to
accelerate workflows. Tasks that require coding small, repetitive features can now be simplified with
the right prompt, which can produce a functional output efficiently. However, a significant limitation
of LLMs is their consistency. Owing to their probabilistic nature, these models generate responses
word by word based on the likelihood of each word following the previous one [22]. Consequently,
the output can vary even when the same prompt is used multiple times.

Fortunately, this inconsistency can often be mitigated in scenarios that require predictable behavior.
By crafting well-structured prompts that include specific rules or formats, a model is more likely to
produce consistent outputs. This makes LLMs highly useful for smaller, well-defined tasks and
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systems, where consistency is essential. When the prompt sets clear expectations, the model can
reliably generate responses in the desired format, thus making it a practical tool for many applications.
Section 5.3 analyzes the performance, accuracy, and result consistency of several open-source LLMs in
job requirements analysis.

4.2. Interactive Web-Based Frontend

To effectively illustrate the practical applicability and facilitate user interaction with the proposed
solution, a publicly accessible web interface has been developed and is accessible at the URL https:
//joblimpo.valdompinga.com/. This frontend serves as a demonstration platform and the primary
point of interaction, allowing users to input queries, configure parameters, and visualize the outputs
generated by the underlying system.

The user interface of the system was implemented as an interactive website designed to provide
intuitive access to its core functionalities. The web demonstration interface is structured around four
principal pages, each serving a distinct purpose in facilitating the validation of vacancy requirements
and the mitigation of bias in the candidate data.

The Landing Page serves as the initial point of contact for the users (https://joblimpo.
valdompinga.com/). This page provides an overview of the key features of the application, highlight-
ing its capabilities in enhancing fairness and objectivity in the recruitment processes.

The Job Opening Requirements’ Validation Page, accessible at https://joblimpo.valdompinga.
com/requirements, allows any user to analyze a job description against predefined ethical and practical
criteria. Users can input a job description or requirements’ text and receive an evaluation of its
compliance, identifying potential issues related to role alignment, experience rationality, workload
feasibility, and internal discrepancies.

The Candidate Data Bias Removal Page, found at https:/ /joblimpo.valdompinga.com/candidate,
provides a feature for users to process candidate-like data with the aim of removing or anonymizing
information that could potentially trigger biases in automated applicant tracking systems. This
functionality supports a more objective assessment of candidate qualifications.

Finally, the Ethical Validation Page, located at https:/ /joblimpo.valdompinga.com/validation,
provides information regarding ethical considerations and the implementation of a blockchain-based
solution for handling the validation of code signatures on platforms such as GitHub. This page
emphasizes the system’s commitment to transparency and integrity in its operations.

These four main pages collectively offer a comprehensive and user-friendly interface for inter-
acting with the system’s functionalities, from understanding its core features to actively utilizing its
tools for vacancy analysis and bias mitigation. The website adheres to responsive design principles,
ensuring accessibility across various screen sizes.

4.3. Validation of Job Requirements for Publication

This feature receives a job requirements description typically generated by HR personnel or an
Applicant Tracking System (ATS). These posts often lack alignment with realistic human-centered
expectations. The endpoint evaluates the vacancy to ensure that it meets fairness and rationality
standards consistently.

To achieve this, a carefully crafted prompt was developed and refined to produce consistent
outputs in a standardized format, specifically in a JavaScript Object Notation (JSON) structure. For
building both prompts in this study, techniques from [23] have been applied in an iterative manner.
The final version of the prompt used for this endpoint is as follows:

"You are a Job Requirement Validater. Your task is to evaluate and assess job posts and evaluate them for fairness,
rationality, and alignment with the title of a role. Specifically, you should:

*  Role Alignment: Check if the listed job requirements are relevant to the job title.
*  Experience Rationality: Ensure the experience requirements are reasonable for the role level.
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e Workload Feasibility: Assess whether the listed responsibilities and requirements are realistic for a single
role.

*  Discrepancy Check: Identify inconsistencies or contradictions.

*  Human-Centered Feedback: Highlight any exploitative practices.

Evaluate the following job: Job Posting: {ATS VACANCY GOES HERE}
Return the analysis in the following structured format:

e Role Title: Job Title
e Metrics:

- Role Alignment:

+  Status: Pass/Fail
+  Issues: List of misaligned requirements

—  Experience Rationality:

+  Status: Pass/Fail
+  Issues: Details about unreasonable experience requirements

- Workload Feasibility:

x  Status: Pass/Fail
*  Issues: Details about unrealistic workloads

—  Discrepancies:

+  Status: Pass/Fail
+  Issues: Details about discrepancies

e  Recommendations:

Role Title Adjustment: Suggested new title if necessary
Requirement Changes: Suggested changes to requirements

Experience Changes: Suggested changes to experience requirements
Other Recommendations: Additional advice or changes

e Violations:

—  Human Rights: List of detected violations, if any
*  Summary:

- Owerall Feedback: Summary of the evaluation

- Compliance Score: Percentage of compliance based on metrics (0-100)
PS: Just return the JSON, only!”

This ensures that the model consistently outputs responses in the desired format, making the
validation process reliable.

4.4. Revealing Bias Triggers

The goal of this feature is to eliminate fields that could introduce bias during decision-making,
such as name, age, sex, and other personal attributes. The endpoint receives structured input data (e.g.,
JSON, Extensible Mark Language (XML), or plain text) and returns the same data format, but with the
bias-triggering fields removed.

"You are an Al tool designed to clean structured data by removing bias-related fields.
Bias-related fields include, but are not limited to:

. Name
o Age
e Gender

e Sexual orientation
®  Race or ethnicity
e Religion
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e Disability status
®  Marital or parental status (e.g., "marital_status”, "children”)
e Any photos or physical descriptions.

Output Rules:

Return the cleaned data in exactly the same format as the input (JSON, XML, or plain text).
Do not include any explanations, code, examples, comments, or extra text—only the cleaned data.
Do not format the output with code fences (e.g., ““¢) or any surrounding markdown or comments.
If the input is JSON, return valid J[SON.

If the input is XML, return valid XML.

If the input is plain text, return the cleaned plain text.

NG e N

Don’t output keys with blank value because of the removal, just remove both keys and value if it has bias
data.
8. Languages spoken are not bias.

Input:

{APPLICANT DATA GOES HERE}

Output:

(Return the cleaned input data format strictly as specified.)”

This prompt ensures that the model consistently returns the input data in the same format, but is
devoid of any bias-related information.

Using these two endpoints, the system addresses critical challenges: ensuring fairness and human-
centered evaluation in job postings, and removing bias from applicant data. Both implementations
demonstrated how carefully designed prompts can enable Large Language Models to perform specific
tasks effectively and reliably.

4.5. Digital Signature of Relevant Human Actors

Traditional methodologies for creating job posts frequently encounter challenges related to the in-
clusion of unrealistic requirements, often stemming from a lack of sufficient domain-specific knowledge
during the drafting phase [24,25].

To mitigate this critical issue, we advocate that the final decision and responsibility for a job
posting should rest with a human. For ensuring this, we propose a decentralized validation protocol
based on the necessity of dual cryptographic authorization from both HR personnel and subject-matter
experts, prior to the formal publication of any job vacancy. This is similar to a decentralized signature
from the HR manager and a domain-specific expert, ensuring that both are accountable for the content
of the job offer.

4.5.1. Decentralized System Architecture

The proposed system strategically leverages the capabilities of Ethereum smart contracts to
rigorously enforce several key operational parameters, the details of which are listed in Table 2.

¢ Role-Based Access Control: Implementation of distinct permission frameworks tailored for HR
managers and field-specific experts.

*  Multi-Signature Validation: Utilization of the Elliptic Curve Digital Signature Algorithm
(ECDSA) to ensure robust multi-signature verification [26,27].

e Immutable Approval Records: Secure and transparent recording of all approval processes
through the immutable state transitions inherent to the blockchain.
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Table 2. Smart Contract Characteristics.

Characteristic Details

Digital Signature Scheme ECDSA (secp256k1 curve)
via ecrecover
Manages HR Managers,

Smart Contract Functionality Field Managers (by job type and unique email),

Records approved jobs (by hash).

Access Control and HR Manager
role-based access via a modifier.

Requires valid ECDSA signatures
from the HR Manager
and designated Field Manager for job type.

Job Approval Mechanism

Data storage and mapping for field managers
(job type), job approval (hash), arrays for
HR Managers, and job types.

Events emitted and tracked job approval and
HR/field manager additions/removals/updates
for auditing.

4.5.2. Operational Workflow

The workflow follows the following sequential steps:

1.  Job Requirement Formulation: HR personnel initiate the process by drafting comprehensive job
requirements, including the job title, a detailed description of responsibilities, and the relevant
job category.

2. Domain Expert Evaluation: A designated subject-matter expert with pertinent domain expertise
meticulously evaluates the technical feasibility and appropriateness of the drafted job posting.

3.  Cryptographic Endorsement: Upon satisfactory review, both the responsible HR personnel and
the designated domain expert cryptographically sign the finalized job proposal using their private
keys.

4. On-Chain Verification and Recording: The Solidity smart contract autonomously verifies the
authenticity and validity of the provided digital signatures. Upon successful verification, the
contract records the approval of the job posting on the blockchain, ensuring an immutable audit
trail. The smart contract is able to be deployed and operate on any Ethereum-based blockchain,
not only the Ethereum main net, either public, such as Fantom (https:/ /fantom.foundation/), or
private/protected, as is the case of Hyperledger Besu (https:/ /besu.hyperledger.org/).

4.5.3. Smart Contract Implementation

The complete implementation of the smart contract in Solidity, the programming language for
Ethereum smart contracts, along with comprehensive test cases, is publicly available in a dedicated
GitHub repository: https://github.com/ValdoMpinga/clean-job.

The key features incorporated within the smart contract implementation include the following:

¢  Gas-Efficient Signature Recovery: Optimized utilization of the ecrecover precompiled contract
to minimize the computational cost (gas) associated with signature verification.

*  Duplicate Submission Prevention: Implementation of job hashing mechanisms to generate
unique identifiers for each job posting, thereby preventing the submission and approval of
identical job specifications.

e  Event-Driven Architecture: Design incorporating event emitters that trigger upon significant state
changes (e.g., job approval, rejection), facilitating seamless off-chain monitoring and integration
with external systems.
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Figure 3 presents a visual representation of the data model underpinning the Hardhat Job Ap-
proval smart contract. This model outlines the key entities managed by the contract, including HR
Managers, Field Managers, Job Types, and Approved Jobs, along with their respective attributes and
relationships established between them. The smart contract employs mappings and arrays to maintain
and access these data on the Ethereum blockchain, ensuring data integrity and facilitating the job
approval process.

HR Manager Job Type Field Manager
PK | id ) PK | name i PK | id
name FK | jobType
T name
email
Approved Job
PK | hash
FK | hrManagerAddress
O]

FK | fieldManagerAddress [0

title

description

Figure 3. Data model of the Hardhat Job Approval smart contract.

4.5.4. System Integration and Workflow Phases

The integration and operational lifecycle of the blockchain-based job validation system are
structured in two distinct yet interconnected phases:

e  The initial smart contract deployment and system configuration.
*  The ongoing validation process for individual job postings.

The critical workflow is visually represented using the Business Process Model and Notation
(BPMN) diagram in Figure 4. The core concept is to enable each interested entity or company to
establish a local copy of the blockchain and operate it within its organizational scope. Consequently,
the BPMN diagram has been designed to reflect this decentralized operational model.

Analyze job
title and
requirements

Agrees job title and

No Submit
rejection

Field Manager

approval

Gather job Send job Receive
title and Bbasiel SEatiniE request for — validation
post post
requirements validation result

Alert missing
HR signature

HR

Company

Store

signature in
bOCk

Filed manager
approved and
signature is valid?

Alert missing
field
manager

Notify
decision to
HR

Check for
registered
field managers

Validate HR
signature

Receive job
post.

Request Field Receive Field Validate Field
Manager Manager Manager
signature decision decision

System has Field
Managers?

Is HR signature

Blockchain (smart contract)

Figure 4. Detailed job posting validation workflow utilizing dual cryptographic signatures.
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4.5.5. Smart Contract Deployment Phase

The initial deployment of the smart contract necessitates the designation of at least one authorized
HR manager during the contract’s instantiation. On deploy, the HR manager is granted administrative
privileges that enable them to:

e HR Personnel Onboarding: Enroll additional HR personnel into the system using the
addHRManager () function of the smart contract.

*  Domain Expert Registration: Register qualified domain experts within the system, associating
them with specific job-type taxonomies, using the smart contract function addFieldManager (jobType).

*  Job-Type Taxonomy Configuration: Define and manage the various categories of job types
recognized by the system (e.g., "Software Engineering", "Biomedical Engineering").

4.5.6. Job Posting Validation Phase

Figure 4 provides a detailed depiction of the cryptographic validation protocol employed for each
job post submitted to the system.

1. Requirement Drafting: HR personnel initiate the process by drafting the complete job speci-
fications, including the title, a comprehensive description of the role, and the designated job
type.

2. Expert Assignment and Verification: The system automatically verifies the existence of a regis-
tered field expert who is associated with the specified job type. If no qualified expert is currently
registered for the given job type, the job posting transaction is automatically reverted, preventing
further processing until an appropriate expert has been onboarded.

3.  Dual-Signature Validation Flow: Both the responsible HR personnel and the designated field
expert independently generate a digital signature for the cryptographic hash of the job posting
details. The smart contract then verifies the authenticity of both submitted signatures using the
ecrecover precompiled contract.

4. Immutable On-Chain Recording: Upon successful verification of both signatures, the approved
job posting is securely stored within the approvedJobs mapping on the blockchain, creating an
immutable record. In instances where the signature verification fails or other validation criteria
are not met, the smart contract emits a JobRejected event, signaling the rejection of the proposal.

This robust two-phase approach to job validation ensures the following critical properties.

e  Enhanced Accountability: All actions performed within the system, including the drafting and
approval of job postings, are immutably linked to the cryptographic identities of the participating
HR personnel and domain experts.

*  Automated Fail-Safety: The smart contract incorporates automated checks and verifications,
causing transactions to revert in the event of invalid states or unmet criteria, thereby ensuring the
integrity of the validation process.

e  Comprehensive Auditability: The inherent transparency and immutability of the blockchain
provide a complete and auditable history of all job posting approvals and rejections, fostering
trust and accountability within the hiring process.

5. Validation and Discussion

A suite of targeted tests and practical system demonstrations were conducted to rigorously assess
the efficacy and robustness of the proposed solution. The next subsections detail the methodologies
and outcomes of the evaluations.

5.1. Validation of Job Requirements for Publication

To assess the efficacy of the job vacancy requirement validation service, an expanded data-driven
evaluation was conducted using a substantial corpus of real-world job vacancy listings. The publicly
accessible "US Jobs on Monster.com" Kaggle dataset, a comprehensive collection encompassing 22,000
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job posts originating from the United States, served as the foundational data source for this analysis.
From the total dataset of 22,000 job posts, 21,701 were successfully processed and analyzed by the
validation service

The computational infrastructure employed for this evaluation consisted of a domestic desktop
system featuring an AMD Ryzen 7 770X processor, 64 GB DDR5 RAM, and an NVIDIA GeForce RTX
4070 graphics processing unit. The validation service was executed within a Windows Subsystem for
Linux (WSL) environment running Ollama 3.1:8b. The analysis of the 21,701 job posts was completed
in less than 40 hours. This timeframe, which is indicative of efficient processing, suggests the potential
underutilization of dedicated GPU resources. Monitoring during execution revealed a GPU utilization
rate consistently below 10%, indicating a possible bottleneck or configuration issue within the WSL
environment that limits the full exploitation of the parallel processing capabilities of RTX 4070. Despite
this observed limitation, the total processing time remains a notable achievement for the scale of the
analyzed dataset. The results of these samples highlight a significant dehumanization issue in today’s
job listings, as evidenced by the following findings (see Figure 5):

*  64.76%, with a 95% confidence interval (CI) between 64.12%-—65.39%, out of the analyzed 21,701
job postings failed our Role Alignment check (14,053 out of 21,701).

*  35.99% of the jobs, with 95% CI between 35.35%-36.63%, had unreasonable experience require-
ments (7,816 out of 21,701 failed Experience Rationality).

*  66.56% of the workloads, with 95% CI between 65.93%—-67.19%, were unrealistic for the role of
one person (14,445 out of 21,701 failed Workload Feasibility).

e 38.11% of the jobs, with 95% CI between 37.46%-38.76%, contained discrepancies (8,270 out of
21,701).

Compliance Status by Metric
This chart displays the number of job postings that passed or failed each compliance metric.

Compliance Status by Metric
16,000

000 Role Alignment R
' WFail: 14,053

12,000

10,000

8,000

Number of Job Postings

6,000

4,000

2,000

Role Alignment Experience Rationality Workload Feasibility Discrepancies

Compliance Metric

Pass Fail

Insight: This provides a breakdown of which specific aspects of job postings most frequently fail compliance checks.

Figure 5. Evaluation stats for the vacancy validator service.

5.2. Revealing Bias Triggers

The service endpoint was determined as expected. Typically, ATS systems extract user data from
a CV and generate outputs in formats such as JSON, XML, or plain text. To test this functionality, mock
data were generated in the following format.

{
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"name": "John Doe",

"age": 29,

"gender": "Male",
"sexual_orientation": "Heterosexual",
"race": "Caucasian",

"religion": "Christian",
"disability_status": "None",
"marital_status": "Single",

"children": O,

"languages_spoken": ["English", "Spanish"],
"photo": "http://example.com/photo.jpg",
"address": "123 Main St, Cityville, USA"

}
The expected output for these data is:
{
"languages_spoken": ["English", "Spanish"],
"address": "123 Main St, Cityville, USA",
"email": "johndoe@example.com",
"phone": "123-456-7890",
}

The endpoint successfully produces this output for JSON, XML, and plain-text data.

5.3. Evaluation of Different Large Language Models by Number of Parameters Using Job Requirement Analysis

Following the initial implementation utilizing the LLaMA model, further investigation was
conducted to evaluate the performance of a range of other open-source LLMs with varying parameter
counts for the task of job requirement analysis. This evaluation aimed to assess their capability to
produce structured, pattern-like output, a crucial aspect for automating the analysis of multiple job
requirements. By comparing models of different sizes, we sought to understand the trade-offs between
computational efficiency and analytical accuracy in this specific application.

5.3.1. Large Language Model Parameters and Significance (in the context of broader LLM
understanding)

As previously discussed, the number of parameters is a key characteristic of LLMs, influencing
their ability to learn and generate text [21]. While larger models generally exhibit enhanced capacity for
complex language understanding, they also demand greater computational resources. This evaluation
explores this relationship across a spectrum of open-source models tailored for different resource
constraints.

5.3.2. Selected Large Language Models

To evaluate the performance of LLMs in job requirements analysis, we selected a range of
open-source models categorized into three size groups to represent different computational resource
constraints (See Table 3).
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Table 3. Evaluation of Large Language Models for Job Requirements Analysis.
Model Name Time (s) Role Exp. Work- Dis- Compl. Output
Category Align Ratio load crep. Issues
Ultra- Could not
Light qwen2:0.5b 2.37 N/A N/A N/A N/A N/A parse....
U= ven2056 119 N/A N/A N/A N/A N/A Parsing
Light q - ’ Error: ....
Ultra- 2056 027 N/A N/A N/A N/A N/A Parsing
Light qwen=. ’ Error: ...
ILJI tra- llama3.2:1b 4.15 Pass Fail Pass Pass 50
ight
Ultra- ) ) Missing )
X llama3.2:1b 1.86 Pass Fail Pass N/A summary
Light k
ey....
Ultra- . Parsing
Light llama3.2:1b 1.95 N/A N/A N/A N/A N/A Error: .
Ultra- o oma3i1b 531 N/A N/A N/A N/A N/A Parsing
Light & ’ ’ Error: ....
Ultra- emma31lb 435 Pass Fail Pass Pass 48/100
Light & ’ :
Ultra- emma3:1b 3.38 Pass Fail Pass Pass 65/100
Light & ' :
Light phi3:mini 14.01 N/A N/A N/A N/A N/A EPr e
Light  phidmini 459 N/A N/A N/A N/A N/A Farsing
Light phi3:mini 3.84 Pass Pass Fail Fail 60
Light llama3.2:3b 10.79 Fail Pass Fail Pass 60
Light llama3.2:3b 3.47 Fail Pass Fail Pass 60
Light llama3.2:3b 2.68 Fail Pass Fail Fail 0
Light gemma3:4b 14.65 Pass Fail Fail Pass 75
Light gemma3:4b 7.78 Pass Fail Fail Pass 40
Light gemma3:4b 7.11 Pass Fail Fail Pass 65
Mgdium- mistral:7b 13.31 Pass Pass 100
light
Medium- o o17b 5.97 Pass Fail Pass Fail 40
light
Mgdiurn— mistral:7b 6.16 Pass Pass Fail Pass 80
light
Medium- . Parsing
light qwen2:7b 14.14 N/A N/A N/A N/A N/A Error: .
Medium- 0070 132 N/A N/A N/A N/A N/A Parsing
Light ! ' ’ Error: ....
Mle.dlum' qwen2:7b 5.98 Pass Fail Pass Fail 50
ight
Midmrn- llama3.1:8b 17.86 Fail Pass Fail Pass 70
ight
ME.dlum- llama3.1:8b 5.50 Fail Pass Pass Pass 67
ight
Mlei‘;ﬁm’ llama3.1:8b 6.25 Pass Fail Pass Fail 40

5.3.3. Analysis of LLMs’ Comparison Results
Output Parsing Errors:

A significant observation from Table 3 is the prevalence of parsing errors, particularly with
the smaller models. Models such as Qwen2-0.5B consistently failed to produce valid JSON outputs
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across all test runs, with 100% failure rate, rendering their evaluations unusable. Similarly, Phi-3-Mini
frequently struggled with output formatting, showing a 67% parsing failure rate despite being in the
Light category. This indicates that these models, although efficient in terms of computational cost, may
struggle with the precision required for structured output generation. Parsing errors are likely due to
the model’s tendency to include extraneous text or deviate from the specified JSON format, suggesting
insufficient training for structured data tasks.

Processing Time:

As expected, there is a general trend of increased processing time with larger models. The Ultra-
Light models (e.g., Qwen2-0.5B with times ranging from 0.27s to 2.37s, Llama-3.2-1B from 1.86s to
4.15s) exhibited the fastest processing times, often below 5 seconds per job posting. The Light models
showed increased variability, with Phi-3-Mini ranging from 3.84s to 14.01s, while the Medium-Light
models (e.g., Mistral-7B from 5.97s to 13.31s, Llama-3.1-8B from 5.50s to 17.86s) generally took longer,
with some exceeding 10 seconds. Notably, the processing time variance within individual models
suggests inconsistent optimization or varying complexity handling capabilities.

Evaluation Accuracy and Consistency:

Among the models that produced parsable output, distinct patterns emerged across the eval-
uation criteria. Role Alignment showed mixed results, with Mistral-7B demonstrating consistent
performance, while Llama models (both 3.2:3B and 3.1:8B) frequently failed this criterion. Experience
Ratio evaluation proved to be the most challenging aspect across all model categories, with failures
observed in 78% of successful parsing attempts, indicating a fundamental difficulty in assessing the
reasonableness of experience requirements. Workload Feasibility and Discrepancy Check showed
more balanced performance, particularly in larger models. The compliance scores varied signifi-
cantly, ranging from 0 to 100, with Mistral-7B achieving the highest score of 100 in one instance and
maintaining scores between 40-80 in other runs.

Model Capacity and Complexity:

The results suggest that larger models with higher parameter counts are better equipped to
handle the complexity of the job requirement analysis task. However, parameter count alone does
not guarantee superior performance. Qwen2-7B, despite its larger size, showed significant parsing
failures (67% failure rate), while smaller models like Gemma-3-1B achieved better parsing success rates
(67% success). This indicates that model architecture, training methodology, and optimization play
crucial roles beyond raw parameter scaling. The task requires nuanced understanding of language,
the ability to identify subtle biases, and the capacity to reason about the implications of different
requirements—capabilities that appear to emerge more reliably in well-optimized models around the
7B parameter range.

Performance Hierarchy and Practical Implications:

Based on the comprehensive evaluation, a clear performance hierarchy emerged. Mistral-7B
demonstrated the most promising overall performance, combining reliable parsing (100% success
rate), balanced analytical capabilities across all criteria, and reasonable processing times. Gemma-3-4B
showed consistent parsing success but analytical limitations, particularly in experience ratio evaluation.
The ultra-light models, while computationally efficient, proved insufficient for reliable structured
output generation in this domain. These findings suggest that for practical deployment, a minimum
model size of approximately 3-4B parameters is required for parsing reliability, with 7B+ parameters
needed for robust analytical performance.

Implications for Humanization Potential:

Despite the challenges with output formatting and consistency in some models, the overall
feasibility of using LLMs to automate job requirement analysis remains promising. Models such as

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202603.1274.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 March 2026 d0i:10.20944/preprints202603.1274.v1

19 of 27

Mistral-7B have demonstrated the potential to provide valuable insights into the fairness and rationality
of job postings, achieving compliance scores that indicate meaningful analytical capability. The
consistent weakness in experience ratio evaluation across all models highlights an area requiring further
development, potentially through domain-specific fine-tuning or enhanced reasoning frameworks.
This technology can assist human reviewers in identifying potential issues, ultimately contributing to
a more human-centered recruitment process, though current limitations suggest the need for human
oversight, particularly in experience-related assessments.

5.4. Validating the blockchain-based validation system

The core validation logic within the blockchain-based validation system’s smart contract was
subjected to a rigorous verification process using a test suite developed with Hardhat for the testing
environment and Chai for assertions. This comprehensive suite specifically targets three critical aspects
fundamental to the system’s security and operational integrity.

5.4.1. Access Control Testing

e  HR Manager Exclusivity: The tests successfully confirmed that the system strictly enforces HR
manager exclusivity for administrative functions, effectively rejecting all unauthorized attempts
to modify critical system parameters or roles by non-HR actors.

e  Field Expert Assignment Validation: The test suite validated the system’s ability to enforce the
assignment of field experts based on specific job categories, ensuring that only designated experts
are authorized to provide validation for relevant job postings.

®  Secure Role Revocation: Functionality for the revocation of assigned roles was tested and
confirmed to operate correctly without causing any corruption or inconsistencies in the system’s
internal state.

5.4.2. Robust Signature Verification Testing

* Invalid Signature Detection: The tests demonstrated a 100% detection rate for both invalid HR
and field manager digital signatures, ensuring that only cryptographically authorized personnel
can endorse job postings (See Figure 6).

*  Unauthorized Approval Prevention: The ECDSA (Elliptic Curve Digital Signature Algorithm)
validation mechanism effectively prevented all attempts of unauthorized job approvals by entities
lacking the required valid digital signatures.

*  Duplicate Submission Blocking: The implemented job hashing mechanism successfully blocked
all attempts to submit and approve duplicate job postings, maintaining the integrity and unique-
ness of validated vacancies.
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Compiled 2 Solidity files successfully (evm target: paris).

JobApproval
HR Manager CRUD

Field Manager CRUD

Job Approval

Lock
Deployment

Withdrawals
Validations

Events

Transfers

valdo@valdos-MacBook-Pro clean—job % [

Figure 6. 100% test coverage.

5.4.3. End-to-End Workflow Integrity Testing

The designed Blockchain-based job post validation tool, ensures the involvement of human
actors (HR manager and Field-manager) before the job post is deployed. Keeping the human in the
loop, demands human accountability and increases job requirements alignment with job function and
recruitment fairness.

*  Mandatory Expert Assignment Enforcement: The tests confirmed that the system enforces the
mandatory assignment of a qualified field expert for a given job category before the validation
process can be initiated, ensuring that all job postings receive appropriate domain-specific review.

¢  Consistent State Management: The test suite verified that the system maintains a consistent and
accurate internal state across all Create, Read, Update, and Delete (CRUD) operations related to
HR managers, field experts, and job postings.

*  Approval History Immutability: The tests confirmed that the approval history of job postings,
once recorded on the blockchain, remains immutable and cannot be retroactively altered or
tampered with after transaction finalization.

The collective results of this comprehensive test suite provide strong empirical evidence that the
blockchain validation system correctly and securely implements the following.

*  Robust role-based access control mechanisms, ensuring that only authorized entities can perform
specific actions.
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e  Rigorous cryptographic requirements validation through ECDSA signatures, guaranteeing the
authenticity and integrity of approvals.

e  Full adherence to all functional requirements as originally outlined in the smart contract’s design
specifications.

5.5. System Demonstration via Public Web Interface

This interactive platform implements three core functionalities, providing tangible demonstrations
of the system’s capabilities.

5.5.1. Interactive Job Requirement Analysis

*  Accessibility: The job requirement analysis tool is publicly accessible via the following URL:
https:/ /joblimpo.valdompinga.com/requirements.

* Real-Time Evaluation: This interface enables users to perform real-time evaluations of job
postings against a predefined set of human-centered criteria, providing immediate feedback on
potential issues.

*  Natural Language Processing: The tool leverages the underlying validation framework to process
natural language input from job postings, identifying and highlighting areas of concern based on
the defined metrics.

Analysis Results: Backend Developer () Copy Results
) Key Metrics ~

Compliance Score
Overall quality and compliance rating for this job posting

O Role Alignment - @ Experience Rationality -
Checks if the job title matches the responsibilities Validates if experience requirements are reasonable
® Expecting backend developer to handle frontend, DevOps, and (& No issues detected

project management responsibilities is excessive and not aligned
with the core focus of a backend developer.

o) Workload Feasibility - 0] Consistency Check -
Assesses if workload expectations are realistic Identifies inconsistencies in requirements
X The expectation to perform backend, frontend, DevOps, and X Conflicting needs between a pure backend focus and extensive
project management tasks is unrealistic for a single role. frontend and DevOps responsibilities without clear prioritization.
~” Recommendations ~

o Title Adjustment Suggestion

Full Stack Developer

Figure 7. Interactive web interface for job requirement evaluation, displaying dehumanization detection metrics
derived from natural language analysis.

5.5.2. Bias-Free Candidate Presentation Interface

*  Accessibility: The candidate anonymization service demonstration is available at: https://
joblimpo.valdompinga.com/candidate.

¢  Demonstration Across Multiple Data Formats: This section showcases the practical implementa-
tion of the proposed candidate anonymization solution, illustrating its effectiveness in processing
candidate data presented in JSON, XML, and plain text formats.
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*  Bias Indicator Removal: The following figures demonstrate how the system effectively identifies
and removes sensitive demographic indicators from candidate profiles provided in each of these
formats, while preserving essential professional qualifications and experience details, thereby
mitigating potential unconscious biases.

JSON Format.

Figure 8 illustrates the anonymization process for candidate data provided in the JSON format.

@ Job Limpo Home  Fair Requirements  Transparent Candidates  Ethical Validation ~ Support HEN v G

CV Data Cleansing Tool

Automatically remove sensitive information from candidate CVs

Clear ©
{
"candidate": { {
“first_name": "John", “candidate": {
"last_name": "Doe", "email": "johndoe@example.com",
"email"; "johndoe@example.com", “phone": "+1-555-123-4567",
"phone": "+1-555-123-4567", "location": {
"age": 32, "city": "New York",
"state": "NY" ’
"sex": "Male", "country": "USA"
"gender_identity": "Cisgender Male", 1,
"ethnicity": "Hispanic", "experience": [
"disability_status": "None", {

"job_title": "Software Engineer",
“location": { company": "TechCorp Inc.",

B "start_date": '2020-06-01",
"eity"- "New York" 2 - —_— R

798 characters, 67 words ¥ Cleanse Data

"marital_status": "Married",

How Our CV Cleansing Works

1 2 3

Figure 8. Web interface demonstrating candidate profile processing with bias-inducing information removal for
JSON format.

XML Format.

Figure 9 illustrates the anonymization process for candidate data provided in the XML format.
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Figure 9. Web interface demonstrating candidate profile processing with bias-inducing information removal for
XML format.

Plain Text Format.

Figure 10 illustrates the anonymization process for the candidate data provided in plain-text
format.

CV Data Cleansing Tool

Automatically remove sensitive information from candidate CVs

Candidate Information

Name: John Doe

Email: johndoe@example.com
Phone: +1-555-123-4567

Age: 32

Sex: Male

Gender Identity: Cisgender Male
Ethnicity: Hispanic

Disability Status: None

Marital Status: Married

Location:
City: New York

573 characters, 71 words

Clear

24

Email: johndoe@example.com
Phone: +1-555-123-4567

Location:
City: New York
State: NY
Country: USA

Experience:

Job Title: Software Engineer

Company: TechCorp Inc.

Start Date: June 1, 20620

End Date: March 31, 2023

Responsibilities:
- Developed and maintained web applications
— Collaborated with cross—functional teams

Figure 10. Web interface demonstrating candidate profile processing with bias-inducing information removal for
plain text format.

5.5.3. Blockchain-Based Service Implementation Showcase

Platform Access: The interface providing access to the blockchain implementation details is
hosted at: https:/ /joblimpo.valdompinga.com/validation.
Open-Source Repository Link: This section provides a direct link to the project’s public GitHub
repository, which contains the following critical components:
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-  The complete Solidity source code for the smart contracts implementing the blockchain
validation logic.

—  The comprehensive Hardhat test suite used for rigorous contract verification.

—  Deployment scripts facilitating the deployment and initialization of the smart contracts on
the Ethereum network.

@ Job Limpo Home Fair Requirements Transparent Candidates Ethical Validation Support HEeN v &

<> Blockchain Implementation

Smart Contract Overview +
Key Contract Features +
Approval Workflow +

Open Source Implementation

While this feature isn't directly integrated into our web platform, you can explore and
implement our blockchain solution

JobApproval Smart Contract

Our Ethereum smart contract that enforces dual-signature job requirement validation

Figure 11. Web interface providing a link to the open-source blockchain solution repository.

5.6. Limitations and Future Work

At this point, several study limitations must be acknowledged. Despite having presented a
demonstration of the designed and implemented platform, a user validation study, or user acceptance
tests, have not been developed. Future work should focus on validation and user acceptance testing
with HR professionals to gather their feedback on how and to what extent the developed tool improves
fairness and the alignment of job specifications with actual job requirements.

Also, having found no reliable reports or published humanization approaches with comparable
metrics, namely percentage of job descriptions failing role alignment, experience rationality and
workload feasibility, and other discrepancies, it was not possible to make a benchmark comparison.
Besides the lack of benchmarking, the study only includes limited error analysis and confidence
intervals. Future work also needs to improve the statistical significance of the study.

6. Conclusion

The persistent dehumanization of job roles and the inadvertent violation of fundamental human
rights within recruitment practices constitute a significant and ethical concern. Empirical evidence
robustly demonstrates that neglecting these critical issues not only undermines the inherent dignity
of individuals but also directly contravenes the established tenets of human rights law. The acceler-
ating proliferation of Al across various societal domains, including talent acquisition, has led to the
increasing deployment of sophisticated Al algorithms within ATS and broader recruitment workflows.
Alarmingly, these algorithms frequently exhibit a propensity to inherit and amplify preexisting biases
present in their training data. This bias amplification typically occurs unintentionally through data
collection and model training processes that inadvertently embed historical societal inequities.

To cultivate a more inclusive talent acquisition environment capable of attracting a diverse pool of
highly qualified candidates, the presence of rational and equitable job vacancies within the labor market
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is indispensable. Regrettably, this ideal is not always realized in practice. Companies often construct job
postings based on internally perceived "appropriate” keywords, sometimes leading to the inclusion of
unrealistic or overly specific requirements, and occasionally even stipulating levels of prior experience
that exceed pragmatic industry norms. The central tenet of this study was to provide compelling
evidence that organizations can effectively humanize the multifaceted aspects of their recruitment
processes without incurring exorbitant expenditures of financial capital, extensive time commitments,
or the need for vast computational infrastructure. By focusing on targeted interventions and leveraging
accessible technologies, this study demonstrates a pathway towards more ethical and equitable talent
acquisition. For improving balance between the efficiency offered by Al and ATS systems, and the
essential need for human judgment to ensure fair and unbiased hiring decisions, three validation
endpoints have been proposed: a Job Requirements Validation Module; a Bias Triggers Removal
Module; and a blockchain-based decentralized validation module that ensures the involvement and
accountability of a HR manager and a human field expert.

The imperative to humanize recruitment extends beyond mitigating bias in job requirements and
user data. Consider the often-neglected aspect of candidate feedback. It is demonstrably inefficient
and arguably dehumanizing to expect human resource professionals to provide personalized feedback
to thousands of applicants at each vacancy. LLMs offer scalable and cost-effective solutions. By
leveraging LLM, organizations can generate tailored feedback based on the specific requirements of
the roles and attributes of individual candidates. This not only enhances the candidate experience but
also fosters a sense of respect and value, transforming a traditional impersonal process into a more
human-centric interaction.

The practical implementation of such solutions is surprisingly accessible even for enterprises
with budgetary constraints. First, numerous powerful LLM models are available under open-source
licenses, significantly reducing software acquisition costs. Secondly, the technical barrier for deploying
these models is relatively low, often requiring only basic programming skills and not an extensive com-
putational infrastructure. Standard enterprise-grade hardware is frequently used in such applications.
Consequently, the integration of LLMs for tasks such as personalized feedback represents a tangible
and affordable step for organizations to actively contribute to a more ethical and equitable recruitment
landscape, shifting away from practices that inadvertently violate job seekers’ fundamental rights
and dignity. Using a blockchain for the digital dual-signature of job requirements ensures human
involvement and accountability (HR manager and Field-manager) in validating each job post, before
its deployment, in an immutable and tamper-proof registry.

Besides the above mentioned opportunities to humanize recruitment, future work should address
the limitations identified before. It should include empirical validation and user acceptance testing
with HR professionals to assess how effectively fairness and job specifications/ job function alignment
is improved by the proposed approach. The lack of comparable studies or published humanization
approaches reporting similar metrics will demand the development of suitable benchmark datasets for
comparative analysis.

Since we are dealing with sensitive personal data, a deeper exploration of how the proposed
system aligns with GDPR and other private-data-protection law frameworks is also something that
should be addressed in future work.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence
API Application Programming Interface
ATS Application Tracking System

BCT Blockchain Technology
BPMN Business Process Model and Notation

CI Confidence Interval

Ccv Curriculum Vitae

DSR Design Science Research

ECDSA  Elliptic Curve Digital Signature Algorithm
HR Human Resources

HRM Human Resources Management

JSON JavaScript Object Notation
LLM Large Language Model

ML Machine Learning

NLP Natural Language Processing
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