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Abstract: Indoor environmental comfort is fundamental to human health as people spend 90% of
their time indoors. This aspect is even more crucial in hospitals, where the concept of health is
closely linked to well-being, ethics, and environmental aspects. Emerging methodologies and
technologies such as Digital Twin, Building Information Modeling, the Internet of Things, sensing
technologies, and data analytics offer new opportunities to ensure healthier environments and more
efficient building management. This paper provides an assessment of how digitalization can
support decision-making processes related to maintaining high levels of indoor environmental
comfort in hospital settings, particularly by analyzing how real-time data processing and the
application of machine learning can promote proactive interventions in these facilities. The
methodological approach was based on four phases: defining the objectives of the digital twin,
identifying the input data to build and feed the digital model, defining the KPIs to evaluate the
system’s correct functioning, and identifying the enabling technologies to be integrated into the
system to achieve the set goal. The result is a digital twin for managing the operating room and its
related services, with the aim of guiding decisions based on accurate data and improving
operational efficiency, levels of environmental comfort, and safety regarding the diffusion of
medical gases.

Keywords: building information modeling; data analytics; healthy indoor environment; occupant
building interaction; occupant well-being

1. Introduction

Indoor environmental comfort represents a critical aspect of individual well-being and health
[1]. The term health, as defined by the World Health Organization, refers to “a state of complete
physical, mental, and social well-being, and not merely the absence of disease or infirmity,” contrary
to traditional beliefs [2].

According to most literature sources, there are five primary factors influencing Indoor
Environmental Quality (IEQ): building plan layout, indoor air quality, indoor thermal conditions,
indoor lighting quality and acoustic environment comfort [3,4]. Indoor Air Quality (IAQ) is the only
indicator among those that make up the environmental quality of indoor spaces that explicitly refers
to healthiness rather than comfort and, for this reason, it should be considered the most important
[5-7].

The guidelines of American Society of Heating, Refrigerating and Air-Conditioning Engineers -
ASHRAE emphasize the importance of indoor environmental quality, noting that individuals spend
approximately 80-90% of their time indoors [8]. ANSI/ASHRAE 62.1-2022 delineates the criteria for
acceptable indoor air quality (IAQ) as follows: “air in which there are no known contaminants at
harmful concentrations, as determined by cognizant authorities, and with which a substantial
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majority (80% or more) of the people exposed do not express dissatisfaction” [9]. This factor assumes
particular importance in the hospital context, where the quality of the indoor environment can have
significant implications for patient health and recovery, as well as the well-being of healthcare
personnel [10,11].

Hospitals, as facilities dedicated to medical care and treatment, must ensure environments that
not only meet functional and technical requirements but also actively promote the health and well-
being of their occupants. The quality of the air, the control of temperature and humidity, adequate
lighting, and noise reduction are all critical factors in creating spaces that foster physical and
psychological comfort.

Poor Indoor Environmental Quality (IEQ) has detrimental effects not only on the physical health
of occupants but also on their psychological well-being [12].

In this context, the ASHRAE guidelines provide a framework for the design and management
of indoor spaces, offering detailed recommendations on how to optimize environmental parameters
to ensure a high level of comfort and health. Given the significant amount of time individuals spend
inside buildings, and particularly within hospital environments, it is essential to adopt a holistic and
integrated approach to the design of indoor spaces to improve the quality of life and expedite the
healing process for patients.

In the context of healthcare facilities, architectural quality plays a supporting role in therapeutic
processes [13]. This underscores the importance of a carefully calibrated design approach for
hospitals.

Therefore, the quality of indoor spaces should not be considered a secondary aspect, but a
fundamental element in the design and management of hospital buildings, with the aim of creating
environments that meet the comfort and health needs of all occupants.

The emphasis on promoting the well-being and health of occupants, as well as the capacity of
occupied environments to ensure optimal conditions of comfort and wellness for individuals, is
evident in the 2018 version of the European Energy Performance of Building Directive (EPBD) [14].
This directive highlights the necessity of calculating energy needs in a manner that optimizes indoor
air quality to create a healthier indoor environment.

The objectives established in the 2030 Agenda have contributed to moving beyond the notion
that sustainability is solely related to environmental concerns, fostering a holistic perspective focused
on promoting human health (Sustainable Development Goal 3).

The design of a healthy and comfortable environment is further supported by environmental
sustainability assessment and certification tools for buildings, such as the LEED (USA), BREEAM
(UK), CASBEE (Japan) and the Itaca (Italy) Protocols [15-17]. The most recent WELL Building
Standard, established by the International WELL Building Institute, aims to measure and certify
building characteristics based on their impact on human well-being [18]. It focuses specifically on
comfort and health enhancement for occupants and emphasizes the five primary factors that
influence Indoor Environmental Quality (IEQ) among its various evaluation criteria [19].

In this context, emerging methodologies and technologies such as Digital Twin (DT), Building
Information Modeling (BIM), the Internet of Things (IoT), sensing technologies, and data analytics
present new opportunities for ensuring healthier environments and more efficient building
management [20,21].

A DT is defined as a virtual representation of physical assets, processes, or systems [22]. In this
scenario, the Digital Twin emerges as an enabling technology for the digitization of the AECO sector
(Architecture, Engineering, Construction, and Operation) [23-28]. The technology of Digital Twins is
increasingly gaining ground in the built environment sector [29].

There are numerous studies on the various potentialities of emerging new technologies [30,31].
There are methods and approaches based on digital twin technology aimed at developing an
intelligent system for the optimization and automation of building energy management [32].

An example of a Digital Twin developed for the operational and maintenance phase of buildings
is illustrated by the case study of the West Cambridge campus [33].
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Qian et al. have developed a DT for the assessment, prediction, and control of indoor air quality
in a traditional residence located in Wufu City, Fujian, China [34].

Nurumova et al. [35] have developed a digital twin of a building at Roger Williams University
to evaluate the potentialities and challenges of occupant-centered facility operations. Yu et al. [36]
have focused on hospital buildings, proposing innovations in both technical approaches and the
management of these complex structures. Madubuike and Anumba [37] have applied digital twin
technology for a preventive maintenance approach in healthcare facilities.

Despite the growing interest in this technology [38], clear guidelines for its large-scale adoption
in the AECO sector are still lacking [39]. Thus, there arises a need to create alignment on the
methodologies [40] to be followed for designing and implementing Digital Twin platforms for the
management of the built environment [41,42], particularly for hospitals that must ensure high indoor
environmental comfort in addition to energy efficiency.

In response to this need, the Agenzia del Demanio in Rome has entered into an agreement for
technical and scientific collaboration with Sapienza University of Rome. This partnership aims to
develop a Twin Strategy to guide the construction sector and various stakeholders, including
contracting authorities, real estate managers, public and private organizations, and companies, in
transitioning to digital approaches for managing complex processes in the building and
infrastructure sectors. This strategy serves as an operational tool to support the various parties
operating in the sector and involved in the definition and implementation of data-driven tools and
methods oriented towards the Digital Twin. It encompasses the processes of planning, design,
implementation, management, monitoring, and utilization of the built environment, providing a
practical and methodological guide for the digital transition within the AECO sector [43].

This paper provides an assessment of how digitalization can support decision-making processes
related to maintaining high levels of indoor environmental comfort in hospital settings, crucial for
the healing process, particularly by examining how real-time data processing and the application of
machine learning can enable proactive interventions in these facilities.

2. Materials and Methods

This article serves as a practical guide for facilitating the design and deployment of platforms to
develop Digital Twins in healthcare settings [44]. Digital twin technology focuses on digitally
managing the lifecycle of architectural and urban projects, utilizing advanced information
management systems and artificial intelligence to support decision-making processes [45].
Leveraging capabilities in simulation, control, monitoring, management, optimization, and
automation, Digital Twins aim to improve energy efficiency, foster environmental sustainability,
optimize spatial utilization, and enhance safety [46].

To define the requirements that a Digital Twin must meet based on specific use cases, and to
identify the technological components that form the system architecture of the Digital Twin, a
structured workflow consisting of four steps has been developed. This workflow is crucial for
ensuring the efficient design and implementation of the Digital Twin, tailored to address the specific
operational requirements of surgical suite environments.

The main steps of the methodological approach developed for implementing a Digital Twin
framework have been graphically represented in Figure 1.
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Figure 1. Steps for implementing a Digital Twin framework.

Framing the use case is the essential first step in understanding the context and specific needs of
the project. This step is divided into three main sub-phases:

1. Definition of the intervention category:

¢  New Construction: includes new building and urban planning projects. In this case, the Digital
Twin is integrated from the early stages of design and construction, allowing for process
optimization from the beginning.

e  Regeneration of Existing: involves interventions on existing structures while maintaining their
original use. This approach focuses on improving operational performance and energy
efficiency.

e  Transformation: pertains to interventions that involve a change in the use of existing structures.
This requires significant adaptation of the Digital Twin to support new functional and
operational requirements.

2. Definition of the process phase:

Design: in this phase, the Digital Twin facilitates decision-making through simulations and

“what-if” analyses, allowing for the testing and evaluation of different design hypotheses.

e  Execution: during the construction or regeneration phase, the Digital Twin supports continuous
monitoring of work progress, resource management, logistics, and safety.

e  Operation: in the operational phase, the Digital Twin enhances the management and monitoring
of the built environment, optimizing energy efficiency, environmental sustainability, predictive
maintenance, and safety.

3. Definition of Objectives:

Energy Efficiency: improvement of energy performance throughout all project lifecycle phases.
e  Environmental Sustainability: promotion of more sustainable construction approaches and

materials.

e  Economic Sustainability: optimization of operational and maintenance costs through energy-
saving strategies and efficient resource management.

e  Utilization and Enhancement: Optimization of space use and improvement of user experience.

e  Safety & Security: enhancement of safety conditions and risk prevention.

e  Urban Management: integration and coordination with other urban infrastructures to improve
mobility and accessibility.

The step 2 is the definition of input data: once the use case is framed, it is crucial to define the
input data needed to feed the Digital Twin. This data covers various critical aspects for the operation
of the digital model, ensuring that the system can provide accurate and useful information for
operational management.
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Step 3 involves defining key performance indicators (KPIs) to monitor and evaluate the
effectiveness of the Digital Twin. KPIs offer measurable metrics essential for assessing the success of
implemented strategies and identifying areas for improvement.

The final step involves defining capabilities according to the Digital Twin Capabilities Periodic
Table (CPT) created by the Digital Twin Consortium [47]. This framework is aimed at organizations
wishing to design, develop, deploy, and manage digital twins, based on the specific capability
requirements of use cases and the characteristics of technological solutions. In this phase, enabling
technologies and specific technological solutions to be implemented are also identified, ensuring that
the Digital Twin can fully meet the needs of the project.

The capabilities you've outlined are organized into six logical groupings in the Digital Twin
Capabilities Periodic Table, each based on common features and applications [48]:

1. Data Services: these capabilities enable the acquisition and management of data, establishing the
connection between the physical and virtual realities. They ensure that data collected from
various sources is processed and stored efficiently, making it accessible for real-time and
analytical purposes.

2. Integration: these capabilities facilitate the communication of data between the digital twin and
other systems and applications. This includes interoperability protocols and data exchange
standards which ensure that the digital twin can seamlessly integrate with external systems,
enhancing its functionality and the breadth of its applications.

3. Intelligence: this includes capabilities that set up an environment for the development and
implementation of industrial solutions for the digital twin through data integration and analysis
services, as well as the use of Artificial Intelligence. This allows for advanced analytics,
predictive modeling, and decision support, enabling the digital twin to provide insights that go
beyond simple data presentation.

4. User Experience (UX): these capabilities allow users to interact with the digital twin and
visualize its data effectively. This could include interactive dashboards, virtual reality (VR) or
augmented reality (AR) interfaces, and custom user interfaces designed to make the data
understandable and actionable for different user profiles.

5.  Management: capabilities that enable system and ecosystem management, ensuring efficient
and continuous operation of the digital twin. This includes tools for system monitoring,
updating, troubleshooting, and scaling, as well as managing the lifecycle of the digital twin and
its components.

6. Trustworthiness: these capabilities ensure the security, privacy, protection, reliability, and
resilience of the system. They are crucial for maintaining the integrity of the digital twin,
protecting data and operations against cyber threats, and ensuring that the system remains
robust and reliable under various conditions.

Each of these categories plays a critical role in ensuring the functionality and effectiveness of a
digital twin, making it a versatile tool capable of transforming operations and decision-making
processes within an organization.

Enabling technologies are those that must be integrated into the system to ensure its proper
functioning, enable its features, and allow the achievement of set goals. The main enabling
technologies for a Digital Twin include the Internet of Things (IoT), Cloud Computing and Edge
Computing, 5G, Building Information Modeling (BIM), Artificial Intelligence (AI) and Machine
Learning (ML), Big Data, and Advanced Analytics.

Technological solutions are defined as a combination of hardware, software, and services
designed to implement a specific technology for a particular purpose. A single technology can be
translated into multiple technological solutions. The choice of one solution over another can depend
on several factors, including the type of deployment (proprietary or open-source), licensing options
and associated costs, and the programming capabilities required for use.

Figure 2 depicts the Workflow for the definition of a Digital Twin system architecture developed
by the authors and applied to a specific case study to validate its effectiveness.
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Figure 2. Workflow for the definition of a Digital Twin system architecture.

3. Case Study of the Operating Room

This paper analyzes a case study focused on the development of an innovative framework for
one of the most complex environments in a hospital: the operating room. The project’s goal is to create
an advanced digital system for this setting, integrating and analyzing real-time data through cutting-
edge technologies such as IoT, artificial intelligence, machine learning, and big data analysis. This
system aims to provide an accurate and updated representation of the operating environment,
enhancing the safety, comfort, and physical and psychological well-being of healthcare staff and
patients. The integration of heterogeneous data and the definition of KPIs used to evaluate the
effectiveness of activities in achieving set goals will be examined. The implementation of this
framework is intended to improve various critical aspects in the healthcare context, optimizing the
safety and comfort of the operating environment.

The surgical block under study is located within the Pietro Valdoni surgical building, part of the
Umberto I Policlinic in Rome. This building replaced the former Surgical Clinic, dating back to 1888,
which no longer met the demands of the high level of surgical activity promoted by P. Valdoni.
Constructed between the 1950s and 1960s, the new building was considered one of the most advanced
clinical facilities of its time, conceived as a “hospital within a hospital” [49].

To fully appreciate the motivations that have guided the development of the Digital Twin aimed
at transforming the operating block, it is essential to analyze the historical context of this
environment. This perspective helps to understand how past evolutions have shaped current needs
and directed research towards innovative solutions to optimize and revolutionize the surgical
environment. The building, with a V-shape, has a central core that connects general services and two
longitudinal wings dedicated to patient wards and outpatient services, distributed over six floors
(Figure 3).


https://doi.org/10.20944/preprints202407.0988.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 July 2024 d0i:10.20944/preprints202407.0988.v1

Pietro Valdoni Surgery Department Building Partial Saturation 1979
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Former Urology 1.320 Mal. tropic. (Il ampl) 500
Otolaryngologist 7.860

Figure 3. Partial saturation in 1979 of the Policlinico Umberto I and BIM model.

The operating block is located on the third and fourth floors of the building (Figure 4). On the
third floor, accessible through a filter area, there are two ambulatory operating rooms, separated from
the recovery room and the sterile room, with a small adjacent storage area. The fourth floor hosts a
more complex surgical area, including a specialized operating room and an ambulatory one,
separated by a handwashing area for medical staff. The specialized operating room, positioned on
two external fronts, benefits from natural light, while the other room, although lacking direct light,
receives illumination from large external windows. The floor is completed by a storage area and a
clean-sterile corridor. On the opposite wing, two additional ambulatory operating rooms are
separated by another handwashing area, with three large equipment storage areas and an adjacent
dirty storage room [50].

,3rd Floor 4th Floor

-
i
1 1
i
L4
=

OB — 3rd Floor .OB — 4th Floor West Side. .OB - 4th Floor South Side.

Operating Room

Awakening Room
Sterilised room
Circulation

Deposit
o——e Patient Path
e——e Staff Path

Figure 4. Layout and operating scheme of the surgical block with functional zone representation.

The detailed description of the surgical block’s layout underscores the intricate logistical and
operational considerations inherent in hospital design, particularly in areas as critical as surgery. The
placement and design of the rooms take into account both functionality and the well-being of medical
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staff and patients, incorporating elements such as natural light and strategically placed handwashing
stations to maintain hygiene and operational efficiency.

Given the critical importance of Indoor Environmental Quality (IEQ) in hospital settings, as
highlighted by the guidelines of the American Society of Heating, Refrigerating and Air-
Conditioning Engineers (ASHRAE), integrating Digital Twin technology could provide a robust
framework for maintaining high levels of indoor environmental comfort. This integration supports
the overarching goal of promoting patient health and well-being, which is crucial for the healing
process.

Overall, the adoption of Digital Twin technology in the surgical block exemplifies how emerging
technologies can transform hospital environments, ensuring optimal conditions for both patients and
healthcare providers. This approach aligns with the broader objectives of enhancing indoor
environmental quality and leveraging digital tools to create healthier and more efficient healthcare
facilities.

Figure 5 depicts the Workflow diagram for defining the system architecture of a Digital Twin
for the case study. Subsequently, the various phases are described in detail.

Framing of Input Data Key Performance Capabilities, Enabling
the use case L& Indicators of the Technologies and

l

use case Technological Solutions

Regeneration
of existing
2 a
q Coala Energy L || Safety & Security
Efficiency

Critical Situations
Management and
Monitoring

1 Category of
intervention

Environmental Quality
Management

Figure 5. Workflow diagram for the definition of a system architecture of a Digital Twin for the case
study.

3.1. Framing of the Use Case
3.1.1. Category of Intervention

The “Regeneration of the Existing” intervention category for the Digital Twin of the operating
block focuses on strategies for renovating and modernizing the healthcare setting. This process
involves using advanced technologies to precisely map and monitor the current state of the
environment. The data collected are then integrated into a centralized database and used for
modeling that supports simulations and predictive analysis, leveraging tools of artificial intelligence
and machine learning.

In the presented case study, the proposed interventions primarily focus on maintaining high
levels of indoor environmental comfort. This is facilitated through continuous monitoring systems
that allow for the identification of potential anomalies, thereby ensuring timely and informed
interventions.

For the operating block, this not only implies adherence to current regulations but also effective
management and monitoring, ensuring safety and comfort. This project, currently in execution, thus
falls into the intervention category related to the regeneration of the existing.
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3.1.2. Process Phase

In the development of a Digital Twin for the operating block of a hospital, the “Operation Phase”
refers to the application of the Digital Twin to existing and operational healthcare infrastructures.
This process begins with a comprehensive assessment of the current infrastructure of the operating
block, including medical equipment, ventilation systems, and other critical infrastructures.
Subsequently, historical and real-time data on various operational aspects are collected, including
data on patient flow, energy consumption, and environmental conditions. These data are integrated
into the digital model using advanced modeling technologies such as Building Information Modeling
(BIM).

The Digital Twin is then used to monitor the existing infrastructure in real time, continuously
updating the digital model to reflect the operational status of the operating block. This enables
advanced analysis and simulations to predict future issues, optimize resource use, and improve
overall operational management. The operation phase also requires particular attention to the
security and privacy of the collected data, ensuring that all information is protected and compliant
with current regulations regarding patient privacy and the security of health information. This aspect
is crucial for maintaining trust and ensuring the integrity of the healthcare system as the Digital Twin
provides critical insights and operational enhancements.

3.1.3. Objectives: Environmental Quality Management and Management and Monitoring of Critical
Situations

The Digital Twin framework for the operating block is structured around two key objectives,
essential for the project’s success. These objectives are:

Environmental Quality Management: managing environmental quality is a crucial element for
the operating block, where precise control of internal conditions can directly influence the comfort,
efficiency of medical staff, and the safety of surgical operations [51]. This involves continuously
monitoring and adjusting air quality, temperature, humidity, and lighting to ensure optimal
conditions for both patients and healthcare professionals [52]. The Digital Twin uses sensors and IoT
technology to gather data in real-time, which is then analyzed to maintain or adjust the environment
as needed.

e  Management and Monitoring of Critical Situations: managing and monitoring critical situations
is vital to ensure safety and continuity of operations within the operating block. This process
involves multiple stages and utilizes advanced technologies to identify, assess, and respond
promptly to potential emergencies or abnormal conditions. The Digital Twin plays a critical role
here, providing a dynamic and interactive platform that can simulate various scenarios and
predict outcomes based on real-time data. This enables the healthcare team to implement
preventive measures, prepare responses to potential critical events, and improve overall
readiness and resilience.

Together, these objectives contribute to a robust operational strategy for the operating block,
enhancing not only the surgical environment but also ensuring that the healthcare facility can adapt
and respond effectively to any challenges that arise.

3.2. Input Data for the Operating Room Digital Twin

To optimize indoor environmental comfort and, specifically, indoor air quality, it is crucial to
clearly define input data and Key Performance Indicators (KPIs).

As shown in the Table 1, these elements allow for monitoring critical aspects of operation,
ensuring that all procedures are conducted in the best possible conditions.

Monitoring the operational hours of medical equipment is vital for understanding their usage
and efficiency. Measuring the type and quantity of medical fluids used daily ensures the availability
of necessary resources, reducing waste. The levels of volatile organic compounds (VOCs) and carbon
dioxide (COy) are key indicators of air quality, essential for maintaining a healthy environment and
minimizing health risks for patients and staff. The intensity of lighting is critical for the success of
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surgical operations and the safety of the operators, while monitoring the energy consumption of
equipment helps identify opportunities to reduce usage without compromising functionality.
Tracking the number of contracted infections is essential for assessing the effectiveness of infection
control practices.

Table 1. Input data for optimal monitoring of the operating block.

Input Unit of measurement
Operating time h
Type and quantity of medical fluid used kg/gg
VOC levels and CO2 levels mg/m?3 e PPM
[Nlumination intensity lux
Energy absorption data kW/h
Number of Infections adimensional

3.3. KPIs for the Operating Room Digital Twin

The KPIs that ensure quality and efficiency in this specific case are listed in Table 2. Monitoring
pollutants protects health and maintains sterile conditions. Controlling temperature, humidity, and
CO2 levels reduces the risk of microbial proliferation. Optimizing the efficiency of HVAC systems is
crucial for maintaining ideal environmental conditions and reducing operating costs. Keeping an
adequate air exchange rate ensures effective ventilation, diluting and removing pollutants and
pathogens from the air. The number of contracted infections is a direct indicator of environmental
quality and the effectiveness of infection control procedures. A low number of infections indicates a
well-managed and safe environment for performing surgeries. The occupancy rate measures how
effectively operating room spaces are utilized, affecting logistics, accessibility, and the safety of
operations. High occupancy efficiency indicates good space management, avoiding overcrowding
and ensuring a smooth workflow.

Table 2. KPIs for optimal monitoring of the operating block.

KPIs Unit of measurement
Pollutant Monitoring m3/h, ppm, pug/ms3; VOC
Comfort and reduced risk of microbial CO:2 (below 500 ppm); °C (kept between 20-22°C) and
proliferation % (between 30% and 60%)
Increased plant efficiency EER, COP
Air Exchange Rate HVAC (between 15 and 25 air changes per hour)
Number of infections contracted adimensional
Occupancy rate (Occupied spaces / Total available spaces) x 100

3.4. Capabilities, Enabling Technologies and Technological Solutions

Identifying the capabilities that the Digital Twin must possess to achieve the set objectives is a
crucial step in selecting the necessary technological components for building the system architecture.
These requirements include the ability to accurately capture and analyze real-time data, integrate
various sources of information, and provide actionable insights for ongoing operations. This
approach exemplifies the intervention category related to the regeneration of existing structures,
demonstrating a commitment to maintaining high levels of indoor environmental comfort,
sustainability, and efficiency in healthcare facility management. By leveraging the capabilities of the
Digital Twin, the project sets a new standard for modernizing healthcare infrastructures, ensuring
they are equipped to meet the demands of the future. The following tables (Tables 3-8) present, for
each logical grouping of Digital Twin capabilities as defined by the Digital Twin Consortium, the
specific enabling technologies and the corresponding solutions that can be adopted to achieve the
objectives defined in the project.


https://doi.org/10.20944/preprints202407.0988.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 July 2024

Table 3. Data services capabilities.

d0i:10.20944/preprints202407.0988.v1

11

Capabilities

Enabling technology

Technology solution

Acquisition and
Data

Data Transmission

Real-Time Processing

Data Aggregation

Historical Data Preservation

IoT, WoT, Network, Edge
computing, Cloud, BMS
System

IoT, WoT, Network, Edge
computing, Cloud, IoT
communication protocols

Azure SA, Amazon Kinesis,
Tot Sensors, Audio/Video
Capture Tools, RFID Access
Control
Azure SA, Amazon Kinesis,
Network Infrastructure,
Integration Platforms, Radio

Occupancy rate

Channels.
Network, Edge computing, 5G, Power BI, Blynk, Linux, IA,
Business Intelligence Systems ~ Web App (Java/Nodejs)
Object Database Management  PostgreSQL, MongoDB,
System (ODMS), Business PowerBI, Automatron
Intelligence Systems (Make)

Cloud, Object Database PostgreSQL, MongoDB,
Management System (ODMS) Elastic Search

Cloud, Object Database

Management System (ODMS),

ACDAT

PostgreSQL, MongoDB,
Elastic Search

Table 4. Integration capabilities.

Capabilities Enabling technology Technology solution
Intecration of Gateway M-Bus a server
& ModBus - BMS Modbus TCP e RTU di Intesis,

Engineering Systems

Integration of

MQTT, IoT devices & control

ABB’s KNX/Modbus solution
edgeAggregator, Smeup, Power
Bl, Blynk, Linux, IA, Web App

OT/IoT syst t
/IoT systems systems (Java/Nodejs)
Open communication protocols edgeAggregator, Web App,
API Services such as MQTT, ZIGBEE, BPM (Funnel), Cluster
BUCNET and the like Kubernates (Microservizi Java)
Table 5. Intelligence capabilities.
Capabilities Enabling technology Technology solution

Command and Control

Alerts and Notifications

Prediction

Artificial Intelligence

Prescriptive Recommends

IoT sensors & actuators

Alerting systems, IoT
Messaging Protocols, Email and
SMS Gateways, Event
processing platforms
ML Frameworks, Time Series
Analysis Tool, BD Analytics
Platform, IBM predictive
Manteinance
Artificial Intelligence
Algorithms

Automatic actuations or via iot
sensors or BMS systems

Azure SA, Amazon Kinesis,
Power BI, Blynk, Linux, IA,
Web App (Java/Nodejs)

Azure SA, Amazon Kinesis,
Oracle Cloud, AWS, Google
IOT.

Apache Spark, Java/Phyton,
Matlab, TA

Azure SA, Amazon Kinesis,
Phyton/R/IA
Azure SA, Amazon Kinesis,

Arduino, Espressif,commercial

actuators.
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Table 6. User experience (UX) capabilities.

Capabilities Enabling technology Technology solution
Advanced Visualisation PowerBI, BIM PowerBl, Blynk, Web App
(Java/Nodejs)
R . Simple dashboards PowerBI, Azure SA, Blynk,
Basic Visualization Trend charts Web A Java/Nodei
IFC model viewer eb App (Java/Nodejs)
G'rap h%cal dashb.oard PowerBI, Blynk, Web App
Dashboards visualisers, Business .
(Java/Nodejs)

Intelligence tools
Blynk, Linux, AWS, Oracle

Real-Time Monitoring Continuous monitoring of Cloud, Arduino Cloud, Google

sensor data

10T
Table 7. Management capabilities.
Capabilities Enabling technology Technology solution
Device Management platforms
(AWS IoT Device Management),
Device Manacement TIAM, Device Lifecicle Blynk, Azure SA, Google,
v & Management, Device Android, IOS

Monitoring Protocols,
Geofencing
Real-Time Event Streaming,
Blockchain, Distributed Logging
Systems, Log Management

Sematext Logs, SharEvent,
Splunk, Graylog, Blynk,
Sentry, Elastic Search

Event Logging

Platforms
Kubernates, RedHat
Openshift, IBM Instana
Observability, Kinsta APM,
Health Monitoring System by

Application Performance
Svstem monitorine & Alertin Monitoring APM, Dashboards,
Y 8 & Health Monitoring Systems, API
Monitoring

BSQ Protection
Table 8. Trustworthiness capabilities.
Capabilities Enabling technology Technology solution
File-Level Encryption, Data .
Data Encryption Encryption in Storage, Data Informatica Cloud Data
yp yp i 8¢ Masking, Minio, AWS, Azure
Masking

Google and Microsoft
Device Authentication, Device Authenticator, Twilio Authy,
Identity Management WinAuth, Sogei, Active
Directory (LDAP), SPID
SiteLock, WebTitan, Heimdal
CORP, AppTrana, Azure SC,
AWS Security Hub, Google

Device security

Security Confidential technology

Cloud Security Command
Center, SVN (Gitlab, BitBucket,
Azure)
PbD Privacy by Design, Data UTOPIA, GDPR di IFIN
Privacy Ownership and Access Control, SISTEMI, SVN (Gitlab,

TABAC BitBucket, Azure)
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Veeam, Acronis, Veritas,

Carbonite, AWS Trusted
Cloud, Backups, Advisor, Azure Advisor,
Reliability Privileged/dedicated power Google Cloud Armor,
supply CloudHealth, CloudCheck,

Azure Cost Management,
Kubernates (Cluster/Docker)

3. Results

The case study delves into the utilization of digitalization to enhance decision-making processes
within hospital environments, focusing on maintaining optimal conditions for comfort and safety
[51]. The study particularly investigates how the application of real-time data processing and
machine learning facilitates proactive management to sustain high levels of environmental comfort.

Sensors are strategically placed in the environments to monitor various parameters, while
historical data is analyzed to detect anomalies and schedule preventive maintenance. This proactive
approach not only reduces system downtime but also cuts associated costs. At the heart of the study
is the utilization of Digital Twin technology, serving as an advanced decision-support tool. This
system utilizes predictive models and algorithms to offer data-driven recommendations focused on
enhancing resource utilization and decision-making quality across the hospital’s lifecycle.

The framework developed for this study aids in pinpointing crucial capabilities needed for the
construction of our Digital Twin, aligned with predefined objectives, necessary data analyses, and
key performance indicators (KPIs) monitoring.

The Figure 6 illustrates a comprehensive framework for managing data pertaining to a physical
entity, tracing the flow from data input to visualization and analysis. The process is segmented into
three principal phases:

1. Input Phase (Physical entity data): The collection of data from physical entities, such as building
structures during daily operations, constitutes the foundational layer for subsequent digital
processing and integration. This initial phase includes data acquisition and ingestion, data
streaming, transformation, real-time processing, and aggregation. Operational Technology (OT)
and Internet of Things (IoT) systems are utilized for data collection, followed by predictive and
analytical analyses, while simultaneously ensuring security and safety measures.

2. Integration Phase (Data connection): Data undergo enrichment and processing using
sophisticated technologies like GIS, BIM, and IoT. This stage is pivotal for constructing a
comprehensive and detailed representation that faithfully captures the qualitative and
quantitative aspects of the monitored structures. Security and privacy are paramount, focusing
specifically on device encryption and event logging. Data are archived temporally and
integrated with enterprise systems through API services, thereby guaranteeing the
dependability and security of processed information.

3. Visualization - Analysis Phase (Virtual entity data): The culmination of the process occurs in the
“Visualization - Analysis” phase, where the “Digital Shadow” is created —a highly detailed
digital model enabling in-depth analysis and supporting decisions regarding technical and
managerial aspects. This model is accessible to clients and technicians, fostering effective and
informed interactions among stakeholders. Additionally, data storage and visualization
services, both basic and advanced, enrich the model. Artificial intelligence enhances this stage
with real-time monitoring capabilities, alerts, and notifications, while also offering management
and control tools through dashboards. This facilitates decision-making based on current and
precise data.
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Figure 6. Integrating Digital Twin technology for enhanced operational efficiency in hospital
settings.

Figure 7 schematically represents the process for real-time data management and analysis,
designed for indoor air quality in the operating block under study, developed according to the
methodology described above. The sequence of components illustrates the interoperability and
synergistic integration of data acquisition technologies, cloud processing, and advanced analytics,
with significant implications for the field of indoor environmental comfort.
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Figure 7. Real-time data flow and management system architecture of case study.
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In the input phase, real-time data (such as operating time, type and quantity of medical fluids
used, VOC levels, CO: levels, illumination intensity, energy absorption data, and number of
infections) within the BIM model are obtained through specific sensors installed within the operating
block. These data are processed to provide accurate and real-time inputs.

In the integration phase, the ‘BLYNK’ platform plays a crucial role as a gateway for data
management through APIs and as an intermediary for visualization on the BIM model or directly
through dashboards.

In the final phase of visualization and analysis, it is possible to obtain graphical representations
for real-time monitoring (Figure 8), alert systems, and notifications that serve as early warning
mechanisms, along with applications for data processing and review.
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Figure 8. Environmental monitoring dashboard for detection of harmful gases.

The architecture of the Digital Twin as conceived aims to ensure a real-time data flow and
advanced analytics, establishing itself as an essential tool to support anomaly detection and
immediate intervention.

The DT developed according to the proposed methodology is a Predictive Digital Twin, born
from the integration of Information Technology (IT) and Operational Technology (OT), providing
detailed real-time data. This tool utilizes sophisticated algorithms to identify issues and suggest
corrective solutions, elevating the Digital Twin to a fundamental level for planning and
implementing effective strategies to achieve predefined goals.

4. Discussion

The research focuses on developing a Twin Strategy to guide the construction sector and various
stakeholders in transitioning to digital approaches for managing complex processes in the building
and infrastructure sectors. The methodological approach developed has been employed to create an
architecture specifically designed to ensure high levels of indoor environmental comfort, a
particularly crucial aspect in environments such as hospitals. In the proposed digital system
architecture, the selected capabilities are those listed according to the Digital Twin Capabilities
Periodic Table (CPT), created by the Digital Twin Consortium, since the technologies available on the
market are continuously evolving.

A crucial point to emphasize is that the quality of collected data is essential to support informed
decisions and gain insights. To ensure an accurate and faithful representation of the physical reality,
the Digital Twin must be capable of acquiring data from a variety of sources [53]. Having diverse
data sources is necessary to obtain useful and reliable information, which then needs to be
interpreted, processed, and compared with other sources to extract meaningful insights [54]. The high
number and variety of data sources present technical challenges, particularly regarding the
management of the large volume of data produced by sensors and BIM systems. The research
highlights that the complexity is not only related to the vast amount of data but also to the
reconstruction and management of historical data of a building within a BIM interface. For instance,
for a building from the 1990s modeled in BIM, reconstructing its entire history involves managing
such a vast volume of information that it becomes extremely challenging for current computing
technologies and data processing programs. Therefore, it is crucial to anticipate improvements in
data management systems within BIM models to make the processing and analysis of these extensive
digital databases more efficient and secure. This is essential as the collection and analysis of historical
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data can provide valuable insights for every phase of the building’s lifecycle, enhancing both strategic
and operational decision-making.

Another critical issue concerns the use of the Internet of Things (IoT) in the healthcare sector,
which poses a significant increase in the risk of cybersecurity threats. Consequently, IoT systems can
represent a vulnerability within the cybersecurity infrastructure of hospitals, clinics, and other
healthcare facilities. Security incidents in the healthcare sector highlight the paramount need to
ensure robust cybersecurity protection in IoT environments.

The adoption of the Digital Twin methodology underscores the growing demand for new
specialized professional roles. This research highlights, for instance, the importance of providing IT
support to construction industry professionals, offering consultancy on the most appropriate and
effective technological solutions for specific purposes.

Within this evolving landscape, there emerges a need for an innovative professional role that
collaborates synergistically with the BIM Manager and/or Project Manager.

The implementation of a Digital Twin in the Operating Block can lead to several significant
improvements, including the optimization of space and available resources, as well as the
management of workflows using data from sensors to prevent errors and enhance patient safety. The
Digital Twin can also support decision-making processes, facilitate management of medical records,
and monitor medical equipment. Furthermore, it should be considered as a tool for training and
educating Operating Block staff through virtual simulations based on digital models, enabling the
team to gain practical experience in a secure virtual environment and improve their skills.

The use of technologies, combined with the adoption of data-driven strategies, is driving a
profound transformation in the methodologies for managing and maintaining infrastructures. The
proposed approach can be integrated with additional emerging technologies to achieve various
objectives, such as energy efficiency, economic and environmental sustainability, the utilization and
enhancement of the built environment, and even urban management for improving mobility and
accessibility, for example.

Artificial intelligence undoubtedly constitutes a fundamental enabling technology for achieving
the most advanced level of Digital Twin: the Autonomous DT [55]. It integrates real-time data from
various sources and applies sophisticated algorithms to model and simulate entire structures or
facilities. Predictive and prescriptive analytics, combined with artificial intelligence and machine
learning, enable 3D visualization, integration of high-speed calculations, and interaction with
augmented reality (AR) and virtual reality (VR) [56]. This allows the Digital Twin to make
autonomous decisions to solve problems, radically transforming operations and asset management
[57].

5. Conclusions

The construction industry has begun to recognize Digital Twins as a key element for digital
transformation, capable of improving the historically poor outcomes of the sector in the field of
digitalization [58]. However, research and application of this technology in the built environment are
still in their early stages compared to other sectors [59]. Despite the growing interest in Digital Twins,
there are currently no specific guidelines or standards for the construction sector. Therefore, there is
a need to establish consistent methodologies for the design and implementation of Digital Twin
platforms dedicated to managing the built environment. Artificial intelligence will be crucial in
addressing the challenges arising from managing vast amounts of data. Interdisciplinary
collaboration, investments in training new professional figures, and the promotion of developing Al
systems oriented towards human well-being will be essential to foster further advancements in
artificial intelligence.

In this context, it is evident that research, regulation, and institutions must closely collaborate to
foster innovative and sustainable progress. Such synergy is essential to guide the development and
adoption of new technologies and methodologies, while also ensuring that regulations remain up-to-
date and relevant. In this cooperative framework, institutions are responsible for creating an
environment conducive to innovation, while research must continue to explore new horizons of
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knowledge and technology, paving the way toward a future characterized by greater efficiency,
reliability, and adaptability.
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