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Abstract: Cyber timeline analysis or Forensic timeline analysis is critical in Digital Forensics and 1

Incident Response (DFIR) investigations. It involves examining artefacts and events—particularly their 2

timestamps and associated metadata—to detect anomalies, establish correlations, and reconstruct a 3

detailed sequence of the incident. Traditional approaches rely on processing structured artefacts, such 4

as logs and filesystem metadata, using multiple specialised tools for evidence identification, feature 5

extraction, and timeline reconstruction. This paper introduces an innovative framework, GenDFIR, 6

a context-specific approach powered by large language models (LLMs) capabilities. Specifically, it 7

proposes the use of Llama 3.1 8B in zero-shot, selected for its ability to understand cyber threat 8

nuances, integrated with a Retrieval-Augmented Generation (RAG) agent. Our approach comprises 9

two main stages: (1) Data Preprocessing and Structuring: Incident events, represented as textual data, 10

are transformed into a well-structured document, forming a comprehensive knowledge base of the 11

incident. (2) Context Retrieval and Semantic Enrichment: A RAG agent retrieves relevant incident 12

events from the knowledge base based on user prompts. The LLM processes the pertinent retrieved- 13

context, enabling detailed interpretation and semantic enhancement. The proposed framework was 14

tested on synthetic cyber incident events in a controlled environment, with results assessed using DFIR- 15

tailored, context-specific metrics designed to evaluate the framework’s performance, reliability, and 16

robustness, supported by human evaluation to validate the accuracy and reliability of the outcomes. 17

Our findings demonstrate the potential of LLMs in DFIR and the automation of the timeline analysis 18

process. This approach highlights the power of Generative AI, particularly LLMs, and opens new 19

possibilities for advanced threat detection and incident reconstruction. 20

Keywords: digital forensics; incident response; DFIR, timeline analysis; cyber incident; GenAI; LLM; 21

RAG; cybersecurity 22

1. Introduction 23

In recent years, a significant rise in cyber incidents has been driven by exposed vulnerabilities 24

affecting a broad range of digital devices such as computers, IoT devices, network hardware (including 25

routers, switches, and IDS), and embedded systems. After a cyber incident, a DFIR investigation 26

is conducted to uncover the complexities of the attack [1]. This process begins with the collection 27

of digital artefacts, followed by the extraction of reliable evidence, and concludes with identifying 28

the incident’s root cause. A crucial aspect of this investigation is timeline analysis, which focuses 29

on examining the temporal sequences and chronological order of events. This involves identifying 30

anomalies and suspicious patterns to reconstruct a comprehensive timeline of the entire incident [2]. 31

The process of timeline analysis has traditionally been time-consuming due to the sheer volume 32

and heterogeneity of collected data, requiring multiple specialised tools. Digital artefact analysis, as 33

the first step in timeline analysis, is often performed using tools like Velociraptor [3], FTK [4], EnCase 34
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[5], Dissect [6], and others. These tools process structured data, such as logs and filesystem metadata, 35

to extract relevant and reliable evidence from many events. 36

Following this, events are reconstructed to produce a coherent timeline that provides context 37

and meaning to the incident. Specialised tools such as Timesketch [7] and Log2Timeline (Plaso) [8] 38

are widely employed in this phase, as they facilitate the reconstruction and visualisation of timelines, 39

simplifying the correlation of activities and enhancing the interpretability of events. As an example, 40

Splunk [9] represents an advanced platform that offers features powered by AI and ML to assist in 41

detecting anomalies, identifying unusual patterns in large datasets, and providing deep insights for 42

incident investigations. Aside from tools that utilise AI for automation, other research methodologies 43

and approaches to advance timeline analysis have been introduced [10–12], as evidenced in the 44

literature. 45

Recently, generative AI models (GenAI), such as Large Language Models (LLMs), have emerged 46

as a transformative force, surpassing traditional AI solutions. These models have been integrated and 47

utilised across various fields, processes, and tasks and have also been proposed to automate aspects of 48

digital forensics, incident response, and cybersecurity. 49

LLMs, including GPT [13], Llama [14], and Claude [15], excel in processing data, detecting 50

anomalies, and generating natural language explanations, making them valuable for assisting with 51

DFIR artefact analysis. However, their direct application to cyber incident timeline analysis remains 52

unresolved. Furthermore, according to DFIR standard practices, traditional tools are still the preferred 53

choice for managing structured artefacts such as logs, filesystem metadata, and binary data. 54

Despite their promise, LLMs face challenges such as hallucinations [16], memory limitations [17], 55

and gaps in context-specific knowledge. Innovations like Retrieval-Augmented Generation (RAG) 56

address these limitations by integrating external knowledge bases, enhancing the contextual accuracy 57

and reliability of LLM outputs [18]. Additionally, their effectiveness can be further improved through 58

prompt engineering [19], especially in decoder-based models [20], and the deployment of task-specific 59

agents. 60

1.1. Research Question 61

As per the definition of timeline analysis and the tools and techniques present in the practices of 62

DFIR, there is a gap where current methods face many limitations. For instance, existing solutions 63

often present a final timeline without sufficient semantic context, where only timestamps of events are 64

correlated. Furthermore, the use of multiple tools for analysis and others dedicated to event correlation 65

complicates the process. Another challenge lies in the difficulty of spotting and successfully extracting 66

evidence that could support claims regarding the incident and its root cause. While advancements in 67

GenAI, particularly LLMs, and techniques like RAG, which enhance LLMs with external knowledge, 68

offer promising potential to address these limitations, their application to DFIR timeline analysis 69

remains underexplored. This study seeks to answer the following research questions: 70

• RQ1: How can LLMs and RAG be leveraged to enhance the current automation in Cyber Incident 71

Timeline Analysis ? 72

• RQ2: How can a framework driven by RAG and LLMs advance incident timeline analysis by 73

seamlessly integrating artefact analysis and event correlation ? 74

• RQ3: How can the framework be optimised to produce a reliable, comprehensive, and 75

semantically-rich timeline for DFIR investigations ? 76

• RQ4: Is Timeline Analysis truly ready for Generative AI automation? 77

The paper is organised as follows to address the research questions: Section 1 introduces the field of 78

DFIR and LLMs, establishing a foundational understanding of their core aspects. Section 2 expands on 79

these details, offering deeper insights and a tailored definition relevant to this research. We then review 80

related works and literature to build a robust foundation and gather additional perspectives. Section 3 81

describes the methodology of our framework, including its primary functions. Section 4 discusses the 82

implementation and testing of GenDFIR using synthetic scenarios. Section 5 presents the results and 83
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outputs generated by GenDFIR. Due to the size of the produced report, only one scenario is showcased 84

in the paper. This section also evaluates the framework’s reliability, functionality, and effectiveness 85

to assess its performance. Section 6 considers the limitations and ethical aspects of developing and 86

deploying this framework, as well as its potential for expansion and adoption in real-world DFIR 87

scenarios. Finally, Section 7 concludes the paper with recommendations for refinement and suggestions 88

for future research. 89

1.2. Novelty and Contribution 90

In this paper, we propose a novel solution for interpreting cyber incident events in a human- 91

understandable way, extending beyond traditional artefact analysis and conventional event correlation 92

and timeline reconstruction. This is achieved through a DFIR-specific RAG agent powered by the 93

Llama 3.1 8B model, designed to streamline cyber timeline analysis and address the limitations of 94

current tools and techniques. 95

Our contribution lies in advancing the automation of critical tasks and processes within the field 96

of DFIR, aiming to enhance the overall efficiency and effectiveness of cyber incident response and 97

analysis. 98

2. Research Background and Related Works 99

The proposed GenDFIR framework combines different technologies to leverage Generative AI in 100

automating a DFIR task. To provide clarity on the application of RAG and LLMs in cyber incident 101

timeline analysis, this section defines essential concepts and discusses related works. Some definitions 102

have been adapted to suit the specific context of this research: 103

2.1. Timeline Analysis in DFIR 104

Digital Artefact: There is no formal or precise definition of this term in the literature [25]. 105

However, within the field of DFIR, artefacts are typically described as processed and relevant data 106

collected and extracted from digital devices. For instance, in operating system (OS) forensics, these 107

artefacts may include the file system, OS executables, network activity, internet history, cache, and 108

other related data. 109

Cyber Incident Event and Anomaly: An event refers to an action that potentially compromises 110

or alters the security state of a system. In the context of a cyber incident, such actions are aimed at 111

breaching the system’s security policies [26]. An anomaly refers to deviations in behaviour that differ 112

from established norms or expected patterns within a dataset. In the context of a cyber incident, an 113

anomaly typically represents deviations from the expected normal behaviour of a system [27]. For 114

instance, in Windows Event Logs, this could include unusual logon attempts, irregular application 115

activity, or unexpected changes in system configurations. 116

DFIR: is a term that encompasses two essential processes: Digital Forensics (DF) and Incident 117

Response (IR). 118

• DF: involves the management and analysis of digital evidence from its initial discovery to its 119

presentation in legal contexts. This process includes the identification, collection, and analysis of 120

evidence, with a key component being timeline analysis. Timeline analysis is essential in DF as it 121

helps reconstruct the sequence of events by establishing the chronological order of actions, which 122

is crucial for uncovering critical details and understanding the flow of the incident. 123

• IR: On the other hand, refers to the set of actions and procedures an organisation follows to detect, 124

manage, and mitigate cyber incidents. It typically starts with preparation, followed by detection, 125

where timeline analysis also plays a role in understanding the sequence of events and determining 126

the scope of the incident. During the analysis phase, establishing a chronological order of actions 127

helps assess how the incident progressed. The process continues with containment, eradication, 128

recovery, and post-incident activities, where insights from timeline analysis can guide decisions 129

and help evaluate the effectiveness of the response. 130
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DF plays a crucial role in IR, providing in-depth technical analysis that supports the overall process. 131

DF helps identify the root cause of an incident, detect hidden access points, and uncover malicious 132

activities. While DF focuses primarily on the technical aspects of an incident, IR addresses the 133

broader scope, including containment, vulnerability remediation, and managing both technical and 134

organisational elements. 135

Together, DF and IR complement each other in addressing a cyber incident. For instance, while 136

IR may struggle with handling legal and regulatory aspects, DF excels in this area by ensuring the 137

proper collection and presentation of evidence. Thus, timeline analysis not only supports each process 138

individually but also strengthens their collaboration in responding effectively to incidents [2]. 139

Timeline analysis: Involves the presence of a range of sub-activities to construct a coherent 140

timeline of a cyber incident. Many studies in the literature focus on individual tasks, such as artefact 141

analysis, anomaly detection, event correlation, or timeline reconstruction in isolation, with some 142

incorporating modern AI-based solutions. Unfortunately, few works address the integration of all 143

components of timeline analysis, particularly with an emphasis on automation. Table 1 introduces 144

notable works relevant to the field of full/partial timeline analysis automation. 145

Table 1. DFIR Timeline Analysis.

Finding Approach Overview
Tool: Eric
Zimmer-
man’s tools
[21]

Processing various types of data, including event
logs, registry entries, and metadata, to provide de-
tailed insights into incidents.

Beyond the tools discussed earlier, others,
[21], have gained recognition for their capa-
bilities in performing timeline analysis at a
deterministic forensic level. However, they
are not AI-based and lack automation, rely-
ing heavily on the expertise of the analyst or
investigator.

Study:
Chabot et
al. 2014
[22]

Data is collected from various sources and analyzed
using tools like Zeitline and log2timeline. The
FORE system manages events, semantic process-
ing converts data into knowledge, and algorithms
correlate events. Graphical visualizations then illus-
trate event sequences, relationships, and patterns,
enhancing clarity and interpretability of the data
insights.

This contribution proposes a systematic, mul-
tilayered framework focusing on semantic en-
richment to tackle challenges in timeline anal-
ysis. This approach not only automates time-
line analysis but also delivers semantically
enriched representations of incident events.
However, one apparent limitation is the re-
liance on multiple standalone tools, which
may complicate the workflow.

Study:
Bhandari
et al. 2020
[23]

Techniques that primarily involve managing, or-
ganising, and structuring temporal artefacts into
a more comprehensible timeline. Log2timeline is
utilised to extract timestamps from disk image files,
while Psort processes the output to further handle
the temporal artefacts and generate the final time-
line.

New approach that addresses the complex-
ities and challenges of understanding gen-
erated temporal artefacts using abstraction
techniques. Artefact analysis is performed
manually although it claims managing the
textual nature of events and produces easily
interpretable results, it still relies on manual
intervention for analysis.

Study:
Christo-
pher et al.
2012 [24]

Achieved by proposing the use of analyser plug-
ins to conduct detailed analysis on raw, low-level
events. These plugins extracted relevant data and
aggregated it into high-level events. They then used
Bayesian Networks to correlate and link these high-
level events by performing probabilistic inference.

The study focuses on automating event
reconstruction and generating a human-
understandable timeline. This was The main
advantage of this approach is its ability to suc-
cessfully handle and process large volumes
of data, as well as produce an interpretable
timeline.

146

2.2. Large Language Models 147

LLMs are advanced models of GenAI designed to understand and generate human language. 148

They can predict word sequences and generate new text based on input data. Distinguished by 149

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 30 December 2024 doi:10.20944/preprints202412.2516.v1

https://doi.org/10.20944/preprints202412.2516.v1


5 of 35

their vast training datasets and sophisticated architectures, LLMs go beyond mimicking human-like 150

creativity. They play a transformative role across various domains by enhancing productivity and 151

automating complex tasks that would traditionally require human ingenuity [37]. However, a key 152

distinction must be kept in mind, as various types of LLMs have been introduced, each optimised for 153

specific tasks. For instance: 154

Decoder-based models: Such as GPT, LLaMA, Mistral, and Microsoft Phi excel in text generation, 155

where the output is based on user input and the initial prompt: 156

• Prompt Engineering: is the art and science of skillfully crafting and designing prompts to maximise 157

the capabilities of a model. In the context of timeline analysis, this involves strategically framing 158

inputs, specifying technical details, and establishing the investigative context to refine the model’s 159

output based on its precise and meaningful definition [20]. For example, a DFIR analyst might 160

prompt the system as follows: "Conduct artefact analysis, correlate events, and reconstruct a coherent 161

timeline of the incident.". This method aims to ensure that the LLM understands the context, 162

adheres to specific DFIR timeline analysis constraints, and achieves the intended goals of the 163

investigation and analysis. 164

These models use an autoregressive decoder architecture, which generates one token at a time, predict- 165

ing the next token based on the previous ones: 166

• Token: In LLMs, a token represents a character, word, subword, symbol, or number [20]. However, 167

in timeline analysis, a token can be represented as follows: 168

A non-tokenised Windows event log: 169

Figure 1. Windows Event Log Sample.

A tokenised form (using the text-embedding-ada-002 - external embedding model): 170

Figure 2. text-embedding-ada-002 - Windows Event Log Embedding (Hugging Face Tokeniser [38]).

A tokenised form (using the GPT3 - internal embedding model): 171

Figure 3. GPT3 embedding - Windows Event Log Embedding (Hugging Face Tokeniser [38]).

This process occurs during the tokenisation phase, which is part of the LLM architecture. The 172

specific tokenisation and embedding approach used depends on whether the model relies on its 173

internal system or integrates an external embedding model. Also, each model produces different 174

outputs based on its tokenisation and embedding techniques [20]. 175

• Embedding: is the process of converting text into numerical representations, often in the form of 176

tensors, suitable for the LLM. It begins with tokenisation, where words or characters within a 177

text are transformed into tokens, representing individual units. These tokens are then mapped 178

to numerical values that capture their semantic representation. Subsequently, additional layer 179

transformations and processing are applied to refine these representations further. The final 180

output is a dense vector, where each value corresponds to a specific feature of the text [39]. 181

This makes them particularly suited for generating coherent and contextually relevant text in response 182

to user queries [40]. 183
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Encoder-based models: For instance BERT, excel in tasks like classification and sentiment analysis, 184

where they are commonly used in applications such as text categorisation and emotion detection. In 185

these models, the output is generated based solely on the information present in the input, without 186

relying on external context or previous outputs . Encoder-decoder models: Like T5 and BART, which 187

excel in tasks such as text translation and summarisation, as well as speech recognition and image 188

recognition. The output of such models is based on both the input and the context, where the output is 189

a transformed version of the input [41]. 190

In the field of cybersecurity and DFIR, several studies have been conducted, and approaches have 191

been proposed that integrate LLMs for various applications as illustrated in Table 2: 192

Table 2. Large Language Models.

Finding Approach Overview
Study: Ferrag et al.
2024 [28]

Reviewing and examining research studies,
published articles, and journals addressing
the integration of generative AI and LLMs
into cybersecurity. Additionally, the paper
discusses features, findings, insights, and the-
oretical approaches derived from datasets
relevant to cybersecurity, including training
methods, architectures, and associated math-
ematical equations.

The authors provide an extensive review of
the application of LLMs in the field of cyberse-
curity, covering its subfields, including intru-
sion detection, cyber forensics, and malware
detection.

Study: Otal et al. 2024
[29], Wang et al. 2024
[30], Fariha et al. 2024
[31], Saha et al. 2024
[32]

- [29] LLaMA3 8B and 70B, and Phi3 applied
to honeypot systems for conducting advanced
malicious activity analysis and detection
- [30] GPT and BERT, with LSTM to predict
cyberattacks in IoT networks.
- [31] GPT-3.5 for log summarisation to anal-
yse and summarise log files and detect spe-
cific events.
- [32] advanced paradigm utilising GPT for
SOC tasks, including vulnerability insertion,
security assessment, and security verification.

All of these studies explored the use of dif-
ferent LLMs to automate specific cybersecu-
rity tasks by embedding them into their work-
flows.

Study: Wickra-
masekara et al. 2024
[33]

Theoretically introducing and explaining how
LLMs can be utilised in various phases of
a DF investigation and how specific models
can perform particular tasks. For example,
a model like GPT-3.5 can generate textual
reports at the conclusion of investigations,
while multimodal LLMs, such as GPT-4 and
LLaVA with vision assistance, can analyse
images and videos, providing contextual out-
puts for digital forensics.

The paper provides an extensive literature
review on the integration of LLMs to advance
the DF process.

Study: Scanlon et al.
2023 [34]

The role of ChatGPT in supporting various
tasks, including artefact analysis, generating
regular expressions and keyword lists, creat-
ing scripts for file carving, RAID disk acqui-
sition, and password cracking, identifying IR
sources, anomaly detection, and developing
detailed forensic scenarios.

Presents a comprehensive study on how Chat-
GPT can assist during DF investigations, ex-
amining this concept from multiple perspec-
tives. The paper also addresses the limitations
and strengths of ChatGPT, clearly stating that
while the model significantly enhances the DF
process.

Study: Sakshi et al.
2023 [35]

ChatGPT, powered by GPT-4 and GPT-3.5
models, to analyse artefacts (input data) and
extract relevant evidence, such as conversa-
tions, images, and other information perti-
nent to the investigation.

The paper proposes using ChatGPT to en-
hance digital investigations by identifying ev-
idence during the DF process. The paper em-
phasises that, despite the efficiency of this
method, its outputs must always be verified
and monitored by humans.

Tool: CADO 2024 [36] Dedicated to assisting forensic analysts with
investigations by providing insights and
streamlining the investigation process.

A recent AI-based platform CADO [36] pow-
ered by a local LLM has been developed.

Based on available findings, the most widely used state-of-the-art models in the scope of this 193

research are GPT and Llama. In study [42], researchers disclosed the capabilities of Llama 3.1 in 194

performing advanced cybersecurity tasks, trained on publicly validated data, including cybersecurity- 195

related content. An important consideration is the benchmarking over the new CYBERSECEVAL 3 196
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suite to measure cybersecurity risks and capabilities. The model can recognise and identify cyber 197

threats with high accuracy. 198

In addition, GPT has been used in different studies, as shown in TABLE 2 , for the purpose of 199

identifying and mitigating cyber threats. Furthermore, in study [43], the authors mentioned its ability 200

to perform even in a zero-shot setting, as it has been extensively trained on massive datasets, such as 201

reports, journal and conference papers, previous DFIR cases, standards, frameworks, guidelines, and 202

conversations related to the field. Examples include IEEE articles, Wikipedia entries, CTDD, IDS2017 203

and IDS2018 datasets, ADFA (Australian Defence Force Academy) datasets, OpenTitan System-on-Chip 204

(SoC) data, Hack@dac 2021 SoC data, CVE reports, and more [28]. 205

2.3. Retrieval-Augmented Generation (RAG) in Information Extraction and Knowledge Expansion 206

RAG: Is a technique that primarily aims to to optimise and enhance the performance of LLMs. It 207

utilises an external knowledge base beyond the LLM’s pre-existing knowledge and training datasets 208

to provide additional information during inference. This process is not the same as fine-tuning or 209

training an LLM, but rather involves dynamically retrieving, generating, and integrating relevant 210

external textual information from databases (external storage), vault files (internal storage), or through 211

cloud pipelines. It is crucial to acknowledge that while an LLM alone is very powerful, its knowledge 212

may not encompass specific contexts [49] [18]. 213

RAG consists of two essential functions, retrieval and generation: 214

• Retrieval-Augmented: In the context of RAG, retrieval refers to the process of searching and select- 215

ing relevant information from a knowledge base or document dataset to enhance the output of 216

a generative model. This ensures the model generates more accurate and contextually relevant 217

responses [49]. Retrieval techniques commonly used in information retrieval include cosine simi- 218

larity, Jaccard similarity, BM25, TF-IDF, Latent Semantic Analysis (LSA), and embedding-based 219

models. These methods evaluate the similarity between the query and documents, retrieving the 220

top k pieces with the highest similarity scores to provide relevant contextual knowledge for the 221

LLM [50]. 222

In GenDFIR, retrieval is applied to extract relevant incident events from documents containing 223

cyber incident events. It helps identify and select the most pertinent ones (Top k pieces) based on 224

their relevance to the query or event context. 225

• Augmented Generation: Is the process where, after retrieval, the extracted information is provided 226

to the LLM for semantic enhancement, enabling it to generate more accurate and contextually en- 227

riched outputs [49]. In the case of GenDFIR, this involves extracting evidence (mostly anomalous 228

events) from the incident knowledge base and passing it to the LLM to produce a timeline of the 229

incident, which includes key events, correlations, and analysis of the evidence. 230

Knowledge Base: In LLMs with RAG, a knowledge base refers to a structured repository of 231

factual knowledge and data related to specific domains, which the model may use during inference 232

[18]. In the context of this research (GenDFIR), it will serve as the repository for storing and managing 233

all data generated and collected from a cyber incident. This data is presented in a natural language 234

format, with all data stored in English. 235

Top-k Pieces/Evidence: Top-k is a hyperparameter in RAG that controls the number of the most 236

relevant pieces of information retrieved from an external knowledge base during the retrieval phase. 237

The value of k determines how many chunks or documents, ranked by relevance, are returned for 238

further processing by the LLM [51]. 239

In GenDFIR, the top-k pieces represent the most relevant retrieved log events (or evidence) with 240

the highest anomaly scores, pertinent to the cyber incident. Initially, k refers to all events within the 241

knowledge base, and the top-k represents the most relevant ones selected for further analysis by the 242

LLM. 243

Chunk: A chunk is a manageable segment of text extracted from a document for specific process- 244

ing or analysis. Chunking involves dividing large texts into smaller segments that can be embedded 245
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through an embedding model. In timeline analysis, chunking ensures that critical details, such as 246

timestamps and numerical tokens representing seconds or minutes, are accurately captured. These 247

small details are vital for event correlation, where even slight variations in timing can significantly 248

impact the analysis. By segmenting the text into manageable chunks, these details can be preserved 249

and embedded effectively, enabling precise token calculation and retrieval from an external knowledge 250

base when using RAG with LLMs. The precision of timeline analysis depends on the segmentation 251

method used. Factors like token calculation, and the careful selection of the embedding model all 252

influence the accuracy and reliability of the process. Several reliable approaches to chunking have 253

been proven effective [52]: 254

• Token-Based: Divides text based on a fixed number of tokens. 255

• Paragraph-Based: Segments text by paragraphs to maintain context. 256

• Semantic-Based: Groups text based on meaning or topics. 257

• Sentence-Based: Segments text into sentences, each of which may have unique semantics. 258

DFIR Context-Specific RAG Agent: A RAG agent is a key component of some modern LLMs- 259

powered AI systems. It acts as an intermediary between the LLM and the user, managing the search 260

process when a query or input is received. The agent retrieves relevant information from a knowledge 261

base by employing retrieval methods that measure data similarity. This context-specific information is 262

then provided to the LLM, which uses it to generate a response tailored to the query. Additionally, 263

as part of the process, the agent can augment generation by refining and modifying human-crafted 264

prompts to enhance the quality of the generated response in line with the specific task. During 265

inference, the agent processes the input, adjusts it based on its designated role, and helps the LLM 266

produce a more relevant and accurate answer [53]. It is important to note that the role of a RAG agent 267

is defined by a human, ensuring that the task aligns with its intended purpose. In the case of timeline 268

analysis, an example could be summarised as: a DFIR analyst prompts the system with "Conduct 269

timeline analysis," while the agent’s prompt (task) would be: "You are a DFIR AI assistant, tasked with 270

analysing artefacts, correlating events, and producing a coherent timeline of the incident. Base your answer on 271

the provided context and do not include additional information outside of the context given.". This allows the 272

RAG agent to extract relevant incident information, such as pertinent event logs, from the knowledge 273

base. Additionally, the system can support the DFIR analyst by refining the prompt if critical details 274

are overlooked, aiming for more optimised results. 275

Table 3 highlights several studies that have explored the use of RAG for information extraction 276

and knowledge augmentation: 277

Table 3. Retrieval-Augmented Generation.

Finding Approach Overview
Study: Tihanyi et
al. 2024 [44]

RAG to generate high-quality, context-based ques-
tions using an external knowledge.

Paper presents RAG usage to advance the process
of creating cybersecurity dataset. Subsequently, Cy-
berMetric was used to benchmark the general cy-
bersecurity knowledge of cybersecurity-oriented
LLMs.

Study: Lála et al.
2023 [45]

Employing RAG agents to answer questions based
on embedded scientific literature.

Paper explains and showcases the power of RAG
agents in addressing some limitations of traditional
LLMs, such as hallucinations and lack of inter-
pretability.

Study: Wang et al.
2023 [46]

RAG extraction and retrieval are optimised using
chunks and tokens, where chunks are used for text
segmentation, and tokens represent units, words,
or subwords within a chunk.

Authors propose an approach to enhance the perfor-
mance of RAG in single LLMs for both contextual
ranking and answer generation. The goal is to en-
sure that each chunk contains sufficient context to
answer questions and queries accurately.

System: Chat2Data
by Zhao et al. 2024
[47]

A prototype for advanced data analysis using RAG
for data retrieval, and a knowledge base where all
data are stored. Outputs are shown in a graphical
representation.

The authors applied RAG and LLMs to build and
introduce an interactive system.

System: BIDARA
by Toukmaji et al.
2024 [48]

Employing RAG technologies and LLM agents to
address the complexities of biomimicry.

An AI research assistant model was presented as a
system.
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3. Research Methodology 278

GenDFIR is an LLM-powered framework specifically proposed for timeline analysis in DFIR. 279

However, using an LLM alone presents several challenges, particularly with respect to its context 280

window limitations. LLMs, such as GPT, process input as large text blocks, which restricts the amount 281

of detailed event data they can accommodate at once [54,55]. This creates a significant issue in DFIR 282

timeline analysis, where precise event-specific details are crucial. When processing DFIR incident 283

documents, the LLM may overlook vital information, as its context window prioritises broader context 284

over the granular details necessary for an accurate timeline reconstruction. 285

Furthermore, capturing the temporal and logical relationships between events in a cyber incident 286

is a complex task, often overlooked in traditional methods. These approaches generally require 287

repeatedly inputting artefacts into the LLM, each time referencing previous data. This process is 288

not only labour-intensive but also inefficient, as the model must reprocess prior references without 289

maintaining a coherent understanding of the evolving context of the incident. 290

To address these limitations, we propose integrating RAG technology within GenDFIR. Rather 291

than enhancing the LLM with an external knowledge base, RAG will treat the DFIR incident reports 292

themselves as the source of knowledge. These reports, containing detailed event data, will be directly 293

uploaded into the framework, with the knowledge representing the interconnected events within 294

the incident. RAG enhances the LLM’s ability to correlate events accurately and efficiently, enabling 295

dynamic extraction of events and providing easy, instant access to the incident data. 296

In addition to RAG, a RAG agent powered by the LLM will further augment the process by acting 297

as a DFIR timeline analysis context-specific agent. This agent will manage the process of filtering 298

and extracting information from the knowledge base based on its role. It will enable advanced event 299

filtering, ensuring that only the most relevant events are retrieved for analysis in the specific context of 300

the incident. 301

This approach not only overcomes the limitations of the context window but also surpasses 302

traditional methods by providing interpretable and enriched contextual outputs, ensuring a more 303

comprehensive and efficient timeline analysis. 304

The following sections further explain and advance the technical methodology of GenDFIR, 305

outlining its development: 306

3.1. Incident Events Preprocessing and Structuring: 307

After a cyber incident, various artefacts are generated and stored in CSV files, forming incident 308

datasets. The preprocessing step involves converting these CSV files into a structured text document. 309

A single Event 𝐸 is is characterised and defined by its attributes 𝑒 as follows: 310

𝐸 = ⟨𝑒1, 𝑒2, . . . , 𝑒𝑛⟩ where 𝑛 is the last number of attributes

and 𝑒1, 𝑒2, 𝑒𝑛 are the individual attributes of the event, such as Level, Date and Time, Source, Event ID 311

and Task Category. 312

We define a Cyber Incident 𝐼 as a set or sequence of Events 𝐸 : 313

𝐼 = ⟨𝐸1, 𝐸2, . . . , 𝐸𝑚⟩ where 𝑚 is the last number of Events

A cyber incident 𝐼, represented by a CSV file contains 𝑡 events. 314

The CSV file is converted into a textual incident document 𝐼𝐷, preserving the same events, and is 315

structured as follows: 316

𝐼CSV = ⟨𝐸1, 𝐸2, . . . , 𝐸𝑡 ⟩

𝐼𝐷 = ⟨𝐸1, 𝐸2, . . . , 𝐸𝑡 ⟩ where 𝐼𝐷 = 𝐼CSV

• The collected events refer to those that occurred during the timeframe of the cyber incident. 317
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Each row of an event in 𝐼CSV is treated as an individual context, representing a unique event 318

within the timeline of the incident. These rows are then converted into corresponding segments in 𝐼𝐷 319

maintaining their sequential order and the integrity of their context throughout the transformation 320

process. 321

The following figures illustrate the transformation of 𝐼CSV to 𝐼𝐷: 322

Unprocessed and Unstructered Windows Event Logs stored in CSV format: 323

Figure 4. Windows Event Log CSV.

Processed and Structered Windows Event Logs stored in a document (PDF) format: 324

Figure 5. Windows Event Log Document (Knowledge Base).

The format in which an event is written in the document plays a crucial role in enhancing retrieval 325

precision and optimising the LLM’s understanding. 326

In GenDFIR, we propose a dynamic structure based on the context of the incident. For instance, in 327

the case of collected event logs from a Windows incident, the structure is as follows: each attribute of 328

an event is separated by a comma (","), and the event concludes with a full stop (".") to signify that each 329

event is separate and represents unstructured data. However, when the format of an event differs from 330

that of Windows event logs (e.g., Linux syslog events, web server logs, firewall logs, or database logs), 331

alternative structural models can be adapted based on the type and nature of the data. In incidents 332

requiring more contextual analysis, such as phishing email incidents, each email is represented as a 333

single event, with a symbol (e.g., "/") used to indicate the end of each email. 334

3.2. Incident Events Chunking 335

Building on the previously defined concepts of chunking and the structured document containing 336

the incident, we propose a DFIR context-specific chunking method designed to improve retrieval 337

precision, with each event representing a distinct chunk: 338

1. Cyber Incident Event Length: The length of an event is defined as the total sum of the number 339

of characters across its attributes. The characters in a line of events are counted based on their 340

attributes, 𝑒𝑖 𝑗 , where: 341

• 𝑖 represents the event number (e.g., Event 1, Event 2), and 342

• 𝑗 represents the attribute number within that event (e.g., Event ID, Level). 343
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The total number of characters in the 𝑖-th event is given as follows: 344

𝑇 (𝐸𝑖) =
𝑛∑︁
𝑗=1

𝑇 (𝑒𝑖 𝑗 ) (1)

• 𝑇 (𝐸𝑖 𝑗 ) is the total number of characters in the 𝑖-th event. 345

• 𝑇 (𝑒𝑖 𝑗 ) is the number of characters in the 𝑗-th attribute of the 𝑖-th event. 346

• 𝑛 is the total number of attributes in the 𝑖-th event. 347

2. Events Chunking: The proposed method extends the general chunking concept by incorporating 348

the calculated lengths of individual events. It enhances retrieval precision through precise 349

semantic embedding, as every event attribute contributes to the chunking process, improving the 350

accuracy of retrieval tasks. The chunking process adheres to the following equations to ensure 351

compliance with both the token capacity of the LLM and the adopted embedding model: 352

To calculate the number of tokens for an event or chunk, we consider the token capacity of the 353

embedding model, for instance, models that can process up to 512 tokens per input. 354

For optimisation, we assume an average of 4 characters per token, which is within the standard 355

range of 4 to 6 characters in English, with 4 selected to maximise token capture and improve 356

input accuracy. Based on this, the number of tokens for an event 𝑇tokens (𝐸𝑖) is approximately the 357

total number of characters in the event 𝑇 (𝐸𝑖), divided by the average of 𝐶𝑎𝑣𝑔 characters per token. 358

This relationship is expressed by the Equation 2: 359

𝑇tokens (𝐸𝑖) ≈
𝑇 (𝐸𝑖)
𝐶avg

where 𝐶avg = 4. (2)

• 𝑖 represents the index of the 𝑖-th event in the sequence. 360

Similarly, the number of tokens for a chunk 𝐶𝑘 is calculated in the same manner, as in Equation 3: 361

𝑇tokens (C𝑘) ≈
𝑇 (C𝑘)
𝐶avg

. (3)

• 𝑘 represents the index of the 𝑘-th chunk in the sequence. 362

This equation follows the same principle as equation 2 but applies to a chunk 𝐶𝑘 (a chunk 𝐶𝑘 363

represents a single event 𝐸𝑖). 𝑇 (𝐶𝑘) is the total number of characters in a chunk. 364

The constraint on the number of tokens in a chunk is introduced in Equation 4. It ensures that the 365

number of tokens for any chunk 𝑇tokens (𝐶𝑘) does not exceed the model’s token capacity 𝑇𝑀 : 366

• 𝑇𝑀 represents the model’s maximum token capacity, such as 512 tokens. 367

This helps ensure that a chunk fits within the embedding model’s processing limits. 368

𝑇tokens (C𝑘) ≤ 𝑇𝑀 , (4)
369

𝑀max ≈ 𝑇𝑀 ×𝐶avg, (5)

• 𝑀𝑚𝑎𝑥 represents the maximum number of characters that the model can embed per chunk. 370
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We define a cyber incident 𝐼𝐷 in a document as the sum of all chunks 𝐶𝑖 , where each chunk 371

corresponds to an event 𝐸𝑖 : 372

ID =



𝑛∑︁
𝑖=1

C𝑖 ,

where C𝑖 = 𝐸𝑖 ,

and 𝐸𝑖 =

𝑚𝑖∑︁
𝑗=1

Character𝑖 𝑗

with 𝑚𝑖 ≤ 𝑀𝑚𝑎𝑥

(6)

• 𝑛 is the total number of chunks. 373

• 𝑖 represents the index of the 𝑖-th event in the incident. 374

• 𝑗 represents the index of the 𝑗-th character in the 𝑖 -th event. 375

• 𝑚𝑖 is the maximum or total number of characters that can be processed in the 𝑖-th event. With : 376

MaxLength = max(Length of 𝐸1, Length of 𝐸2, . . . , Length of 𝐸𝑛) (7)

• 𝑀𝑎𝑥𝐿𝑒𝑛𝑔𝑡ℎ represents the greatest number of characters found in any single event within the 377

incident, ensuring that the maximum event length is selected as the standard size of a chunk. 378

• If a chunk does not reach the 𝑀𝑎𝑥𝐿𝑒𝑛𝑔𝑡ℎ limit, it is padded and adjusted to this limit. 379

Finally, the total length of a cyber incident represents the sum of the lengths of all events or chunks 380

within the incident: 381

𝑇 (C𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡 ) =
𝑡∑︁

𝑖=1

𝑇 (𝐸𝑖) =
𝑡∑︁

𝑖=1

𝑇 (𝐶𝑖) (8)

• 𝑇(𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡 ) represents the total length of the incident, calculated as the sum of the lengths of each 382

event 𝐸𝑖 or chunk 𝐶𝑖 . 383

• 𝑡 represents the total number of events or chunks in the incident. This total length determines 384

how many tokens will be used to process the entire incident, ensuring that the chunking and 385

tokenisation process adheres to the embedding model’s constraint. 386

The following Figure 6 illustrates a visual representation of our context-specific chunking method 387

applied to an incident knowledge base (Events): 388

Figure 6. DFIR Context-Specific Chunking.

However, the practical application of this is shown in Listing 1, which provides a concise overview 389

of the process and illustrates its implementation: 390

1 # ’events ’ is a text containing multiple events 391

2 # Max length of a chunk ( Max number of characters within a chunk) 392
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3 MaxLength = 208 # Set the fixed maximum length for each event/chunk (Maximum number of 393

characters in a chunk) 394

4 chunks = [] # Store the chunks 395

5 396

6 # Split the events text by (.) to process each event separately 397

7 events = events.split(".") # or ("/") - Split the document into events 398

8 399

9 # Loop over each split event 400

10 for event in events: 401

11 # Remove extra spaces from each event for accurate characters calculation 402

12 event = event.strip() 403

13 404

14 # Check if the event is < than the max length , and pad if necessary 405

15 if len(event) < MaxLength: 406

16 # If the event is < than MaxLength , pad it with spaces 407

17 event = event.ljust(MaxLength) 408

18 409

19 # Add the event as a chunk 410

20 chunks.append(event) # Event is a chunk with the required length 411

Listing 1: Chunking code snippet

3.3. Incident Events and DFIR Query Embedding 412

1. Events: Following the chunking process, this step focuses on embedding the chunks into high- 413

dimensional vector representations. An embedding model is adopted to transform each chunk or 414

event into a dense vector, which captures its semantic meaning and enables efficient similarity 415

search and analysis. The first step involves passing an individual event 𝐸𝑖 through the embedding 416

model, which first tokenises the event (i.e., splits it into tokens such as words or subwords) and 417

then generates its vector v𝐸𝑖
. 418

v𝐸𝑖
= Embed(Tokenise(𝐸𝑖)) (9)

v𝐸𝑖
= Embed(𝐸𝑖) = Embed(⟨𝑒1, 𝑒2, . . . , 𝑒𝑛⟩) (10)

• The event 𝐸𝑖 consists of several attributes 𝑒1, 𝑒2, . . . , 𝑒𝑛, where each attribute 𝑒𝑘 represents a 419

specific aspect or detail of the event (such as the date, description, etc.). 420

2. DFIR Query: The DFIR expert conducts automated timeline analysis by querying or instructing 421

the framework. The query/instruction 𝑄𝐷𝐹𝐼𝑅 undergoes an embedding process similar to that of 422

the event 𝐸 . When the user inputs the query, it is first tokenised and then embedded, transforming 423

it into a dense vector V𝑄𝐷𝐹𝐼𝑅
. The process is expressed as: 424

v𝑄𝐷𝐹𝐼𝑅
= Embed(Tokenise(𝑄𝐷𝐹𝐼𝑅)) (11)

3.4. Context-Specific LLM-Powered RAG Agent for Timeline Analysis 425

1. Events Retrieval: The retrieval phase is initiated when the DFIR expert provides a query related 426

to an incident. The query is embedded into a vector 𝑣𝑄𝐷𝐹𝐼𝑅
, along with the vectors representing 427

anomalous events 𝑣𝐸𝑖
stored in the external knowledge base 𝐾𝐵. We represent the retrieval 428

process of GenDFIR as: 429

RAGDFIR (v𝑄𝐷𝐹𝐼𝑅
, v𝐸𝑖
) = Retrieve

(
v𝑄𝐷𝐹𝐼𝑅

, {v𝐸𝑖
}𝑖∈𝑅, cosine_similarity(v𝑄𝐷𝐹𝐼𝑅

, v𝐸𝑖
)
)

(12)

These embeddings allow the framework to semantically compare the input query with historical 430

incident events. The similarity between the query vector 𝑣𝑄𝐷𝐹𝐼𝑅
and each event vector 𝑣𝐸𝑖

is 431

computed using the cosine similarity function: 432
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cosine_similarity(v𝑄𝐷𝐹𝐼𝑅
, v𝐸𝑖
) =

v𝑄𝐷𝐹𝐼𝑅
· v𝐸𝑖

∥v𝑄 ∥∥v𝐸𝑖
∥ (13)

• 𝑣𝑄𝐷𝐹𝐼𝑅
· 𝑣𝐸𝑖

is the dot product of the query and event vectors, quantifying their alignment in 433

the vector space. 434

• ∥𝑣𝑄𝐷𝐹𝐼𝑅
∥ and ∥𝑣𝐸𝑖

∥ are the Euclidean norms (magnitudes) of the respective vectors. 435

The cosine similarity identifies how closely the query aligns with the context of each anomalous 436

event. This computation forms the basis for selecting the most relevant events. To ensure 437

efficiency, only the top-𝑘 events with the highest similarity scores are retrieved, as defined by: 438

R = TopK{
v𝑄𝐷𝐹𝐼𝑅

· v𝐸𝑖

∥v𝑄𝐷𝐹𝐼𝑅
∥∥v𝐸𝑖

∥ | 𝑖 = 1, 2, . . . , 𝑡}, 𝑘 (14)

• R represents the set of retrieved event vectors ranked by similarity scores. It plays a critical 439

role in narrowing down the large pool of potential event to a focused subset of highly 440

relevant anomalous events. 441

• 𝑡 denotes the total number of events in the knowledge base 𝐾𝐵. 442

• 𝑘 is a hyperparameter that is defined and set manually based on the number of events within 443

the knowledge base that are intended to be considered for analysis. The choice of 𝑘 directly 444

impacts the quality and completeness of the DFIR timeline analysis, while an optimally 445

defined 𝑘 equal to the exact number of events in the controlled knowledge base 𝐾𝐵, ensures 446

all evidence is included. 447

2. DFIR Context-Specific Agent Workflow: Once the initial set of relevant events has been retrieved, 448

the DFIR RAG agent focuses on further filtering and refining these results based on contextual 449

relevance. During this phase, the agent focuses on identifying and filtering the most contextually 450

relevant events, ensuring that irrelevant evidence is excluded according to its assigned task as 451

shown in Listing2. 452

1 DFIR_Agent_Prompt = """ 453

2 You are a DFIR AI assistant , tasked 454

3 with analysing artefacts , correlating events , and producing a 455

4 coherent timeline of the incident. Base your answer on the 456

5 provided context and do not include additional information 457

6 outside of the context given. 458

7 """ 459

8 460

9 DFIR_Agent = { 461

10 "role": "DFIR Timeline Analysis AI Assistant", 462

11 "content": DFIR_Agent_Prompt , 463

12 "maxtokens": "To define" 464

13 } 465

Listing 2: Code snippet for GenDFIR Agent Prompt and Role

To augment the retrieval process, the framework adopts a matrix-based representation of event 466

embeddings, defined as: 467

R = TopK(V𝐸v⊤𝑄𝐷𝐹𝐼𝑅
, 𝑘) (15)

• 𝑉𝐸 is the matrix containing the embedding vectors of all events in the knowledge base 𝐾𝐵. 468

• 𝑣𝑄𝐷𝐹𝐼𝑅
is the embedding vector of the query. 469

• 𝑘 is the predefined number of top events to retrieve, equal to the number of events in the 470

controlled knowledge base. 471

This matrix-based approach allows for batch processing of embeddings, where similarity scores 472

between the query and each event are computed simultaneously. To compute these scores, the 473

query embedding 𝑣𝑄𝐷𝐹𝐼𝑅
is transposed (i.e., 𝑣⊤

𝑄𝐷𝐹𝐼𝑅
) so that it can be aligned with the event 474
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embeddings in the matrix 𝑉𝐸 . This transposition ensures that the query vector is properly 475

oriented for the dot product calculation with each event’s embedding. The events in R, being 476

both relevant and contextually aligned with the DFIR query 𝑄𝐷𝐹𝐼𝑅, are then passed to the next 477

stage of the framework, where they serve as the foundation for generating DFIR timelines and 478

conducting further analysis by the LLM. 479

At this point, the agent not only retrieves the top-𝑘 Evidence (relevant events) based on their 480

similarity scores but also refines the results based on DFIR Timeline Analysis context-specific 481

filtering. 482

3. Timeline Analysis Generation: In this phase, the framework utilises both the context provided by 483

the retrieval process (Relevant Evidence 𝑉𝑅𝐸𝑖
) and the user’s input 𝑄𝐷𝐹𝐼𝑅 to generate a timeline 484

of anomalous events. The process involves multiple steps, including attention-based mechanisms, 485

contextual enrichment by the LLM [56], and final timeline generation via a decoder-based LLM 486

model. 487

After retrieving the relevant evidence, the framework applies attention mechanisms. Attention 488

scores are calculated between the query vector 𝑣𝑄𝐷𝐹𝐼𝑅
and the event vectors 𝑣𝑅𝐸𝑖

, allowing the 489

model to weigh the relevance of each event. The attention score 𝛼𝑖 is computed as follows: 490

𝛼𝑖 =
exp(

v⊤
𝑄𝐷𝐹𝐼𝑅

v𝑅𝐸𝑗√
𝑑

)∑𝑘
𝑗=1 exp(

v⊤
𝑄𝐷𝐹𝐼𝑅

v𝑅𝐸𝑗√
𝑑

)
(16)

• 𝑑 is the dimension of the vectors (the number of features in each vector), 491

• 𝑘 is the number of the retrieved events. 492

This process amplifies the differences in similarity scores between events and the query, so events 493

that are more similar to the query will have higher attention scores. This attention score is 494

calculated using the dot product between 𝑣𝑄𝐷𝐹𝐼𝑅
and 𝑣𝑅𝐸𝑖

, followed by an exponential function. 495

The exponential function serves two primary purposes in this context. First, it emphasises 496

retrieved incident events 𝑣𝑅𝐸𝑖
that are more relevant to the query 𝑣𝑄𝐷𝐹𝐼𝑅

by assigning them 497

higher attention scores, which helps these events contribute more to the final timeline generation. 498

Second, it ensures that the difference between similarity scores is amplified in a controlled manner, 499

preventing events with slightly lower similarity from being overshadowed or overlooked. This 500

balance allows the model to consider both highly relevant events and those with smaller, yet still 501

meaningful, similarity and relevance to 𝑣𝑄𝐷𝐹𝐼𝑅
. 502

Once the attention score 𝛼𝑖 is calculated, the next step is to enrich the context of each event. The 503

weighted sum of event vectors, adjusted by the attention scores, represents an initial context 𝑐 for 504

the events, reflecting their weighted relevance to the query 𝑣𝑄𝐷𝐹𝐼𝑅
: 505

c =

𝑘∑︁
𝑖=1

𝛼𝑖v𝑅𝐸𝑖
(17)

The LLM further enriches this context by processing the weighted sum of events 𝑐 in light of 506

its pre-existing training knowledge. For instance, Llama 3.1 has been extensively trained to 507

recognise anomalous patterns, as well as publicly known cyber incident threats and anomalies. 508

In this case, the context 𝑐final represents a nuanced, model-based interpretation of anomalous 509

events, incorporating the LLM’s understanding 𝑐extra of their significance based on patterns, 510

relationships, and domain knowledge learned during training. This enriched context incorporates 511

event correlation, where the LLM identifies and links related events based on temporal order, 512

causality, or contextual associations. 513

For example, failed login attempts in a cyber incident might signal unauthorised access. The 514

LLM correlates this event with subsequent related activities, such as privilege escalation or data 515

exfiltration attempts, tying them to the same threat source. By analysing timestamps, anomaly 516
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severity, and underlying causes, the LLM constructs a logically sequenced timeline of events, 517

capturing the progression and full scope of the incident. Without such automation, resolving 518

incidents would require significant time and expertise, particularly for analysing complex event 519

relationships and uncovering causal links. This process often demands considerable manual 520

effort from specialists with deep technical knowledge. In contrast, GenDFIR leverages the LLM’s 521

extensive contextual understanding to accelerate and improve incident analysis, minimising 522

reliance on manual intervention. 523

cfinal = 𝐸𝑛𝑟𝑖𝑐ℎ_𝐶𝑜𝑛𝑡𝑒𝑥𝑡 (c, cextra) (18)

The final enriched context 𝑐final, derived from the attention mechanism and LLM-based en- 524

richment, is represented as a vectorised timeline 𝑉𝑇𝐴. This step involves integrating relevant 525

evidence and user inputs to generate a numerical representation of the incident’s timeline, as 526

shown in Equation 18. 527

𝑉𝑇𝐴 = 𝑐final (19)

The final enriched context 𝑐final, derived from the attention mechanism and LLM-based en- 528

richment, is represented as a vectorised timeline 𝑉𝑇𝐴. This step involves integrating relevant 529

evidence 𝑣𝑅𝐸𝑖
and user inputs 𝑣𝑄𝐷𝐹𝐼𝑅

to generate the incident’s timeline, as shown in Equation 530

19. 531

At this stage, 𝑉𝑇𝐴 has all relevant event information in a numerical form. It reflects the incident’s 532

sequence, correlation, and anomaly patterns across multiple dimensions (e.g., event features, 533

timestamps, anomaly levels). 534

To make the timeline accessible and understandable to humans, 𝑉𝑇𝐴 must be decoded into 535

a readable format. This is achieved by the decoder-based LLM model, which transforms the 536

representation into a human-readable, logically structured timeline of events as in Equation 20: 537

ˆ𝑇𝐴 = LLM_Decoder(𝑉𝑇𝐴) (20)

• Where ˆ𝑇𝐴 denotes the model’s generated or predicted timeline, in a human-readable format, 538

suitable for further analysis, interpretations and decision-making by Investigators or DFIR 539

Experts. 540

Algorithm 1: GenDFIR Core
Input: DFIR Expert/Analyst Query or Instruction as input 𝑄𝐷𝐹𝐼𝑅, Incident Knowledge Base

𝐼𝐷

Output: Auto-Generated Timeline Analysis Report relevant to the incident 𝑇𝐴𝑅𝑒𝑝𝑜𝑟𝑡

1 Process Incident Document 𝐼𝐷;
2 Load LLM Model Llama-3.1 𝑙𝑙𝑎𝑚𝑎-3.1;
3 Load LLM Embedding Model mxbai-embed-large;
4 𝑄𝐷𝐹𝐼𝑅 ←

"Conduct DFIR timeline analysis by examining the artefact,correlating events, and
5 reconstructing the timeline of the cyber incident." 𝐸𝑚𝑏𝑒𝑑𝑀𝑜𝑑𝑒𝑙 ← mxbai-embed-large;
6 𝐿𝐿𝑀 ← 𝑙𝑙𝑎𝑚𝑎-3.1;
7 Chunk the Incident Document 𝐼𝐷;
8 Tokenise 𝐸 and 𝑄𝐷𝐹𝐼𝑅;
9 𝑉𝐸 ← 𝐸𝑚𝑏𝑒𝑑 (𝐸 , 𝐸𝑚𝑏𝑒𝑑𝑀𝑜𝑑𝑒𝑙);

10 𝑉𝑄𝐷𝐹𝐼𝑅 ← 𝐸𝑚𝑏𝑒𝑑 (𝐸 , 𝐸𝑚𝑏𝑒𝑑𝑀𝑜𝑑𝑒𝑙);
11 𝑉𝑅𝐸 ← 𝐴𝑔𝑒𝑛𝑡𝐷𝐹𝐼𝑅.𝑃𝑟𝑜𝑐𝑒𝑠𝑠(𝑇𝑜𝑝𝐾 ,𝑉𝑄𝐷𝐹𝐼𝑅);
12 𝑉𝑇𝐴← 𝐸𝑛𝑟𝑖𝑐ℎ_𝐶𝑜𝑛𝑡𝑒𝑥𝑡 (𝑉𝑅𝐸 ,𝑉𝑄𝐷𝐹𝐼𝑅, 𝐿𝐿𝑀);
13 𝑇𝐴𝑅𝑒𝑝𝑜𝑟𝑡 ← 𝐿𝐿𝑀_𝐷𝑒𝑐𝑜𝑑𝑒𝑟 (𝑉𝑇𝐴);

The GenDFIR workflow is depicted in Figure 7 and is summarised in the following algorithm 1: 541
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Figure 7. GenDFIR Framework Workflow.

4. GenDFIR Implementation 542

To properly implement the proposed GenDFIR framework, it is essential to establish clear distinc- 543

tions regarding its intended purpose and scope. The GenDFIR framework is not designed to function 544

as a conventional forensic tool that strictly adheres to legal evidentiary standards, nor is it intended for 545

direct application in professional forensic cases that require full compliance with legal and regulatory 546

frameworks at this stage of research. Instead, the framework’s conceptualisation, development, and 547

design serve as a foundational base, demonstrating the potential use of GenAI, specifically LLMs, 548

within DFIR scenarios. 549

An important consideration for its correct implementation is the training knowledge of the 550

LLM, especially the enriched context tied to the events in its knowledge base. LLMs raise significant 551

concerns about the origin of their training data, which must come from legally compliant repositories in 552

accordance with regulations such as the GDPR in Europe. For instance, Meta has chosen not to release 553

its latest models like Llama-3.2 [57] in the EU due to regulatory uncertainties, particularly regarding the 554

data used for its training as stated by "The Guardian" [58]. In this research, Llama 3.1 is implemented 555

in a zero-shot setting, which aligns with UK GDPR and security standards. No fine-tuning has been 556

applied, ensuring the framework relies entirely on the model’s original capabilities.. Furthermore, 557

the data used in the experiment is entirely synthetic, generated to simulate realistic scenarios while 558

maintaining control over results monitoring and analysis. However, further considerations and 559

concerns are addressed in the following lines, along with the components of the framework, the 560

experimental environment, and the case studies used for testing: 561

1. Variability in DFIR Timeline Analysis Practices and GenDFIR: It is essential to recognise the 562

diversity of methodologies and procedures within the DFIR industry. Each organisation or entity 563

may adopt different investigative workflows and reporting formats, depending on the specific 564

nature of the investigation. Broadly, DFIR processes can be divided into two primary domains: 565
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DF, which focuses on the preservation, collection, and analysis of digital evidence, and IR, which 566

centres on the containment, eradication, and recovery from cyber incidents. 567

Organisations vary in their approach to timeline analysis during investigations, as enterprise- 568

focused IR differs from legal forensics in terms of the depth of analysis, objectives, and reporting. 569

In enterprise environments, timeline analysis often prioritises speed and operational impact, 570

emphasising the rapid identification of critical events and resolution steps, sometimes with less 571

emphasis on maintaining a formal chain of custody. In contrast, legal forensic investigations place 572

greater importance on the preservation and reconstruction of timelines, ensuring that all digital 573

events are accurately sequenced and documented to meet evidentiary standards for potential 574

legal proceedings. 575

The reporting mechanisms for timeline analysis also differ. IR reports typically concentrate on 576

delivering actionable insights—such as the timing of compromise, propagation, and remediation 577

steps—often to guide immediate decision-making. These reports prioritise clarity and immediacy 578

over legal formalities. In contrast, forensic timeline analysis reports must adhere to strict docu- 579

mentation standards, ensuring that every event is precisely tracked and presented in a manner 580

that preserves the integrity of the investigation for legal scrutiny [2]. This involves rigorous 581

validation of timestamps, metadata, and cross-referencing multiple data sources to reconstruct a 582

legally defensible timeline of events. 583

The GenDFIR framework is not a one-size-fits-all solution, as DFIR practices differ across organi- 584

sations. The framework is designed as a flexible approach to integrate GenAI models into DFIR 585

workflows, supporting experts in improving the efficiency of investigations. The framework 586

focuses on tasks such as log analysis, anomaly detection, and rapid evidence identification, with 587

the purpose of providing a context-rich timeline analysis to help DFIR experts make informed 588

decisions more quickly. 589

2. Large Language Models in GenDFIR: The practical application of LLMs within DFIR tasks is 590

still novel. Recent advancements in the use of LLMs across various fields have generated interest, 591

but they are far from being fully reliable tools for DFIR investigations [59]. Several challenges 592

must be acknowledged, including issues of hallucination, precision, and limitations related to 593

input/output token lengths, which can restrict the model’s ability to process large datasets typical 594

in DFIR cases. 595

LLMs are powerful tools for automating certain aspects of data analysis, summarisation, and even 596

generating incident reports. However, they are not yet capable of performing highly specialised 597

forensic tasks without human oversight. 598

3. Data in GenDFIR: The LLM used in GenDFIR operates in a zero-shot mode, relying solely on its 599

pre-existing training data to generate general-purpose DFIR Timeline Analysis reports. While 600

this approach works for broad applications, it is insufficient for the specific and dynamic needs 601

of DFIR, which requires real-time recognition and processing of incident-specific data. This is 602

particularly important during the phase of enriching the context of incident events, where the 603

effectiveness of enrichment and interpretation depends on the LLM’s pre-existing knowledge 604

and its ability to process relevant data. Furthermore, each DFIR case involves unique and 605

sensitive information, often shaped by regulatory frameworks, organisational policies, and legal 606

requirements. As a result, incident data is highly diverse, reflecting variations in breach detection 607

and response mechanisms. 608

This diversity highlights a significant gap between generalised knowledge and the nuanced 609

demands of DFIR. Bridging this gap requires moving beyond generic outputs, such as the 610

Timeline Analysis report generated by GenDFIR, and integrating incident-specific data into the 611

model. This can be achieved by training LLMs in secure, controlled environments using curated 612

datasets derived from real-world incidents. Such an approach enables LLMs to adapt to the 613

distinct characteristics of various DFIR scenarios, improving their ability to identify patterns and 614

respond effectively across different contexts. 615
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However, the integration of real-world data into LLM training raises important privacy, legal, 616

and ethical considerations. DFIR investigations often involve sensitive information, including 617

personal data and proprietary organisational content. The use of incident-specific data must 618

adhere to data protection laws, organisational consent policies, and robust security measures 619

to safeguard against breaches during both model training and inference. These safeguards are 620

critical to ensuring confidentiality while maximising the value of such data for future applications. 621

Moreover, current LLMs face limitations in adapting to new or evolving threats outside their 622

original training scope. Without regular updates and retraining on fresh, ethically and legally 623

sourced datasets, their performance in DFIR scenarios may degrade over time. 624

4.1. GenDFIR Components 625

The following are the components integrated into GenDFIR: 626

• LLM Model: Llama-3.1 a powerful model developed by Meta, evaluated on a range of standard 627

benchmarks and human evaluations. The rationale behind selecting this model is its open-source 628

nature and training on cybersecurity-related content [43]. This offers significant advantages for 629

GenDFIR, as it suggests that the LLM can analyse and potentially recognise anomalous events, 630

providing insights into cyber incidents. The model is available in different versions with varying 631

parameter sizes, including 405B, 70B, and 8B parameters. At an early stage, we adopt the 8B 632

model to reduce hallucinations and for system prototyping. 633

• Embedding Model: mxbai-embed-large, a Mixedbread release, with a maximum token limit 634

of 512 and a maximum dimension of 1024. The model performed highly on the Massive Text 635

Embedding Benchmark (MTEB) [60]. The reason for opting for this model is its capabilities in 636

retrieval and semantic textual similarities. Additionally, it is effective for scoring methods during 637

the retrieval process, such as cosine similarity, adopted in GenDFIR. 638

• DFIR RAG Agent: Autonomous Context-Augmented Agent, powered by Llama-3.1. Employed 639

in GenDFIR for context-based retrieval and output generation. Operating autonomously as 640

an expert in Cybersecurity and DFIR, specialising in DFIR Timeline Analysis and tasked with 641

identifying events and information related to cyber incidents from our knowledge base containing 642

cyber incident events. 643

4.2. Experiment Environment 644

GenDFIR and the LLM that empowers it are designed to operate locally. The data used for the 645

experiment are synthetic and represent a variety of cyber incidents that mimic the characteristics of 646

Windows event logs, phishing scenarios (emails), and other cyber incidents, all presented in their 647

textual format and in English. The following outlines the details of the experimental environment and 648

conditions in which GenDFIR was tested: 649

1. Python Libraries: Our code was written in Python. The primary libraries used are PyTorch for 650

tensor operations, NumPy for numerical computations such as cosine similarity, and pandas for 651

data manipulation and handling embeddings. 652

2. LLM Response Temperature: The temperature of the core LLM (Llama3.1:8b) is set to a very 653

low value (temperature = 0.1) to reduce perplexity and control prediction variability. This 654

limits the generation of unnecessary content, enabling the framework to focus more effectively on 655

the knowledge retrieved from the knowledge base, rather than relying on the LLM’s additional 656

and irrelevant internal knowledge. 657

3. Max Output Tokens: is set to (maxtokens=2000) to work conveniently with the embedding model 658

(mxbai-embed-large:335m) and the LLM (llama3.1:8b) specifications. 659

4. Number of Completions: is set to a low value (n=1) to make the LLM’s generation more deter- 660

ministic and to select the optimal word predictions. 661

1 answer = client.chat. 662

2 completions.create( 663
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3 model=LlmModel , 664

4 messages =[{"role": "system", "content": prompt}], 665

5 maxtokens =2000, 666

6 temperature =0.1, 667

7 n=1, 668

8 ) 669

Listing 3: GenDFIR code snippet Visualisation

5. Parallel Computing: For optimised tensor computation, CUDA is used to run the tensors on the 670

GPU. 671

1 GPU Model: NVIDIA GeForce RTX 4060 672

2 CUDA Version: 12.6 673

3 Total VRAM: 8GB 674

Listing 4: CUDA and GPU

4.3. Datasets Elaboration 675

The experiments in this study are based on synthetic scenarios designed to mimic real-world cyber 676

incidents while preserving privacy, consent, and confidentiality. Each scenario has been customised 677

to meet the specific requirements of the experimental setup (maxtokens=2000) and (llama-3.1:8b) 678

running locally), ensuring compatibility with its design and objectives. The following Table 4 outlines 679

the descriptions and details of the incident scenarios used in the experiments: 680

Table 4. Cyber Incident Scenarios.

Scenario Description Number
of Events
(Chunks)

Max Chunk
Length (Characters
- MaxLength) per
Event

Event
Split-
ter

SYN Flood This is a SYN flood attack, where unusual network events disrupted standard oper-
ations. The anomalies were characterised by a high volume of Synchronise (SYN)
requests, causing intermittent service degradation across the network. Data was
collected from firewalls, network scanners, and Intrusion Detection Systems (IDS).
The analysis focus on critical attributes such as event ID, details, level, timestamps,
source, task category, and affected devices to assess the nature of the attack and
identify potential threats or operational issues.

• Each event log represents a chunk.

30 210 " . "

Rhino Hunt (In-
spired from [61])

This scenario is inspired by the well-known "Rhino Hunt" incident, but in this case,
it involves the illegal exfiltration of copyrighted rhino images. An unauthorised
individual accessed the company’s FTP server and stole twelve protected images. The
investigation traced the exfiltration to a device within the company’s internal network,
with the stolen data directed to an external IP address. Forensic analysis revealed that
the user associated with the IP address possessed additional images matching the
stolen ones. The collected data included images that met specific metadata criteria,
including camera model, artist, and copyright details.
- The images used in this scenario are AI-generated (using DALL·E 3) for the purpose
of ensuring copyright compliance and consent. The metadata of the images has been
modified to align with the scenario description and can be extracted and viewed
using the Metaminer module found on [62].

• The events in this scenario represent log entries where the context of the
image has been added at the beginning of each event to enrich the entry with
additional context.

8 500 " / "

Phishing Email - 1 This scenario represents a phishing attack where an employee was targeted by emails
impersonating a security service. The organisation’s policy prohibits communication
with untrusted domains, permitting only interactions with verified sources. All
suspicious emails were collected for analysis, focusing on domains, sender and
receiver details, IP addresses, email content, and timestamps to determine the nature
of the attack.

• Each single Email represents a chunk.

15 725 " / "

Phishing Email - 2 Same as the previous scenario, this is a phishing attack where an employee was
targeted by emails impersonating a trusted support service, attempting to deceive
the employee into verifying account information. The organisation’s policy restricts
communication with unverified domains and permits only trusted sources. All
suspicious emails received during the suspected phishing period were collected
for analysis, focusing on domains, sender and receiver details, IP addresses, email
content, and timestamps to assess the nature of the attack.

• Each single Email represents a chunk.

20 500 " / "

DNS Spoof This incident involves a DNS spoofing scenario where multiple event logs were col-
lected from various devices, including Windows event logs, DNS server logs, firewall
records, and network traffic monitoring tools. Irregularities such as delayed DNS
responses, inconsistent resolutions, and unexpected outbound traffic were identified,
triggering alerts from the Intrusion Detection System (IDS) and performance monitor-
ing tools.

• Each event log represents a chunk.

23 200 " . "

Unauthorised Ac-
cess

This scenario is an unauthorised access attempt detected by an intrusion detection
system (IDS). The system flagged multiple access attempts from a blacklisted IP
address, which was not authorised for any legitimate activity within the network.
The collected data, including warnings, errors, and critical alerts, provided the basis
for further investigation into the potential breach.

• Each event log represents a chunk.

25 208 " . "
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5. Results, Evaluation and Discussion 681

5.1. GenDFIR Results 682

These results consist of the Timeline Analysis Reports generated by GenDFIR. As the reports 683

are quite large in size, we only showcased one example, with others available with datasets. The 684

results of our research are presented and found in GenDFIR Results [62]. To generate the reports, 685

it is crucial to first visualise the knowledge base. For this paper, we have chosen to showcase the 686

’Unauthorised Access’ scenario. Table 5 illustrates our knowledge base, which also serves as the 687

ground truth. This knowledge base is uploaded to the framework to function as its dynamic memory, 688

enabling the retrieval of events as needed (either simultaneously or at different times) depending on 689

the context. The prompt/query/instruction provided by the DFIR expert as follows: 690

1 DFIR Expert - Analyst Query: Conduct DFIR timeline analysis by examining the artefact , 691

correlating events , and reconstructing the timeline of the cyber incident. 692

The DFIR RAG Agent task and prompt is as follows: 693

1 GenDFIR RAG Agent: 694

2 Role: DFIR Timeline Analysis AI Assistant. 695

3 Agent Prompt: You are a DFIR AI assistant , tasked with analysing artefacts , correlating 696

events , and producing a coherent timeline of the incident. Base your answer on the 697

provided context and do not include additional information outside of the context 698

given. 699

Table 5. Incident Knowledge Base (Incident Events - Ground Truth Data).

Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:15:05, Source: Windows Security,
Task Category: Logon.
Event ID: 5038, Details: Integrity of system file failed, Level: Error, Date and Time: 2016/09/15 02:16:37, Source: System, Task
Category: System Integrity.
Event ID: 4723, Details: Attempt to change account password, Level: Warning, Date and Time: 2016/09/15 02:17:05, Source:
Windows Security, Task Category: Account Management.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:17:21, Source: Windows Security,
Task Category: Logon.
Event ID: 1102, Details: Audit log cleared, Level: Critical, Date and Time: 2016/09/15 02:18:05, Source: Security, Task Category:
Audit Logs.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:18:55, Source: Windows Security,
Task Category: Logon.
Event ID: 4769, Details: Kerberos service ticket request failed, Level: Warning, Date and Time: 2016/09/15 02:20:12, Source: Security,
Task Category: Credential Validation.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:21:00, Source: Windows Security,
Task Category: Logon.
Event ID: 4771, Details: Pre-authentication failed, Level: Warning, Date and Time: 2016/09/15 02:22:30, Source: Security, Task
Category: Credential Validation.
Event ID: 4648, Details: Logon attempt with explicit credentials, Level: Warning, Date and Time: 2016/09/15 02:23:35, Source:
Windows Security, Task Category: Logon.
Event ID: 4724, Details: Password reset attempt, Level: Warning, Date and Time: 2016/09/15 02:24:12, Source: Windows Security,
Task Category: Account Management.
Event ID: 5031, Details: Firewall service encountered an error, Level: Warning, Date and Time: 2016/09/15 02:24:45, Source:
Security, Task Category: Firewall.
Event ID: 4776, Details: Logon failure due to incorrect credentials, Level: Warning, Date and Time: 2016/09/15 02:27:15, Source:
Windows Security, Task Category: Credential Validation.
Event ID: 4771, Details: Pre-authentication failed, Level: Warning, Date and Time: 2016/09/15 02:30:01, Source: Security, Task
Category: Credential Validation.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:30:45, Source: Windows Security,
Task Category: Logon.
Event ID: 4723, Details: Attempt to change account password, Level: Warning, Date and Time: 2016/09/15 02:31:55, Source:
Windows Security, Task Category: Account Management.
Event ID: 5038, Details: Integrity of system file failed, Level: Error, Date and Time: 2016/09/15 02:32:07, Source: System, Task
Category: System Integrity.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:33:15, Source: Windows Security,
Task Category: Logon.
Event ID: 4648, Details: Logon attempt with explicit credentials, Level: Warning, Date and Time: 2016/09/15 02:34:15, Source:
Windows Security, Task Category: Logon.
Event ID: 4771, Details: Pre-authentication failed, Level: Warning, Date and Time: 2016/09/15 02:34:30, Source: Security, Task
Category: Credential Validation.
Event ID: 1102, Details: Audit log cleared, Level: Critical, Date and Time: 2016/09/15 02:35:00, Source: Security, Task Category:
Audit Logs.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:35:12, Source: Windows Security,
Task Category: Logon.
Event ID: 4776, Details: Logon failure due to incorrect credentials, Level: Warning, Date and Time: 2016/09/15 02:36:15, Source:
Windows Security, Task Category: Credential Validation.
Event ID: 5031, Details: Firewall service encountered an error, Level: Warning, Date and Time: 2016/09/15 02:36:30, Source:
Security, Task Category: Firewall.
Event ID: 4625, Details: Logon attempt failed, Level: Warning, Date and Time: 2016/09/15 02:37:45, Source: Windows Security,
Task Category: Logon.
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The output is given in Table 6: 700

Table 6. GenDFIR Output (Powered by Llama-3.1)

**Incident Analysis**
I have analyzed the given event IDs to identify anomalous events, conducted a timeline analysis, correlated
between them, reconstructed the events timeline, and provided precise mitigation solutions.
**Event Timeline Reconstructed**
1. **2016/09/15 02:16:37**: Event ID 5038 - Integrity of system file failed (Source: System)
2. **2016/09/15 02:17:05**: Event ID 4723 - Attempt to change account password (Source: Windows Security)
3. **2016/09/15 02:17:21**: Event ID 4625 - Logon attempt failed (Source: Windows Security)
4. **2016/09/15 02:20:12**: Event ID 4769 - Kerberos service ticket request failed (Source: Security)
5. **2016/09/15 02:22:30**: Event ID 4771 - Pre-authentication failed (Source: Security)
6. **2016/09/15 02:24:12**: Event ID 4724 - Password reset attempt (Source: Windows Security)
7. **2016/09/15 02:24:45**: Event ID 5031 - Firewall service encountered an error (Source: Security)
8. **2016/09/15 02:27:15**: Event ID 4776 - Logon failure due to incorrect credentials (Source: Windows Security)
9. **2016/09/15 02:30:01**: Event ID 4771 - Pre-authentication failed (Source: Security)
10. **2016/09/15 02:31:55**: Event ID 4723 - Attempt to change account password (Source: Windows Security)
11. **2016/09/15 02:32:07**: Event ID 5038 - Integrity of system file failed [duplicated] (Source: System)
12. **2016/09/15 02:34:30**: Event ID 4771 - Pre-authentication failed [duplicated] (Source: Security)
13. **2016/09/15 02:36:15**: Event ID 4776 - Logon failure due to incorrect credentials [duplicated] (Source:
Windows Security)
14. **2016/09/15 02:36:30**: Event ID 5031 - Firewall service encountered an error [duplicated] (Source: Security)
15. **2016/09/15 02:37:45**: Event ID 4625 - Logon attempt failed [duplicated] (Source: Windows Security)
**Anomalous Events and Trends**
1. Multiple attempts to change account password (Event IDs 4723) between 2:17 AM and 2:31 AM.
2. Repeated pre-authentication failures (Event ID 4771) between 2:22 AM and 2:34 AM.
3. Logon attempt failures (Event IDs 4625, 4627) multiple times between 2:17 AM and 2:37 PM.
4. Firewall service encountered errors (Event ID 5031) at different intervals between 2:24 AM and 2:36 PM.
**Root Cause Analysis**
These events suggest a possible malicious action or an automated script that was attempted to gain unauthorized
access. The repeated failures may indicate a faulty password reset attempt or other security measures that could
not be bypassed.
**Mitigation Solutions**
1. **Enhance Security Measures**: Immediate updates and patches should be applied to counter vulnerabilities.
2. **Alert System Deployment**: Activate systems capable of detecting such attempts in real-time to prevent
further occurrences.
3. **Audit Logging Review**: Review all logging mechanisms to determine if more detailed records are needed.
4. **Training Session**: Update security training to emphasize common attack vectors and prevention strategies.
**Recommendations**
1. The security team needs to review the system’s configuration for any vulnerabilities that could have been
exploited.
2. Investigate these events further with a focus on identifying potential weaknesses the attacker might have used.
3. Conduct in-depth audits of systems, configurations, and account management policies to prevent similar
incidents from recurring.

As shown, the report contains an analysis of the artefacts, which are the events in the knowledge 701

base, their correlations, and their interpretation in relation to the incident. Additionally, context 702

enrichment has been applied to the incident events to enhance their interpretability. The framework 703

also provides additional knowledge, such as identifying anomalous events and trends, root causes, 704

and mitigation solutions. This reflects the role of the agent acting as a DFIR assistant, which, in real-life 705

scenarios, provides such information during a cyber incident. 706

However, these results cannot be fully deemed relevant without further evaluation, which is 707

presented in the following section. 708

5.2. Evaluation 709

Since GenDFIR is a context-specific framework that employs LLMs in a zero-shot setting, we 710

propose a tailored evaluation approach focused on assessing the framework’s outputs, including the 711

effectiveness of retrieval, evidence identification, and extraction. Traditionally, LLMs are evaluated 712

using established benchmarks such MMLU, which measure general-purpose language understanding 713
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and reasoning. For example, Llama-3.1 has been benchmarked by Meta, demonstrating its reliability 714

not only for general-purpose applications but also for general cybersecurity contexts [43]. However, 715

such benchmarks do not adequately reflect the requirements of highly specialised domains like DFIR. 716

Metrics like F1-score, precision, and recall, originally designed for numerical or classification 717

tasks, fail to capture the complexity of evidence retrieval and context-specific analysis in this context. 718

To address this, we propose and adapt metrics such as accuracy, relevance, exact match, and top-k 719

evidence retrieval to suit the unique demands of this framework. The design and application of these 720

metrics are described in the following sections: 721

1. Accuracy: Accuracy in GenDFIR is determined by evaluating the generated timeline analysis 722

reports to identify and verify the factual content, as well as to assess how and to what extent 723

these reports can be useful and reliable in assisting DFIR experts. This process involves cross- 724

referencing the generated information with a verified knowledge base (Incident Events) to ensure 725

correctness and relevance while confirming that interpretations are logical and reasonable. The 726

reports are divided into two sections: 727

(a) Knowledge Base (Events) Facts Section: This section includes artefact analysis, timeline 728

analysis, event correlation, and timeline reconstruction. These components are derived 729

from facts retrieved from the knowledge base and enriched with contextual information 730

by the LLM (Llama-3.1). 731

(b) Additional Insights Facts Section: This section provides supplementary information, 732

including mitigation strategies, recommendations, and other relevant insights. These out- 733

puts are generated using the general knowledge of the LLM (Llama-3.1) and its contextual 734

application to the knowledge base (Incident Events). 735

The accuracy of GenDFIR reports is evaluated using a proposed equation designed to quantify the 736

proportion of verified correct facts relative to the total number of facts generated. The equation is 737

defined as: 738

Accuracy =
Overall Correct Facts

Overall ( Correct Facts + Incorrect Facts)
(21)

Where according to Table 7: 739

• Overall Corerct Facts: Are the total number of accurate facts obtained by combining the 740

correct facts from the incident knowledge base with the correct facts generated by the LLM, 741

as shown in Table 7 742

• Correct Facts: Are facts that are verified and deemed accurate individually from both the 743

incident knowledge base and the LLM-generated facts 744

• Incorrect Facts: Similarly, facts that are inaccurate and identified separately from each 745

source. 746

Based on extensive monitoring and assessment of the Timeline Analysis reports and results, 747

as illustrated in Table 7, minor incident events found in the generated report, along with their 748

interpretation and retrieval, have been identified as incorrect in some scenarios. For instance, in 749

Phishing Email-1, it was reported that "2. Follow-up emails attempting to get Michael to verify his 750

account through a link (10:45 AM, 03:00 PM, and 04:30 PM)" is incorrect, as the time (04:30 PM) does 751

not exist and is not mentioned in the incident events knowledge base. On the other hand, the 752

additional knowledge generated by the LLM was all correct. For example, in the SYN-FLOOD 753

scenario, the key discoveries generated and found in the Timeline report were relevant **Key 754

Discoveries** * Multiple SYN flood attacks detected throughout the day. * High volume of SYN packets 755

and excessive packet volumes exceeded thresholds. * Regular network performance checks revealed potential 756

issues and were successfully cleared. " Even though these discoveries and knowledge are general 757

knowledge related to any type of SYN flood attack, they were accurate in this context. 758
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Table 7. Timeline Analysis Report Facts.

Scenarios Overall Time-
line Analysis
Report Facts

Incident
Knowledge
Base

LLM Facts (All
correct)

SYN Flood 20
- Correct: 17
- Incorrect: 0 03

Rhino Hunt 16
- Correct: 08
- Incorrect: 0 08

Phishing
Email - 1

13
- Correct: 09
- Incorrect: 1 03

Phishing
Email - 2

22
- Correct: 13
- Incorrect: 03 06

DNS Spoof 19
- Correct 14
- Incorrect: 0 05

Unauthorized
Access

22
- Correct: 14
- Incorrect: 01 07

The following graph 8 illustrates the accuracy rate for each scenario, calculated according to the 759

previously given equation and results found in Table 7: 760

Figure 8. Overall Accuracy of GenDFIR Timeline Analysis reports for different Cyber Incident Scenarios.

By calculating the average accuracy across all scenarios, the overall accuracy of GenDFIR is 761

95.52%. 762

2. Relevance: In this context, we define the relevance metric as the extent to which the answers 763

provided by the framework are pertinent. To measure this, we have crafted 20 DFIR context- 764

specific prompts (available on [62] - 240 Prompts in total) in the form of questions for each 765

scenario related to the incident. These prompts are characterised by their focus on various aspects, 766

including sentiment (e.g., "What is the overall sentiment of the image described in Event 2 (Image b)?" - 767

Rhino Hunt Scenario), intention (e.g., "What specific action is requested by GlobalBank in the initial 768

email?" - Email Phishing-1 Scenario), deep analysis (e.g., "Analyze the severity levels associated 769

with the events involving SYN flood attacks. List the events and their corresponding severity levels." - 770

SYN-FLOOD Scenario), as well as retrieval, prediction, and insights. According to the generated 771

answers, GenDFIR failed to provide correct responses for certain questions (DFIR prompts). For 772

instance, in the SYN Flood scenario, GenDFIR failed on Prompt 4; in the Rhino Hunt scenario, 773

Prompt 13 was answered partially correctly (50%); and in the Phishing Email 1 scenario, GenDFIR 774

failed on both Prompts 11 and 12. The correctness and incorrectness of these answers were 775
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compared and cross-referenced with the incident events knowledge base, which is considered 776

the ground truth data. The detailed failures and successes are shown in the graph in Figure 9: 777

Figure 9. Prompts Relevance of GenDFIR Timeline Analysis reports for different Cyber Incident Scenarios.

The overall relevance rate of GenDFIR in this case is 94.51%. 778

3. Exact Match: The EM metric in GenDFIR is designed to evaluate the framework’s ability to 779

retrieve precise and granular information from the knowledge base. It tests the framework’s 780

performance by posing DFIR questions that require exact matches to the ground truth data. This 781

includes specific details such as timestamps (e.g., "What was the exact time when Michael Davis 782

responded to the first email from the GlobalBank Security Team?)" and descriptions (e.g., "In Event 783

5, what was the description of the alligator?)", along with other relevant queries. Results found in 784

[62] show that GenDFIR has performed well, aligning perfectly with the ground truth. GenDFIR 785

successfully passed all checks without any errors. Therefore, the EM in this case is rated at 100%, 786

as all 20 prompts were answered correctly. 787

4. Evidence (Top-k) : DFIR Timeline Analysis is primarily focused on identifying evidence through 788

the analysis of digital artefacts, with the correlation between events linked to the relevance 789

of evidence deemed pertinent to the incident. To facilitate real-time visualisation of evidence 790

identification during inference, we developed a script, illustrated in Listing 4, which uses the 791

UMAP library. 792

• UMAP Library Adaptation for GenDFIR: The UMAP library contains algorithms used for 793

dimensionality reduction and visualisation, enabling the identification of the closest data 794

points in a 2D vector space. These algorithms work by calculating the distances between 795

data points, selecting the nearest neighbours, and generating a graphical representation that 796

illustrates how data points are related, preserving both local and global structures [63]. In 797

the context of GenDFIR, we developed a script using this library to visualise the relationship 798

between features from the vectorised user input 𝑉𝑄𝐷𝐹𝐼𝑅 and their corresponding features 799

in the embedded knowledge base (Incident Events 𝑉𝐸). This process helps identify how 800

input data from the DFIR expert aligns with relevant incident events. 801

It is important to note that evidence identification in this scenario depends on the input 802

provided by the user, who determines which events or attributes should be considered 803

as evidence. In other words, the evidence is solely based on the query prompts issued 804
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by the DFIR expert, whose suspicious assessment guides the process. As discussed in the 805

methodology, GenDFIR integrates algorithms based on cosine similarity and a DFIR-specific 806

agent to assess relevance. In UMAP, we added a heat parameter to visualise the similarity 807

during inference between the query from the DFIR expert and the events embeddings from 808

the knowledge base. This heat parameter ranges from 0 to 1, where a value closer to 1 809

indicates stronger similarity between the query and the events embeddings, and a value 810

closer to 0 indicates weaker similarity. The colour intensity in the visualisation reflects this 811

similarity, with higher values (closer to 1) represented by warmer colours, signifying that the 812

events are more relevant to the query. In addition to this, the script leverages the traditional 813

functionality of the UMAP algorithm, which clusters data points according to how similar 814

they are to each other. 815

To interpret the graphs generated by UMAP, data points that are close to each other indicate 816

higher contextual similarity. During inference, events deemed relevant to the query will be 817

positioned near one another in the visualisation. The heat parameter, represented by colour 818

variation, reflects the degree of similarity between the data points, with warmer colours indicating 819

a stronger match to the expert’s query. 820

Figure 10. SYN Flood - Evidence (Top K=5). Figure 11. Rhino Hunt - Evidence (Top K=4).

Figure 12. Phishing Email 1 - Evidence (Top K=6). Figure 13. Phishing Email 2 - Evidence (Top K=7).
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Figure 14. Unauthorised Access - Evidence (Top K=25) Figure 15. DNS Spoof - Evidence (Top K=6).

In the code, the calculate_cosine_similarity function computes the cosine similarity between 821

the vectorised input𝑉𝑄𝐷𝐹𝐼𝑅 and the knowledge base embeddings𝑉𝐸 . The visualise_cosine_similarity822

function then applies UMAP to reduce these similarity scores to a 2D space, where proximity indicates 823

stronger similarity between events. The resulting visual representation enables the DFIR expert to 824

better understand the alignment between the query and the knowledge base. 825

1 def calculate_cosine_similarity(VQ, VE): 826

2 """ 827

3 Calculate cosine similarity between the input and Knowledge Base embeddings. 828

4 Args: 829

5 - VQDFIR (list or np.array): Embedding of the query. 830

6 - VE (list or np.array): Embeddings of the Knowledge Base content. 831

7 Returns: 832

8 - torch.Tensor: Cosine similarity scores between input and Knowledge Base 833

embeddings. 834

9 """ 835

10 cos_scores = torch.cosine_similarity(torch.tensor(VQ).unsqueeze (0), VE 836

11 return cos_scores 837

12 838

13 def visualise_cosine_similarity(cos_scores): 839

14 # Convert cosine similarity scores to 2D 840

15 scores_2d = np.array(cos_scores).reshape(-1, 1) 841

16 # Apply UMAP for dimensionality reduction 842

17 embedding = umap.UMAP(n_neighbors =5, min_dist =0.1, random_state =42).fit_transform( 843

scores_2d) 844

18 # Create a scatter plot using Matplotlib 845

19 scatter = plt.scatter(embedding [:, 0], embedding[:, 1], c=scores_2d.flatten (), cmap 846

=’viridis ’) 847

20 plt.show() 848

21 849

22 cos_scores = calculate_cosine_similarity(VQDFIR , VE) 850

23 # Visualise the cosine similarity scores 851

24 visualise_cosine_similarity(cos_scores) 852

Listing 5: Code snippet for Calculating and Visualising Similarity

Figures 10–15 illustrate the UMAP evidence visualisations. The number of Top K shown in these 853

figures accurately corresponds to the evidence manually identified in the incident event knowledge 854

base, as well as the interpretation of the similarity between the prompt and the events. 855

Figure 14 provides an example where all events are considered as evidence. The knowledge 856

base for this scenario contains events where the attribute "Level" is set to "Warning". The ground 857

truth data in Table 8 specifies a total of 25 pieces of evidence (Unauthorised Access Scenario), based 858

on the user’s input: "Identify all events where the Level is ’Warning’". However, Figure 14, generated 859

using UMAP, displays all 25 data points clustered together, indicating that both neighbourhood and 860
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context similarity are present. Despite this, the cosine similarity colour in the heat parameter for some 861

data points appears colder, with a cosine similarity score of ≤ 0.54. This discrepancy suggests that, 862

while all events share the same "Level" attribute, other features or contextual factors within the events 863

(such as timestamps, event descriptions, or sources) contribute to their embedding representations, 864

influencing their overall similarity. The colder colours indicate that, despite sharing the same "Level", 865

these events may differ in other attributes or in how they relate to the query’s context, particularly 866

with the presence of the internal DFIR context-specific agent and its internally assigned role. 867

Table 8. Top K Evidence within the Knowledge Base (Incident Events).

Cyber Inci-
dent

Criteria of Evi-
dence (Evidence
Extraction Prompt)

Incident Events - K Evidence - Top K

SYN Flood Identify all Events
with Level: Critical.

30 05

Rhino Hunt
(Inspired
from [61])

Rhino. 08 04

Phishing
Email - 1

Identify all Events
that appear to be
phishing.

15 06

Phishing
Email - 2

Identify all Events
that appear to be
phishing.

20 07

Unauthorised
Access

Identify all Events
with Level: Warn-
ing.

25 25

DNS Spoof Identify all Events
with Level: Error.

23 06

However, in this metric, we focus solely on evidence retrieval and identification, which has been 868

successfully demonstrated, as all 25 pieces of evidence are clustered together. Another aspect to 869

consider in the visualisation of Figure 14 is the size of Dimension 2, which ranges from 0 to 3.2, a range 870

that is reduced when compared, for instance, to Figure 15. If increased, the data will appear closer 871

together. 872

Table 8 contains the number of ground truth evidence (Incident Events - K) for each cyber incident, 873

as determined by the user, the instructions prompted by the DFIR expert, and the Top K evidence 874

generated by GenDFIR: 875

5.3. GenDFIR Overall Performance 876

The overall performance of GenDFIR is evaluated by calculating the aggregate accuracy across 877

each metric, as presented in Table 9: 878

Table 9. Overall Performance.

Metric Rate
Accuracy 95.52%.
Relevance 94.51%

EM 100%
Top-K 100%
Overall 97.51%

The results demonstrate a high performance rate, suggesting that, at this stage of development, 879

the framework shows promise in terms of reliability and precision for DFIR investigations and Timeline 880
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Analysis. It is important to note, however, that these assessments were conducted under specific 881

configurations and experimental conditions, which may affect their generalisability to other contexts. 882

5.4. Discussion 883

According to our experiment, results, and the overall performance of the framework, and as 884

previously discussed, GenDFIR should not be viewed as a universal solution for all DFIR tasks. Instead, 885

it is designed as a foundational framework to address specific challenges faced by DFIR analysts or 886

experts, particularly in the analysis of artefacts. 887

The evaluation results, as illustrated in the previous graphs, show a success rate ranging from 888

90% to 100%, depending on the metrics used. It is important to emphasise that these results are based 889

on simplified experimental scenarios and minimal configuration settings. Moreover, the primary 890

purpose of the generated report is to support the investigation process by providing general contextual 891

knowledge and cybersecurity information related to the incident. In practice, casual and precise DFIR 892

Timeline Analysis reports differ significantly, as both play a crucial role in documenting the sequence 893

of events in an incident. These reports typically focus on: 894

• Event Chronology: A detailed timeline of events, presenting a chronological order of activities 895

related to the incident. 896

• Evidence Correlation: Analysis of how various pieces of evidence relate to the timeline. 897

• Incident Overview: A summary of the incident, including key findings and impacts. 898

Additionally, these reports are often tailored to different audiences [64]: 899

• Technical Stakeholders: Forensics experts and IT professionals require detailed, technical reports 900

with precise timestamps, technical analysis, and evidence correlation. For example, a technical 901

report may include granular timestamps of system log entries and detailed forensic data. 902

• Non-Technical Stakeholders: Reports for non-technical audiences, such as senior management or 903

legal teams, present a streamlined timeline with key events highlighted. These reports focus on 904

the overall sequence of events and impacts, formatted to be accessible and understandable to 905

non-experts. An example is an Executive Summary followed by a simplified timeline of events. 906

In the context of GenDFIR, the report templates were generated by the LLM, guided by both 907

human prompts and the internal DFIR agent’s prompt. Furthermore, the generated reports were 908

constrained by the token limits of the selected LLM and the chosen embedding model. Consequently, 909

if both the model and the token output size were altered to incorporate a larger model, the Timeline 910

Analysis report would likely be longer and exhibit differences in content. However, the reports were 911

automatically condensed within the scope of our current configuration, which is limited to a maximum 912

of 2000 tokens due to the LLM’s token constraints. 913

Another key aspect that underscores the utility of GenDFIR is its capability for evidence identifi- 914

cation. This framework can readily identify evidence based on suspicions, assumptions, or specific 915

elements intended to be monitored during the investigation. As previously demonstrated, evidence 916

retrieval is facilitated by prompting the framework with context-specific DFIR instructions or queries, 917

allowing for targeted identification of relevant events. 918

6. Limitations and Ethical Issues 919

6.1. Limitations 920

Despite the success of bringing the proposed framework to life and successfully generating 921

timeline analysis reports, this research encountered several limitations: 922

• Novelty of Approach: The application of LLMs to DFIR Timeline Analysis is a relatively novel 923

approach. The limited existing research on automating Timeline Analysis means there are few 924

established guidelines or benchmarks, which has necessitated the development of a new context 925

and methodology for this task. 926
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• Data Volume and Variety: The large volume and heterogeneity of data in cyber incident scenarios 927

present significant challenges for data management and processing [22]. Moreover, adapting 928

solutions to real-world cyber incidents and DFIR practices is particularly difficult, as each incident 929

introduces unique challenges that require tailored approaches. Data can vary considerably 930

from one incident to another, and the rules that trigger each incident can differ [65], further 931

complicating the solution. In the case of GenDFIR, our experiments were conducted using 932

synthetic and oversimplified cyber incident scenarios, excluding anti-forensics techniques. 933

• Privacy and Data Security: Handling DFIR cases often requires access to sensitive personal data. 934

To mitigate the risk of exposing real personal information, we have used synthetic data derived 935

from synthetic cyber incidents as an alternative. 936

• Evaluation Methods: Assessing the effectiveness and performance of our framework presents 937

significant challenges, particularly in the context of DFIR practices. Current research on automated 938

evaluation methods for LLMs and AI systems in domain-specific applications is still in its early 939

stages, and most approaches rely heavily on manual evaluation. In our case, this necessitated the 940

creation of custom DFIR context-based evaluation prompts to measure performance. However, 941

even with the proposed metrics, we contend that they are insufficient. The DFIR field is inherently 942

complex and non-deterministic, with results often influenced by a wide range of unpredictable 943

factors, such as varying incident types, data quality, and contextual nuances. These variables 944

complicate the ability to derive consistent, controlled outcomes, making automated evaluation. 945

Moreover, the dynamic and rapidly evolving nature of cyber incidents demands evaluation 946

methods that can adapt to real-world scenarios’ technical and contextual variables, presenting an 947

ongoing challenge to develop robust, reliable assessment frameworks. 948

6.2. Ethical Issues 949

Introducing GenAI into the DFIR field presents serious ethical issues that are critically important 950

and require meticulous consideration, given the sensitive and private nature of the data, practices, and 951

activities involved. The following are the most relevant and common concerns [66]: 952

• Privacy and Confidentiality: The use of LLMs to advance cyber incident timeline analysis can 953

lead to significant privacy breaches. These technologies often require access to and process 954

vast amounts of sensitive data, including personal, digital, financial, health, and other types of 955

information, all of which must comply with security standards and frameworks. This increases 956

the risk of exposing personal and confidential information without proper safeguards. 957

• Accuracy and Efficiency: Ensuring the accuracy and reliability of automated analyses and 958

generated reports from the LLM-powered framework is critical. Inaccurate results could lead to 959

flawed or irrelevant conclusions and decisions by investigators and DFIR experts, potentially 960

affecting legal proceedings and justice. 961

• Consent: Obtaining proper consent from individuals whose data is used for automatic processing 962

in real-life scenario adaptations by the framework is essential. Without explicit consent, using 963

such data would directly violate their privacy rights. 964

• Bias and Fairness: One major concern with AI models is their tendency to introduce or per- 965

petuate biases, potentially leading to unfair outcomes in cyber incident analysis. For instance, 966

in GenDFIR, the aspect of context enrichment tied to the interpretation of the knowledge base 967

events can introduce bias and compromise results, impacting the impartiality and credibility of 968

investigations. 969

• Automatically Detected Evidence: In cases where the framework is employed to detect and 970

retrieve evidence autonomously, improper internal processing or analysis could compromise its 971

reliability and validity. 972
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7. Conclusion and Future Works 973

In this work, we present a novel AI-based framework designed to fully automate Timeline 974

Analysis for cyber incidents. The framework integrates Retrieval-Augmented Generation (RAG) and 975

large language models (LLMs) to not only conduct timeline analysis and generate detailed incident 976

reports but also provide valuable insights and responses to various DFIR-related queries. 977

The research began with a comprehensive exploration of timeline analysis, examining its character- 978

istics, the aspects requiring automation, and its informational cycle. We then proposed a development 979

approach for the framework, addressing theoretical data representation and structuring as well as 980

technical requirements, such as hardware and system configurations, to enable the framework to 981

operate locally. 982

The framework was subsequently tested on synthetic DFIR incidents due to privacy and consent 983

restrictions. 984

The evaluation of results highlighted the significant potential of the framework’s core approach. 985

However, notable limitations were encountered during this phase. Standard metrics traditionally used 986

to evaluate machine learning (ML) and AI systems, such as F1-score, recall, and precision, were not 987

directly applicable to the GenDFIR framework. This is because the framework produces contextual 988

reports rather than numerical data for classification tasks, underscoring the need for bespoke metrics 989

and evaluation methods specifically designed for GenDFIR. 990

While the current implementation demonstrates reliability, future work should focus on refining 991

the framework by fine-tuning the LLM with context-specific data, rather than relying solely on a 992

zero-shot approach. This should involve expanding experimentation to real-world scenarios, while 993

ensuring strict adherence to security standards and data protection regulations. Furthermore, the 994

results should be used to support advanced training of the LLM, with appropriate legal consent. 995

Additionally, employing multiple specialised autonomous agents to independently manage distinct 996

tasks—such as timeline analysis, evidence correlation, root cause identification, and the prediction 997

of potential future threats—could further improve the system’s precision and persistence. Exploring 998

the use of larger models in optimised environments may also underpin more complex tasks and 999

generate more detailed and accurate results. In this work, we have thoroughly explored the research 1000

questions and their implications. In this final section, we discuss the relationship between LLMs and 1001

Timeline Analysis. At this stage, the readiness of timeline analysis for LLM integration is closely tied 1002

to advancements in LLM technology. Progress in LLMs directly influences the effectiveness of timeline 1003

analysis automation, particularly in the generation of accurate timelines. The reports generated by 1004

GenDFIR for timeline analysis are probabilistic predictions based on token sequences, where the LLM 1005

predicts the next words in context. At this stage, these outputs cannot be fixed or directly controlled by 1006

a DFIR expert. Instead, the expert can only refine and guide the results through prompt engineering. 1007

While current LLMs demonstrate notable capabilities, they have not yet achieved complete accuracy 1008

and remain inherently tied to probabilistic predictions and their full potential for timeline analysis will 1009

only be realised with continued technological progress. 1010

In conclusion, the proposed framework represents a significant advancement in applying GenAI 1011

to digital forensics and incident response, with the aim of enhancing digital security in an environment 1012

where cyber threats are continually evolving. 1013
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