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Abstract

In digital forensics, one of the complicated task is analyzing web browser data due to different types
of devices, browsers and no updated approaches. Browsers store a large amount of information about
user activity because users most often access the internet through them. However, existing approaches
to analyzing this browser data still have gaps. One of the main problem developed platforms based on
the old methods can not show complete information about the user’s activity and have issues with
precision. The article discusses the internal architecture of the browser, which is stored in the memory
drives inside devices, for instance, computers or mobile devices. The research paper offers solution
with developed module based on new method which integrates machine learning algorithms, such as
K-NN algorithm and Naive Bayes. The main purpose of the paper it is shows new method which can
automatically analyzes browser’s data, detects suspicious login activity, and generates user behavior
profile. The results show that the proposed new method , on which the developed platform is based,
demonstrates user’s profile by interests, emotional state and financial state. Also it possible to see list
of top visited domain and main user’s favorite website categories. It has been found that our methods
shows with high accuracy 99.9% . Also the result of new method , on which the developed platform is
based shows the suspicious web-sites and user’s logins. Compared to Oxygen Forensics and Nirsoft
which less capabilities., the proposed method provides increased accuracy , automated user profiling
and detection of suspicious user’s activity.

Keywords: cybersecurity; digital forensics; machine learning; deep learning; browser history; data
analysis; web activity logs; credentials; suspicious user activity; security analytics; data privacy;
security analytics

1. Introduction

The constant growth of Internet usage among users has led to a significant increase in the number
of potential crimes investigated in the digital forensic environment. Millions of users around the
world rely on web browsers as their primary means of accessing the Internet every day. Despite
the existence of other highly targeted applications such as messengers, online games, and financial
services, web browsers remain the most common interface for Internet access. During operation,
browsers continuously create and store digital data about user actions, known as browser artifacts:
browsing history, cookies, cache, bookmarks, downloaded files, and saved passwords. These data
have an important role in web forensics, as they allow a person’s online activity to be reconstructed
and verified. Malicious actors also use the Internet for illegal activities, leaving digital footprint that
can be extracted and investigated. Such information is crucial for the security, especially in digital
investigations, where such data can serve as evidence.
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The relevance of the research is related to the development of a new method for analyzing browser
artifacts, using machine learning algorithms. Unlike existing solutions based on classical data process-
ing methods, the proposed approach uses machine learning to more accurately identify suspicious
activity. Since attackers often masquerade as ordinary users, analyzing their digital footprints can help
identify possible malicious intent in the future.

According to recent research in digital forensics, a person’s emotional and financial condition can
motivate actions that may violate rules or laws [1]. For example, people who experience emotional
instability may be more vulnerable and more easily influenced by cybercriminals. Similarly, users who
are facing financial difficulties may be inclined to commit illegal acts to obtain money. By analyzing
browser artifacts, the proposed method can infer aspects of users’ psycho-emotional and financial
states, thereby expanding the scope of forensic analysis beyond purely technical traces.

The contributions of this research are threefold. First, this study presents a critical analysis
of existing methods for web browser forensics, identifying key limitations in their ability to detect
suspicious login activities and perform holistic user profiling. Second, a novel hybrid methodology is
proposed that integrates machine learning with established forensic techniques. This methodology
facilitates the construction of a comprehensive user profile, including inferred interests, sentiment
patterns, and indicators of financial activity, for use in digital forensic investigations. Third, the
proposed methodology is validated by its implementation as a prototype software tool. This tool,
developed in Python, automates the extraction and processing of browser artifacts to perform the
behavioral profiling analysis.

In many cases, the tools available are tailored to specific tasks and offer only minimal support for
various data formats. In contrast, the proposed method differs from existing solutions in several key
dimensions, including support for extended data formats, improved accuracy of artifact detection, more
detailed behavioral analysis, and enhanced detection of suspicious URLs. The most valuable aspect of
the proposed approach is the introduction of a new method to analyze user” socio-economic status,
personal interests, and psychological behavior based on browser activity. Furthermore, the framework
supports multiple browser types, handles heterogeneous data sources, and provides automated
profiling capabilities. Although most existing methods focus solely on data extraction, this research
combines the development of a novel analytical methodology with its practical implementation in a
Python-based software module. As a result, the proposed solution is well suited for application in
digital forensics, law enforcement agencies, and the broader field of cybersecurity.

The novelty of this scientific research lies in the implementation of machine learning methods for
automated analysis of web browser data, which accurately detect suspicious user activity, recognize
potentially malicious logins on websites, and automatically create user profiles based on psychological
and emotional state. By presenting both a methodological framework and a practical software solution,
this research significantly expands the potential applications of browser data analysis in web forensics.

The structure of the paper is as follows: Section 2 examines the existing literature and related work
in this domain. In Section 3, the proposed methodology is detailed, including the processes for data
extraction, artifact analysis, and the application of machine learning. In Section 4, the experimental
results generated by the module are presented. Section 5 provides a discussion of these findings and
includes a comparative analysis with existing tools. Finally, Section 6 offers the general conclusions
derived from this research.

2. Literature Review
2.1. Overview of Browser

Web browsers are one of the most common applications for accessing the Internet. They allow
users to interact with web resources, which are primarily created using HTML, CSS, JavaScript, diverse
frameworks and different markup technologies. Nowadays, on desktop and mobile devices, browsers
can process and display text, hyperlinks, interactive components, and multimedia material. The idea
behind how they work is the same regardless of how they are implemented: when a user uses a URL
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to request a web page, the browser downloads the relevant HTML document, runs the required scripts,
and then displays the content [1].

From an architectural point of view, a browser consists of several basic modules. The graphical
user interface (GUI) provides visual interaction with web pages. The server part of the interface
controls the internal mechanisms of the browser and interacts with the components of the operating
system. The browser engine is responsible for coordinating input/output operations and working
with the rendering engine. The rendering engine performs network operations, JavaScript processing,
XML parsing, and interaction with plugins [3]. All these components together ensure the correct
retrieval, processing, and display of web content, as well as data exchange between the client-side and
the server.

Two elements of browser architecture are particularly important for digital forensics: data per-
sistence and the network subsystem. Data persistence covers various browser artifacts: browsing
history, cookies, cache, and saved accounts. The network subsystem is related to information that is
transmitted and recorded during user interaction with web servers. Both aspects play an essential role
in forensic investigations, as they preserve digital data that can serve as evidence when restoring user
activity and detecting suspicious or malicious behavior.

In this research work take into account two important aspects (data persistence and network
functions), shown in Figure 1. These aspects are crucial in web forensics.

GUI
I

Browser < Data :
UI backend engine i persistance | 1
i e !
Rendering
engine
v 2. &
i | Networking E TlavaScnpt XML parser Plug-in N
: ' interpeter
R :

Figure 1. Browser architecture.

1. Data persistance means that data can be saved locally even after restarting or closing tabs. This
data includes browsing history logs, cached files, cookies, and local storage/session storage. Thus,
this data helps to display the user’s activity in the web browser. Timestamps such as the last visit, the
previous update cookies, and the cache are also used to reconstruct the timeline of user events.

2. Network interactions include all network interactions that form connections between the
client and the server. Without network connections, users will not be able to connect to the Internet.
Therefore, without network connections, the web browser will stop working. This plays a crucial role
in detecting interactions with suspicious servers in web forensics [4].

An analysis tool is needed in web forensics. Therefore, this study considers data security and
network interactions to analyze the timeline, user activity, search history, and URLs. This provides
information about whether the user has performed a search or performed suspicious actions on the
Internet. The combination of data retention and network functions is the basis for web forensics.
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These two key aspects are essential for web forensics. Because there is key user data in these aspects.
Consequently, a special tool is needed to automatically analyze the data in these two aspects, obtaining
a complete profile of the user’s actions.

2.2. Analyzing the Browser History Format

Researches already existing in the field of web forensics focuses on analyzing data extracted
from various web browsers [5,6]. This enables the collection of sufficient evidence characterizing
user behavior on the Internet. This study focuses on data extracted from the most popular browsers.
According to global statistics, the most popular web browsers in Central Asia are Google Chrome,
Safari, Internet Explorer, and Mozilla, as shown in Figure 1. The prevalence of browser usage in each
country may vary depending on the purpose of use and convenience [7].

Each web browser is running and can be installed depending on the operating system version, as
shown in Table 1. Getting information from the browser is affected if a later version of the operating
system is installed on the computer or mobile phone. This worsens the ability to extract information
because the operating system is outdated and lacks modern extraction utilities. The browser constantly
interacts with the operating system, both on the computer and on mobile devices [10].

A fundamental difference exists between desktop and mobile operating systems, which directly
impacts forensic data acquisition. On mobile devices, extracting web browser artifacts is contingent
upon obtaining root-level access. Without such privileges, data extraction is severely hindered or
rendered impossible, with the specific limitations varying by the mobile OS [11]. The default storage
format is the location in the browser where the user’s browsing history is stored. Most modern
browsers (as shown in Table 1) store the history in an SQLite database file. It can be accessed and
analyzed using database tools. Some older or system-limited browsers (such as Internet Explorer or
mobile versions of Chrome/Safari) use secure storage formats (such as ESE or system-locked files).
However, access to them is difficult or impossible without root rights or special tools. This means that
browser extensions or add-ons can provide access to the browsing history and export it to standard
formats such as CSV or JSON. These materials are helpful and convenient for analysis in a forensic

browser.
Table 1. Supported OS and browser history storage format.
Browser Operating System  Default storage format Export to CSV/JSON
Google Chrome  Windows / macOS SQLite Yes
Android No access (root required) Access only with root
iOS No access (root required) No
Mozilla Firefox Windows / macOS SQLite Yes
Internet Explorer Windows / macOS ESE Need parser
Safari macOS SQLite Yes
i0S No access (root required) No
In Table 1:
*  "Yes" means that installation of an extension to export browser history is possible.
¢ "No"means that the browser either restricts access or does not support this feature (especially on
iOS or Android devices without root access).
*  "Need parser" means that additional tools or scripts are required.
¢ "Access only with root" means that data can only be accessed if the device has superuser privileges.

In this research work, considering these formats because various operating systems, programming
languages, databases, and data analysis tools widely support CSV and JSON formats. Therefore, CVS
and JSON formats are convenient for exporting, distributing, and importing browser history to other
systems. These formats are also helpful for analysis in browser-based forensics to identify potentially
suspicious user activity. These formats work with programming languages such as Python and
JavaScript, and allow researchers to analyze browser history, visualize patterns, or create automated
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systems. In particular, JSON is a standard format for APIs and modern web applications. Integration
with cloud services and data processing systems is made possible by exporting history to JSON [12].

2.3. Web Forensics Methods

Finding evidence related to Internet searches is often crucial in forensic investigations around
the world. Almost any online activity can leave traces on digital devices. Therefore, examining this
data can provide investigators with valuable information. Thus, extracting data such as download
lists and browser history can make it easier to analyze a suspect’s actions [13]. In web forensics, there
are various methods for analyzing browser artifacts. When examining the browser history, one can
find data such as visited websites, online activity, timestamps, frequency of visits, and registration for
suspicious websites. Bookmark analysis makes it possible to determine the main actions of users on
the network by identifying frequently visited or saved websites. Password analysis will be helpful in
restoring saved credentials and identifying potential vulnerabilities. Malware analysis, meanwhile,
focuses on detecting malicious websites, scripts, or uploaded files from intruders. The Table 2 shows
these types of analysis and the main browser artifacts [14].

The purpose of these methods (Table 2) is to examine various aspects of browser activity to
determine the user’s behavioral potential. Digital forensics specialists use various methods to analyze
and extract relevant data. These methods focus on multiple aspects of browser activity to identify
potential clues, monitor user behavior, and identify security threats [15].

Table 2. Types of analysis methods and recoverable contents.

Type of analysis method Recoverable browser artifacts

Visited websites, Timestamps, Page titles, Count of visits, Search
queries

Bookmarks Analysis Saved website URLs, Bookmark titles, Creation timestamps

Stored login credentials, Websites, Login, Timestamps of password
creation/update, Encryption info (if recoverable)

Malware Analysis Malicious websites, Known malware signatures

Browser History Analysis

Password Analysis

Examining existing web forensics methods showed that they focus on extracting browser artifacts
and performing fundamental analysis [16]. However, they rarely utilize machine learning methods for
automated user data mining or user profiling. Thus, a gap remains in current research related to the
integration of algorithms into existing web forensics methods.

In reality, the existing methods described are implemented in various software programs. For
example, Nirsoft provides a set of utilities for extracting saved logins and passwords from browsers,
as well as basic browsing history information. NetAnalysis supports the extraction of artifacts from
various browsers but does not perform automated analysis. Modern programs such as Oxygen Forensic
Detective offer tools for analyzing browser activity, allowing user to recover browsing history, cookies,
search queries, and saved passwords on both desktop systems and mobile devices. However, these
programs focus on collecting artifacts and cannot analyze user behavior based on browser history [17].

Therefore, existing solutions(Nirsoft, NetAnalysis and Oxygen Forensic) typically implement
only a limited set of web forensic methods: some focus on browsing history, others on passwords, and
still others on identifying malicious websites. Although existing tools have the potential and value
for practical use, they have a primary problem. This poses a serious problem, as virtually none of the
existing tools use machine learning methods that could improve data detection accuracy, automate
user profiling, and provide more comprehensive analysis. The mentioned limitation highlights the
need for a new approach that combines traditional web forensics methods with machine learning
algorithms. Solving this research problem requires the development of a methodology that integrates
classical forensic approaches with modern ML technologies [18].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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3. Method
3.1. Data Exstraction and Recovery

Research on storage devices such as hard disk drives (HDDs) and solid-state drives (5SDs) shows
that they store various information, such as web browser data. If data is deleted or the operating
system is reinstalled, file fragments, cache, cookies, and user credentials are retained. On HDDs,
these records are often recovered from unallocated or unused space due to the magnetic nature of
data storage, which allows partially overwritten sectors to be preserved. In SSDs, the situation is
complicated by the TRIM command and wear-leveling mechanisms that actively erase unused memory
blocks; however, forensic methods can still extract browser artifacts by analyzing controller behavior,
NAND remnants, or system snapshots. These recovered artifacts can include visited URLs, timestamps,
downloaded files, search queries, and session IDs, which can be crucial for reconstructing user activity
during cybercrime investigations or behavioral research. Thus, both hard drives and solid state drives
serve as important sources of evidence in digital forensics, although data recovery from solid state
drives requires special techniques due to their dynamic data management [8].

It’s important to note that after extracting and reconstructing browser artifacts from hard drives
or SSDs, the next step is analyzing this large volume of data in various formats. Therefore, in order
to analyze this raw, recovered data into forensic information about user online behavior and detect
suspicious activity, a new method is necessary. This requires developing an automated method based
on this method that automatically creates a user profile based on their browsing history and queries,
and also automatically analyzes suspicious online activity.

Different types of computers and mobile phones contain their own storage drives. Therefore, it is
important to consider recovering browser data not only from computers, but also from mobile devices.
Mobile devices typically use storage drives such as eMMC and UFS. Those storage drives operates
with the same principles as SSD in computers [3].

3.2. New Forensic Method for Automated User Profiling

The method proposed in this research paper, shown in Figure 2. This research paper proposes a
new forensics method that has not been used in other developed platforms. This new method involves
the use of machine learning algorithms. To identify suspicious activity and create a forensic profile of
the user. This focus highlights the scientific and practical novelty of the research, as existing approaches
rarely integrate multi-format browser data into a unified analytical framework. Browser artifacts
(such as browsing history, cookies, saved credentials, and bookmarks) are valuable data because they
provide evidence in investigations. They store information about visited websites, authentication
information, and timestamps of user activity (Figure 2). This logic-diagram of presented method
combines three main approaches, which are:

First, the rules-based detection module identifies suspicious online activity, such as URLs contain-
ing IP addresses instead of domain names, excessively long or confusing strings, misuse of subdomains,
or the presence of keywords commonly associated with fraudulent activity (e.g., gambling, loans, or
explosive substances) [20].

Secondly, machine learning is used using algorithms like K-Nearest Neighbors (k-NN) and Naive
Bayes together to classify all visited domains and websites, as well as to identify malicious websites
based on characteristics such as URL structure, temporal activity, and frequency of visits. Together,
these modules support the creation of a user profile for digital forensics that reflects behavioral activity,
personal interests, financial activity, and psycho-emotional indicators based on machine learning
algorithms [21].

To achieve this research goal, a new multi-level methodology was implemented. It included
empirical data collection from real browsers, preprocessing of multi-format artifacts, and deployment
of a modular forensic analysis module [22].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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As mentioned earlier, that in new method integrated machine algorithms such as K-Nearest
Neighbors (k-NN) and Naive Bayes. Those two machine learning algorithms was used because, firstly,
the K-Nearest Neighbors algorithm used not only for regression task but it also used for classification.
The principle of this algorithm is to find "K" closest points to a given input and makes a predictions on
the majority classification. One of the main advantage of this algorithm that it uses for classification
which is important aspect to create as user’s profile. Through K-Nearest Neighbors (k-NN) algorithm
becomes possible to observe patterns of user activity in browser shows on the Figure 3. Another
justification for using this algorithm in this research work is that K-Nearest Neighbors (k-NN) is
reliable machine algorithm. Because it classifies new data by comparing it to the existing training
dataset therefore identifying the most similar patterns shows on the Figure 3. Another machine
learning algorithm that used is called Naive Bayes which is predicts the category of a data point using
probability. The main principle that this algorithm uses Bayes” Theorem to classify data which are
based on the probabilities of different classes. This classes given from the features of the data picture.

To process big data, which includes arrays and logs, the Naive Bayes algorithm was chosen.
This algorithm requires less energy resources and works quickly in time, therefore this Naive Bayes
machine learning algorithm was also integrated to develop the new method.

The backend was implemented in Python using the Flask framework, with dedicated modules
for history parsing, input handling, and user profiling.

The interface, designed using HTML, JavaScript, and CSS, provides interactive visualization
(Chart.js ). It also supports exporting results to PNG format. This integration provides a visually
understandable format of evidence for judicial investigations [30].

In contrast, the method developed as part of this study automatically analyzes datasets that are
artifacts of a web browser taken from devices such as a phone or computer. This is done in order to
create a forensic user profile. This profile provides information about the user’s interests, financial
activity, and mental and emotional state. Therefore, the new method in this scientific work expands
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the possibilities of traditional web-based forensic analysis. This one demonstrates both scientific and

practical novelty in web forensics [29].
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Figure 3. Illustration of the K-NN algorithm.
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While existing tools in web forensics, such as Nirsoft, Web Historian, and NetAnalysis, are mainly
focused on extracting web browser datasets without automated analysis, without using machine
learning, and without creating a user profile. The proposed method pays special attention to the
integrated processing of file formats (JSON, CSV) in combination with analysis using machine learning
algorithms. Existing tools are often limited to specific browsers or file formats and are not capable
of creating an automated user profile [23]. The research paper also uses a newly developed method
for automatically analyzing user logins and passwords. Consequently, the platform automatically
analyzes the user’s login and determines whether the registration is suspicious shows on the Figure 5.
The figure shows how the Naive Bayes algorithm is applied, which makes a determination based on
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probability theory where specified features. Key indicators include the length of the domain, the URL,
and the presence of suspicious word matches within the domain itself.
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Figure 5. Illustration of Naive Bayes algorithm for logins/passwords .

3.3. Device and Data Extraction

The process begins with identifying the digital device from which browser data can be extracted.
In most cases, this is either a personal computer or a mobile phone. These two type of digital devices
were chosen because they are the most common means of internet access for most users worldwide.
Both of those types consists storage drives that have user’s history browser [27]. Web browsers such as
Google Chrome, Mozilla Firefox, Safari, and others are widely used on mobile and computer devices.
A digital device can be viewed as a repository of data generated through the user’s daily activities.

These browser artifacts form a structured set, defined as:
A={H,C,L,B} (1)

where H = browsing history, C = cookies, L = login/password credentials, and B = bookmarks.
Artifacts are extracted in formats F = {SQLite, [SON, CSV}:

Extract(D) — A 2)

This operation illustrates that the extraction function applied to digital device D defers a complete set
of artifacts A. This representation guarantees the process’s reproducibility and its technology indepen-
dence, providing a formal abstraction that is independent of the specific browser implementation. The
availability of various formats (F = SQLite, JSON, CSV) enables detailed analysis for digital forensics.

3.4. Parsing Stage

After the extraction stage, the collected browser artifacts undergo a parsing procedure. Parsing is
an intermediate stage in which raw data is converted into semantically meaningful information that
can then be passed on to forensic analysis. The initial set of artifacts usually includes browser history,
cookies, saved credentials (logins and passwords), and bookmarks. Each of these elements plays an

important role in conducting a detailed investigation.
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A thorough analysis of both the browsing history and user authentication data is required for a
complete examination. During processing, the extracted artifacts are structured and classified, after
which they are divided into two main categories:

Parse(A) — {H,L} 3)

This enables specialized processing: H is analyzed for user’s browser history, while L is analyzed for
user’s login/passwords.

3.5. Browser History Analysis

Browser history (H) represents one of the most informative artifacts for digital forensics, as it
reflects the sequence of user interactions with online resources. In the proposed approach, the history
dataset is decomposed into three main components: URL, search queries, and domain names. Such
decomposition ensures that each element can be subjected to a specialized form of analysis.

URL. Complete web addresses are examined using rule-based analysis, where structural anoma-
lies (e.g., excessive length, use of special symbols, or embedded IP addresses) are identified. In addition,
metadata such as visit times and frequency are extracted from the artifacts. This information helps
to reconstruct the user’s behavioral habits and perform a detailed temporal analysis of their Internet
activity.

Search queries. The queries that users enter into search engines reflect their interests, cognitive
state, emotional background, and possible intentions. Analyzing these queries allows us to identify
sensitive topics (such as finance and health issues) and classify actions that may pose a threat or
indicate illegal activity.

Domain names. The domain part of the URL is analyzed separately, as it is the key identifier of the
web resource. Domains are grouped using machine learning methods to divide them into categories of
legitimate and potentially suspicious services. To improve the accuracy of illegal domain classification,
the K-Nearest Neighbor (K-NN) algorithm is used, which compares the domains under investigation
with known patterns of malicious activity.

URL Rule-Based Detection and Time detection. Each record in the browser history can be
represented as a triplet consisting of the visited URL, the time of access (timestamp), and the number
of visits (visit count). This structure allows data to be normalized and automatically analyzed.

To identify suspicious characteristics of URLSs, a rule-based detection method is applied. A set of
heuristic rules is being developed to identify potentially malicious or disguised addresses:

Rule 1 (Hyphen rule). Legitimate domains rarely contain hyphens. Their presence often indicates
impersonation, where attackers create visually similar domains (e.g., sbi-online.com instead of sbi.com).

Rule 2 (IP-based rule). URLs that directly use IP addresses (e.g., http://205.53.73.105/ fake.html)
are flagged as suspicious, since this technique is frequently used to bypass filtering systems.

Rule 3 (Length rule). Abnormally long URLs may indicate obfuscation, inclusion of hidden
parameters, or malicious scripts.

Rule 4 (Subdomain rule). An excessive number of nested subdomains suggests redirection chains
or hosting of phishing pages. Each history record h € H is represented as:

h=(utwv), uel, t=timestamp, v = visit count. 4)
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Suspicious features are flagged with rules:
1, if “-” in Domain(u)
Ry(u) = . ()
0, otherwise
1, if Domain(u) € IPv4/I1Pv6
Ro(u) = , ) (6)
0, otherwise
1, if |lu| >0
R3(u) = . @)
0, otherwise
1, if SubdomainCount(u) > §
Ry(u) = . 8)
0, otherwise
The overall suspiciousness score is:
4
Srp(u) = ) Ri(u) ©)

i=1

A URL is flagged if Sgp(u) > 1. Each rule produces a binary result: if the condition is met,
the URL is considered suspicious under that criterion. The general “suspiciousness score” of a URL
is calculated as the sum of triggered rules. If at least one rule is activated, the URL is flagged as
potentially unsafe.

In addition to structural analysis, the proposed solution takes into account temporal characteristics
such as timestamps and number of visits. Temporal irregularities, such as frequent access to the same
resource in a short period or activity at unusual hours, may indicate compromised accounts or
automated scripts. Likewise, a high level of visits to resources associated with flagged domains
increases the likelihood of malicious activity. Domain Name Analysis. The domain name component
of a URL is a key feature for forensic browser analysis, as it uniquely identifies the resource accessed
by the user. For systematic processing, the set of all domains extracted from history is denoted as:

D = {dy,d,...,d,}, d; € Domain(H). (10)

To detect suspicious domains, a machine learning clustering technique is applied. Each domain is
represented by a feature vector ¢(d), which may include attributes such as:

¢  length of the domain name,

e  number of subdomains,

e  presence of digits or special characters,

®  occurrence of suspicious keywords.

Formally, the feature space is defined as: Each domain is represented as a feature vector:

¢(d) = (fi, far-- - fm) € RY, (11)

where features include length, number of subdomains, presence of digits, and occurrence of suspicious
keywords.
Domains are clustered into k groups using unsupervised machine learning:

Cluster(D) — {Cy,Cy, ..., Cy}. (12)

where each cluster corresponds to a group of domains with similar structural and semantic properties.
Clusters containing domains with high suspiciousness scores are flagged for further investigation.
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For refinement, the K-Nearest Neighbor (K-NN) algorithm is applied to classify new domains
against previously labeled data. Given a new domain d.,, with features ¢(dner ), the classification is
defined as: For classification of new domains, the K-Nearest Neighbor (K-NN) algorithm is applied:

Class(dnew) = majority (y(d;) | di € N(dnew)), (13)

where Ny (dyew) denotes the set of k nearest neighbors in the feature space, and y(d;) is the label
(legitimate or suspicious). URLs are converted into feature vectors f(u). Classification is based on k
nearest neighbors:

k
Label (u) = argmax ) _ w; - ¥(c; = c) (14)
ceC .3
with distance-based weights:
1
;= , 15
= T st (), £ () (15

This two-step process, clustering followed by K-NN classification, ensures both unsupervised
discovery of domain groups and supervised precision in identifying malicious resources. Search Query
Analysis. For domain d = Domain(u) and query g:

Fuzzy matching:

FM(d) = dgéig* Levenshtein(d, d*) (16)
If FM(d) < e, then d is suspicious.
Anomaly detection in queries (TF-IDF + k-NN):

k
Label(y) = argmax . o o) 47
Temporal Analysis. User activity in hour / is modeled as:
1 N
Activity(h) = N ;H‘(Hour(ti) =h) (18)
Visit frequency per domain:
1N
Freq(d) = 7 Y ¥ (Domain(u;) = d) (19)

i=1

Forensic User Profile for the final stage of analysis in the proposed solution is the construction
of a forensic user profile, which integrates information derived from multiple categories of browser
artifacts. The user profile serves as a consolidated representation of behavioral, financial, and psycho-
emotional characteristics inferred from browsing history and associated data. Formally, the profile can
be expressed as:

P = f(H) = (I,F,E) (20)

where I = interests, F = financial indicators, and E = psycho-emotional indicators. Interests (I). This
component reflects the user’s thematic preferences, identified based on frequently visited websites,
saved bookmarks, and predominant search query clusters. Examples include interests in technology,
social media, online shopping, or gambling. Such data provides valuable contextual information for
both security monitoring and digital investigations.

Financial indicators (F). This component reflects information about the user’s financial behavior
and possible vulnerability. Indicators are extracted from visits to online banking, credit or loan

i

services, and online stores. Repeated queries such as “quick loan,” “pawnshop,” or “urgent money”
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may indicate financial difficulties, which in turn may be associated with risky online behavior or an
increased propensity for fraud.

Psycho-emotional indicators (E). This component depicts the user’s emotional and cognitive state
based on their search queries and online behavior patterns. For example, frequent searches related
to health, emotional stress, or high-risk activities (such as gambling or illegal activities) may indicate
psychological stress or behavioral abnormalities. Combined with a temporal analysis of browser
activity, this allows for the creation of a psycho-emotional profile of the user.

By integrating these three dimensions, the forensic profile P provides a comprehensive perspective
on the user’s digital footprint. This structured model enables investigators to move beyond raw artifact
analysis toward a higher level of forensic interpretation, which can be applied in law enforcement,
cybersecurity risk assessment, and user awareness studies.

3.6. Analysis Logins for Identify Suspicious Domens

The second branch of the proposed workflow focuses on analyzing login credentials and pass-
words (L) extracted from the browser. Unlike browsing history, which reflects general user activity
patterns, authentication artifacts are directly linked to login events and specific online accounts. This
data is always considered in the context of the corresponding URL of the resource that was accessed,
which allows the legitimacy of the account to be assessed in the context of its use. Formally, each login
entry can be represented as:

l=(u,c), uel, c= (login, password), (21)

where u denotes the associated URL and c corresponds to the credential pair consisting of a login and
a password. Rule-Based Analysis.

Structural irregularities in the login record are detected using heuristic rules. For instance,
accounts linked to URLs previously flagged as suspicious, the reuse of identical passwords across
multiple domains, or empty/weak password fields are treated as risk indicators. The rule-based
function can be expressed as:

R(u,c) = 1, if u € Usyspicious or Weak(c) =1 @)
0, otherwise
where Ugyspicious 1s the set of domains flagged by the URL detection stage, and Weak(c) checks whether
the password violates security policies (e.g., too short, dictionary-based).

Naive Bayes Classification.

Beyond rule-based checks, login records are further processed using a probabilistic machine
learning classifier. The Naive Bayes algorithm evaluates the likelihood that a credential corresponds
to an illegitimate account or non-legal activity. For each login I = (u, ¢), the posterior probability is
calculated as:

P(y | x) _ P(]/) H%(lxl)j(xi | ]/), (23)

where x = (xq,xy,...,xy) is the feature vector derived from u and ¢ (e.g., password length, entropy,
URL category), and y € {legitimate, illegitimate} is the classification label.
A login record is classified as non-legal if:

7 = argmaxP(y | x) = illegitimate. (24)
y

This comprehensive approach allows the system not only to identify suspicious use of accounts
(weak or reused passwords), but also to detect cases of illegal activity, such as attempts to authenticate
on fraudulent domains, hidden services, or blacklisted modules.
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By integrating rule-based heuristic method with Naive Bayes classification, the login/password
branch achieves both interpretability (clear forensic rules) and adaptability (probabilistic learning from
new evidence), thus strengthening the overall accuracy of the approach. This methodology ensures
that the system detects unsafe account usage (weak or reused credentials) and also identifies cases of
non-legal active behavior, such as attempts to authenticate into fraudulent domains, shadow services,
or blacklisted module.

4. Results

The module demonstrates the ability to systematically extract, parse, and analyze: browser
artifacts, including history, cookies, login credentials, and bookmarks, across multiple formats such as
SQLite, JSON, and CSV. The results generated by the module, (Figure 6, Figure 7, Figure 8, Figure 9,
Figure 10, Figure 11), illustrate the structured visualization of browser data, the identification of
suspicious URLs, and the application of both rule-based and machine learning techniques for deeper
analysis. These outcomes confirm that the method extends beyond simple data extraction by providing
comprehensive forensic interpretation, thereby enabling the construction of a detailed user profile for
investigative purposes.

Figure 6 shows the forensic analysis results of the method proposed in this research paper. A user
profile is automatically generated based on extracted browser data (browser artifacts) for subsequent
analysis. Unlike existing tools such as Nirsoft and Oxygen, the developed method uses a combination
of rule-based analysis and machine learning algorithms to more accurately determine the user’s
behavior and psychological state.

& User Profile Data

Interests: Shopping & E-commerce, Gaming & eSports,
Music, Software Development & Programming, News &
Current Events, Personal Finance & Investing, Cooking,
Food & Recipes

Emotional State: Posssible Depression
Financial State: Need for Money

Top Visited Domains:

instagram.com (1310 visits)
facebook.com (931 visits)

olx.kz (488 visits)
notifications.google.com (384 visits)
links.wolt.com (360 visits)
uquiz.com (278 visits)

Figure 6. User profile data.

As shown in the Figure 6, the method developed in this research paper accurately identified
the user’s dominant interests, including shopping and e-commerce, gaming and e-sports, music,
programming, financial activities, and cooking. In addition to interests, the solution was able to
determine the user’s financial status (possible depression) and identify markers of emotional and
psychological state (need for money). These conclusions are based on browsing frequency patterns,
domain analysis, and the identification of keywords associated with the user’s financial or emotional
characteristics.
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The profile also displays the most frequently visited domains and their corresponding visit counts,
such as instagram.com (1,310 visits), facebook.com (931 visits), and olx.kz (488 visits). Based on domain
frequency, a user’s interests and behavioral patterns can be determined. The structured presentation
of both categorical data (e.g., interests, status indicators) and numerical indicators (frequency of visits)
provides a comprehensive understanding of the user’s online activity.

The results show that the solution proposed in the study goes beyond the usual analysis of
browser history and also covers forensic examination of visited pages. The profiles created, which
include the user’s psycho-emotional characteristics, can serve as valuable evidence in digital forensics,
allowing investigators to assess the socio-economic conditions and potential illegal activity relevant to
the investigation.

Figure 7 illustrates the output of the developed forensic analysis module responsible for identi-
fying the user’s potential interests and hobbies based on the extracted artifacts from web browsers.
The system automatically classifies the detected categories using a rule-based analysis and machine
learning algorithms (K-Nearest Neighbors and Naive Bayes).

Possible Interests & Hobbies:

Shopping & E-commerce Gaming & eSports Music
Supporting Evidence (titlesMinks): Suppor =) Supporting Evidence (titlesinks)
- = hitps:f/music.ap omy nufalbumfivwa-utaru

wwrwduolingo.com/efficacy?email=b5 »  hittps:igum.cr

d3bEc0d022155baba 387

u-singlefi:

chk.discord.comylsfc
OaLlicBeHLazbud

» nttpsSiclick discord.comfls/c o

wwnw_duolingo.com?email=b534274e

ck.discord.comyls/clic -
Go0d022155ba6a7f 20 367d 34 ImFu (zt0al LicBeM 0o TYVCTMus 2BS

chk.dizscord.comfls/click?up

wwrw.duolingo.com?email=b534274e OalLicBeMIOeNTYCIMua?

G0d022155baba?f 20 367d34ImFy

= H ck.discord.comflz/click?upn=qD o8 L] Kjxat
‘zt0alLicBel2 BS9-ZFILIBdw... iEdYmusE...

.
= https:ficlick. discord.com/Is/click?upn=qD 008 O .dwT301_GM
cnwioKzi0al LicBeARJoBrGSalvudiaSy.. Gzbzn3&hw

Figure 7. Possible user’s interests and Hobbies.

In this case, the module generated three primary categories of user interests: Shopping, E-
commerce, Gaming, eSports, and Music. Each category is accompanied by a list of supporting evidence
in the form of URL links extracted from the browser’s history, cookies, and related metadata. The
classification confidence level (“Highly Interested”) is automatically assigned based on the frequency
of visits, dwell time, and URL contextual similarity across multiple sources.

The presented visualization demonstrates the system’s ability to correlate heterogeneous web
artifacts and form a structured profile of the user’s behavioral tendencies. Such an approach enhances
the forensic interpretation of digital traces and allows investigators to infer psychological and lifestyle
indicators relevant to digital identity profiling.

Figure 8 presents the output of the Suspicious Website Detection Module integrated into the
developed forensic module. The interface demonstrates a dynamically generated list of URLs classified
as potentially malicious or high-risk domains. The extracted addresses from the user’s browsing
history are automatically flagged based on rule-based heuristics and machine learning indicators.

The system detects suspicious activity by analyzing URL structures, domain names, embedded
parameters, and behavioral patterns such as frequent redirects, gambling-related keywords, and
domain obfuscation (e.g., random alphanumeric strings or subdomain chains). Each detected entry is
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displayed in a structured format with hyperlinks, allowing investigators to examine the sources in
detail or export the findings as a PDF report.

This result confirms that the proposed system is capable of automating the detection of potentially
dangerous or fraudulent web resources among browser artifacts, which helps forensic experts detect
traces of risky online behavior, phishing attacks, and interaction with illegal content.

Figure 8 shows the interface of the developed browser forensic module, illustrating the module
responsible for displaying the full browsing and search history of the analyzed user.

I Download PDF

Suspicious Visited Websites

source=&st=zdGOQWbP&startTime=17247655047947596654u

d8fe56aSb07cl&click_id=23428_251133_2 5 s3_

_clickunder&pb=2a97213fad9d648el1al3defe56a5b07c18elick_id=23428_ 251133 2.5 s3_

03_clickunder&pb=a87213fad8d648e1a13d8fe56a5b07c 1&click_id=23405_251133_2_5_s3,

ill%5b% Sdgeneral % 5b % 5d14730_30366_d70871_171503_clickunder&pb=ag87 213fad8d648elal 3d8fa56a5b07c1&click_id=2340 5133_2.5.s3.
Figure 8. Suspicious visited websites.

The presented table automatically lists all extracted URLs and associated metadata, including
the domain name, full link, visit timestamp, and visit count. The data were parsed from browser
artifacts such as the History SQLite database and subsequently formatted into a structured log view
for visualization.

This component enables investigators to perform temporal analysis of the user’s online activity:
identifying specific access times, repetitive domain visits, and behavior patterns across different
sessions. In this example, the Figure 9 shows multiple visits to educational websites (e.g., znanija.com),
with detailed timestamps recorded on 67 October 2025. Such chronological mapping supports the
reconstruction of user activity timelines and enhances the interpretability of digital evidence within
forensic investigations.

= Full Browsing and Search History of the User

Full Log:

Search/Domain Data URL Visit Time v Visit Count
https://znanija.com/task https://znanija.com/task/250555 6 October 2025 14:18
/250535556 556

https://znanija.com/task https://znanija.com/task/250555 6 October 2025 13:52
/250535556 556

https://znanija.com/task https://znanija.com/task/250535 6 October 2025 09:37
/250535556 556

https://znanija.com/task https://znanija.com/task/254555 & October 2025 3:45
/25147572 572

https://znanija.com/task https://znanija.com/task/251572 7 October 2025 7:45

Figure 9. Browsing history.

Figure 10 presents the interface of the Login and Password Analysis Module implemented in the
developed browser forensic module. This element automatically extracts and displays authentication-
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related artifacts (usernames, email addresses, and encrypted passwords) recovered from browser
databases such as Login Data (for Chrome) and logins.json (for Firefox).

4/ Found Logins and Passwords

If the file contains logins and passwords, they will appear here.

Maponu (1).csv aa Upload Login CSV
Download PDF

Site Login Password 1. Suspicious?
alumninetworkhungary.hu (zhzhetpisb...  zhzhetpisbayeva@gmail.com 123

idmsa.apple.com (aliya.zhetpisbaeva.9...  aliya.zhetpisbaeva.98@mail.ru 3456

library.astanait.edu.kz (A.Zhetpisbayev...  A.Zhetpisbayeva@astanait.edu.kz 9090

journal.astanait.edu.kz (A.Zhetpisbaye... A.Zhetpisbayeva@astanait.edu.kz helloworld

learn.astanait.edu.kz (A.Zhetpisbayeva...  A.Zhetpisbayeva@astanait.edu.kz Telloworld

Figure 10. Sensitive search in browser history.

The module enables investigators to review and verify stored credentials, assess their potential
exposure, and identify whether the same login credentials are reused across multiple websites. The
table includes columns for the website domain, login, password (masked for privacy), and a column
labeled “Suspicious?”, which marks potentially compromised or unsafe credentials based on rule-based
heuristics and similarity detection algorithms.

& Found Logins and Passwords

If the file contains logins and passwords, they will appear here.

Maponu (1).csv aa Upload Login CSV
Download PDF

Site Login Password ! Suspicious?
alumninetworkhungary.hu (zhzhetpisb... zhzhetpisbayeva@gmail.com 123

idmsa.apple.com (aliya. i a.9.. aliya. i .98@mail.ru 3456

library.astanait.edu.kz (A. i . A i it.edu.k: 9090

journal.astanait.edu.kz (A.Zhetpisbaye... ~ A.Zhetpisbayeva@astanait.edu.kz helloworld

learn.astanait.edu.kz ( i L. A i it.edu.k: Telloworld

Figure 11. Suspicious user’s logins/password.

In addition, the system is equipped with built-in functions for exporting data to CSV format and
generating reports in PDF format, allowing forensic experts to archive analysis results or include them
as evidence in digital investigation reports. This visualization demonstrates the system’s ability to
process confidential authentication artifacts in a secure and structured manner, preserving privacy and
ensuring the accuracy of forensic analysis.

The proposed solution was evaluated in terms of its ability to systematically extract and analyze
browser artifacts in various formats (SQLite, JSON, CSV) . The purpose of the evaluation was to
demonstrate the advantages of the developed method, which combines rule-based approaches with
machine learning algorithms, compared to existing digital forensics tools.

In particular, the evaluation was conducted by comparing the developed module with several
widely used digital forensics tools, including NirSoft BrowserView, Oxygen Forensic Detective, and
NetAnalysis. Although these tools provide useful functions for extracting artifacts and visualizing
them, their capabilities in terms of analytics are limited. In contrast, the proposed solution implements
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automatic classification of suspicious URLs, behavioral profiling based on search queries, and proba-
bilistic assessment of the security of credentials (logins and passwords), which allows for the creation
of a complete forensic profile of the user.

5. Discussion

The comparative analysis presented in Table 3 and Figure 12 discusses the performance and
analytical depth of the proposed browser forensic module in relation to two widely used tools, NirSoft
Browser Tools and Oxygen Forensic Suite. Previous studies in the field of browser artifact analysis [1,3]
have demonstrated that most available forensic utilities are limited to static data extraction and manual
inspection, often lacking automation, context interpretation, and cross-artifact correlation. In contrast,
the developed module introduces an intelligent hybrid model that integrates rule-based reasoning
with machine learning algorithms (K-Nearest Neighbors and Naive Bayes) for a deeper understanding
of behavioral patterns.

From the comparison, it is evident that the proposed module surpasses traditional tools in several
key dimensions:

1. it supports multiple artifact formats (SQLite, [SON, CSV), enabling broader compatibility across
browsers and operating systems;

2. itautomates the detection of suspicious URLs using pattern recognition and clustering techniques;

3. it integrates a user profiling module that infers psychological, financial, and interest-related
indicators from browsing behavior.

4. itautomatically checks user’s logins/passwords to identify suspicious domains.

These features allow for a more holistic interpretation of user activity, aligning with recent research
emphasizing behavioral forensics and data-driven digital investigation [4,5].

Table 3. Comparison between the proposed module, NirSoft, and Oxygen Forensic.

Feature Proposed module  NirSoft Oxygen Forensic
Supported formats SQLite, [SON, CSV  SQLite only (lim- SQLite, proprietary
ited) formats
Artifact coverage History, Cookies, History, Cookies History, Cookies,
Logins, Bookmarks Bookmarks
Detailed analysis = Rule-based + ML None (depens on Limited keyword
(K-NN, Naive tool) search, filters
Bayes)
Suspicious URL Yes No Partial
detection
Security analysis Yes No No
User profiling Yes (interests, No No
financial, psycho-
emotional)
Languages ENG/RUS/KAZ EN Proprietary formats
Report generation  Automated Text/CSV export Proprietary formats
PDF/HTML  re-
port

The findings suggest that combining heuristic rules with machine learning yields higher detection
accuracy and improves the interoperability of forensic evidence. This supports the hypothesis that
intelligent hybrid methods can substantially enhance forensic efficiency and reduce manual workload.
However, limitations remain — particularly in real-time analysis of encrypted artifacts and integration
with cloud-based browser data, which will form the focus of future work.
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35 Comparison of Browser Forensic Tools

[ Proposed Platform
mm NirSoft
mmm Oxygen Forensic

Feature Support Level (1 = Low, 3 = Full)

Figure 12. Example of inserted picture.

Future research directions will include:

1.  expanding the module to support mobile browser artifacts and cross-device synchronization logs;
integrating deep learning models (e.g., CNN, LSTM) for adaptive URL risk classification;
3.  developing a standardized forensic reporting API for law enforcement interoperability.

Such improvements aim to move digital forensics from data extraction toward fully automated
behavioral intelligence systems.

6. Conclusions

In this paper a new method for the forensic analysis of web browser data was developed and
presented. This method’s primary contribution is its hybrid architecture, which effectively integrates
rule-based analysis with machine learning algorithms, specifically k-nearest neighbors (k-NN) and
Naive bayes. This combination is designed to leverage the precision of heuristic rules while harnessing
the adaptive pattern-recognition capabilities of machine learning. The proposed method has been
implemented as a fully automated forensic module.A key practical feature of this method is to ability
to natively process and interpret digital artifacts from diverse and common formats, including SQlite
databases, JSON files, and CSV exports, ensuring broad applicability across different browsers and
operating systems.

The developed method successfully combines various established web forensic approaches into
a single, cohesive workflow. this integration enables a detailed and multi-dimensional analysis of
user activity, allowing for the correlation and formation of relationships between disparate web
digital traces—such as browsing history, cookie data, and saved credentials. consequently, the system
transcends static data processing. it facilitates a deep behavioral interpretation of user actions, which
includes the automated identification of suspicious URLs, the detection of recurring behavioral
patterns, and the mapping of temporal regularities in online activity. this allows an investigator to
move from answering "what" a user did to understanding "how" and "when" they did it.

Experimental validation confirmed the method’s effectiveness and robustness in analyzing a
comprehensive set of browser artifacts, including browsing history, cookies, logins, and bookmarks.
a significant outcome of this analysis is the integrated profiling module. based on the aggregated
results, this module constructs a forensic behavioral profile of the user. this profile encapsulates not
only technical indicators but also inferred personal interests, potential financial characteristics, and
psycho-emotional indicators. thus, the proposed method substantially expands the capabilities of
traditional digital forensics, moving beyond simple artifact collection to provide actionable intelligence
about user behavior and potential motivation.
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A comparative analysis against existing solutions, such as the Nirsoft toolset and Oxygen Forensic
detective, highlighted the distinct advantages in developed system. The solution demonstrated broader
artifact coverage, greater analytical flexibility, and a significantly higher degree of automation. the
proposed new method in this research paper effectively eliminates the critical bottleneck of manual
browser data analysis. this automation not only accelerates the investigative process but also improves
the accuracy and objectivity of the obtained data by reducing the potential for human error or bias.

Overall, the proposed method and the implemented solution represent a significant step forward
in the development of intelligent and explainable digital forensics. This work provides a powerful
tool for investigators by synergizing automation with the accuracy of user behavior analysis. Future
work will focus on expanding the machine learning models to include deep learning techniques for
more nuanced anomaly detection and on integrating support for artifacts from cloud-synced browser
profiles, which represent a growing challenge in the field.
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Abbreviations

The following abbreviations are used in this manuscript:

GUI Graphical User Interface
k-NN  k-Nearest Neighbors

ML Machine Learning

SQLite  Structured Query Language
Csv Comma-Separated Values
URL Uniform Resource Locator
JSON  JavaScript Object Notation
HTML Hypertext Markup Language
CSS Cascading Style Sheets

JS JavaScript

XML Extensible Markup Language
HDD Hard Disk Drive

SSD Solid-State Drive

PNG Portable Network Graphics
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