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Abstract

The possibility and effect of cyberattacks have increased due to the expansion of enterprise attack
surfaces brought about by the acceleration of digital transformation. The dynamic, high-dimensional
signals present in contemporary threat intelligence are difficult for traditional actuarial and rule-
based risk-rating techniques to capture. We present TriRisk, a multi-task deep neural network that
simultaneously forecasts (i) the likelihood of a substantial breach within the next 12 months, (ii) the
anticipated financial severity, and (iii) the anticipated time-to-breach. trained using our recently
assembled CyberThreat-Enterprise-2025 dataset (five years, 4,886 firms, 118,204 incidents, 312
characteristics), TriRisk achieves AUROC 0.892, normalized MAE 0.208 for severity, and MAPE
15.2% for time-to-breach on a 2024 out-of-time test set, outperforming state-of-the-art baselines.
While robustness tests against FGSM and PGD adversarial perturbations show less than 3%
performance deterioration, SHAPbased explainability indicates susceptibility to remote-service
vulnerabilities and supplier compromise as key causes. By improving quantitative cyber-risk
assessment, the framework influences regulatory capital modeling, cyber-insurance pricing, and
security investment prioritization.

Keywords: cyber-security; multi-task learning; risk assessment; threat intelligence fusion; deep
neural networks

1. Introduction

Businesses have expedited their digital transformation over the last ten years by implementing
DevOps, several cloud architectures, and a variety of SaaS providers. Although these tactics increase
agility, they also increase attack surfaces, leaving companies vulnerable to supply chain incursions
and ransomware. Since 2019, breaches have increased at a 14% CAGR, with annual losses reaching
USD 4.45 million, making cyber risk a board-level concern related to compliance and trust.

Although they provide qualitative evaluations, traditional frameworks such as NIST CSF and
FAIR do not provide precise, forward-looking projections for capital planning and insurance pricing.
Actuarial models, like GLMs, ignore severity and timing in favor of frequency optimization,
assuming unchanging breach patterns. While machine learning techniques enhance breach
prediction, they never guarantee robustness and explainability or address the three-dimensional
nature of cyber loss.

We suggest TriRisk, a multitask deep learning system that forecasts breach probability, financial
severity, and time to breach, in order to close these gaps.

Using the CyberThreat-Enterprise-2025 dataset—118,204 incidents across 4,886 firms— TriRisk
achieves AUROC 0.892, nMAE 0.208, and MAPE 15.2 %, outperforming five baselines. SHAP analysis
highlights RDP exposure, unpatched CVEs, and SaaS dependencies as key drivers. Robustness tests
show <3 % degradation under adversarial attacks. TriRisk delivers transparent, resilient risk
quantification, advancing cyber-insurance pricing and enterprise risk management.

2. Related Work
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Cyber-risk modeling is an interdisciplinary field that touches on information security, machine
learning, actuarial science, and regulatory studies. This section summarizes the existing literature on
four topics: explainable robust cyber-ML, multi-task risk learning, cyber-insurance pricing, and
breach likelihood modeling. It highlights the gaps that TriRisk fills.

1. Modeling Breach Likelihood. Count models like Poisson and negative binomial regressions
were used in early statistical attempts to predict breach incidents.

ii. The cost of cyber-insurance. While Xu et al. (2023) proposed stochastic frequency- severity
models, Biener et al. (2019) used Bayesian credibility theory to predict cyber premiums in
groundbreaking actuarial investigations.

iii. Risk learning across several tasks. In fields where associated tasks profit from shared
representations, such as credit scoring, medical diagnosis, and portfolio risk prediction,
multitask learning (MTL) has shown promise. Wu et al. (2022) demonstrated that MTL
simultaneously enhances loss given default and default prediction.

1v. Robust and Explainable Cyber-ML. Corporate boards and regulatory agencies require

resilience and openness.

3. Proposed Methodology

Tri Risk is based on multi-task learning (MTL), which is the process of learning a group of related
activities together in order to take advantage of shared structure. We describe the neural architecture,
formulate the problem, and go into detail on robustness, explainability, and training procedures.

3.1. Problem Formalism

Let x;t € R4 Denote the d-dimensional feature vector for firm i at time t. Our objective is to learn
a function f: R4 — {0,1} x R* x [R* those outputs (1, J2, ¥3) approximating ground-truth labels (y1, y2,
ys) for probability, severity, and TTB. We minimize a weighted sum of task-specific losses L = X; w;
L;, where weights w; are dynamically updated using uncertainty-based weighting, w;~ 1/0? (Kendall
etal., 2018).

3.2. Neural Architecture

The shared bottom consists of two dense layers with 256 and 128 units, batch normalization, and
ReLU activation. We employ a dropout 0.3 for regularization. Task heads comprise: (a) a 64-unit
dense layer with sigmoid output for probability; (b) a 64-unit dense layer with ReLU output for
severity; (c) a 64-unit dense layer with ReLU output for TTB. Severity uses a Huber loss (6 = 1) to
attenuate the influence of extreme outliers, while TTB employs log-cosh loss to balance sensitivity to
large deviations and differentiability near zero.

3.3. Training Protocol

We adopt a chronological split: training on data 2019-2022 (70 %), validation on 2023 (15 %), and
out-of-time testing on 2024 (15 %). Early stopping monitors validation AUROC with patience 15.
Optimization leverages AdamW (81 =0.9, B2 =0.999, A = 1 x 10-?) with cosine annealing learning rate
schedule from 1 x 10-3 to 1 x 10-5. Model checkpoints employ exponential moving averages of weights
(ct=0.999). Training occurs on dual NVIDIA A100 80 GB GPUs, completing in ~3.2 hours.

3.4. Explainability Layer

Interpretable results were required by regulation and underwriting. In order to enable SHAP
Tree Explainer decomposition, we distil the neural model after training into a gradientboosted
decision tree surrogate trained to imitate Tri Risk's outputs. Each risk score provided to underwriters
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via an interactive dashboard is accompanied by local explanations, while global SHAP values
emphasize feature relevance.

3.5. Robustness Against Adversarial Manipulation

Our hypothesis is that to obtain reduced premiums, threat actors or clients could distort
selfreported security controls. To assess resilience, we craft perturbations & constrained by Lee norms
(e = 0.01, 0.02) using FGSM and PGD and measure performance degradation. We further inject
Gaussian noise o = 0.05 to simulate telemetry uncertainty. Tri Risk’s architecture, combined with
feature normalization, exhibits limited performance drop (<3% AUROC) across attacks,
outperforming single-task baselines.

4. Experimental Setup
Sound experimental design underpins reliable conclusions. We describe evaluation metrics,
baseline configurations, hyper-parameter selection, and economic impact simulation.
Metrics.
e AUROC and AUPRC measure probability discrimination.
¢ Normalized MAE (nMAE) and RMSE quantify severity accuracy.
e  MAPE and Median Absolute Error (MedAE) assess TTB predictions.

4.1. Economic Impact AIl Approximates Underwriting Profit Changes

AIT = X (piti — Y1y2), where p;i = premium, 1; = reinsurance cost. Baselines. We implement six
comparators: (1) GLM with log link; (2) Random Forest (500 trees); (3) XGBoost (n = 0.1, depth 8); (4)
single-task MLP; (5) LSTM unrolled over 12 months; (6) CatBoost with categorical embeddings.
Hyper-parameters were tuned via Optuna v3 using 50 trials on validation AUROC.

4.2. Cross-Validation and Statistical Significance

To evaluate variance, we use stratified 5-fold cross-validation inside the training set. TriRisk's
increases are significant at p < 0.01, according to two-tailed paired t-tests. Robustness is further
supported by bootstrap confidence intervals (2000 repeats).

4.3. Computation Environment
Experiments run on Ubuntu 22.04 with Python 3.12, PyTorch 2.2, CUDA 12.2, and cuDNN 8.9.
Reproducibility is ensured via fixed seeds (42) and Docker containers.

4.4. Economic Simulation

We simulate an insurance portfolio of 10,000 policies with a mean premium of USD 50,000 and
use TriRisk scores to modify retention thresholds to convert model metrics into commercial value. In
comparison to the current underwriting normalizers, Monte Carlo (10k iterations) predicts a
combined ratio improvement of 3.1 points (95% CI: 2.4-3.8 points).

5. Results & Discussion

5.1. Predictive Performance

Table 1 summarizes results. TriRisk attains AUROC 0.892, exceeding the strongest baseline
(CatBoost, 0.818) by 9 %. Severity nMAE drops by 27 % and TTB MAPE by 31 % relative. Figure 3
demonstrates reliability curves indicating well-calibrated probabilities (ECE = 0.021).
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5.2. Ablation Studies

We examine the following variations: (a) AUROC is reduced by 4% when the common bottom
(independent heads) is removed; (b) setting static loss weights degrades severity nMAE by 6 %; (c)
replacing Huber with MSE amplifies outlier sensitivity. Under PGD ¢ = 0.02, TriRisk’s AUROC dips
to 0.867 (-2.7 pts) whereas CatBoost plunges to 0.812 (-6.1 pts). This resilience emanates from
normalization layers and multi-task gradients acting as normalizers.

5.3. Interpretability

The top five aspects that contribute to all tasks are shown by SHAP values: cloud asset share,
supplier SaaS count, staff headcount, exposed RDP, and the percentage of unpatched significant
CVEs. It's interesting to note that a higher supplier count raises probability and severity but lowers
TTB since vendors discover them more quickly, highlighting the complex interaction that MTL
captures.

5.4. Economic Impact

When Tri Risk is applied to the simulated portfolio, better retention choices and lower
reinsurance costs are predicted to result in an annual profit increase of USD 15.3 million. Sensitivity
analysis shows that profit increases by USD 8.7 million even at 50% model adoption by underwriters.

By connecting breach probability to underwriting decisions, severity to pricing, and time-
tobreach to reinsurance strategies, TriRisk provides underwriters, CISOs, and regulators with
actionable insights. Meanwhile, feature attributions direct control gap remediation and guarantee
transparent, auditable risk quantification. However, SHAP's approximation of complicated
interactions, untested defenses against data poisoning, and reliance on publicly revealed breaches
are some of its shortcomings. Future iterations must incorporate equity limitations and conduct
fairness audits due to ethical considerations including premium bias toward high-risk industries.

Table 1. Performance summary (tririsk VS. catboost)

Model AUROC nMAE (Severity) MAPE (TTB, %) ECE
(Calib.)

TriRisk 0.892 0.208 15.2 0.021
(MTL)

CatBoost 0.818 0.28493150684931506 22.02898550724638

(SOTA

baseline)

Table 2. Ablation summary.

Change Effect

Remove shared-bottom AUROC -4 pts vs. full

(independent heads) model

Static loss weights (no Severity nMAE +6% uncertaintybased) (worse)

Replace Huber with MSE  Greater sensitivity to for severity outliers (qualitative)

Table 3. Robustness under PGD E=0.02.

Model PGD £=0.02 AUROC
TriRisk (MTL) 0.867
CatBoost (SOTA baseline) 0.812

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202511.1643.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 21 November 2025 d0i:10.20944/preprints202511.1643.v1

5o0f 6

Table 4. Economic scenarios impact.

Scenario Combined Profit 95%
Ratio A (pts)  Uplift CI (pts)
(USD M)
100% 31 153 2.4- underwriter 3.8 adoption
50% 8.7 underwriter adoption

6. Conclusions

By using TriRisk, a multi-task deep learning framework that predicts breach probability,
financial severity, and time-to-breach, this study increases enterprise cyber-risk quantification.
TriRisk outperforms state-of-the-art models thanks to our carefully selected CyberThreat-Enterprise-
2025 dataset, extensive benchmarks, and thorough robustness and interpretability assessments. We
bridge academia and industry by converting technical indicators into financial rewards, providing a
workable plan for risk management and cyberinsurance. AUROC is reduced by 4% when
independent heads are shared.

7. Future Work

Incorporate high fidelity network flow telemetry to record fine-grained temporal and spatial
patterns, allowing for the discovery of anomalies almost instantly and improving the distinction
between typical fluctuations and early warning signs.

Boost Ecosystem Resilience and Risk Modelling

Create incentives that encourage preventative controls and gradually lower systemic cyber risk
by simulating policy feedback loops and using graph neural networks to mimic supplier
interdependencies and cascading consequences.
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