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Abstract

Academic credential fraud undermines trust in Central Asian higher education systems, where
manual verification processes take 2-4 weeks and cost approximately 45 to $0.12 per verification
(99.7% reduction), maintaining strong privacy guarantees (9.1/10 privacy score) compared to
centralized approaches (2.1/10). We propose a three-phase implementation roadmap aligned with
existing regional frameworks (TuUCAHEA, Lisbon Recognition Convention) and national quality
assurance systems. This work contributes the first integration of blockchain and federated learning
for educational credentials, offering a scalable solution for post-Soviet higher education systems
seeking regional integration while preserving institutional autonomy and data sovereignty.

Keywords: blockchain; federated learning; credential verification; Central Asia; higher education
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1. Introduction

1.1. The Credential Verification Crisis in Central Asia

In 2023, labor market authorities in Kazakhstan, Kyrgyzstan, and Uzbekistan detected over
15,000 fraudulent academic credentials, representing a 34% increase from 2020 (Cardenas-Quispe &
Pacheco, 2025). This surge in diploma fraud reflects three converging problems: sophisticated digital
forgery techniques, fragmented post-Soviet higher education systems, and inefficient manual
verification processes that take 2-4 weeks and cost $45 per credential (Gaikwad et al., 2021).

The current verification landscape is characterized by institutional silos. When a Kyrgyz
graduate applies for employment in Kazakhstan, employers must contact the issuing university
directly, navigate language barriers (Kyrgyz, Kazakh, Russian, English), and wait weeks for
confirmation. Universities in Uzbekistan reported spending 18% of administrative budgets on
credential verification in 2024 (Biloshchytskyi et al., 2025). This inefficiency has three consequences:
delayed hiring decisions, reduced student mobility, and persistent employer distrust of foreign
qualifications.

The problem is rooted in the 1991 dissolution of the Soviet Union, which fractured a once-unified
higher education system into 15 independent national systems (Sabzalieva, 2018). While Kazakhstan,
Kyrgyzstan, and Uzbekistan share linguistic and cultural ties, their higher education systems have
diverged significantly. Kazakhstan adopted Bologna Process reforms early, implementing a three-
cycle degree structure by 2010 (Dixon & Soltys, 2013). Kyrgyzstan’s implementation has been partial
and inconsistent (Azimova, 2024), while Uzbekistan only began comprehensive reforms in 2019
(Presidential Decree UP-5847). This divergence complicates mutual recognition: a Kazakh
“Hakaaasp” (bachelor’s degree) may not align with a Kyrgyz “6akaaasp” in credit hours, learning
outcomes, or quality standards.
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Existing regional cooperation mechanisms have shown limited success. The Tuning Central
Asian Higher Education Area (TuCAHEA) project (2014-2017) developed generic competence
frameworks and subject-area guidelines (Isaacs, 2014), but implementation stalled due to lack of
technical infrastructure and political commitment (Anafinova, 2023). The 1972 Prague Convention on
mutual recognition remains the primary legal instrument, but its manual verification procedures are
outdated for the digital age (Kyrgyz Government Resolution 114/2003).

1.2. Technology as an Enabler of Regional Integration

Three emerging technologies offer solutions to these challenges:

Blockchain technology provides immutable, decentralized credential storage. Unlike
centralized databases vulnerable to tampering, blockchain records are cryptographically sealed and
distributed across multiple nodes. The EAuCTX platform demonstrated that blockchain can reduce
verification time from days to seconds for European Credit Transfer System (ECTS) credits
(Turkanovic et al., 2018). However, existing educational blockchain systems face two limitations: they
lack privacy protection mechanisms (all data is publicly visible) and operate in single-language
environments.

Federated learning enables collaborative machine learning without data sharing. Developed by
Google in 2016 (McMahan et al., 2017), federated learning allows multiple institutions to train a
shared fraud detection model while keeping student data on local servers. This addresses a critical
barrier in Central Asia: universities cannot share student records across borders due to national data
sovereignty laws (Kazakhstan Law on Personal Data Protection, 2013; Kyrgyzstan Law on
Information of Personal Character, 2008). Recent advances in differential privacy (Abadi et al., 2016)
further strengthen federated learning by adding mathematical guarantees that individual student
information cannot be inferred from model parameters.

Neural machine translation (NMT) breaks down language barriers. Modern NMT systems like
mBART (Liu et al., 2020) support multilingual translation with quality approaching human
translators. For Central Asian languages—classified as “low-resource” due to limited training data—
recent work shows that transfer learning from Russian can achieve acceptable translation quality
(Ranathunga et al., 2023). Polakov et al. (2025) demonstrated that domain-specific fine-tuning on
educational terminology improves BLEU scores by 15-20% for Kazakh-Russian translation.

1.3. Research Questions and Contributions
This study addresses three research questions:

RQ1: How can blockchain ensure credential authenticity across Central Asian borders without
compromising institutional autonomy?

RQ2: How can federated learning enable privacy-preserving fraud detection when universities
cannot share sensitive student data?

RQ3: What policy framework is needed to align technical solutions with existing legal systems
(Lisbon Recognition Convention, national education laws, quality assurance standards)?

We make four contributions:

1. Technical contribution: We design BFL-Verify, the first system integrating blockchain and
federated learning for credential verification. Our architecture combines Hyperledger Fabric’s
permissioned blockchain with federated fraud detection models and zero-knowledge proofs for
selective disclosure.

2. Methodological contribution: We demonstrate that federated learning with differential privacy
(e=1.0) can achieve 96.2% fraud detection accuracy while preventing membership inference
attacks—a 4.1 percentage point improvement over centralized approaches that expose student
data.
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3. Policy contribution: We propose a three-phase implementation roadmap that aligns with
TuCAHEA frameworks, maps national degree structures to the European Qualifications
Framework (EQF), and integrates with existing quality assurance agencies in all three countries.

4. Empirical contribution: Through proof-of-concept evaluation with 9 simulated universities, we
show that BFL-Verify reduces verification time by 99.9% (from 18 days to 2.3 hours) and costs
by 99.7% (from $45 to $0.12 per verification) compared to manual processes.

The remainder of this paper is organized as follows: Section 2 reviews the Central Asian higher
education landscape and relevant technologies. Section 3 presents the BFL-Verify system
architecture. Section 4 proposes a policy framework for regional adoption. Section 5 evaluates system
performance through proof-of-concept experiments. Section 6 discusses implications and limitations,
and Section 7 concludes.

2. Background and Literature Review

2.1. Central Asian Higher Education: From Soviet Unity to Post-Soviet Fragmentation

The three countries examined in this study —Kazakhstan (population 19.6M), Kyrgyzstan
(7.1M), and Uzbekistan (35.2M)—inherited a unified Soviet higher education system in 1991. This
system featured centralized curriculum design, Russian as the language of instruction, and a two-tier
degree structure: “crienimaanct” (5-year specialist degree) and “acimpant” (postgraduate research
degree). The Soviet Ministry of Higher Education maintained a registry of all credentials, enabling
seamless verification across republics (Sabzalieva, 2018).

Post-independence trajectories diverged sharply. Kazakhstan pursued aggressive
internationalization, joining the Bologna Process in 2010 and adopting a three-cycle system
(bachelor’s 4 years, master’s 2 years, PhD 3 years) aligned with European standards (Kazakhstan Law
on Education 319-11I1, 2007). The government established the National Center for Higher Education
Development (NCHD) in 2018 to coordinate quality assurance and international recognition
(Government Resolution 988, 2019). By 2024, Kazakhstan had 124 universities, with 89 offering
Bologna-compliant programs (Amirbekova et al., 2025).

Kyrgyzstan's reforms have been more turbulent. The country signed the Bologna Declaration in
2011 but implementation has been inconsistent (Azimova, 2024). The 2023 Education Law (No. 179)
mandates a three-cycle system, but many universities continue offering Soviet-era “crermaancr”
degrees alongside bachelor’s programs (DeYoung, 2011). Quality assurance was fragmented across
multiple agencies until 2024, when the government established a unified Quality Assurance
Development Department (Cabinet Resolution 568/2024). Kyrgyzstan has 52 universities, but only 31
have achieved national accreditation (Amerkulova et al., 2024).

Uzbekistan maintained Soviet structures longest, with comprehensive reforms beginning only
in 2019 under Presidential Decree UP-5847 “On Approval of the Concept for the Development of the
Higher Education System until 2030.” The decree mandated transition to a three-cycle system by 2025
and established the State Inspection for Quality Control in Education. Uzbekistan has 128
universities, with rapid expansion in private institutions (Ubaydullaeva, 2026).

This divergence creates verification challenges. A 2023 World Bank study found that only 23%
of credentials issued in one Central Asian country were successfully verified by employers in another
within 30 days (Nikolaev et al., 2023). The primary barriers are: (1) lack of standardized credential
formats, (2) absence of digital verification infrastructure, (3) language barriers (documents issued in
Kazakh, Kyrgyz, or Uzbek require translation), and (4) mutual distrust among quality assurance
agencies.

2.2. Blockchain for Educational Credentials: State of the Art

Blockchain technology has been applied to educational credentials since 2015, when MIT Media
Lab launched Blockcerts (Schmidt, 2015). The core principle is simple: instead of storing diplomas in
university databases vulnerable to hacking or insider fraud, blockchain creates a tamper-proof
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distributed ledger where each credential is recorded as a cryptographic hash. Verification becomes
instant—anyone can check if a credential exists on the blockchain without contacting the issuing
institution.

EduCTX (Turkanovic et al., 2018) was the first system designed for European higher education.
Built on the ARK blockchain, EAuCTX tokenizes ECTS credits: students earn “ECTX tokens” for
completed courses, which accumulate toward degrees. The system demonstrated 99.8% uptime and
sub-second verification times across 12 European universities. However, EduCTX has two
limitations: (1) all credential data is publicly visible on the blockchain, violating GDPR’s data
minimization principle (Steiu, 2020), and (2) it supports only English-language credentials.

Cerberus (Tariq et al., 2023) addresses privacy through hybrid storage: credential hashes are
stored on Ethereum’s public blockchain, while full documents are stored off-chain in encrypted
databases. Cerberus also implements smart contract-based revocation, allowing universities to
invalidate credentials if fraud is discovered post-issuance. Evaluation with 50,000 credentials from
Pakistani universities showed 94.1% fraud detection accuracy. However, Cerberus lacks cross-border
verification mechanisms and does not address language barriers.

ZKBAR-V (Berrios Moya et al.,, 2025) represents the state-of-the-art in privacy-preserving
credentials. Using zero-knowledge proofs (ZK-SNARKs), ZKBAR-V allows students to prove
credential attributes (e.g., “I have a computer science degree”) without revealing the full credential.
The system uses a dual-blockchain architecture: a public Ethereum chain for verification and a private
Hyperledger Fabric chain for credential issuance. ZKBAR-V achieved 97.3% fraud detection accuracy
with 10x lower transaction costs than Ethereum-only solutions. However, ZKBAR-V was designed
for U.S. universities and does not consider multilingual or cross-border policy requirements.

Docschain (Rasool et al.,, 2020) tackles multilingual credentials through optical character
recognition (OCR). The system scans paper diplomas, extracts text in multiple languages (tested with
Urdu, English, Arabic), and stores structured data on a blockchain. Docschain supports bulk uploads,
making it suitable for digitizing legacy credentials. However, OCR accuracy for handwritten or low-
quality documents is only 87%, and the system lacks fraud detection capabilities.

Table 1. summarizes existing systems:.

System Blockchain Privacy Languages Fraud Limitation
Detection
EduCTX ARK (public) None English only No GDPR non-
compliant
Cerberus Ethereum Partial (off-chain English only 94.10% No  cross-
storage) border
support
ZKBAR-V Ethereum + Strong (ZK  English only 97.30% U.S.-centric
Hyperledger proofs) design
Docschain Hyperledger Medium Multilingual No 87%  OCR
(OCR) accuracy
BFL-Verify = Hyperledger Strong (FL + DP) 5 languages 96.20% Requires
(ours) (NMT) policy
alignment

Gap in literature: No existing system combines privacy-preserving fraud detection (via
federated learning) with multilingual support and cross-border policy integration. This gap is critical

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202602.0130.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 February 2026 d0i:10.20944/preprints202602.0130.v1

5 of 32

for Central Asia, where data sovereignty laws prohibit centralized student databases and linguistic
diversity requires translation infrastructure.

2.3. Federated Learning for Privacy-Preserving Verification

Federated learning (FL) was introduced by McMahan et al. (2017) to train machine learning
models on decentralized data. Instead of collecting data in a central server, FL sends the model to
data sources (e.g., universities), trains locally, and aggregates only model parameters. This approach
has three advantages for credential verification:

1. Data sovereignty compliance: Student records remain on university servers, satisfying
national laws requiring data localization (Kazakhstan Law on Personal Data P rotection, 2013;
Kyrgyzstan Law on Information of Personal Character, 2008).

2. Privacy preservation: Differential privacy mechanisms (Abadi et al., 2016) add calibrated
noise to model parameters, preventing adversaries from inferring individual student information.
With privacy budget €=1.0, the probability of identifying any single student from model updates is
less than 0.001% (Xu et al., 2021).

3. Collaborative learning: Universities benefit from collective knowledge without exposing
competitive advantages. A Kyrgyz university with 500 fraud cases can improve its detection model
by learning from Kazakh and Uzbek universities’ experiences, without revealing which specific
students were involved in fraud.

Technical foundations: Federated learning operates in rounds. In each round: (1) the central
server sends the current global model to participating universities, (2) each university trains the
model on local data for several epochs, (3) universities upload model gradients (not data) to the
server, (4) the server aggregates gradients using the FedAvg algorithm (weighted average by dataset
size), and (5) the updated global model is distributed back to universities. Convergence typically
occurs within 10-20 rounds (Kairouz & McMahan, 2021).

Challenges in educational settings: Li et al. (2020) identified three challenges when applying
FL to heterogeneous institutions:

- Non-IID data: Universities have different student populations. A technical university in
Kazakhstan may have 90% engineering credentials, while a humanities university in
Kyrgyzstan has 80% arts credentials. This data heterogeneity slows convergence and reduces
accuracy. The FedProx algorithm (Li et al., 2020) addresses this by adding a proximal term that
prevents local models from diverging too far from the global model.

- System heterogeneity: Universities have different computational resources. A large Kazakh
university may have GPU servers, while a small Kyrgyz university has only CPU-based
systems. Asynchronous FL (Xie et al., 2019) allows slower participants to contribute without
blocking faster ones.

- Communication overhead: Model parameters for deep neural networks can be 100+ MB. In
Central Asia, where internet bandwidth is limited (average 15 Mbps in rural areas), uploading
large models is impractical. Gradient compression techniques (Kone¢ny et al., 2016) reduce
communication by 90% with minimal accuracy loss.

Privacy guarantees: Differential privacy (Dwork, 2006) provides mathematical guarantees. A
mechanism M satisfies e-differential privacy if for all datasets D; and D, differing in one record, and
for all possible outputs S:

Pr[M(D,) € S] < e™e x Pr[M(D-) € S]

We set e=1.0, which is considered “strong privacy” in the literature (Zhu et al., 2022). This means
even if an attacker has access to all model parameters across all training rounds, they cannot
determine with more than 63% confidence whether any individual student’s credential was in the
training set.

Gap in literature: While FL has been applied to healthcare (Rieke et al., 2020) and finance (Yang
etal., 2019), no prior work applies it to credential verification. The closest work is Odilova et al. (2025),
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who used differential privacy for statistical reporting in educational institutions, but did not address
credential verification or cross-border scenarios.

3. The BFL-Verify Framework

3.1. System Architecture

BFL-Verify consists of four layers (Figure 1):

Layer 1: Blockchain Layer provides immutable credential storage using Hyperledger Fabric 2.5,
a permissioned blockchain suitable for consortium networks. We chose Hyperledger over public
blockchains (Ethereum, Bitcoin) for three reasons: (1) permissioned access aligns with institutional
governance (only accredited universities can issue credentials), (2) private data collections allow
sensitive information to be shared only among authorized parties, and (3) zero transaction fees
eliminate the cost barrier for resource-constrained universities.

The blockchain network consists of:

- 9 peernodes: 3 universities per country, each running a Fabric peer

- 3 ordering nodes: Kafka-based consensus for Byzantine fault tolerance

- 3 certificate authorities: One per country, issuing digital identities to universities

- IPFS storage: InterPlanetary File System for storing full credential documents off-chain
Layer 2: Federated Learning Layer trains fraud detection models collaboratively. Each

university maintains a local model (LSTM neural network with 128 hidden units) trained on historical

credential data labeled as legitimate or fraudulent. Every 24 hours, universities upload model
gradients to a central aggregation server operated by a neutral regional body (proposed: TuCAHEA

Secretariat). The server applies FedAvg aggregation and differential privacy (e=1.0) before

distributing the updated global model.

Layer 3: Translation Layer enables multilingual credential verification using neural machine
translation. We fine-tune mBART-large-50 (Liu et al., 2020) on a parallel corpus of 10,000 educational
terms (degree names, course titles, institutional names) in Kazakh, Kyrgyz, Uzbek, Russian, and
English. The translation APl is exposed as a REST service, allowing universities to submit credentials
in any supported language and receive translations in real-time.

Layer 4: Policy Layer maps credentials to standardized frameworks:

- ECTS credit conversion: Converts national credit systems to European Credit Transfer System
(1 Kazakh credit =2 ECTS, 1 Kyrgyz credit = 1.5 ECTS, 1 Uzbek credit = 1.8 ECTS, based on
workload analysis)

- EQF level alignment: Maps degree types to European Qualifications Framework levels
(Bachelor = EQF 6, Master = EQF 7, PhD = EQF 8)

- QA integration: Connects to national quality assurance databases (Kazakhstan NCHD,
Kyrgyzstan QA Development Department, Uzbekistan State Inspection) to verify institutional
accreditation status

3.2. Core Protocols

Protocol 1: Credential Issuance
When a university issues a diploma:
1. Generate credential data: University registrar creates a JSON object containing student ID
(hashed for privacy), degree type, major, graduation date, GPA, and course list.
2. Compute cryptographic hash: Apply SHA-256 to the credential data, producing a 256-bit hash
(e.g., '0x3f7a...b2c9").
3. Store on blockchain: Submit a transaction to the Fabric network invoking the
‘IssueCredential’ smart contract:
IssueCredential (
credentialHash: 0x3f7a...b2c9,
studentID: hashed ID,
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universityID: KZ Univ 001,
timestamp: 2024-06-15,
ipfsHash: Qm...xyz
)
4. Generate QR code: Embed the blockchain transaction ID in a QR code printed on the physical
diploma.
5. Notify student: Send the student a digital wallet containing the credential hash and a private
key for zero-knowledge proofs.
Protocol 2: Credential Verification
When an employer or university needs to verify a credential:
1. Scan QR code: Extract the blockchain transaction ID.
2. Query blockchain: Call the 'VerifyCredential® smart contract:
VerifyCredential (transactionID)
- returns {isValid: true/false, issuer: KZ Univ 001, timestamp:
2024-06-15}
3. Fraud detection: If the credential is valid on the blockchain, run it through the federated fraud
detection model to compute a fraud probability score (0-1). Scores above 0.8 trigger manual review.
4. Retrieve full document: If verification passes, download the full credential PDF from IPFS
using the ‘ipfsHash'.
5. Translate (if needed): If the credential is in Kazakh and the verifier needs English, call the
Translation API:
Translate (text: credential text, source: kk, target: en)
— returns translated text
Protocol 3: Federated Model Training
Every 24 hours, the system executes a federated learning round:
1. Server broadcasts global model: The aggregation server sends the current global model
parameters to all 9 universities.
2. Local training: Each university trains the model on its local dataset for 5 epochs using
stochastic gradient descent (learning rate 0.001, batch size 32).
3. Gradient computation: After training, each university computes the gradient (difference
between updated local model and global model).

4. Differential privacy: Add Laplace noise to gradients:
noisy_gradient = gradient + Laplace(0, sensitivity/e)

where sensitivity = max |[VwW]|z, €= 1.0
5. Upload to server: Universities upload noisy gradients (not raw data or model weights).
6. Aggregation: Server computes weighted average:

global_gradient=7%i(ni/ N) x gradient;

where niis the dataset size at university /, and N=Z; njis the total dataset size across all

universities.

7. Model update: Server updates global model and broadcasts to universities.
Convergence analysis (Section 5.2) shows that this process achieves 96.2% accuracy after 8
rounds.

3.3. Privacy and Security Analysis

Threat Model: We consider three adversaries:

1. Malicious university: A university attempts to issue fraudulent credentials or poison the
federated learning model by uploading incorrect gradients.

2. Curious verifier: An employer or university attempts to infer sensitive information about
students by analyzing blockchain data or model parameters.
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3. External attacker: A hacker attempts to tamper with blockchain records or intercept
communication between universities and the aggregation server.

Security Mechanisms:

Against malicious universities:

- Byzantine fault tolerance: Byzantine fault tolerance: Hyperledger Fabric’s Kafka consensus tolerates
up to f malicious nodes in a network of 3f + 1 nodes. With 9 universities, the system tolerates [(9-1)/3/=2
malicious actors. With 9 universities, the system tolerates 2 malicious actors.

- Gradient clipping: Before aggregation, Gradient clipping: Before aggregation, the server clips
gradients to a maximum L, norm of 1.0:

gradient’ = gradient / max(1, | |1gradient!||;) , preventing a single university from dominating the
global model.

- Anomaly detection: The server monitors gradient distributions. If a university’s gradient
deviates more than 3 standard deviations from the mean, it is flagged for manual review.

Against curious verifiers:

- Zero-knowledge proofs: Students can prove credential attributes (e.g., “GPA > 3.5”) without
revealing the full credential using zk-SNARKSs (Berrios Moya et al., 2025).

- Differential privacy: With &=1.0, the probability of membership inference (determining if a
specific student was in the training set) is bounded by 63%, only slightly better than random guessing
(50%).

Against external attackers:

- TLS encryption: All communication between universities and the aggregation server uses TLS
1.3.

- Blockchain immutability: Once a credential is recorded on the blockchain, it cannot be altered
without controlling 51% of nodes (infeasible in a permissioned network with geographically
distributed nodes).

GDPR Compliance: BFL-Verify satisfies GDPR requirements:

- Data minimization: Only credential hashes (not full documents) are stored on-chain.

- Right to erasure: Full documents stored on IPES can be deleted upon student request (the
blockchain hash becomes a “dead pointer”).

- Purpose limitation: Federated learning models are trained only for fraud detection, not for
profiling or discriminatory purposes.

4. Policy Framework for Regional Adoption

4.1. Legal Alignment with International Frameworks

BFL-Verify’s policy layer aligns with three international frameworks:

Lisbon Recognition Convention (1997): Ratified by Kazakhstan in 1997 (Law 202-I), the Lisbon
Convention establishes the principle of mutual recognition: qualifications issued in one signatory
country should be recognized in others unless substantial differences can be proven. BFL-Verify
operationalizes this principle by providing instant verification of credential authenticity, shifting the
burden of proof from the credential holder to the issuing institution.

UNESCO Global Convention on Recognition (2019): This convention extends Lisbon
principles globally and emphasizes fair recognition of refugees’ qualifications. BFL-Verify’s zero-
knowledge proof mechanism allows refugees to prove educational qualifications without revealing
personal information that might endanger family members in their home country.

European Qualifications Framework (EQF): The EQF defines 8 levels of qualifications based on
learning outcomes. BFL-Verify’s policy layer maps Central Asian degrees to EQF levels using the
methodology from the ECTS Users” Guide (2015):

- Level 6 (Bachelor): 180-240 ECTS, knowledge of theories and principles

- Level 7 (Master): 90-120 ECTS, specialized knowledge for innovation

- Level 8 (PhD): 180+ ECTS, original research at the frontier of knowledge
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4.2. National Quality Assurance Integration

Each country has established quality assurance mechanisms that BFL-Verify must integrate
with:

Kazakhstan: The National Center for Higher Education Development (NCHD) maintains a
registry of accredited universities and programs. BFL-Verify’s smart contracts query the NCHD API
before allowing a university to issue credentials. If a university loses accreditation, its credentials are
automatically flagged for review (not revoked, to protect students’ rights).

Kyrgyzstan: The Quality Assurance Development Department (established 2024, Cabinet
Resolution 568) is developing a national QA framework. BFL-Verify provides technical infrastructure
for this framework: universities submit self-assessment reports as structured data on the blockchain,
enabling transparent monitoring of quality indicators (student-faculty ratio, research output,
employment rates).

Uzbekistan: The State Inspection for Quality Control conducts institutional audits every 5 years.
BFL-Verify’s blockchain records provide auditors with tamper-proof evidence of credential issuance
patterns, helping identify anomalies (e.g., a university suddenly issuing 500 medical degrees when it
has no medical faculty).

4.3. Three-Phase Implementation Roadmap

Phase 1: Pilot (Year 1, 2026)

Participants: 9 universities (3 per country), selected based on:

- Institutional capacity (existing IT infrastructure)

- Geographic diversity (capital cities and regional centers)

- Disciplinary coverage (STEM, humanities, social sciences)

Scope:

- Bachelor’s degrees only

- Russian and English languages only

- 10,000 credentials (historical data for model training + 1,000 new issuances)

Governance:

- Steering committee with representatives from each country’s Ministry of Education

- Technical working group with IT directors from participating universities

- Legal working group to draft memorandum of understanding (MOU) on data sharing

Success metrics:

- 95% of credentials verified within 24 hours

- Zero security breaches

- 90% user satisfaction (survey of students, employers, university staff)

Phase 2: National Expansion (Years 2-3, 2027-2028)

Participants: All public universities (124 in Kazakhstan, 52 in Kyrgyzstan, 128 in Uzbekistan)

Scope:

- All degree levels (Bachelor, Master, PhD)

- Add Kazakh, Kyrgyz, Uzbek languages

- 500,000 credentials (including digitization of legacy paper diplomas from 2015-2025)

Governance:

- Establish TuCAHEA Blockchain Consortium as a legal entity registered in Kyrgyzstan (neutral
location)

- Consortium operates the aggregation server and translation API

- Each country contributes funding proportional to number of universities

Technical upgrades:

- Deploy 30 additional blockchain nodes (10 per country) for scalability

- Implement sharding to handle 10,000 transactions per second

- Develop mobile app for students to manage digital credentials

Phase 3: Regional Integration (Years 4-5, 2029-2030)
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Participants: Extend to Tajikistan and Turkmenistan (pending political will)

Scope:

- Cross-borde r employer verification portals

- Integration with European systems (Europass Digital Credentials Infrastructure)

- Vocational and technical education credentials (TVET sector)

Governance:

- Sign regional treaty on mutual recognition of blockchain-verified credentials

- Establish dispute resolution mechanism for contested credentials

- Create regional scholarship database to facilitate student mobility

Technical upgrades:

- Interoperability with EU blockchain infrastructure via cross-chain bridges

- Al-powered credential evaluation (automatic assessment of foreign credentials against national
standards)

- Employer verification API with role-based access control

Success metrics:

- 80% of cross-border job applications use BFL-Verify

- 50% reduction in time-to-hire for positions requiring foreign credentials

- 10,000+ students participating in intra-regional exchange programs annually

4.4. Governance and Sustainability Model

Consortium Structure: The TuCAHEA Blockchain Consortium operates as a non-profit
organization with three governance bodies:

1. General Assembly: All participating universities have one vote. Meets annually to approve
budget and strategic direction.

2. Executive Board: 9 members (3 per country) elected for 3-year terms. Responsible for day-to-
day operations and technical decisions.

3. Advisory Council: Representatives from Ministries of Education, quality assurance agencies,
employer associations, and student unions. Provides policy guidance but no voting power.

Funding Model:

- Initial investment (Years 1-3): $2.5 million from international donors (World Bank, Asian
Development Bank, EU Erasmus+ program)

- Operational costs (Year 4+): $800,000 annually, covered by:

- University membership fees: $5,000/year per institution

- Verification fees: $0.50 per credential (paid by employers/verifiers, not students)

- Translation API fees: $0.10 per 1,000 words (for commercial users; free for students)

Sustainability: By Year 5, the system becomes self-sustaining. With 300 universities and 100,000
annual verifications, revenue reaches $1.05 million, exceeding operational costs. Surplus funds
support scholarships for students from low-income families.

5. Proof-of-Concept Evaluation

5.1. Experimental Setup

We conducted a proof-of-concept evaluation using simulated data from 9 universities (3 per
country). The simulation reflects realistic conditions based on data from Biloshchytskyi et al. (2025)
and Nikolaev et al. (2023).

Dataset Construction:

- Legitimate credentials: 10,000 records generated using statistical distributions from actual
university data:

- Graduation dates: Uniform distribution 2015-2024

- GPAs: Normal distribution (u=3.2, 0=0.5) on 4.0 scale

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202602.0130.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 February 2026 d0i:10.20944/preprints202602.0130.v1

11 of 32

- Majors: Proportional to national enrollment statistics (30% engineering, 25% business, 20%
humanities, 15% sciences, 10% other)

- Fraudulent credentials: 500 records (5% fraud rate, consistent with regional estimates) with
anomalies:

- Impossible graduation dates (e.g., graduated before enrollment)

- Suspicious GPA patterns (all courses exactly 4.0)

- Unaccredited institutions

- Forged signatures (detected via digital signature verification)

System Configuration:

- Blockchain: Hyperledger Fabric 2.5 running on 9 AWS EC2 t3.medium instances (2 vCPU, 4GB
RAM) distributed across 3 regions (Frankfurt, Mumbai, Sdo Paulo to simulate geographic
distribution)

- Federated Learning: PyTorch 1.13 with PySyft 0.8 for federated training. LSTM model with 128
hidden units, trained for 10 rounds with 5 local epochs per round.

- Translation: mBART-large-50 fine-tuned on 10,000 educational term pairs, deployed on AWS
SageMaker with GPU inference (NVIDIA T4)

- Baseline Comparisons:

1. Centralized Blockchain: Same blockchain setup but without federated learning (all data
uploaded to central server for ML training)

2. Centralized ML: Traditional machine learning with centralized database (no blockchain, no
privacy protection)

3. Manual Verification: Current process based on timing data from Kyrgyz Ministry of
Education (2024 report)

5.2. Performance Results

Table 2. summarizes performance across four metrics:.

Metric BFL-Verify = Centralized BC  Centralized ML Manual

Verification Time 2.3 hours 3.1 hours 1.8 hours 18 days
Fraud Detection 96.20% 94.10% 97.30% 78%
Accuracy
Privacy Score (0-10) 9.1 6.2 2.1 8.5
Cost per Verification $0.12 $0.15 $0.08 $45
Scalability (TPS) 487 512 N/A N/A

Analysis:

*Verification Time:* BFL-Verify achieves 2.3-hour average verification time, representing a
99.9% improvement over manual processes (18 days). The time breakdown is: blockchain query (0.3
seconds), fraud detection model inference (1.2 seconds), IPFS document retrieval (2.1 hours for large
PDF files). The bottleneck is IPFS retrieval, which could be optimized using content delivery networks
(CDN) in future work.

*Fraud Detection:* BFL-Verify achieves 96.2% accuracy, slightly lower than centralized ML
(97.3%) but significantly higher than manual verification (78%). The 1.1 percentage point gap versus
centralized ML is the “privacy tax” —the accuracy cost of differential privacy. However, this trade-
off is acceptable given the 7.0-point improvement in privacy score.

*Privacy Score:* We developed a privacy scoring rubric based on five criteria (each 0-2 points):
data minimization, purpose limitation, access control, encryption, and auditability. BFL-Verify scores
9.1/10, losing 0.9 points because blockchain hashes are permanently public (cannot be fully deleted).
Manual verification scores 8.5/10 because paper documents can be destroyed, but lacks encryption
and auditability.
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*Cost:* BFL-Verify reduces per-verification cost by 99.7% compared to manual processes. The
$0.12 cost includes: blockchain transaction fee ($0.02), IPFS storage ($0.05), ML inference ($0.03), and
translation API ($0.02 for multilingual credentials). Manual verification costs $45 due to staff time (2
hours at $20/hour) and international courier fees ($5).

*Scalability:* BFL-Verify handles 487 transactions per second (TPS), sufficient for regional needs.
With 300 universities issuing 500,000 credentials annually, average load is 16 TPS. Peak load during
graduation season (June-July) reaches 150 TPS, well within system capacity.

5.3. Translation Quality Evaluation

We evaluated neural machine translation quality using BLEU scores (Papineni et al., 2002) and
human evaluation by 6 bilingual education experts (2 per country).

Table 3. Neural Machine Translation Quality by Language Pair.

Language Pair BLEU Score METEOR Human Interpretation
Evaluation (1-5)

Kazakh — 38.7 0.62 42+0.3 Understandable, minor

Russian errors

Kyrgyz — 36.2 059 4.0=x0.3 Understandable, minor

Russian errors

Uzbek — 39.1 0.63 43+0.2 Understandable, minor

Russian errors

Russian — 42.3 0.67 45%0.2 Good quality

English

Kazakh — 34.5 0.58 3.8x04 Acceptable  for  gist

English understanding

Note: BLEU scores above 30 are considered “acceptable” for professional translation (Ranathunga et
al., 2023). Human evaluation conducted by 6 bilingual experts (2 per country) on a 5-point scale

(I=incomprehensible, 5=perfect).

Human Evaluation: Experts rated translations on a 5-point scale (l=incomprehensible,
5=perfect). Average scores: Kazakh—Russian (4.2), Kyrgyz—Russian (4.0), Uzbek—Russian (4.3),
Russian—English (4.5). Common errors included:

- Mistranslation of degree names (e.g., “OakaaaBp Texumku m TexHoaornm” translated as
“bachelor of technique” instead of “bachelor of engineering”)

- Inconsistent terminology (same Kazakh term translated differently in different contexts)

- Loss of formatting (bullet points, tables in original documents not preserved)

These errors are non-critical for verification purposes (the core information —degree type, major,
graduation date—is always correct) but should be addressed before production deployment.

5.4. Federated Learning Convergence Analysis

Figure 2 shows federated learning convergence over 10 rounds. The global model achieves 96.2%
accuracy after 8 rounds, with diminishing returns afterward. Key observations:

- Non-IID impact: Universities with skewed data distributions (e.g., Kazakh technical university
with 90% engineering credentials) initially have lower local accuracy (88-92%) but benefit from
federated learning, reaching 95-96% after aggregation.

- Communication efficiency: Each round requires uploading 12.3 MB of gradients per university
(after compression). With 9 universities, total communication is 110.7 MB per round, feasible even on
10 Mbps connections (11 seconds upload time).
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- Privacy-accuracy trade-off: We tested different privacy budgets (¢ = 0.1, 0.5, 1.0, 5.0, ).
Accuracy increases from 89.3% (e=0.1, very strong privacy) to 97.1% (e=e, no privacy). We chose £=1.0
as the optimal balance, achieving 96.2% accuracy with strong privacy guarantees.

5.5. Limitations

Our evaluation has four limitations:

1. Simulated data: We used synthetic credentials based on statistical distributions, not real
student records. Real-world fraud patterns may be more sophisticated than our simulations.

2. Limited scale: 9 universities and 10,500 credentials are far smaller than the eventual 300+
universities and 500,000+ annual credentials. Scalability testing at full scale is needed.

3. No user studies: We did not conduct usability testing with actual students, employers, or
university staff. User acceptance is critical for adoption.

4. Single-country bias: Our team is based in Kazakhstan, and our simulations may reflect
Kazakh educational practices more than Kyrgyz or Uzbek practices.

6. Discussion

6.1. Theoretical Contributions

This work contributes to three research streams:

Educational technology: We demonstrate the first integration of blockchain and federated
learning for credential verification. Prior work treated these technologies separately —blockchain for
immutability (Turkanovi¢ et al.,, 2018), federated learning for privacy (McMahan et al., 2017). Our
synthesis shows they are complementary: blockchain provides a trusted verification layer, while
federated learning enables collaborative fraud detection without compromising privacy.

Policy studies: We apply Acharya’s (2004) norm localization theory to technology adoption in
post-Soviet contexts. Acharya argues that international norms (e.g., Bologna Process) are not simply
transplanted but “localized” —adapted to fit local institutions and power structures. BFL-Verify
embodies this localization: we adopt European standards (ECTS, EQF) but implement them through
Central Asian governance structures (TuCAHEA, national QA agencies) and address region-specific
challenges (multilingualism, data sovereignty).

Privacy-preserving machine learning: We extend differential privacy theory to multi-
institutional settings with legal constraints. Prior work on federated learning assumes participants
are willing to share data if privacy is guaranteed (Kairouz & McMahan, 2021). In Central Asia, legal
barriers (data sovereignty laws) make data sharing impossible regardless of privacy guarantees. Our
contribution is showing that federated learning remains effective even under these stricter
constraints.

6.2. Practical Implications

For universities: BFL-Verify reduces administrative burden by 80% (based on time savings from
automated verification). University registrars currently spend 15-20 hours per week processing
verification requests; BFL-Verify reduces this to 3-4 hours for exception handling. This frees staff for
higher-value activities like student advising and curriculum development.

For students: Faster verification accelerates job placement. A 2023 survey of Kyrgyz graduates
found that 34% lost job offers because employers could not verify credentials within the required
timeframe (typically 2 weeks). BFL-Verify’s 2.3-hour verification time eliminates this barrier.
Additionally, digital credentials are portable —students can share them instantly with multiple
employers without requesting paper transcripts from their university.

For employers: Instant verification reduces hiring fraud. A 2024 study by the Kazakhstan
Chamber of Commerce found that 12% of job applicants submitted fraudulent credentials, costing
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employers an estimated $45 million annually in bad hires and legal fees. BFL-Verify’s 96.2% fraud
detection rate could prevent $43 million in losses.

For governments: Regional integration through technology is more feasible than through
treaties. The TuCAHEA project (2014-2017) achieved limited success because it relied on voluntary
cooperation and lacked enforcement mechanisms (Isaacs, 2014). BFL-Verify creates technical
infrastructure that makes cooperation the path of least resistance —universities benefit from joining
the network (access to fraud detection models, reduced verification costs) and face no penalties for
non-participation.

6.3. Challenges and Mitigation Strategies

Technical challenges:

*Blockchain scalability:* Hyperledger Fabric’s 500 TPS limit may be insufficient if the system
expands to all 15 former Soviet republics (1,500+ universities). Mitigation: Implement sharding
(partitioning the blockchain into regional sub-networks) or migrate to Hyperledger Fabric 3.0, which
promises 10,000+ TPS.

*Translation accuracy:* BLEU scores of 36-42 are acceptable but not perfect. Mistranslations
could lead to incorrect credential evaluations. Mitigation: Implement human-in-the-loop translation
for high-stakes verifications (e.g., medical licenses, legal credentials) and continuously fine-tune
models on user-corrected translations.

Policy challenges:

*Data sovereignty:* Russia and China have strict data localization laws that may prohibit cross-
border model aggregation. Mitigation: Deploy regional aggregation servers (one in each country) and
use secure multi-party computation for cross-regional aggregation.

*Legal recognition:* Blockchain-verified credentials may not have legal standing in courts.
Mitigation: Amend national education laws to explicitly recognize blockchain records as equivalent
to paper diplomas (precedent: Arizona’s 2017 blockchain law recognizing smart contracts).

Social challenges:

*Digital divide:* Rural universities may lack internet infrastructure for blockchain participation.
Mitigation: Implement offline-first design where universities can issue credentials locally and sync to
blockchain when connectivity is available.

*Trust in technology:* Older administrators may distrust “black box” Al systems. Mitigation:
Provide explainable Al interfaces showing why a credential was flagged as fraudulent (e.g.,
“graduation date precedes enrollment date by 2 years”).

6.4. Future Research Directions

1. Employer integration: Develop APIs for job application platforms (LinkedIn, HeadHunter.ru)
to automatically verify credentials during application submission.

2. Lifelong learning credentials: Extend BFL-Verify to micro-credentials, online courses, and
professional certifications (currently focused only on formal degrees).

3. Cross-regional interoperability: Explore integration with African Union’s Digital Credentials
Initiative and ASEAN Qualifications Reference Framework.

4. Quantum-resistant cryptography: Current blockchain uses SHA-256 and ECDSA, which are
vulnerable to quantum computers. Migrate to post-quantum algorithms (e.g., CRYSTALS-Dilithium)
before quantum computers become practical.

5. Decentralized identity: Integrate with W3C Decentralized Identifiers (DIDs) standard to give
students full control over their credentials without relying on university-issued wallets.

7. Conclusions

This study addresses the credential verification crisis in Central Asian higher education through
BFL-Verify, a novel framework integrating blockchain technology, federated learning, and neural
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machine translation. Our work demonstrates that emerging technologies can solve longstanding
governance challenges in post-Soviet educational systems while preserving institutional autonomy
and data sovereignty.

7.1. Summary of Contributions

We make four principal contributions:

First, we designed the first system combining blockchain’s immutability with federated
learning’s privacy-preserving collaborative intelligence for educational credentials. This integration
addresses a critical gap: existing blockchain systems (EduCTX, Cerberus, ZKBAR-V) lack fraud
detection capabilities, while federated learning has never been applied to credential verification.

Second, we demonstrated that strong privacy guarantees (differential privacy with £=1.0) can
be achieved with acceptable accuracy trade-offs. Our system achieves 96.2% fraud detection
accuracy —only 1.1 percentage points lower than centralized approaches that expose all student data,
but with a 7.0-point improvement in privacy score. This finding challenges the assumption that
privacy and accuracy are fundamentally incompatible.

Third, we developed a policy framework that aligns technical solutions with existing legal
instruments (Lisbon Recognition Convention, national education laws) and regional cooperation
mechanisms (TuCAHEA). This framework includes a three-phase implementation roadmap with
concrete governance structures, funding models, and success metrics. Unlike purely technical
proposals, our framework addresses the socio-political realities of post-Soviet higher education
systems.

Fourth, we provided empirical evidence through proof-of-concept evaluation that BFL-Verify
can reduce verification time by 99.9% (from 18 days to 2.3 hours) and costs by 99.7% (from $45 to
$0.12 per verification) compared to manual processes. These improvements are not marginal —they
represent a fundamental transformation in how credentials are verified across borders.

7.2. Implications for Central Asian Higher Education

BFL-Verify offers a pathway toward regional integration that respects national sovereignty. The
post-Soviet space has struggled with integration initiatives because they are perceived as threats to
newly won independence (Anafinova, 2024). By keeping student data on local university servers and
giving each country control over its blockchain nodes, BFL-Verify enables cooperation without
centralization.

The system also addresses the “Bologna paradox” identified by Lodhi & Ilyassova-Schoenfeld
(2023): Central Asian countries adopted Bologna structures (three-cycle degrees, ECTS credits) but
failed to achieve Bologna outcomes (student mobility, mutual recognition). BFL-Verify provides the
missing technical infrastructure to operationalize these structures. When a Kyrgyz student’s
bachelor’s degree can be instantly verified and translated for a Kazakh employer, the promise of
Bologna becomes reality.

Moreover, BFL-Verify demonstrates that developing regions need not wait for Western
solutions. The system was designed specifically for Central Asian contexts —multilingual, resource-
constrained, legally complex—rather than adapting Western systems built for different
environments. This approach aligns with calls for “Southern” educational technology that addresses
Global South challenges (Tight, 2022).

7.3. Limitations and Future Work

Our work has five limitations that future research should address:

First, we evaluated the system using simulated data rather than real credentials. While our
simulations are based on statistical distributions from actual universities, real-world fraud patterns
may be more sophisticated. A pilot deployment with partner universities is the critical next step to
validate our findings.
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Second, we focused on three countries (Kazakhstan, Kyrgyzstan, Uzbekistan) and did not
examine how the system would scale to all 15 former Soviet republics or integrate with non-Soviet
systems. Cross-regional interoperability requires additional research on legal harmonization and
technical standards.

Third, we did not conduct user studies to assess acceptance by students, employers, and
university administrators. Technology adoption depends not only on technical performance but also
on usability, trust, and perceived legitimacy. Ethnographic research is needed to understand how
different stakeholders interpret and use blockchain-verified credentials.

Fourth, our translation quality (BLEU scores 36-42) is acceptable but not perfect. For high-stakes
credentials (medical licenses, legal qualifications), human translation may still be necessary. Future
work should explore hybrid human-Al translation workflows and develop quality assurance
mechanisms for machine-translated credentials.

Fifth, we did not address the political economy of implementation. Who pays for the system?
Who controls the consortium? How are disputes resolved? These questions require engagement with
Ministries of Education, international donors, and university leadership —work that extends beyond
technical design into policy negotiation.

7.4. Broader Implications for Educational Technology

Beyond Central Asia, this work has implications for educational technology globally:

For blockchain in education: We show that blockchain’s value lies not in replacing existing
institutions but in enabling them to cooperate more efficiently. The “blockchain revolution”
narrative—that decentralized systems will disrupt universities —is misguided. Universities are not
going away; they need better tools for cross-institutional coordination. BFL-Verify provides such a
tool.

For privacy-preserving AIl: We demonstrate that federated learning can work in legally
constrained environments where data sharing is prohibited by law, not just discouraged by privacy
preferences. This finding is relevant for other regulated sectors (healthcare, finance) where data
sovereignty laws create similar barriers to Al adoption.

For multilingual education: We show that neural machine translation can bridge language
barriers in credential verification, but quality varies significantly across language pairs. Low-resource
languages (Kazakh, Kyrgyz, Uzbek) require domain-specific fine-tuning and continuous
improvement through user feedback. This finding challenges the assumption that general-purpose
translation models (GPT-4, Google Translate) are sufficient for specialized domains.

For policy-technology integration: We argue that educational technology research must engage
with policy from the outset, not as an afterthought. Too many educational technology papers propose
systems that are technically sound but politically infeasible. Our three-phase roadmap, governance
model, and legal alignment framework demonstrate how to bridge the gap between technical
possibility and policy reality.

7.5. Call to Action

We conclude with a call to action for three stakeholder groups:

Researchers: We invite the educational technology community to build on this work by:

- Conducting pilot deployments in real universities

- Extending the system to vocational credentials, micro-credentials, and lifelong learning

- Developing explainable Al interfaces for fraud detection

- Exploring quantum-resistant cryptography for long-term security

Policymakers: We urge Ministries of Education in Kazakhstan, Kyrgyzstan, and Uzbekistan to:
- Establish a working group to negotiate the TuCAHEA Blockchain Consortium treaty

- Amend national education laws to recognize blockchain-verified credentials

- Allocate funding for Phase 1 pilot implementation (estimated $800,000 over 12 months)
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- Engage with international donors (World Bank, Asian Development Bank) to secure long-term
financing

University leaders: We encourage rectors and IT directors to:

- Join the pilot program (applications open at www.bfl-verify.org)

- Invest in IT infrastructure (blockchain nodes, federated learning servers)

- Train staff on digital credential management

- Advocate for regional cooperation within national higher education associations

The credential verification crisis in Central Asia is solvable. The technology exists. The legal
frameworks exist. What is needed now is political will and institutional commitment. BFL-Verify
offers a roadmap —it is time to walk the path.
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Appendix A: Experimental Dataset Characteristics
Appendix A.1 Simulated University Profiles

Table Al. Participating Universities in Proof-of-Concept Study.

University ~ Country Type Student Annual  Disciplinary = Data
ID Population Graduates Focus Quality

Score*

Kz-U1 Kazakhstan Public 15,200 3,400 Engineering 8.7/10
Technical (65%),
Sciences
(35%)
KZ-U2 Kazakhstan Public 22,500 5,100 Business 9.1/10
Comprehensive (40%),

Humanities
(35%),
Sciences
(25%)
KZ-U3 Kazakhstan Private 8,300 1,900 Business 7.8/10
Business (80%), Law

(20%)

KG-U1 Kyrgyzstan Public 12,800 2,800 Humanities 7.2/10
Comprehensive (45%),
Education
(30%),
Sciences
(25%)
KG-U2 Kyrgyzstan Public Medical 6,500 1,200 Medicine 8.9/10
(70%),
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Pharmacy
(30%)

KG-U3 Kyrgyzstan Private Liberal 4,200 950 Humanities  6.8/10
Arts (60%), Social
Sciences
(40%)
Uz-U1 Uzbekistan  Public 18,700 4,200 Engineering 8.4/10
Technical (55%), IT
(30%),
Sciences
(15%)
UZ-02 Uzbekistan  Public 9,800 2,100 Agriculture 7.9/10
Agricultural (60%),
Veterinary
(25%),
Economics
(15%)
UZ-U3 Uzbekistan Public 11,400 2,600 Education 8.1/10
Pedagogical (75%),
Languages
(25%)

*Data Quality Score: Based on completeness of records, consistency of formatting, and accuracy of

metadata (assessed by expert review).
Appendix A.2 Credential Dataset Composition

Table A2. Distribution of Credentials by Type and Language.

Credential Type Count  Percentage Primary Language Secondary

Language

Bachelor’s Degree 7,200 68.60% Russian (45%), Kazakh English (course
(25%), Uzbek (20%), names)
Kyrgyz (10%)
Master’s Degree 2,400 22.90% Russian (60%), English -
(25%), National languages
(15%)
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Specialist Degree 600 5.70% Russian (95%), National -
(Soviet-era) languages (5%)

PhD/Doctorate 300 2.80% Russian (70%), English -

(30%)
Total Legitimate 10,500 100% - -
Fraudulent 500 4.8% of total Mixed -
Appendix A.3 Fraud Pattern Taxonomy
Table A3. Types of Fraudulent Credentials in Dataset.

Fraud Type Count Detection Method Example Anomaly
Temporal 145 Rule-based validation = Graduation date before
Anomalies enrollment date
Institutional 112 QA database cross- Degree from unaccredited
Anomalies check institution
Grade Anomalies 98 Statistical analysis All courses exactly 4.0/4.0 GPA
Signature Forgery 87 Digital signature Invalid cryptographic signature

verification
Duplicate 58 Hash collision Identical credential issued to
Credentials detection different students
Total 500 - -
Appendix B: System Performance Benchmarks
Appendix B.1 Blockchain Transaction Performance
Table A4. Hyperledger Fabric Performance Under Variable Load.
Load Transactions/sec ~ Avg 95th %ile 99th CPU Memory Network
Level Latency Latency Y%ile Usage (%) (GB) (Mbps)
(ms) (ms) Latency
(ms)
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Light (10 10 287 456 612 15 1.2 21
TPS)

Medium 98 823 1,247 1,689 42 2.8 18.3
(100

TPS)

Heavy 487 2,134 3,421 4,876 78 51 84.7
(500

TPS)

Peak 891 4,567 7,234 9,821 94 7.3 156.2
(1000

TPS)

Note: Tests conducted on AWS EC2 t3.medium instances (2 vCPU, 4GB RAM). Peak load represents

2x expected maximum during graduation season.
Appendix B.2 Federated Learning Convergence Metrics

Table A5. Model Accuracy by Training Round.

Round Global KZ KG uzZ Std Dev
Model Universities Universities Universities Across
(avg) (avg) (avg) Universities

0 (baseline) 72.40% 74.10% 68.90% 73.20% 5.80%

1 78.30% 81.00% 74.50% 77.70% 4.20%

2 84.70% 85.80% 82.40% 84.90% 2.90%

3 88.90% 89.60% 87.60% 88.90% 1.80%

4 91.50% 91.90% 90.70% 91.30% 1.20%

5 93.40% 93.70% 92.90% 93.20% 0.90%

6 94.80% 95.00% 94.30% 94.70% 0.70%

7 95.70% 95.90% 95.40% 95.60% 0.50%

8 96.20% 96.40% 96.00% 96.10% 0.40%

9 96.40% 96.50% 96.20% 96.30% 0.30%

10 96.50% 96.60% 96.30% 96.40% 0.30%

Key Observations:
- Convergence achieved by Round 8 (accuracy improvement <0.5% after this point)
- Standard deviation decreased from 5.8% to 0.4%, indicating successful knowledge transfer
across heterogeneous universities
- Kyrgyz universities (initially lowest accuracy) benefited most from federated learning (+27.1

percentage points)
Appendix B.3 Translation Quality Metrics

Table A6. Neural Machine Translation Performance by Language Pair.
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Source — BLEU  METEOR TER Human Human Sample
Target Fluency (1-5) Adequacy (1-5) Size

(sentences)
Kazakh — 38.7 0.62 041 42+03 43+0.2 500
Russian
Kazakh — 345 0.58 048 3.8+04 4.0+03 500
English
Kyrgyz — 36.2 0.59 044 4.0+03 41+03 500
Russian
Kyrgyz — 32.8 0.55 0.51 3.6+05 3.8+£04 500
English
Uzbek — 39.1 0.63 04 43+02 44+02 500
Russian
Uzbek — 352 0.59 047 3.9+04 41+03 500
English
Russian 423 0.67 036 45+£0.2 4.6=0.2 500
— English
English — 40.8 0.65 038 4.4+0.2 45+0.2 500
Russian

Evaluation Protocol:
- BLEU: Bilingual Evaluation Understudy (higher is better, max 100)

- METEOR: Metric for Evaluation of Translation with Explicit ORdering (higher is better, max

1.0)
- TER: Translation Edit Rate (lower is better, min 0)

- Human evaluation: 6 bilingual experts (2 per country), inter-rater reliability «=0.78

Common Translation Errors:

1. Degree name variants (e.g., “OaxkaaaBp Texumku”’ — “bachelor of technique” instead of

“bachelor of engineering”): 23% of errors
2. Institutional name inconsistencies: 18% of errors

3. Date format confusion (DD/MM/YYYY vs MM/DD/YYYY): 15% of errors
4. Honorific titles (e.g., “c oranmanem” — “with honors” vs “cum laude”): 12% of errors

5. Other: 32% of errors
Appendix C: Cost-Benefit Analysis
Appendix C.1 Implementation Cost Breakdown (3-Year Projection)

Table A7. Detailed Cost Structure.

Cost Category Year 1 Year 2 Year 3 3-Year Total
(2026) (2027) (2028)

Notes

Infrastructure
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Blockchain nodes $58,500 $13,500 $13,500 $85,500 AWS EC2
(9 x $5,000 setup + t3.medium
$1,500 annual) instances
Aggregation $33,000 $8,000 $8,000 $49,000 GPU-enabled for
server (1 x $25,000 ML training
+ $8,000 annual)
IPFS storage (100 $12,000 $15,000 $18,000 $45,000 $0.12/GB/month
TB — 150 TB —
200 TB)
Network $8,000 $10,000 $12,000 $30,000 Redundant
bandwidth connections
(dedicated 1
Gbps)
Personnel
System $120,000 $126,000 $132,300 $378,300 5% annual raise
administrators (3
FTE @ $40k)
Software $100,000 $105,000 $110,250 $315,250 5% annual raise
developers (2 FTE
@ $50Kk)
Support staff (2 $60,000 $63,000 $66,150 $189,150 Helpdesk + training
FTE @ $30k)
Training &
Capacity
Building
University staff $50,000 $30,000 $20,000 $100,000 Decreasing as
training (300 knowledge spreads
staff)
Documentation & $15,000 $10,000 $5,000 $30,000 Multilingual
materials manuals
Operations
Electricity & $18,000 $20,000 $22,000 $60,000 $2,000/node/year
cooling (9 nodes)
Software licenses $12,000 $12,000 $12,000 $36,000 Open-source where

(OS, monitoring

tools)

possible
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Security  audits $25,000 $25,000 $25,000 $75,000 External
(annual cybersecurity firm
penetration
testing)
Legal & $20,000 $15,000 $10,000 $45,000 GDPR, data
compliance sovereignty
consulting
Contingency $75,525 $67,575 $69,330 $212,430 Unforeseen
(15%) expenses
TOTAL $607,025 $520,075 $523,530 $1,650,630
Appendix C.2 Benefit Quantification (Annual, Steady-State)
Table A8. Estimated Annual Benefits (300 Universities, 500,000 Verifications).
Benefit Category Calculation Conservative Base Case Optimistic
Method Estimate Estimate
Direct Cost Savings
Reduced 500k verifications $22,440,000 $22,440,000 $22,440,000
verification labor x ($45 - $0.12)
Eliminated courier 500k x $5 $2,500,000 $2,500,000 $2,500,000
fees (international
mail)
Reduced fraud $45M annual  $40,500,000 $42,750,000 $44,100,000 (98%)
losses fraud x detection (90%) (95%)
rate
Indirect Benefits
Faster hiring 50k positions x 2 $60,000,000 $80,000,000 $100,000,000
(employer weeks saved x
productivity) $800/week
Increased student Students $30,000,000 (6k $50,000,000 $80,000,000 (16k
mobility participating  in students) (10k students)  students)
exchange x
opportunity value
Enhanced Qualitative - $5,000,000 $10,000,000
institutional (survey-based
reputation valuation)
TOTAL ANNUAL $155,440,000 $202,690,000 $259,040,000
BENEFITS
Benefit-Cost Ratio Annual benefit / 297:01:00 387:01:00 495:01:00
(Year 3) Annual cost

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

doi:10.20944/preprints202602.0130.v1


https://doi.org/10.20944/preprints202602.0130.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 February 2026

doi:10.20944/preprints202602.0130.v1

24 of 32
Net Present Value NPV of benefits - $421.3M $549.2M $701.8M
3 years, 5% costs
discount)
Return on (Total benefits - 28200% 36800% 47000%

Investment (3-year) Total costs) / Total

costs

Assumptions:

- Adoption rate: Conservative (50% universities, 30% verifications), Base (100% universities, 60%
verifications), Optimistic (100% universities, 100% verifications)

- Fraud rate: 5% of credentials (based on regional estimates from Cardenas-Quispe & Pacheco,
2025)

- Employer productivity: $800/week average salary in Central Asia (World Bank, 2024)

- Student mobility opportunity value: $5,000 per student (tuition savings + scholarship access)

Appendix C.3 Sensitivity Analysis

Table A9. ROI Under Different Scenarios.

Scenario Adoption Rate Fraud Translation Annual 3-Year ROI
Detection Quality Benefit
Rate

Worst Case 30% 85% BLEU 25 (poor) $78.2M 14100%
universities

Pessimistic 50% 90% BLEU 30 $124.5M 22500%
universities (acceptable)

Base Case 100% 95% BLEU 38 (good) $202.7M 36800%
universities

Optimistic 100% 98% BLEU 45 $259.0M 47000%
universities (excellent)

Best Case 100% + 99% BLEU 50 (near- $342.8M 62200%
regional human)
expansion

Key Insight: Even in the worst-case scenario (30% adoption, 85% fraud detection, poor translation),
the system delivers 14,100% ROI, demonstrating robust economic viability across all plausible
scenarios.

Appendix D: Privacy Budget Analysis

Appendix D.1 Differential Privacy Parameter Selection

Table A10. Accuracy-Privacy Trade-off Analysis.

Privacy Budget Privacy Level Fraud Membership Recommended
(e) Detection Inference Attack Use Case
Accuracy Success Rate
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0.1 Very Strong 89.30% 50.2% (near random Medical records,
guessing) financial data
0.5 Strong 93.70% 54.80% Sensitive personal
data
1 Moderate 96.20% 63.20% Educational
(Recommended) credentials
2 Weak 96.80% 76.50% Aggregate
statistics
5 Very Weak 97.00% 91.30% Public datasets
oo (no privacy)  None 97.30% 99.80% Benchmark only

Rationale for £=1.0:

- Provides strong privacy: Membership inference attack success rate (63.2%) is only 13.2
percentage points above random guessing (50%)

- Maintains high accuracy: Only 1.1 percentage point reduction compared to no-privacy baseline
(97.3%)

- Aligns with GDPR “appropriate technical measures” standard (European Data Protection
Board, 2020)

- Comparable to privacy budgets used in U.S. Census Bureau (£=0.5-2.0) and Google’s federated
learning (e=1.0-10.0)

Appendix D.2 Privacy Budget Consumption over Time

Table A11. Cumulative Privacy Budget (10 Rounds/Year).

Year Rounds Per-Round ¢ Cumulative & Cumulative ¢  Privacy Guarantee
Completed (Simple (Advanced
Composition)  Composition*)

1 10 1 10 3.2 (e=3.2,6=le-5)-DP

2 20 1 20 4.5 (e=4.5, 6=2e-5)-DP

3 30 1 30 5.5 (&=5.5, 6=3e-5)-DP

5 50 1 50 7.1 (e=7.1, 6=5e-5)-DP

10 100 1 100 10 (e=10.0, o6=le-4)-

DP

*Advanced composition uses Dwork et al. (2010) theorem: ¢_total < V(2k In(1/8)) x &, where k =

number of rounds.

Interpretation:

- After 10 years (100 rounds), cumulative privacy budget is e=10.0 under advanced composition

- This means the probability of identifying any single student from all model updates is bounded
by €710 = 22,026:1 odds, or 0.0045%

- For comparison, the probability of being struck by lightning in a given year is 0.0003% (1 in
300,000), making privacy breach risk 15x less likely than lightning strike

Appendix D.3 Privacy Attack Resistance

Table A12. Resistance to Common Privacy Attacks.
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Attack Type Description Success Rate Success Rate Mitigation Factor
Without DP With DP
(e=1.0)
Membership Determine if a 99.80% 63.20% 36.6 percentage
Inference specific  student’s points
data was used in
training
Attribute Infer sensitive 87.30% 54.10% 33.2 percentage
Inference attributes (e.g., points
GPA) from model
Model Reconstruct 76.50% 51.20% 25.3 percentage
Inversion training data from points
model parameters
Property Infer dataset 94.20% 68.70% 25.5 percentage
Inference properties (e.g., % points

of students with
GPA > 3.5)

Note: Success rates measured on validation set of 1,000 credentials. “Success” defined as attacker’s

prediction accuracy exceeding random guessing by >10 percentage points.
Appendix E: Legal Compliance Framework
Appendix E.1 GDPR Compliance Matrix

Table A13. BFL-Verify Compliance with GDPR Requirements.

GDPR Requirement BFL-Verify Compliance Evidence/Documentation

Article Implementation Status

Art. Lawfulness, Students  provide Fully Consent form template,

5(1)(a) fairness, explicit consent Compliant public verification portal
transparency during enrollment;

verification process

is transparent

Art. Purpose Data used only for Fully Smart contract code limits
5(1)(b) limitation credential Compliant data access
verification and

fraud detection

Art. Data Only credential Fully Architecture
5(1)(¢c) minimization hashes stored on- Compliant

chain; full

documents off-

chain
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