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Abstract

The purpose of the present study is to improve the efficiency of phishing web resource detection
through multimodal analysis and using methods of explainable artificial intelligence. We propose
a late-fusion architecture in which independent specialized models process four modalities and are
combined using weighted voting. The first branch uses CatBoost for URL features and metadata; the
second uses CNN1D for the symbolic level of URL representation; the third uses a transformer based
on pre-trained CodeBERT for the HTML code of the homepage; and the fourth uses EfficientNet-B7
for page screenshot analysis. SHAP, Grad-CAM, and attention matrices are used for interpreting
decisions; a local LLM generates a consolidated textual explanation. A prototype system based on
a microservice architecture with integration into SOC has been developed. This integration enables
streaming processing and reproducible validation. Computational experiments using our own updated
dataset and the public MTLP dataset show high performance: F1 score of up to 0.989 on our own
dataset and 0.953 on MTLP; multimodal fusion consistently outperforms single-modal baseline models.
The practical significance of this approach for zero-day detection and false-positive reduction by
aligning features across modalities and their explainability was demonstrated. All limitations and
operational aspects (data drift, adversarial resilience, LLM latency) of the proposed prototype were
presented. Authors outlined an area for further research.

Keywords: phishing; multimodal detection; late fusion; explainable AI; SOC; cybersecurity

1. Introduction
In today’s digital world, attacks on information systems using social engineering are becoming

increasingly common. These attacks attempt to deceive users into revealing confidential information,
which is then used by the attacker for personal enrichment and to harm the owner of the information
resource being attacked. According to the Russian company Positive Technologies [1], the number of
computer attacks in Russia increased by 26% in 2024. Social engineering-related attacks predominate
among both organizations (50%) and individuals (88%). The most common social engineering attack is
phishing—an attack orchestrated by an attacker to force a user to interact with an infected (phishing)
website in order to extract critical credentials (logins, passwords, payment details) and inject malware
into the system. According to the international working group APWG (Anti-Phishing Working Group),
the number of phishing attacks against online payments and the financial (banking) sector increased
significantly in the first quarter of 2025, amounting to 30.9% of the total number of attacks [2].

There are three main methods of organizing phishing attacks [3]:

• Malicious links, which appear as impostor websites infected with malware;
• Malicious file attachments, which are infected with malware to compromise the user’s computer

or files;
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• Fraudulent data entry forms, which prompt the user to enter their login credentials or other
sensitive information to log in.

Unlike previous years, when attackers required advanced technical skills, knowledge of web
programming, scripting, social engineering techniques, and so on, a dedicated industry (criminal envi-
ronment) called Phishing-as-a-Service (PaaS) has emerged in recent years, opening up the organization
and execution of successful, highly organized phishing attacks to a wide audience of non-professional
criminals. This circumstance is the reason for the rapid growth of the phishing threat and the urgent
need to take extraordinary measures to neutralize it.

As noted in some studies [4–7], existing traditional methods for detecting phishing web resources,
such as the use of blacklists of malicious sites and URL (Uniform Resource Locator) analysis—links to
specific web pages or addresses of other web resources on the internet—cannot accurately identify
phishing sites, resulting in a significant number of false positives.

So, the use of machine learning (ML) methods, such as artificial neural networks (NNs), support
vector machines (SVMs), random forest (RF) algorithms, and others, is promising. These methods
allow for the analysis and classification of websites based on a set of characteristic URLs associated
with phishing. The solution to the problem of detecting phishing websites is reduced to the problem of
binary classification of URLs in a vector feature space: determining whether a URL belongs to one of
two classes—legitimate or malicious (phishing). The advantages of using machine learning methods
are higher accuracy in the presence of noisy and incomplete input data, the ability to adapt in real time
and retrain when the training data changes, and the ability to detect new types of phishing attacks. So
they ensure greater efficiency in detecting phishing websites.

Additional advantages for solving the problem of detecting phishing websites are revealed by the
emergence of modern advanced artificial intelligence (AI) technologies based on the application of
deep learning methods, including convolutional neural networks (CNNs), long short-term memory
networks (LSTM), transformers, large language models (LLMs) [8–10], and hybrid (multimodal) AI
systems [11–13]. A distinctive feature of this class of AI methods and systems is the use of additional
information about the web resource as source code and a visual image (image) of the web page besides
a set of symbolic URL features, which increases the dimensionality of the feature space under study,
attracting additional expert knowledge about the structure of phishing websites at the classification
stage, which ultimately increases the reliability of the decisions made. Such models can be classified
as multimodal (modality refers to the type of input/output data and methods for extracting features
from this data for subsequent processing in a machine learning model [14]).

As noted in some studies, the approaches discussed above (machine and deep learning methods,
multimodal AI systems) have one major drawback: they are implemented based on a “black box”
architecture, i.e. they are not transparent to the consumer of the results (in this case, an information
security (IS) specialist) and have low interpretability (there is a result, but it is unclear why this
result was obtained or what evidence supports it). This explains the increased interest in creating
of “explainable” AI (Explainable Artificial Intelligence, XAI), and in particular, in creating of a new
generation of phishing website detection systems based on it, which not only have high accuracy in
detecting infected sites but also high interpretability (explainability) of the obtained results (examples
illustrating the construction of such systems can be found in [15–17]).

It should also be noted that building phishing website detection systems based on the previously
mentioned ML, DL, and XAI methods in practice faces a lot of open questions such as:

• the ambiguity in choosing a suitable dataset (training dataset);
• the composition of features included in the dataset;
• the architecture of the classifier model;
• the values of its hyperparametersl;
• the way of selection effective training algorithms (tuning) for the detection system;
• and the mechanisms for interpreting the results, considering the natural limitations associated

with the required computational costs of system implementation.
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Thus, the goal of this study is to improve the effectiveness of multimodal models for analyzing
phishing web resources using machine learning technologies.

This article is structured as follows. Chapter 1 analyses and systematizes relevant studies on
the development of a machine and deep learning based phishing detection system using explainable
artificial intelligence mechanisms. Chapter 2 presents the proposed approach for building a multi-
modal phishing detection system based on deep learning and explainable artificial intelligence, and
discusses the architecture of the system, the composition of its software modules and the tasks it
performs. The last (third) chapter presents the results of the comparative experiments, which confirm
the workability and efficiency of the developed system, and makes recommendations for its application
in practice.

2. Analysis of Relevant Works
2.1. The Methodology for Data Collection for the Review has Been Further Explored

The objective of the review is to systematise and analyse modern approaches to developing
multimodal phishing detection systems using XAI methods for the period from 2020 to 2025. The
research results were peer reviewed by the following scientific databases: IEEE Xplore, ACM Digital
Library, Springer, ScienceDirect, arXiv, Google Scholar, e-Library, e-Library.ru, and cyberlinlin.ru.

Key search queries used to find sources for the review:

• «multimodal phishing detection» AND («explainable AI» OR «XAI»);
• «deep learning» AND «phishing detection» AND («SHAP» OR «LIME»);
• «large language models» AND «phishing»;
• «visual phishing detection» AND «interpretability»;
• «multi-modal fusion» AND «cybersecurity».

Inclusion criteria: English or Russian peer-reviewed articles in scientific journals and conferences;
technical reports from leading security organisations; open source projects with scientific substantiation;
studies with empirical results.

Exclusion criteria: publications without a quantitative assessment of performance; work not
related to multimodal analysis or to the XAI.

2.2. Review of Major Publications on Research into Multimodal Phishing Detection Systems

A large number of studies have been carried out on the practical application of machine learning
and deep learning methods to the detection of phishing websites (for comprehensive reviews, refer
to, for example: [5,7,10,13] ). Table 1 provides some typical examples of the implementation of ML
and DL-based systems, listing the authors of the relevant publications, the used data sets, ML and DL
models and the achieved in detecting phishing sites accuracy.

Analysis of the content of these publications (Table 1) leads to the following conclusions:

1. There are now fairly representative open datasets containing a large number of URL samples
with a wide variety of characteristics for both phishing sites (Kaggle, Phishtank, OpenPhish, etc.).
and legitimate sites (Alexa Rank, crawlcommon, etc.), which can be used in the training phase for
phishing web-detection systems (see also [18]);

2. An important stage preceding the training of such systems is a detailed study (Pre-processing)
of the set of features of phishing and legitimate websites contained in the dataset, including
their normalization and coding, analysis of correlation and informational significance, possible
reduction of the dimensionality of the feature space, etc. using special methods of feature selection
(Feature Selection) (detailed information on this can be found in [19–21] );

3. Based on their research, authors of several publications [21–23] pay close attention to the com-
parative assessment of the effectiveness of different ML models (as used in the specific issue
of phishing web addresses) using such quality metrics as accuracy, recall, accuracy, and F1
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score (harmonic mean); based on their research, random forest algorithms, decision trees and
multi-layer perceptrons are preferred;

4. A hybrid ML model based on a committee of classifiers [11] (for example implemented by RF
algorithm) is particularly interesting in terms of improving the accuracy of phishing detection,
where each individual classifier interacts with its own set of URL features and the final decision
on the presence or absence of a phishing threat is taken by an arbitrator (MLP) using a separate
voting system;

5. Combining Natural Language Processing (NLP) capabilities - URL, text blocks, domains, logs,
etc. - processing visual elements (images) of the website and the structure of the HTML code
in a multimodal approach [10,24,25] not only increases accuracy, completeness and predict the
evolution of new types of phishing attacks, including generative attacks.

Table 1. The summary table shows the use of machine and deep learning methods in the detection of phishing
attacks.

No. Authors Dataset ML/DL models Accuracy

1. Al-diabat M. [19]
University of Irvine Repository
(11,000 URLs, based on Phishtank
and Yahoo Directory, 30 features)

Classifiers based on C 4.5 and IREP algorithms
C 4.5–96%

IREP–95%

2. Mahajan R., Siddavatam I., [22] Phishtank (19653 URLs) +
Alexa Rank (17058 URLs) Decision Trees (DT), RF, SVM RF–97,14%

3. Almomani A., Alauthman M.,
Shatnawi M.T. et al, [20]

Huddersfield University,

Dataset 1 (2,456 URLs, 30 features);

Dataset 2 (10,000 URLs, 48 features)

16 ML models (RF, Classification and
Regression Trees (CART),
Logistic Regression (LR),
SVM, NN,
Bayesian Additive Regression Trees (BART),
etc.)

RF–96%
(Dataset 1) and 98% (Dataset 2)

4. Khera M., Prasad T.,
Xess L.D. et al, [23] Kaggle.com

9 ML models (RF, DT, LR,
K-nearest neighbors (kNN),
XGBoost, XBNet, etc.)

RF–97,3%

5. Alazaidah R., Al-Shaikh A.,
Almousa M.R. et al, [21]

Dataset 1 (11,055 URLs, 30 features, 2 classes)

Dataset 2 (1,353 URLs, 9 features, 3 classes)

24 ML models, 6 learning strategies
(Naive Bayes, LR, MLP, AdaBoost,
RF, Random Tree, etc.)

Filtered Classification J-48–
90,76% (Dataset 1);

RF–97,26% (Dataset 2)

6. Dutta A.K., [4] Phishtank.com (6042 URLs) +
Crawlez (7658 URLs, based on Alexa Rank) LSTM 97%

7. Ghaleb F.A., Alsaedi M.,
Saeed F. et al, [11] Kaggle.com (651191 URLs) Hybrid ML model: 3 x RF +

Multi-Layer Perceptron (MLP) 96,80%

8. Krotov E.Yu., [10] Kaggle.com (10000 URLs) +
Common Crawe

Multimodal system: CNN +
LSTM (image + text) 92%

9. Lee J., Lim P., et al, [24] Open Phish (1585 URLs) +
Alexa Rank (3000 URLs)

Multimodal system: GPT-4-turbo,
Claude 3, Gemini Pro-Vision 1.0

GPT-4–92%

Claude 3–90%

10. Syed Sh. A., [25] Phishtank, APWG, Open Phish BERT (text) + ResNet +
VGG16 (image) 96,2%

According to the review, multi-modal phishing detection systems can be categorised on the basis
of three main criteria: the type of modalities used, the strategy for combining them, and the level of
explainability integration.

2.3. Classification of Data Types for Feature Generation in the Detection of Phishing Attacks

Figure 1 and Table 2 show the possible classification [13,24,26–30] of data types for generating
features (modalities) in modern systems.
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Figure 1. Classification of data types feature generation in phishing attack analysis.

Table 2. Types of modalities in modern detection systems for phishing attacks.

Modality type features Extraction methods

Text URL, email body, HTML content,
domain/subdomain

NLP, tokenization,
embeddings (BERT, Word2Vec)

Visual Page screenshots, logos, favicons,
color schemes, layout

CNN, Transfer Learning (ResNet, VGG),
Object Detection

Structural HTML DOM, CSS, JavaScript,
metadata, certificates

DOM Parsing, Graph Analysis,
Feature Extraction

Network DNS queries, IP addresses,
WHOIS, SSL certificates

Network analysis, OSINT,
Reputation services

Systematization of features in various modalities [7,12,31–33]:

• The main categories of URL features: lexical, syntactic, semantic, entropic, statistical;
• The main categories of structural HTML features: DOM structural, data entry form structure,

characteristics of the page’s script component, CSS and style features of the design template, and
semantic HTML features;

• The main categories of visual features: Logo Detection, Layout Analysis, Color Analysis, Visual
Similarity, and Image Quality.

Table 3 shows the comparative characteristics of the achieved accuracy for multimodal detection
systems for phishing attacks.

Table 3. Distribution of modalities in modern detection systems for phishing attacks.

Combination of modalities Number of systems Average accuracy Typical architectures of ML models
URL + HTML 18 96,5-99,2% CNN + LSTM, BERT [34,35]
URL + Visual 12 93,4-97,8% CNN + ResNet/VGG [36,37]
URL + HTML + Visual 8 98,0-99,4% Transformers, LLM [27,28]
All 5 types 3 98,4-99,6% Agent-based LLM systems [27]
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Analysis of publications on the classification of features shows:

• URL features provide fast initial analysis with a relatively high accuracy (up to 93%), but are
vulnerable to attack by URL obfuscation;

• HTML features provide the most detailed information on the attack structure and are particularly
effective in detecting credential phishing;

• Visual features are critical for detecting brand impersonation and visual cloning attacks, achieving
94-98% accuracy, but require significant computational resources;

• Multimodal integration outperforms single-modal approaches in F1 scores by 8-15 percent, but
increases the time to classify (up to 5-10 seconds);

• Feature engineering remains an important step even in the use of deep learning, as hand-selected
and hand-crafted features ensure interpretability and resilience to adversarial perturbations.

There are four main feature fusion strategies (Fusion Strategies) across all modalities [28,34,38] (
Table 4 and Figure 2):

1. Early fusion: concatenates the properties of all modalities at the input level, followed by process-
ing with one model. Advantages: captures low level correlations of features, simple architecture
of the final model. Disadvantages: loss of specificity of the modality, complexity of the training.

2. Intermediate fusion: each modalities is processed by a separate encoder, and then the features are
combined at an intermediate level by means of an attentional mechanism. It provides a balance
between specificity and interaction between modalities.

3. Late fusion: independently train specialized models for each modality with decision aggregation
by means of voting or stacking. Advantages: model specialisation, modularity, parallelism. Best
results for heterogeneous data.

4. Hybrid fusion: Combination of early and late fusion with adaptive weights. This strategy shows
maximum performance with high architectural complexity.

Table 4. Comparative analysis of modality fusion strategies.

Fusion strategies Advantages Disadvantages Examples of systems

Early Fusion
– accounting for low-level correlations;

–simple architecture;

- loss of modality specificity;

- train difficulty
MultiPhish [38]

Intermediate Fusion
- balance of specificity and interaction;

- mechanisms of attention
–average learning difficulty PhishTransformer [35]

Late Fusion

– model specialization;

modularity;

–parallelization

–loss of intermodule connections Yoon et al. [33]

Hybrid Fusion - maximum performance; adaptability
– high model complexity;

–risk of overfitting
KnowPhish [28]

Figure 2. Classification of XAI methods to explain decision-making process in phishing attack analysis.
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2.4. Explainable Artificial Intelligence Methods for Detecting Phishing Attacks

Regarding the need for explainability (transparency, interpretation) of decisions taken by phishing
detection systems (i.e. explaining why a particular website is considered legitimate or phishing), a
large number of studies have been published in this field of explainable AI research (XAI).

Explainable AI methods are classified according to the range of explanations (global and local)
and the degree of focus on the model used (model-agnostic and model-specific [39]) (Figure 3). Global
XAI methods [39] provide a general understanding of the behaviour of the model across the entire
dataset, including the importance of features and decision rules. Local methods [40] explain the
predictions of a particular model by showing the effect of the features on a specific sample.

Figure 3. Classification of XAI methods to explain decision-making process in phishing attack analysis

Most of the research on the use of XAI for phishing detection tasks is focused on combining
ML and specialised XAI methods to explain the decisions that it helps to make. These XAI meth-
ods are [41]: LIME, SHAP, DTs (Decision Trees), LR (Logistic Regression), Partial Dependency plots,
Integrated Gradients, and others. LIME and SHAP are the most popular.

The Local Interpretable Model-agnostic Explanations (LIME) method is a model-agnostic interpre-
tation method applicable to different types of ML models. The method explains individual predictions
of the ML model (i.e. binary classification results) by generating biased input values and building a
simple, interpretable «input-output» model in relation to the range of URL features that are determined.
This allows you to identify the most important (informative) URL features that have the greatest impact
on the classification outcome. LIME [40] constructs an interpretable neighborhood model in the vicinity
of a prediction by generating biased samples and training a linear model. For example, the hybrid
approach based on SHAP and LIME aggregated FS (SLA-FS) feature selection framework proposed
in [33] increased the accuracy of the classification of phishing links for the Random Forest model to
97.06 percent (+0.65) and for the XGBost model to 97.21 percent (+0.41).

SHAP (Shapley Additive Explanation) is an independent model-based method, as is LIME. It
is based on game theory concepts and is based on calculating Shapley values that determine the
contribution of each player (in this case URL feature) to the outcome of the cooperative game (in
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this case ML prediction of the nature of the web site). SHAP [39] ensures local precision (the sum
of the Shapley values is equal to the difference between the prediction and the average prediction),
consistency (if a model change increases the contribution of a feature, its Shapley value does not
decrease), and the absence of bias (features with no influence are assigned a zero value).

The following are examples of applying this approach (ML + XAI methods):

• Phishing website detection system [16]: Base classifier model (ML)—Random Forest (RF); Training
datasets (datasets)—Phish Tank and Tranco; Number of used URL features is 26; Lorenz Zonoids
(multivariate extension of the Gini coefficient) was used as a feature selection procedure (XAI
method);

• Phishing website detection system [42]: Base classifier models–SVM and RF; Dataset–Ebbu 2017;
Number of URL features–40; XAI methods–LIME and EBM (Explainable Boosting Machine);
Prediction accuracy–94.7% (for SVM) and 97.3% (for RF);

• A system for detecting phishing websites [43]: 6 ML models were studied (XGBoost, LighGBM, RF,
KNN, Twin SVM, CNN); 4 datasets (ISCX-URLs, P.L-URLs, Phish Guard URLs, Suspicious-URLs);
the XAI-LIME method; The XGBoost (Extreme Gradient Boosting) model shows the highest
forecast accuracy (Accuracy) of 96.8%.

One of approach to building a phishing website detection system based on XAI, proposed in [44],
involves using a large language model (LLM) combining with processing input text data (URL features)
using NLP, the Chain-of-Thought query decomposition algorithm, and a one-shot learning procedure
(with a single example—a prompt). Here, the LLM simultaneously functions as a classifier and an
explanatory module that generates a textual explanation of the classification result. Comparative
experiments conducted by the authors [44] to evaluate the effectiveness of various LLM usage options
(5 LLM architectures and 3 datasets) showed the advantage of the GPT-4 Turbo transformer—the
F1-score accuracy value was 0.92.

In [40], the authors present the integration of XAI with large language models for generating
natural language explanations for analyzing phishing emails. The system includes a detection module
using classical ML models, which allows achieving an accuracy of 98.4%; a feature importance
module (computing LIME and SHAP); an explanation module (DeepSeek v3, 671B parameters); and
prompt templates with four explanation modes (detailed, educational, technical, and simplified). The
explanation quality metrics on the reference set prepared by the authors provide an accuracy of 94.2%,
a completeness of 87.6%, a consistency of 96.8%, and an actionability of 82.1%.

In [35], the authors introduced the PhishTransformer model, which showcases the efficacy of
self-attention mechanisms in URL analysis. The model accepts a URL as input; following tokenization
and the implementation of convolutional layers at the character level, Positional Encoding and self-
attention layers are used. In an experimental dataset comprising a balanced collection of 100,000
URLs, the authors achieved an F1-score of 0.99. The attention mechanism allows one to identify key
tokens in a URL, based on which the decision is most often made about whether a link belongs to a
legitimate (official TLD (.com, .org), known brands) or phishing (‘verify’, ‘secure’, ‘account’, ‘update’,
‘confirm’) URL.

Across the scenarios previously discussed, the application of XAI approaches provided logical
explanations supporting the selection of a particular solution, thereby identifying the URL features
that most strongly affected the prediction result (i.e., the reasons for classifying a specific website as
either legitimate or phishing), which is of significant importance to the user, who is an information
security specialist.

It should also be noted that, besides the mentioned approach to detecting phishing sites based on
URL feature analysis, there are known examples of solving this problem using other features of website
maliciousness and, respectively, other methods of interpreting the results obtained with their help. For
example, to analyze the source code of a web page, the bimodal transformer model CodeBERT [45] can
be used, pre-trained on a large “code-documentation” dataset, which allows generating text comments
on the program code based on a “zero-shot” scenario, i.e., without fine-tuning the model parameters.
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Such information is an interest to information security specialists, since the elements of the web page
source code provide insight into the structure, design, and functionality of the website.

It is advisable to use XAI methods such as Grad-CAM (short for Gradient-weighted Class Activa-
tion Mapping) [46] and DeepLIFT (Deep Learning Important Features) [47] during analyzing visual
features (website homepage images, screenshots, logs, brand indicators) using convolutional neural
networks (CNNs).

The Grad-CAM (Gradient-weighted Class Activation Mapping) method [48] creates heatmaps
showing image regions important for classification using the gradients of the final convolutional layer.

The Phishpedia system proposed in [36] uses Grad-CAM to visualize critical regions on phishing
web pages, detecting 1,704 phishing sites in 30 days (1,133 zero-days—66.5%) with a False Positive
Rate of 1.4%. Grad-CAM detected fake bank logos, suspiciously placed login forms, and non-standard
brand color schemes.

A second widely used method for interpreting CNN output (DeepLIFT) evaluates the influence
of each input (image pixel) on the neural network output using backpropagation, considering the
contribution of each feature to neural network activation.

The authors of work [49] conducted a systematic comparison of ten CNN architectures on the
MTLP (Multi-Type Logo Phishing) dataset for the visual analysis of screenshots of web resource home
pages. To build neural network analysis models, the authors used transfer learning for subsequent
fine-tuning on a balanced set of 15,000 examples.

The authors found that the deep NN DenseNetBlur121D provides the best balance between
classification accuracy and model size (F1-score 94.39%, classification time 45 ms, size 28.1 MB), the
NN MobileNetV2 is optimal (F1-score 87.6%, classification time 21 ms, size 9.2 MB) for offline use
on mobile devices (edge deployment), the NN ResNet50 demonstrates stability (F1-score 91.04%,
classification time 38 ms, size 97.5 MB) on heterogeneous data.

In [37], the authors address the problem of detecting previously unknown (zero-day) phishing
websites through visual similarity by training a deep CNN with a triplets-based loss function. The
model achieved 81% accuracy on zero-day attacks, outperforming VGG16 (51.32%) and ResNet50
(32.21%). Key advantages of the proposed solution include the ability to train on a few examples
(few-shot learning) and robustness to design variations (color palettes, element placement).

Table 5 summarizes the characteristics of the explainable AI methods applied to analyzing
phishing attacks.

Table 5. Summary of explainable AI methods.

Method Type of explanation Applicability Clarity Accuracy Application in phishing
SHAP Global + Local Model-agnostic Average High XGBoost, RF–URL features
LIME Local Model-agnostic Average Average Any models - URL, HTML
Grad-CAM Local visual CNN-specific High Average ResNet, VGG–screenshots
DeepLIFT Local DNN-specific Low High CNN, LSTM–all modalities
Explainable Boosting Machine (EBM) Intrinsic Special model High High Email phishing
Attention Mechanisms Intrinsic Transformers Average Average BERT, Transformers–text
LLM text Post-processing Any Very high High All modalities with context

Explanations for Table 5: Local visual explanation allows for the visualization of image regions
that are important for decision-making in terms of models. Intrinsic (internally interpretable)–the
model is inherently interpretable and does not require additional explanation methods.
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Figure 4. Options for integrating XAI with ML models for analyzing phishing attacks.

Another important principle for constructing explainable AI systems is the level of integration
between XAI and the ML model. A possible classification of such integration is shown in Table 6 below.

Table 6. Comparison of XAI integration levels.

Level Methods Difficulty of implementation Cost of inference User-friendliness Application in industrial systems
Post-hoc LIME, SHAP, Grad-CAM, DeepLIFT Average Low Technical Wide
Intrinsic Decision trees, EBM, logistic regression Low Very low High Moderate
Attention Transformers, BERT family High Average Average Growing
LLM text On-premises and cloud LLM Very high High Very high Experimental

2.5. Main Datasets Used to Train Multimodal ML Models for Phishing Attack Detection

Some key datasets for training multimodal ML models are shown in Table 7.

Table 7. Key datasets for training phishing detection systems.

Name Year Data type Volume Balance of classes (phishing/legitimate) Sources Peculiarities

PhiUSIIL 2024 URL + features 235795 URLs 57% / 43% UCI ML Repository [31] 48 features, Focus on the
Latest Threats

TR-OP 2024 Web pages 10000 50% / 50% USENIX Security Manual validation,
440 brands [27]

Combined BERT 2023 Multimodal 800K+ URLs,
18K emails, 6K SMS 52% / 47% HuggingFace Cross-channel data [50]

Phishtank Updates daily URL 1,5M+ Only phishing phishtank.org Community-driven,
API access [31]

APWG Quarterly URL + reports Varies Only phishing apwg.org Industrial standard [2]
MTLP 2024 Screenshots 15000 50% / 50% IEEE Multi-type logo phishing [49]
Alexa Top 1M Archival URL 1000000 100% legitimate archive.org Baseline of legitimate sites [51]

An analysis of datasets and reviewed studies provided insight into some facts:

• Phishing sites are accessible for an average of 4-8 hours before being blocked, and datasets become
quickly outdated;

• The ratio of legitimate URLs to phishing URLs ranges from 100 to 1 to 1000 to 1 in real traffic of
corporate information systems;

• The percentage of annotation errors in community-driven datasets is quite high (up to 15%);
• Features distributions are dynamic and change over time (concept drift).

2.6. Promising Multimodal Systems for Analyzing Phishing Attacks

A promising direction in developing systems for detecting phishing websites involves integrating
GO, LLM, and XAI methods. This approach utilizes a multimodal system architecture that combines
(concatenates) modules designed to process and analyze diverse features of phishing websites, in-
cluding URLs, HTML content, screenshots, visual images, and source code. This comprehensive
architecture ensures high accuracy, completeness, and reliability in detection while simultaneously
achieving a high degree of interpretability (explainability) of the forecast results, attributable to the
multifaceted nature of the analysis and the consideration of various perspectives on the detection task
(see, e.g., [52]).

The research outlined in [27] introduces the PhishAgent system, an agent-based framework for
phishing detection that leverages multimodal large language models. The perception module is
designed to analyze various data modalities: it processes URLs using tokenization and embeddings,
extracts features from HTML via Document Object Model (DOM) parsing, and performs object
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detection and brand database matching for logos. The reasoning module is predicated on employing a
cloud-based Large Language Model (LLM) utilizing a Chain-of-Thought (CoT) prompting strategy.
The system implements the construction of a brand knowledge graph and a database of known
phishing patterns. The action module allows generating explanations and executing queries to external
APIs (VirusTotal, WHOIS). The system ensures an F1-score of 93.7-96.2% on three datasets. Another
distinctive feature is its resistance to adversarial attacks: a decrease in accuracy of only 2.3% (the best
result among the systems considered by the authors). Disadvantages include the high cost of inference
(via the API of cloud commercial LLM) and a processing delay of 5-15 seconds per query.

The paper [28] presents the KnowPhish system, which addresses the problem of reference-
based phishing detection without a predefined list of brands through the automatic construction
of a multimodal knowledge graph. A multimodal approach is used, including a combination of
visual (CLIP embeddings), text (BERT), and structural (GraphSAGE) analysis. The system achieves an
F1-score of 89.6% for zero-day attacks and 94.3% for known threats.

The paper [34] proposes a system that has the highest accuracy in classifying phishing resources
among non-LLM approaches through late fusion of specialized models. The system architecture
includes a URL branch (character-level, CNN), a URL branch (vocabulary-level, Transformer), and
an HTML branch (Graph Convolutional Network for DOM tree analysis). This approach enables an
F1-score of 99.27% on a specialized dataset.

General-purpose LLM models can be nearly as good as specialized phishing analysis models in
classification accuracy if the necessary prompt data is prepared, enabling web search capabilities, and
can explain the decision in natural language. In [44], the best LLM results for GPT-4 Turbo and Claude
3 achieved an F1-score of 0.92 in zero-shot prompt mode.

Domain-specific models for phishing analysis typically achieve over 95% F1-score on data with
a known distribution, but have low generalization ability. It was shown in [44] that URLNet and
URLTran models, trained on a single dataset, lose 10-30% of their F1-score on URLs from other sources
because of data drift. Therefore, a combination of transfer learning approaches (retraining specialized
high-speed models) on new data is necessary, along with models capable of explaining classification
results, providing meaningful support to the expert making the final decision.

This article examines the design and software implementation of multimodal systems.

2.7. Findings from the Systematic Review

Challenges encountered in the advancement of phishing attack detection systems involve:

1. Contemporary machine learning models exhibit susceptibility to adversarial attacks [53], while
existing certified defenses impose prohibitive computational overheads. This highlights critical
research needs: (1) the development of scalable certified defenses for deployment in production
systems, (2) the implementation of adaptive adversarial training robust to unknown attack types,
and (3) the creation of robustness benchmarks tailored to the domain of phishing attacks.

2. Systems based on Large Language Models (LLMs) [26,27] demonstrate high classification ac-
curacy; however, the latency inherent in their operation—specifically the 5-15 second delay in
decision-making and explanations—presents a critical barrier to their utilization in real-time
defense systems.

3. The most advanced detection systems for zero-day phishing threats attain recall metrics in the
range of 87-94%. Existing systems consistently fail to detect 6-13% of unknown threats. To
mitigate this vulnerability, actual research [26,28] efforts are focused on advancing few-shot
learning, meta-learning, and anomaly detection to address these limitations.

Thus, multimodal phishing detection systems presently demonstrate the following properties:

1. Current hybrid architectures demonstrate detection accuracy, achieving performance rates of
98-99.68%. The integration of Large Language Models (LLMs) has yielded a significant advance-
ment in zero-day detection, with recall metrics ranging from 87-94%, while also enabling the

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 24 November 2025 doi:10.20944/preprints202511.1683.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202511.1683.v1
http://creativecommons.org/licenses/by/4.0/


12 of 31

generation of natural language explanations. Additionally, Explainable Artificial Intelligence
(XAI) methodologies are utilized in a substantial portion (80%) of recent research.

2. SThe adoption of multimodal systems has resulted in an improvement in accuracy metrics ranging
from 5% to 12%. It has been demonstrated that late fusion techniques produce better outcomes
when dealing with heterogeneous modalities. Furthermore, agent-based LLM architectures
constitute a new paradigm characterized by their integrated reasoning functionalities.

3. A critical challenge is to ensure model adversarial robustness. This problem characterized by a
3–9% decrease in accuracy, temporal decay effect (an 8–15% degradation in performance without
overfitting) and high LLM latency, which imposes significant real-time operational constraints.

3. Design of a Multimodal Phishing Website Detection System Using Explainable
Artificial Intelligence

Present chapter describes the design and implementation process of a phishing web resource
detection system, as well as a series of experiments to evaluate the effectiveness of multimodal analysis.

3.1. Structural Diagram of the Web Resource Analysis System

The structural diagram of the proposed web resource analysis system includes subsystems that
implement a comprehensive analysis of the target resource using a multimodal committee of late-
binding models, with the ability to generate detailed reports in natural language for the SOC expert (
Figure 5).

Figure 5. Options for integrating XAI with ML models for analyzing phishing attacks.

The system receives the URL of the web resource being analyzed, downloads the HTML of the
home page, and also downloads an image of the home page (screenshot).

Subsystem (1) for preprocessing initial data and context enrichment performs (Table 8):

• Feature Extraction;
• Context enrichment with data from external sources;
• Normalization, standardization, and generation of a multimodal context.
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Table 8. Modalities of analysis of the target web resource in the task of detecting phishing attacks.

No. Multimodal component Data type Extracted features (briefly)

1 URL URL components and domain features

– URL structure and
statistical features
(length, special characters,
presence of IP instead of domain);

–Lexical features;

–Syntactic features;

–Phonetic features;

–Semantic features;

–SSL/TLS certificates;

2 HTML Source code of the main page of the target resource

– HTML components;

–DOM structure;

–JavaScript code;

–CSS;
3 Image Image of the main page of the analyzed resource –RGB image 600 x 600 pixels;

4 Metadata

– WHOIS information (domain registration) –
domain analysis (age, registrar);

–reputation databases
(VirusTotal, Google Safe Browsing)

–Threat Intelligence feeds
(PhishTank, URLhaus, OpenPhish)

URL analysis involves the extraction of lexical and statistical features and the collection of
associated metadata. This metadata acquisition process includes verifying the URL domain’s affiliation
with known domain lists and acquiring domain registration age data (WHOIS), and other data are
collected. Over 89 features are generated, providing comprehensive information about the URL.

The subsystem (2) used for creating and managing data for training ML models enables to sup-
plement the database (DB1) with new labeled data from external sources (e.g., PhishTank subscription
newsletters) and internal data validated by SOC specialists.

Subsystem (2) comprises the following components:

• A module dedicated to data labeling, re-labeling, and label validation;
• A database (DB1) for storing enriched and prepared data;
• A version management module for dataset tracking and synchronization with corresponding

machine learning (ML) models;
• A balancing and augmentation module configured to generate training, validation, and test

datasets.

The regularly updated example database allows for further training and/or retraining of classifier
models as data drift occurs. A database of explanations for URL phishing indicators is also being
developed (for example, by comparing them with MITRE tactics and techniques, known APT attacks,
etc.).

The subsystem for machine learning (ML) model creation and management (3) facilitates the
updating of operational models deployed within the data processing pipeline. This subsystem incor-
porates the following modules:

• Machine learning (ML) models specifically designed for the analysis of URLs/metadata, images,
and the source code of target resource pages;

• A late fusion multimodal module that operates based on a weighted model voting mechanism;
• A product model database (DB2).

The structure of ML model interactions and the designations of specific models are shown in
Figure 6 and Table 9.
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Figure 6. The structure of ML models interaction used for analyzing phishing web resources

Table 9. The main ML models used in the web resource analysis system

No. Multimodal component Model
designation Model type

1 URL + Metadata M1

Using the Optuna
framework,
hyperparameters of the
CatBoost model [54]
are selected in
k-cross-validation mode
with k=5.

M2
CNN1D for character-level
URL analysis.

2 HTML M3
Fine-tuning of the
CodeBERT model [45].

3 Image M4

Fine-tuning of the
EfficientNet-B7 model
[55,56].

4 Late binding M5

Late binding of
trained models using
weighted voting.

Data analysts manage the model lifecycle using subsystem (4). Subsystem 4 includes the following
modules:

• A performance monitoring module;
• A data drift detection module, which detects decreased model classification accuracy on freshly

labeled data;
• A retraining and/or updating of model modules at specified intervals.

The subsystem for classification and decision making (5), using trained models, classifies the web
resource being analyzed. The subsystem for explaining the decision (6) being made implements the
scheme presented in Figure 7 and Table 10.
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Figure 7. The process of analyzing a web resource and generating an explanation in natural language for a SOC
specialist.

Table 10. XAI mechanisms used in combining with ML models as part of the web resource analysis system.

No Multimodal component Model designation Model Formed features of XAI

1 URL + Metadata M1 CatBoost SHAP Values
M2 CNN1D GradCam, Integrated Gradients [[57]

2 HTML M3 CodeBERT Attention matrix [58]
3 Image M4 EfficientNet-B7 GradCam

The subsystem implements API interaction with the locally installed LLM - the QwQ-32B reason-
ing model of the Qwen series [59]. Data with of explanations for URLs’ classification as phishing links,
prepared in subsystem (2), are used as a special prompt for zero-shot learning. The subsystem output
(6) is a JSON file with a class name for the URL and a short text explanation of the result of the classifi-
cation according to the proposed template. Only those Web sites that the model classifies as malicious
are handled by the error correction mechanisms, which allows for an acceptable overall performance
of the system, given the significantly (by two orders of magnitude) lower LLM performance in terms
of event per time.

The SOC’s Thread Intelligence and SIEM Integration subsystem (7) collects metadata from web
sources to improve the capabilities of modules for classifying and explaining information. This
subsystem automates the response to phishing attacks by creating SOAR incidents and promptly
reporting them to security monitoring specialists in the SOC.

The Decision Verification Subsystem (8) provides an interface for first and second line SOC
monitoring experts to adjust the marking. The subsystem includes the following modules:

• SOC Analytics dashboard;
• Decision verification and data markup module;

Reputation Services (VirusTotal, Google Safe Browsing, Kaspersky TI) as external data sources.

3.2. Key ML Models in a Multimodal Web Resource Analysis System

In the base version, ML models were trained independently of one another to implement a delayed-
binding strategy and to be able to select models for different scenarios (stream event processing or
back-end analysis of individual Web sites).

3.2.1. Developing URL Analysis Model
M1–CatBoost Model for Analyzing URL-Extracted Features and Metadatal

The study tested several decision tree-based model-organization options (Random Forest, XG-
Boost, CatBoost) for the analysis of tabular features extracted from URL and metadata in binary
classification problems. Optuna has been used to select the most optimal hyperparameters for each
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of the models. CatBoost scores 0.924 for the best ROC-AUC metric, indicating a high ability to
discriminate between classes Table 11.

Table 11. Comparative results of the Tree-based models on the prepared datase.

Metrics CatBoost RandomForest XGBoost
ROC-AUC 0.924 0.915 0.918
Accuracy 0.910 0.890 0.900
Recall 0.880 0.850 0.860
F1-score 0.900 0.870 0.880

The CatBoost model provides the best representation of categorical and quantitative features with
the ability to be efficiently multi-threaded on CPU. When translating the model into the C language and
then compiling it using LLVM, the model’s performance increased by 26% compared to the original
version. To train the model, we used a composite sample of:

• more than 150,000 domain names from real phishing campaigns (picked by PhishTank, OpenPhish,
VirusTotal);

• 200,000 legitimate domains from Alexa Top and SSL certificates (Let’s Encrypt, Mozilla).

M2–CNN1D for URL Analysis at the Character Level

CNN1D (Table 12) performs character-level analysis of local URL patterns. The choice of CNN
was justified by the following:

• the ability to extract local patterns as substrings characteristic of phishing URLs (e.g., "login,"
"secure") through the use of convolutions with kernels of varying sizes;

• high analysis efficiency on the CPU because of the reduced number of model parameters, which
allows for the simultaneous analysis of short ("@," "//") and long ("login") URL anomalies,
improving classification accuracy.

Table 12. Parameters of CNN1D URL classification model.

Layers and architecture parameters Description

Input layer– embedding
EMBED_DIM = 64
– converting characters to
vector representation

CNN layers

three parallel
convolutional layers with kernels
of sizes KERNEL_SIZES = [3, 4, 5],
number of filters NUM_KERNELS = 64

MaxPooling Two layers

Output layer fully connected layer with sigmoid
activation function

Loss function Binary Crossentropy
Metrics Accuracy, Precision, Recall, F1-score
Optimizer Adam (LR = 0,001)

Data separation The validation sample is 20% of
the available data.

Regularization Dropout (DROPOUT = 0.5) and
early stopping (ReduceLROnPlateau).

A balanced (50% phishing and 50% legitimate web resources) MTLP dataset [60] was used to
train the model. It included:

• Phishing URLs (from open sources such as PhishTank and OpenPhish);
• Legitimate URLs (from popular services, including Google, Microsoft, and banking portals);
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• Metadata: page source code, domain WHOIS data, screenshots, and binary labels ("phishing"/"not
phishing").

The CNN1D model for web resource symbolic name analysis demonstrates high efficiency in
detecting phishing URLs, achieving an F1-score of 91.41% on the test set.

3.2.2. Development of a Model for Analyzing the Visual Image of the Main Page of a Web Resource
M4–CNN2D Model for Visual Image Analysis Based on Pre-Trained EfficientNet-B7

The analysis used a pre-trained version of EfficientNet-B7. It has demonstrated high performance
in the field of computer vision tasks because of its balanced depth, width and resolution of the network.
Pre-trained in ImageNet, EfficientNet-B7 is able to effectively detect complex visual patterns such
as logo distortions, non-standard layout of UI elements and other phishing indicators. To adjust the
model for binary classification tasks, the last layer has been replaced by a linear classifier that estimates
the probability that a web resource belongs to the class of "phishing".

The model was trained on an MTLP dataset containing phishing and legitimate website images
(50-50 split). To increase the model’s robustness to data changes, an augmentation was used; the
images were scaled to a fixed size (16:9 aspect ratio) and normalized using the ImageNet Statistics.

For the training, the BCWithLogitsLoss loss function was used. This function combines binary
cross entropy and logistic regression in one layer, ensuring numerical robustness. The AdamW
optimizer, with a separate learning rate (1e-5 for frozen layers and 1e-4 for the classifier), minimizes
the risk of weight corruption in the pre-trained weights. OneCycleLR was used to dynamically adjust
the learning rate, with parameters cycling through [1e-5, 1e-3] depending on epoch progressed.

The developed visual image analysis model shows a high performance in detecting phishing sites,
with an F1 score of 93.22 percent.

3.2.3. Development of a Model for Analyzing the HTML Code of the Main Page of a Web Resource
M3–Transformer for Analyzing the HTML Code of the Main Page Based on the Pre-trained CodeBERT

According to the source search, the BERT variants are the predominant variants for the text
analysis of HTML content. The CodeBERT neural network transformer is pre-trained in code (six pro-
gramming languages, including JavaScript) and is a powerful tool, including for JavaScript obfuscation
detection.

The following were extracted from the source site’s home page: JavaScript code blocks, inline
handlers, and HTML structure (forms, iframes, meta tags). The extracted blocks and URLs were
combined into a single tokenization string with a maximum of 512 tokens.

The model was fine-tuned in batch mode on an MTLP dataset that contains phishing and legiti-
mate web pages. The final classifier based on the CodeBERT retrained model achieved a F1 score of
0.950 using the test sample.

3.3. Key XAI Technologies as Part of a Multimodal Web Resource Analysis System
3.3.1. SHAP Coefficients for Interpreting the Performance of the M1: CatBoost Model

The Catboost framework has an inbuilt implementation for extracting values of SHAP coefficients
for features. The results of the classification and decision making test are shown in Table 13 and
Figure 8 for the synthetic test.

Table 13. Example of interpretation of the solution of model M1.

Synthetic link http://paypa1-security.tk/login
features Features values SHAP Interpretation
domain_age_days 3 -0,450 A critical feature of a phishing resource
is_suspicious_tld 1 -0,380 An essential feature of a phishing resource
typosquatting_score 0,75 -0,315 A critical feature of a phishing resource
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Figure 8. Histogram of top features determining the model’s decision.

3.3.2. GradCam and Integrated Gradients for Interpreting the Performance of the M2: CNN1D Modell

An adapted version of the Grad-CAM method (for CNNs with one-dimensional input layer)
weights the feature maps by importance using gradients and displays the focus area of the model in
the intermediate representations (Table 14).

The Integrated Gradients method works at the input level (URL symbols) and indicates the
contribution of each symbol to the model’s final forecast based on an integrated gradient score (but
requires a defined baseline).

Table 14. Example of interpretation of the solution of model M2.

Model Synthetic example of a phishing URL Description

Grad-CAM http://paypa1-security.tk/login

The model focuses
on the domain when
deciding whether a resource
belongs to a
phishing resource.

Integrated Gradients

http://paypa1-security.tk/login

+0,9
+0,7
+0,95
+0,6

Details of URL symbols and
their importance coefficients
n terms of their contribution
to the resulting solution

3.3.3. GradCam for Interpreting the Performance of the M4: CNN2D Model

The EfficientNetB7 neural network consists of Mobile Inverted Bottleneck Convolution blocks.
The final layer prior to global average pooling was chosen for Grad-CAM operating. The MTLP dataset
was previously used for the fine-tuning model, so a screenshot of the main page of the synthetic web
site, PayPA1-Security.tk, was used to illustrate the operation of the XAI. Visualization results of the
model operation are shown in Figure 9.
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Figure 9. Illustration of Grad-CAM’s operating for analyzing the image of the main page of a web resource;
a) screenshot with markers of areas indicating phishing; b) heat map of the model activation; c) overlay of the
Grad-CAM heat map on the original image.

3.3.4. Attention Matrix for Interpreting the Work of the M3 Model: CodeBERT

The attention matrix is a table that describes which HTML page elements the model considers to
be related. When interpreted, this approach allows the relationship between extracted page elements
and the URL to be evaluated and the final decision to be made.

For the synthetic web resource http://paypa1-security.tk/login, the HTML page size was 2985
characters, 232 tokens were extracted, and the attention matrix includes 53824 elements. Examples
of extracted tokens: <!DOCTYPEhtml >,< htmllang = ”en” >,< head >,< metacharset = ”UTF −
8” >,< title >, PayPal, Security, Center.

Figure 10 shows a histogram illustrating the distribution of Attention values among the extracted
tokens in the binary web resource classification task.

Figure 10. Most significant tokens based on the Attention Matrix analysis.

3.3.5. LLM Explainer for Preparing Final Reports in Natural Language

Local LLM Qwen2.5-32B is used to generate the final natural language report summarizing the
explanations obtained by the different approaches.

The Grad-CAM results for CNN2D are pre-matched with elements of the HTML page and fed
into the explanatory model as an "element"-"importance" dictionary. This is achieved by semantically
dividing the page and mapping the visual areas to the DOM.

Other structured explanations obtained from XAI models are also fed into the template as data to
populate the prompt template. The Explanation module outputs a JSON file with a class label and a
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Markdown document with an extended textual explanation of the classification result using a static
template.

The LLM will generate a report (Appendix A) either for the Web sites of interest to the system
user or only for sites that the model classified as harmful, allowing for acceptable overall system
throughput.

3.4. Software Architecture of a Web Resource Analysis System

The proposed algorithms and model for analyzing web resource are implemented as software in
Python with an assessment of effectiveness on real data Figure 11.

Figure 11. Architecture of interaction of software modules implementing key components of the system.

The project consists of a group of containers, each of which performs a separate task, and
their interaction provides full coverage of the process of analysis, verification and notification of
potential threats:

1. "Telegram bot" (App-tg_bot) implements the functionality of receiving incoming messages from
users and serves as the first link in the value verification chain.

2. "Machine learning module"–a container with a machine learning model is deployed on the basis
of the "m_service" image, where the "/check_domain" endpoint is implemented via the Flask
API. When a POST request with a domain is received, multi-stage processing occurs.

3. "The Threat Intelligence module" (App-ti_service) is a container for integration with external
reputation services such as Kaspersky TI, VirusTotal TI and others via an API implemented on
FastAPI.

4. "Data storage service"–a database for long-term storage of all system operation results; a container
with a MongoDB database is used.

5. Container for updating Elasticsearch ("App-update_es"). In the test environment, the project uses
Elasticsearch to analyze domains, where the "update_es" container is responsible for regularly
updating the “idecoutm” index. Each time the script is run, a check is made to see if the current
domain has been processed before: if a match is found, the document is updated to reflect the
new results, and if not, a full check cycle is started. The update occurs every 3 seconds, which
ensures that the data in Elasticsearch is up-to-date and allows to quickly track changes in the
analyzed domains. With the help of Praeco, a correlation rule was created to notify analysts of
the SOC, which allows for a prompt response to information security incidents.

6. The container management container ("Portainer"), which uses the "portainer/portainer-ce:latest"
image, provides a web interface for managing all of the project’s Docker containers. Special
attention has been paid during design to safety and data isolation. All containers run in a
single virtual segment, with no external ports exposed except for the Telegram API and the Web
Administration interfaces. All requests are handled over HTTPS, logged, and may be signed
for investigation.
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Particular attention was given to integration with existing monitoring systems during the design
process. The used log structure allows for the transmission of events to SIEM systems, such as
Wazuh, Splunk, and ELK-based solutions. The records are stored in MongoDB and replicated to
Elasticsearch, which allows you to quickly create analysis views. The index is updated automatically
and visualization is possible via Kibana or customized dashboard Praeco. This enables SOC analysts
to monitor and make informed decisions on suspicious activity in real time.

The system was adapted to operate in the real world information security centre, including with
regard to response procedures. The decision algorithm may be based on machine learning models
or on data from external Threat Intelligence services. If necessary, the administrator may manually
change the status of an object by adding it to the whitelist or blacklist. Scenarios for automatic action
following a threat detection are described separately: e.g. sending the result to an e-mail gateway,
adding an IP address to a blocking system, or sending a notification through a corporate messaging
application.

The prototype was deployed using a high performance server, the parameters of which are shown
in the Table 15. In the isolated environment, each model used dedicated GPUs and data was exchanged
between the models through RAM channels.

Table 15. Server parameters for running models.

Parameter Characteristic
GPU 4 GPU Tesla V100
GPU video memory capacity 128 GB
CPU Intel Xeon E5-2698 v4 2.2 GHz (20-core)
RAM capacity 256GB RDIMM DDR4

Thus, the developed architecture allows for:

• processing queries in real time;
• storing results and metadata for subsequent analysis;
• scaling individual modules independently (e.g., multiplying ml_service);
• integrating with external sources via APIs and with internal security systems via SIEM interfaces;
• providing a visual interface for both users (via Telegram) and administrators (via Portainer and

Mongo Express).

4. Computational Experiment to Evaluate the Performance of the Web-Based
Resource-Analysis System

Several computational experiments have been performed on our own dataset and on the available
MTLP dataset to provide a comparative assessment of the capabilities of the proposed solution.

The key stage in developing the automatic phishing web-resources detection system was the
formation of an up-to-date data set. Datasets widely used in research (ISCX-2016 Dataset, EBBU-2017
Dataset, HISPAR-Phishstats Dataset) quickly become outdated. At the same time, the quality of the
classification model, its ability to identify new attack patterns, sensitivity and specificity directly
depend on the correctness and relevance of the data.

4.1. Computational Experiment I on the Prepared Dataset for Models M1 and M3

4.1.1. The First Phase of Testing is Collecting the Dataset (D1) and Preparing Models

Data was collected from several authoritative sources (Dataset D1):

• phishing URLs were obtained from open repositories: Phishing Site URLs (Kaggle), OpenPhish,
URLHaus and PhishTank, where malicious link databases are updated daily;

• legitimate URLs were selected from Alexa and Majestic Million Top 1 Million Websites lists, as
well as downloaded from secure corporate proxy logs.
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The initial sample contained over 4 million rows, of which, after cleaning and filtering, approxi-
mately 3,2 million unique URLs remained, balanced across classes.

Data labeling was performed semi-automatically. Some URLs were labeled based on the source
(for example, if a link is taken from OpenPhish, it is a priori phishing). In complex cases, the following
were used:

• cross-checks via VirusTotal API;
• built-in Reputational Score checking module;
• manual check by WHOIS data (registration date, TLD zone, domain activity).
• validation using OpenAI and QwQ-32B models in batch mode.

As a result, a data set was formed containing:

• 1.6 million phishing web-resource;
• 1.6 million legitimate web-resource.

Table 16. Estimated time costs for image processing in batch mode.

Model Operation Batch performance evaluation Learning mode / inference during integration

M3

HTML tokenization 25-50 ms GPU / GPU
Code-BERT ONNX 200 ms GPU
Attention extraction 15-20 ms GPU

M1

Feature extraction Less than 8 ms per URL GPU / CPU
SHAP computation Less than 12 ms per URL GPU / CPU
CatBoost C-compiled Less than 8 ms per URL GPU / CPU

With a similar metric, CatBoost shows the best ROC-AUC metric of 0,924, indicating high ability
to discriminate between classes. For the best CatBoost model, the False Positive Rate metric was
19,98%, and the False Negative Rate metric was 8,66%. With comparable performance of models
based on ensembles of decision trees, the CatBoost model was selected, which has the best F1-score
indicators on the test sample, but the preparation of the data preprocessing pipeline and the speed
of model training are significantly higher. The model also allows to evaluate the significance of each
feature during classification. The CatBoost model provides the best representation of categorical and
quantitative features with the ability to be efficiently multi-threaded on CPU. When translating the
model into the C language and then compiling it using LLVM, the model’s performance increased by
26% compared to the original version.

Additionally, a classifier was built based on the retrained Code-BERT model, deployed in the
ONNX model format in the FastAPI container. The ONNX model format is a static computational
graph in which the vertices are computational operators, and the edges are responsible for the sequence
of data transfer across the vertices, which allows the model to run 1.5-2 times faster in classification
mode. But using the model on a server with a CPU in multi-threaded mode loses to models based
on CatBoost.

The peak performance estimate for the number of requests processed in the Security Operation
Center (SOC) was: 231 thousand per day, 11 thousand per hour, 100 per second.

4.1.2. Second Stage of Testing–System Throughput Assessment

The second phase of the evaluation involved deploying the complete system on a test bed
simulating the conditions of the SOC. The flow of incoming URLs was formed from several sources:

• corporate mail gateway logs;
• traffic through proxy servers and web filters;
• specially generated requests through a Telegram bot.

The total volume of the test sample was about 100 thousand URLs, arriving at an average speed of
500 requests per minute. Under this load, the system demonstrated stable operation, with an average
processing time of 47 ms for one request, including preprocessing, calling the model, and writing
the results to the database. The peak load was up to 1100 URLs/minute, while no timeout errors or
microservice freezes were recorded
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4.1.3. Third Stage of Testing–testing as part of the SOC

During integration with Praeco, an attack was simulated: within 5 minutes, the system received
20 fake URL links using the secure-update-login[.]com subdomain and replacing Latin characters with
Cyrillic. The system worked with high accuracy, generated a trigger based on the correlation rule and
sent a notification to the SOC Telegram channel ( Figure 12.).

Figure 12. ML trigger notification.

4.1.4. The Fourth Stage of Testing–Zero-Day Resource Testing

In addition, manual testing was conducted on “zero day” links–URLs that were not previously in
the database and which imitated new phishing patterns. Of the 100 such links, the system identified
92 as suspicious, including 6 that had no signs in the VirusTotal databases, but had an anomalous
structure. For an objective assessment, the system was compared with open tools:

• Google Safe Browsing;
• OpenPhish Detection API;
• URLhaus API.

The proposed model detected 15-20% more “fresh” phishing links, especially in cases of obfuscated
addresses, short redirects, and character substitution. A significant advantage was provided by the
explainability of classifications–the SOC analyst could immediately see on the basis of which features
the link was classified as phishing.

4.1.5. Testing the Subsystem for Explaining Positive Responses

The application of a subsystem for explaining the reasons for classifying resources as phishing
is shown for the expanded QwQ-32B model. The detailed explanation is used to justify a positive
classification for SOC first-line monitors and allows them to agree or mark the alarm as a false positive
for further adjustment of the training data. The application of approaches for estimating the SHAP
coefficients at this stage was carried out only at the stage of preparing data for training models, since
the obtained results require additional interpretation for monitoring specialists.

Thus, the conducted testing confirmed not only the high accuracy of the model, but also its
suitability for deployment in real time. The system is capable of analyzing a large flow of incoming
URLs, is scalable, and provides integration with response infrastructure, making it applicable to
monitoring centers, highly secure organizations, and even national CERT structures.
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4.1.6. Summary Results of Computational Experiment I

Table 17 presents the summary results of the computational experiment I.

Table 17. Summary results of computational experiment I.

Experiment Models (designation) Models (name) Dataset F1 score

I
M1 CatBoost

D1 (own dataset)
0.900

M3 CodeBERT 0.950
M1 + M3 CatBoost + CodeBERT + Voting Classifier 0.972

4.2. Computational Experiment II on the Prepared Dataset for Models M2 and M4

A balanced (50% phishing and 50% legitimate web resources) MTLP dataset was used to train the
models (Table 18).

The CNN1D model for web resource symbolic name analysis demonstrated high performance in
detecting phishing URLs, achieving an F1-score of 91.14% on the test set (Table 19).

The fine-tuned EfficientNet-B7 model for visual image analysis demonstrated high performance
in detecting phishing websites, achieving an F1-score of 93.22% (Table 19).

Table 18. Estimated time costs for image processing in batch mode.

Model Operation Batch performance evaluation Learning mode / inference during integration

M2

Tokenization 3 ms GPU / GPU
CNN1D forward pass 7 ms GPU
GradCAM + Integrated Gradients 55 ms GPU

M4

Screenshot capture 250 ms GPU / CPU
Image preprocessing 15 ms GPU / CPU
EfficientNetB7 inference 200 ms GPU
GradCAM computation 150 ms GPU
Region analysis 50 ms GPU / CPU

Table 19. Summary results of computational experiment II.

Experiment Models (designation) Models (name) Dataset F1 score

II
M2 CNN1D

D2 (MTLP)
0.914

M4 EfficientNet-B7 0.932

M2 + M4
CNN1D + EfficientNet-B7 +
Voting Classifier 0.944

4.3. Computational Experiment III on the Prepared Data Set for all Models

The final experiment assessed the multimodal performance of the system on datasets D1 and D2.
Results are shown in the (Table 20).

Table 20. Summary results of computational experiment III.

Experiment Models (designation) Models (name) Dataset F1 score

III M1 + M2 + M3 + M4

CatBoost + CodeBERT +

CNN1D + EfficientNet-B7 +
Voting Classifier

D1 (own dataset) 0.989

M1 + M2 + M3 + M4

CatBoost + CodeBERT +

CNN1D + EfficientNet-B7 +
Voting Classifier

D2 (MTLP) 0.953

4.4. Discussion

The implemented prototype of the web resource analysis system validated the efficacy of a
multimodal approach, integrating URL analysis, visual image and code of HTML page analysis.
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However, empirical testing identified several critical limitations that adversely affect user experience
and compromise perceived system reliability.

The URL analysis model occasionally misclassifies legitimate and highly popular web re-
sources—for instance, vk.com and rutube.ru—as phishing sites. These domains lack obvious suspicious
features, such as lengthy query parameters or hidden iframes. The misclassifications may be because
of the coincidental structural matching of these URLs with patterns recorded in the training dataset. A
similar challenge is observed with the PhishLang model; even high performance metrics (an F1-score
of 0.94) do not entirely eliminate classification errors on legitimate sites, likely because of the limited
diversity of the training data.

The generation of web page screenshots with arbitrary resolutions and aspect ratios that do not
align with the model’s training parameters results in a degradation of visual analysis quality. This
occurs because the EfficientNet-B7 model, which was trained on standardized data, loses its capacity
to accurately recognize key visual features, such as distorted logos.

The generation of web page screenshots with arbitrary resolutions and aspect ratios that do not
align with the model’s training parameters results in a degradation of visual analysis quality. This
occurs because the EfficientNet-B7 model, which was trained on standardized data, loses its capacity
to recognize key visual features, such as distorted logos.

A significant advantage of the multimodal approach is its capacity to yield objective assessments,
particularly when faced with false positives originating from a URL analysis model. For instance,
in an evaluation of popular websites such as vk.com and google.com, the Convolutional Neural
Network (CNN) model erroneously classified them as phishing sites. However, the EfficientNet-B7
model, utilizing visual content analysis, accurately identified these sites as legitimate. This discrepancy
underscores the robustness of the multimodal framework in mitigating the systematic errors of
individual constituent models, thereby substantially reducing the overall risk of false blockings.

Using transformer models allows to increase the F1-measure by 5% compared to the CatBoost
model, but the URL processing time even in batch mode drops by more than 15 times. When a certain
threshold value of events per unit of time is reached, this becomes unacceptable for real-time data
analysis in SOC. Using local LLMs with prompt and Zero shot learning formation allows to supplement
the results of malicious link classification with a text explanation. This increases the awareness of
the first- and second-line SOC monitoring specialists during both routine monitoring and incident
investigation mode.

The multimodal approach offers several key benefits:

• Enhanced Detection Accuracy: It improves the detection accuracy of phishing attacks that are not
identifiable by a single modality. This is because attackers face a greater challenge in bypassing
all analysis modalities simultaneously.

• Reduced False Positives: The use of a committee of models reduces the number of false positives
by leveraging a committee of models.

• Zero-Day Attack Detection: The system is capable of detecting novel (zero-day) attacks by
analyzing a comprehensive combination of features across different modalities.

• Improved Interpretability: The XAI (explainable artificial intelligence) subsystem provides in-
sights into the contribution of each modality, thereby assisting analysts in understanding the
rationale behind a detection decision.

5. Conclusions
The developed system for multimodal web resource analysis demonstrated high performance,

achieving F1-scores comparable to the state-of-the-art on both publicly available (MTLP dataset, F1-
score 0.953) and a continuously updated proprietary dataset (F1-score 0.989). These results were
achieved while maintaining a high level of readiness for detecting zero-day attacks, a significant
advantage over conventional industrial systems.
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A prototype of a multimodal web resource analysis system was developed using a microservice
architecture. The system is designed for high efficiency and seamless integration with a Security
Operations Center, demonstrating the capability to process between 500 and 1,100 events per second
(EPS) by utilizing a subset of the models.

The software implementation leverages Docker containers, RESTful interfaces, and a distributed
logging system. Each component, including the Telegram interface, the analysis service, and the
external Threat Intelligence platform module, is designed as an independent service. This architectural
choice enhances the system’s scalability, fault tolerance, and maintainability.

Furthermore, the proposed models were optimized for CPU execution by compiling their code,
which resulted in a 26% increase in computational performance. The system’s stability and operational
integrity were validated through testing under conditions simulating a production environment, where
it demonstrated reliable performance under load and successful integration with SOC environments,
including visualization and correlation tools such as Elasticsearch and Praeco.

Multimodal phishing detection systems that integrate explainable artificial intelligence (XAI) have
achieved substantial maturity in recent years, demonstrating high accuracy rates typically ranging from
98% to 99%, while simultaneously offering enhanced decision transparency. Nevertheless, the threat
landscape is subject to continuous evolution driven by emerging adversarial threats, the proliferation
of AI-generated phishing content, and the industrialization of attacks through Phishing-as-a-Service
(PaaS) platforms. This dynamic environment necessitates ongoing innovation and adaptation of
defensive measures.

The future of anti-phishing defense lies in hybrid approaches that combine the speed of traditional
ML for real-time screening, the accuracy of LLM for zero-day detection, the robustness of ensemble
methods against adversarial attacks, privacy-federation learning for collaborative defense, and human-
in-the-loop intelligence for critical decisions.

Critical success in this domain is contingent upon achieving an appropriate equilibrium across
several competing factors: automation versus human expertise, system performance versus inter-
pretability, and centralized protection versus decentralized privacy. The development of a resilient
defense against the continuously adapting threat of phishing requires a multidisciplinary collabora-
tive effort, effectively integrating insights and methodologies from machine learning, cybersecurity,
human-computer interaction, and legislative regulation
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Appendix A. Excerpt From a Technical Report on the Results of the Classification
of a Synthetic Web Resource, which was Generated Utilizing a Localized Large
Language Model

Table A1. Technical appendix

## TECHNICAL APPENDIX

### Complete Model Predictions

CatBoost (URL features): 98.7% phishing
Character-CNN (URL chars): 96.2% phishing
CodeBERT (HTML structure): 95.8% phishing
EfficientNetB7 (Visual): 97.8% phishing

Consensus Average: 97.1% phishing
Standard Deviation: 1.3%
Agreement Level: VERY HIGH

### Complete SHAP Values (CatBoost)

domain_age: -0.45 (3 days old → suspicious)
tld_type: -0.38 (.tk → free, abuse-prone)
typosquatting_score: -0.52 (paypa1 vs paypal → deliberate)
url_length: -0.12 (slightly long)
subdomain_count: -0.08 (1 subdomain)
has_https: +0.15 (has HTTPS, but...) ... [additional features]

### Character-CNN Attribution Top 10

Position 8-13 "paypa1": IG attribution 0.92
Position 13 "1": IG attribution 0.95 (critical!)
Position 22-24 ".tk": IG attribution 0.88
Position 15-21 "secure": IG attribution 0.45 ... [full attribution map available]

### CodeBERT Attention Top 10 Tokens

<input name="creditcard">: 0.95 weight (CRITICAL)
<input type="password">: 0.89 weight

<form action="http://...">: 0.82
weight (insecure) "urgent": 0.78
weight "suspended": 0.78
weight "verify": 0.68
weight "account": 0.65 weight ... [full token list available] “‘

Visual GradCAM Regions (Top 5)

Region 1: Logo area
- Position: top-left (header)
- Activation: 0.95/1.0
- Area: 2.1% of page
- Text: "PAYPA1 Security Center"
- Elements: visual_element, square_element
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Region 2: Warning banner
- Position: center (main_content)
- Activation: 1.0/1.0 (maximum!)
- Area: 8.5% of page
- Text: "URGENT: Account suspended in 24 hours"
- Elements: visual_element

Region 3: Form area
- Position: center (form_area)
- Activation: 0.88/1.0
- Area: 3.2% of page
- Text: "Credit Card Number", "CVV"
- Elements: input_field (multiple)

Region 4: URL bar representation
- Position: top-center (header)
- Activation: 0.85/1.0
- Text: "https://paypa1-secure.tk"

Region 5: Footer
- Position: bottom (footer)
- Activation: 0.45/1.0
- Text: "Copyright 2024 PayPa1" [with typo]
- Elements: text, poor_quality
REPORT METADATA

Report Generated: 2025-10-23 18:30:51 UTC

Analysis Duration: 3.7 seconds

Models Used: 4 (CatBoost, CharCNN, CodeBERT, EfficientNetB7)

XAI Methods: 6 (SHAP, GradCAM 1D, IntGrad, Attention, GradCAM 2D, Text Convert)

LLM Model: Qwen2.5-32B-Instruct

Confidence: VERY HIGH

Analyst Review: RECOMMENDED (for quality assurance)
END OF REPORT

This report was generated by an AI-powered phishing
detection system combining multiple deep learning models
with explainable AI techniques.
While highly accurate, human expert review is recommended for critical cases.
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