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Abstract 

Explainable artificial intelligence (XAI) plays a central role in strengthening security, privacy, and 

trust in AI-driven 5G and future 6G networks. In this review, we first refine the concepts of 

transparency and interpretability, and introduce the notions of marginal transparency and marginal 

interpretability to describe the diminishing returns that arise from progressively deeper disclosure of 

model internals. We then survey key XAI methods, including LIME, SHAP, interpretable neural 

networks, and federated, privacy-preserving techniques, and assess their suitability for wireless 

resource management, intrusion detection, and regulatory auditing in next-generation networks. 

Building on these foundations, we outline a 2025–2030 research roadmap that integrates XAI into 

Zero Trust architectures, edge intelligence, and self-explaining 6G systems. Across these layers, we 

argue that explainability should be built in as a design-time requirement, enabling wireless 

infrastructures that are not only high performance but also auditable, accountable, and resilient. 

Keywords: explainable AI; trustworthy AI; trustworthy machine learning; explainability; wireless 

network privacy; 5G security; zero trust architecture 

 

1. Introduction 

Artificial intelligence is now deeply embedded in wireless networks [1]. In 5G systems, and in 

the designs that are shaping 6G, machine learning is applied almost everywhere: resource allocation, 

channel prediction, beamforming, intrusion detection, and even service orchestration [2–5]. 

Engineers rely on these models because they process massive and noisy data far more quickly than 

traditional methods [6]. Without them, it would be hard to meet the demands of modern applications 

such as smart factories, connected vehicles, or real-time immersive media. 

But the strength of these systems is also their weakness. A scheduling algorithm driven by deep 

reinforcement learning may boost throughput, yet no operator can clearly explain why certain users 

were favored [7]. An anomaly detector can flag malicious packets, but analysts may struggle to see 

what features the model relied on. In practice, this opacity is risky [8]. When wireless networks are 

used for surgery, traffic safety, or industrial automation, a lack of clarity about system behavior is not 

a minor issue — it can undermine trust and even safety [9]. 

This is where explainable AI, or XAI, enters the discussion. XAI does not replace advanced 

models; it adds a layer of transparency. It shows which traffic attributes triggered an alarm, or why 

a slice of spectrum was allocated to one device instead of another. In this way, it helps engineers 

verify performance, regulators ensure compliance, and users gain confidence in the system. The legal 

side also matters. The European GDPR stresses a “right to explanation,” and telecom regulators have 
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begun asking how AI decisions in networks can be audited [10–15]. Recent advances in explainable 

representation learning and privacy-aware model understanding — such as camera-aware graph 

consistency, self-feedback feature enhancement, multi-hop RAG for financial compliance, and 

structured privacy-policy understanding — further highlight the growing need for transparency in 

modern AI systems [16–19]. 

Concrete research examples confirm the need. Basaran and Dressler proposed XAInomaly, 

which explains anomaly detection inside O-RAN while still meeting low-latency targets [20]. Uccello 

and Nadjm-Tehrani tested SHAP and other attribution methods in 5G intrusion detection, showing 

that some explanations are sparse and stable while others are not [21]. Work by Kaur and Gupta on 

IoT security in 6G points in a similar direction: explanations help reveal which device activities may 

indicate attacks [22]. These studies do not solve every problem, but they illustrate a path forward. 

The present review takes these developments as a starting point. We revisit the core notions of 

transparency and interpretability, and then adapt them to wireless systems. Two new ideas — 

marginal transparency and marginal interpretability — are introduced to capture how additional 

layers of explanation add less and less value in practice. We also examine common methods such as 

LIME, SHAP, decision trees, and interpretable neural networks, but with an emphasis on how they 

apply to wireless resource management and network security. Finally, we suggest a roadmap for 

2025–2030 that looks toward federated edge intelligence, Zero Trust networking, and eventually self-

explaining 6G systems. Figure 1 summarizes this challenge–solution landscape by illustrating how 

black-box AI models interact with the 5G/6G ecosystem, where opacity can lead to risky decisions, 

and how an XAI layer restores transparency for engineers, regulators, and end users. 

 

Figure 1. Conceptual framework of AI-driven 5G and 6G network operations and the role of explainable artificial 

intelligence (XAI). AI “black box’’ models support tasks such as interference management, traffic prediction, and 

anomaly detection. However, the opacity of these models may result in risky or unverifiable decisions. The XAI 

layer uses methods including SHAP, LIME, and rule extraction to provide clear and interpretable insights that 

help engineers, regulators, and end users achieve transparent and trustworthy network operations. 

2. Key Concepts 

The discussion of explainable AI in wireless networks often begins with two related ideas: 

transparency and interpretability. These terms are sometimes used interchangeably, but in practice 

they capture different aspects of how a system communicates its reasoning [23]. In 5G/6G contexts — 

where spectrum allocation, handover management, and security decisions may occur in milliseconds 

— the distinction is more than academic. It defines how engineers, regulators, and even end users 

perceive the trustworthiness of the system [11,24]. 
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2.1. Transparency 

Transparency refers to how clearly the internal operation of an AI model can be exposed. In 

communication systems, this might mean revealing how input features such as channel quality 

indicators, user mobility patterns, or interference levels are combined to produce a scheduling 

decision. A transparent model does not merely announce the outcome; it also shows what data were 

considered and how intermediate logic shaped the final result. 

For example, an AI-based beamforming controller that highlights which antennas and channel 

states influenced its decision provides far greater transparency than one that outputs a precoding 

vector with no explanation [4]. As Van der Waa and colleagues have argued in other domains, 

visibility into the process is often as important as the outcome itself [25]. The same principle applies 

here: without transparency, operators may hesitate to trust algorithms even when performance looks 

strong. In the fast-changing 5G/6G environment, that hesitation can slow adoption or force costly 

manual overrides. 

2.2. Interpretability 

Interpretability, on the other hand, is less about raw access to model internals and more about 

whether humans can make sense of them. Wireless systems generate high-dimensional data: 

hundreds of radio features, traffic metrics, and temporal patterns. Even if a model exposes every 

weight and activation, the result may remain unintelligible. Interpretability requires explanations 

that match human cognitive limits. 

One common approach is to simplify outputs into feature attributions. For instance, in intrusion 

detection for 5G cores, SHAP values can highlight that abnormal port usage and sudden packet bursts 

jointly drove the alarm [21]. In scheduling, LIME may show that poor channel conditions were the 

decisive factor for assigning extra resources [26]. Such explanations help network engineers and 

analysts see the reasoning without digging into raw matrices or gradient maps. In practice, 

interpretability makes the difference between a model that is transparent but unreadable and one 

that is genuinely useful. 

2.3. Marginal Transparency 

The notion of marginal transparency borrows from economics. It asks: how much extra clarity do 

we gain by adding one more layer of disclosure? In wireless AI, the first few steps — such as showing 

feature importance or providing simplified flow diagrams — often yield major benefits. Operators 

quickly see whether spectrum allocation aligns with policy or whether a handover was triggered by 

signal strength. 

But as disclosure continues, the returns diminish. Publishing every hyperparameter of a neural 

scheduler, or every gradient in an O-RAN anomaly detector, may add little to practical 

understanding. Engineers may already have enough visibility to trust the system, and further detail 

simply overwhelms. The idea of marginal transparency reminds us that explainability is not binary. 

Each extra disclosure matters, but not all matter equally, and designers must decide how far is 

enough. 

2.4. Marginal Interpretability 

Marginal interpretability extends the same logic to explanations. Early explanations — such as 

feature attributions from SHAP or counterfactual examples showing why a different resource 

allocation was denied — provide large gains in human understanding. Analysts can validate model 

behavior and check for fairness or compliance. 

Yet as explanations become more technical or complex, the usefulness drops. Showing intricate 

interactions between dozens of radio features, or long mathematical proofs of why a neural precoder 

behaves a certain way, may confuse rather than clarify. In 6G, where network slicing and edge 

learning will only add complexity, this problem is likely to intensify. The principle of diminishing 
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returns is clear: more explanation is not always better. Effective XAI for wireless must balance depth 

of detail with the limits of human comprehension. The diminishing returns of explainability in 

wireless systems is illustrated in Figure 2 . 

 

Figure 2. The diminishing returns of explainability in wireless systems. (a) Marginal Transparency: Illustrates 

that initial disclosures of model details yield significant trust gains, but publishing virtually every parameter 

offers diminishing practical value to operators (b) Marginal Interpretability: Shows that while simplified 

explanations enhance human understanding, overly complex or technical explanations can exceed cognitive 

limits and reduce clarity. Effective XAI must balance detail with comprehension limits. 

3. Key Methods 

Explainable AI in wireless networks is not an abstract concept; it is tied to specific tools and 

techniques. While the broader machine learning community often divides methods into model-

agnostic and model-specific, the wireless domain gives these categories a particular flavor. When the 

goal is to make sense of spectrum allocation, interference control, or anomaly detection in 5G/6G, the 

choice of method affects not only interpretability but also latency, scalability, and operational trust. 

3.1. Open-Source Toolkits 

Several open-source toolkits as listed in Table 1 have made XAI more practical for 

communication systems. IBM’s AIX360, for example, provides a range of interpretability methods 

that can be adapted to wireless scheduling or QoS prediction. Alibi from SeldonIO has been used to 

test counterfactual explanations in network intrusion tasks. OmniXAI, with its graphical interface, 

allows engineers to quickly explore feature contributions without coding every detail. Others, such 

as Explabox or Xplique, focus on robustness checks, which can be crucial when adversaries try to 

trick intrusion detection systems. 

The point here is not that one library solves everything. Rather, these toolkits show that 

explainability has matured to the point where wireless researchers do not have to build methods 

from scratch. With small adjustments — for instance, mapping SHAP outputs to radio metrics instead 

of tabular finance data — existing tools can already be useful. 

Table 1. Representative open-source explainable AI (XAI) toolkits and their main functionalities. 

Toolkit 
Developer / 

Maintainer 
Main Functions Reference 

AIX360 (AI 

Explainability 360) 
IBM Research 

Comprehensive suite of 

local and global 

interpretability algorithms 

(e.g., LIME, SHAP, rule-

[27] 
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based, contrastive 

explanations) 

Alibi SeldonIO 

Implements model-agnostic 

methods such as 

counterfactuals, anchors, 

and adversarial detectors 

[28] 

OmniXAI Salesforce Research 

Unified interface for post-

hoc explanation (SHAP, 

LIME, Grad-CAM, 

Integrated Gradients) 

[29] 

Explabox 

University of 

Glasgow / OpenXAI 

Community 

Framework for testing 

robustness and 

reproducibility of 

explanations 

[30] 

Xplique 
Inria / Sorbonne 

University 

Lightweight library for 

explanation visualization 

and robustness evaluation 

[31] 

3.2. Model-Agnostic Methods 

3.2.1. Local Interpretable Model-Agnostic Explanations (LIME) 

LIME works by building simple surrogate models around specific predictions [26]. In wireless 

networks, this might mean explaining why a base station decided to hand off a user at a given 

moment. The method perturbs the input — such as varying the reported signal-to-noise ratio or 

mobility pattern — and checks how the model’s output changes. From there, a small linear model 

approximates the local decision boundary.  

To be specific, the model explains predictions by approximating a complex model 𝑓 with an 

interpretable model 𝑔 in the neighborhood of the instance being explained. Let 𝑥 ∈ ℝ𝑑 be the input, 

and 𝑥′ ∈  {0,1}𝑑′its interpretable representation (e.g., words in text or super-pixels in images). The 

explanation is obtained by solving: 
𝜉(𝑥) = argmin

𝑔𝜖𝐺
 𝐿(𝑓, 𝑔, 𝜋𝑥) +  Ω (𝑔) 

Where 𝐿(𝑓, 𝑔, 𝜋𝑥) measures how unfaithful 𝑔 is in approximating 𝑓 near 𝑥, 𝜋𝑥(𝑔) defines locality, 

and Ω(𝑔) penalizes complexity to keep 𝑔 interpretable.  

This technique has clear value. A network operator can see, for example, that a handover was 

triggered mainly by declining SINR rather than sudden cell congestion [12]. However, as several 

studies note, the stability of LIME explanations depends on how the perturbations are designed. In 

practice, too much randomization may yield different stories from one run to another [32,33]. 

3.2.2. Shapley Additive Explanations (SHAP) 

SHAP approaches the problem from game theory [34]. Each feature — channel state, interference 

level, traffic load — is treated as a “player” contributing to the model’s decision. By distributing credit 

fairly across all combinations, SHAP provides both local and global views.  

To be specific, The method unifies additive feature attribution approaches under a single 

framework. Let 𝑓(𝑥) be the original model and 𝑥 ∈ ℝ𝑀 the input with 𝑀 features. SHAP explains 

𝑓(𝑥) through an additive surrogate model: 

𝑔(𝑧′) =  ∅0 + ∑ ∅𝑖𝑧′𝑖

𝑀

𝑖=1

 

Where 𝑧′ ∈  {0,1}𝑀 represents the presence or absence of features, and ∅𝑖 is the contribution of 

feature 𝑖. 

In intrusion detection for 5G cores, SHAP can reveal that abnormal port activity consistently 

carries high importance, while mobility features matter less [21]. For spectrum allocation, global 
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SHAP values may show that long-term traffic patterns dominate decisions more than instantaneous 

measurements [12]. The strength of SHAP is its consistency; its weakness is computational cost. In 

large-scale wireless systems with thousands of users and features, calculating exact Shapley values 

may be impractical. Engineers often need approximations or specialized variants to keep 

explanations within real-time limits. 

3.3. Model-Specific Methods 

Not all models are black boxes. Some are inherently interpretable, and in wireless 

communications, these so-called “glass-box” models remain relevant. 

3.3.1. Decision Trees 

Decision trees remain popular in scenarios where clarity is critical [35]. In a spectrum-sharing 

system, a tree might branch first on signal strength, then on interference, and finally on mobility. Each 

step is visible, and operators can follow the logic from root to leaf. The trade-off is well known: 

shallow trees are easy to interpret but may be inaccurate, while deep trees capture complex patterns 

but become harder to read. Random forests improve accuracy but at the expense of transparency. 

3.3.2. Interpretable Neural Networks 

Researchers have tried to make neural networks less of a mystery. One approach is to embed 

attention mechanisms that highlight which features drive predictions [36]. In a beamforming model, 

for instance, attention weights can indicate which antennas were decisive for selecting a transmission 

pattern [37]. Another is to design architectures that enforce simple, interpretable structures, even if 

they remain deep [38]. These efforts matter because standard deep learning, though powerful, often 

leaves operators with results they cannot easily audit. 

3.3.3. Large Language Models in Networking 

More recently, large language models (LLMs) have begun appearing in wireless research [39]. 

They are used for tasks like log analysis, configuration recommendation, or even natural-language 

interaction with network operators. LLMs can generate their own textual explanations, which at first 

glance looks like perfect interpretability. The reality is more complex. Such explanations may be 

fluent but not faithful — the model may “sound right” while missing the actual reasoning. Work on 

mechanistic interpretability, which tries to uncover internal circuits and representations in 

transformers, is an attempt to bridge that gap. For wireless applications, the challenge is to combine 

the accessibility of natural language with the reliability needed in critical infrastructure. 

4. Taxonomy of Explainable AI 

When researchers talk about the “taxonomy” of XAI, they usually mean a way of grouping 

methods by how and when explanations are generated [11,40]. In wireless communication systems, 

this classification becomes especially relevant. A 5G base station running intrusion detection has 

different needs from a 6G edge node balancing latency and privacy. The taxonomy presented here 

does not change the fundamentals, but it highlights how these categories matter in practice for next-

generation networks. 

4.1. Ante-Hoc vs. Post-Hoc Approaches 

Ante-hoc methods are interpretable by design. Models such as decision trees or rule-based 

systems fall into this category [41,42]. In wireless networks, they are often used where regulatory 

compliance is strict, such as access control policies or spectrum-sharing agreements [43]. A rule-based 

anomaly detector that blocks traffic when packet size exceeds a threshold is not glamorous, but it is 

transparent and auditable. 
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Post-hoc methods, by contrast, take black-box models as given and then generate explanations. 

In a 5G intrusion detection system built on deep learning, saliency maps or counterfactuals may 

explain why certain traffic was flagged [44,45]. These methods are widely used but raise questions of 

faithfulness: does the explanation truly reflect the model, or is it only an approximation [46]? In 

adversarial environments, such as networks exposed to spoofing or jamming, this gap can be 

dangerous. Explanations that “look right” may still mislead analysts. 

4.2. Local vs. Global Explanations 

The second axis distinguishes local and global explanations. Local explanations focus on 

individual cases. A practical example is fraud detection in mobile payments: an alert might be traced 

to a sudden location change combined with unusual transaction size [26]. Engineers can see why that 

one case was flagged. 

Global explanations, on the other hand, describe the overall model behavior. For instance, in 

traffic classification across a 6G core, global SHAP values might show that long-term flow duration 

and packet entropy are the dominant factors. Such insights help regulators or operators understand 

whether the system systematically favors or penalizes certain types of traffic [43]. In compliance 

audits, global transparency is essential; without it, even a perfectly accurate system may not pass 

review. 

4.3. Privacy-Preserving Explainability 

Wireless systems carry sensitive data. Location traces, mobility patterns, and device identifiers 

can all reveal private information. Explanations themselves risk leaking this data. A model might, for 

example, reveal that a specific user’s movement pattern triggered a handover, unintentionally 

exposing personal details [47,48]. 

To address this, researchers explore privacy-preserving approaches. Differentially private 

explanations add controlled noise to protect identities [49,50]. Federated explainability generates 

explanations locally at edge devices, without sharing raw data [51]. These methods are still 

developing, but in multi-cloud or edge scenarios — common in 6G — they may prove indispensable 

[52]. The challenge is clear: explanations should enhance trust, not create new privacy risks. 

4.4. Visual Taxonomy in Wireless Applications 

One way to make this taxonomy concrete is to map methods against their practical roles in 

wireless communication. Figure 3 illustrates how ante-hoc, post-hoc, local, and global explanations 

align with different operational and regulatory needs in 5G and 6G systems, while also indicating 

where privacy-preserving techniques become necessary. Ante-hoc models like decision trees are 

applied in spectrum policy enforcement [53]. Post-hoc tools such as LIME and SHAP are widely used 

in anomaly detection and fraud prevention. Local explanations support operational tasks, for 

example helping an operator decide whether to block a suspicious session [54]. Global explanations 

serve audits and long-term policy evaluations. Privacy-preserving methods are critical in IoT and 

edge computing, where data cannot easily leave the device [55]. 

Such a taxonomy is not rigid. In practice, methods overlap. A federated system may combine 

local and global views, or a hybrid approach may use both interpretable models and post-hoc 

visualizations [53]. What matters is that designers choose the right balance for the problem at hand. 

In 5G/6G, where latency, scale, and security interact in complex ways, no single axis of classification 

is enough. 
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Figure 3. Visual taxonomy of explainable artificial intelligence (XAI) methods in wireless communication 

systems. The taxonomy organizes techniques along two axes, explanation timing and explanation scope, and 

links them with representative wireless applications. Ante-hoc and post-hoc approaches are shown in relation 

to local and global explanations, such as debugging individual anomaly alerts or auditing network-wide 

resource allocation policies. The taxonomy also identifies privacy-preserving needs, including federated 

learning and differential privacy, which are increasingly important in edge and multi-cloud 5G and 6G 

deployments. 

5. Research Roadmap for 2025–2030+ 

Explainability in wireless networks is still a moving target. While existing methods provide 

useful insights, the requirements of 5G and future 6G systems create a much tougher environment. 

Networks are expected to manage spectrum dynamically, serve billions of IoT devices, and meet sub-

millisecond latency demands. In such a setting, explanations cannot be an afterthought. They must 

be fast, scalable, and meaningful to engineers and regulators alike. Looking ahead, the research 

trajectory for 2025–2030 can be described in three overlapping stages: foundations, integration, and 

global standardization, as shown in Figure 4. 

 

Figure 4. Roadmap for integrating explainable artificial intelligence (XAI) into next-generation wireless 

networks. The short-term phase focuses on establishing practical foundations such as standardized benchmarks, 

low-latency explanations, and early privacy methods. The mid-term phase highlights architectural integration 

including Zero Trust verification, federated edge intelligence, and slice-aware adaptation. The long-term phase 
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moves toward intrinsic interpretability, global standardization, and collective defense, ultimately aiming for 

self-explaining 6G systems. 

5.1. Short-Term (2025–2026): Establishing Practical Foundations 

In the immediate future, two priorities stand out. First, the community needs standardized 

evaluation benchmarks. Current XAI metrics — fidelity, comprehensibility, or stability — are often 

defined in abstract terms. For wireless systems, benchmarks must reflect real-world constraints: Does 

the explanation arrive quickly enough for URLLC? Does it scale to thousands of users in a cell? Can 

it be audited under telecom regulation? Without such criteria, different methods cannot be fairly 

compared. 

Second, explanations must become low-latency. A spectrum allocation decision explained a 

second later is of little use if packets have already been dropped. Work such as XAInomaly [1] shows 

that lightweight variants of SHAP can be tuned for near real-time operation in O-RAN. This line of 

research will likely expand, focusing on approximations and hardware acceleration to bring 

explanation delays down to the millisecond range. 

Privacy is also a short-term issue. Since user mobility and traffic traces are sensitive, early efforts 

in differentially private and federated explanations will be critical. In healthcare IoT or connected 

vehicles, an explanation that leaks individual identity could be more harmful than helpful. 

5.2. Mid-Term (2027–2028): Integration into Wireless Architectures 

By the later 2020s, explainability will need to embed itself into the structure of 5G/6G systems 

rather than remain an external add-on. The most obvious step is integration with Zero Trust 

Architectures (ZTA). Wireless operators are moving toward ZTA to enforce continuous verification 

of devices and users. Here, XAI provides the justification layer: why a device was denied access, or 

why a trust score was downgraded. Without such explanations, Zero Trust policies may be viewed 

as arbitrary. 

Another area is federated edge intelligence. With millions of IoT devices producing data, 

centralized training is impractical. Federated learning allows models to be trained locally and 

aggregated globally, but explanations must follow the same path. That means interpretable outputs 

generated at the edge, consumable both by local operators and by central regulators. Research into 

adaptive explanations — where detail levels shift depending on the recipient, from technicians to 

policymakers — will also gain traction. 

Finally, network slicing presents a new frontier. Different slices serve very different needs 

(emergency services vs. consumer video vs. industrial automation). Explanations must adapt 

accordingly, showing not only why resources were allocated but also how slice-level priorities 

shaped the decision. 

5.3. Long-Term (2029–2030+): Toward Self-Explaining 6G Systems 

Looking further ahead, the vision is for networks that explain themselves. Instead of relying 

solely on post-hoc tools, the architectures of 6G may embed interpretability into their very design. 

Self-explaining agents could justify routing, beamforming, or security decisions in natural language 

while still being auditable against standards. 

Global standardization will also come to the forefront. Just as ISO/IEC 27001 unified 

cybersecurity practices, a comparable framework for explainability in wireless AI is likely to emerge. 

Such standards would define not only performance requirements but also how explanations must be 

logged, audited, and shared across borders. This becomes especially important in roaming scenarios 

or multinational service providers, where consistency of trust is essential. 

Another long-term theme is collective defense through explainability. Imagine 6G security 

systems in different countries exchanging not raw traffic but interpretable alerts, allowing 
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collaborative detection of global attacks without breaching data sovereignty. This vision is ambitious, 

but the groundwork is already visible in early federated and privacy-preserving research. 

5.4. Synthesis 

The path ahead is not linear but layered. In the short term, benchmarks and latency 

improvements will make XAI usable. In the mid-term, integration with Zero Trust, federated edge 

intelligence, and slicing will make it indispensable. In the long term, intrinsic interpretability and 

global standards may turn XAI into a foundation of wireless trust itself. By 2030, explainability 

should not be viewed as a luxury for academics but as a baseline requirement for operating the 

world’s most critical communication infrastructure. 

6. Applications of Explainable AI in 5G/6G 

The move toward 5G and 6G has transformed wireless networks into highly intelligent and data-

driven systems. With this transformation, questions of trust, accountability, and security are no 

longer optional. Explainable AI (XAI) provides a set of tools to address these concerns. In this section, 

we highlight several domains where explainability can make a tangible difference in next-generation 

wireless communication. 

6.1. Transparent Resource Allocation 

AI is increasingly used for dynamic spectrum management and beamforming control. These 

tasks require fast decisions, but operators still want to know why one user or slice was prioritized 

over another. XAI methods can provide clarity [54]. For example, a SHAP-based explanation might 

show that a particular user received additional bandwidth because of persistent low signal-to-noise 

ratio combined with urgent latency requirements. Such transparency helps operators verify that 

allocation policies align with service-level agreements and fairness expectations. Without these 

insights, automatic decisions may be viewed as arbitrary, which could limit trust and adoption. 

6.2. Privacy-Preserving IoT and Edge Learning 

In 6G environments, billions of IoT devices—from wearables to home sensors—connect through 

mobile edge computing (MEC) infrastructures. These devices continuously produce sensitive data 

such as location traces, activity patterns, and biometric signals. When AI models analyze such data 

at the edge, the explanations they generate may inadvertently reveal private information. For 

example, an explanation stating “abnormal motion detected on Device X” or highlighting a 

distinctive biometric pattern could expose a user’s identity or behavior. 

To mitigate this risk, emerging approaches seek to design privacy-preserving explainability 

mechanisms that operate directly on edge devices. As shown in Figure 5, attention-driven federated 

learning provides a practical pathway: each device performs local training and generates attention-

based explanations internally, ensuring the raw data and sensitive attribution signals never leave the 

device.  

This approach, demonstrated by Pande et al. [55], allows local attention weights to identify 

which segments of the input—whether ECG windows, motion patterns, or sensor readings—

contributed most to a prediction, offering interpretable feedback while maintaining strict data 

locality. 

After local training, only attention-weighted model updates are transmitted to fog nodes and the 

global server for aggregation. This hierarchical process avoids the transfer of raw sensor data and 

reduces the risk of explanation leakage, while still enabling the global model to improve using 

contributions from heterogeneous IoT clients. In healthcare IoT or smart-home environments, this 

combination of federated learning and on-device explainability provides meaningful insights 

without compromising confidentiality. 
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Figure 5. Flowchart representation of the attention-driven federated learning framework. The process includes 

client-side ECG validation, local CNN–LSTM attention model training, attention-based weighting of updates, 

fog-level aggregation, and final global aggregation before broadcasting the updated model to all clients. [55]. 

The key challenge is to maintain this balance: explanations must be informative enough for 

debugging, monitoring, and regulatory auditing, yet private enough to prevent reconstruction of 

individual behaviors. Attention-based federated architectures offer a promising foundation for 

achieving trustworthy and privacy-preserving edge intelligence in future 6G networks. 

6.3. Regulatory Compliance and Trustworthy AI 

Telecom operators face increasing regulatory pressure as AI-driven automation becomes 

embedded in network management. Europe’s General Data Protection Regulation (GDPR) 

introduces safeguards for individuals affected by automated decision-making, including provisions 

commonly interpreted as a form of a “right to explanation” for algorithmic outputs. Similar 

expectations are emerging in other jurisdictions—ranging from consumer-protection requirements 

in the United States to transparency obligations in Asia-Pacific telecom regulations. For mobile 

networks, this means that automated actions such as credit-based access assignment, prioritization 

of emergency traffic, fraud detection, or QoS throttling may require justification in human-

interpretable terms. 

Explainable AI (XAI) provides a concrete mechanism to meet these obligations. Through model-

agnostic attribution methods or rule-based summaries, operators can show how a trust score was 

computed, why a specific request was flagged as suspicious, or which features influenced a throttling 

decision. In regulatory investigations, explanations can demonstrate proportionality, fairness, and 

non-discrimination—criteria emphasized in emerging AI governance frameworks such as the EU 

Artificial Intelligence Act [56]. 

Beyond compliance, explanation mechanisms support internal governance. Telecom operators 

increasingly integrate explanation logs into their operational pipelines, maintaining a parallel record 

of model behavior alongside performance metrics and network events. Such logs can help validate 

policy alignment, identify unintended bias, and offer defensible evidence in audits or legal disputes. 

As 5G and 6G systems rely more heavily on automated decision engines for spectrum allocation, 

mobility prediction, and anomaly detection, trustworthy AI practices will become as essential as 

traditional security and reliability requirements [57]. 
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Ultimately, explainability is not only a regulatory checkbox but a foundational capability for 

building public trust. Operators who can clearly articulate why an automated decision occurred will 

be better positioned to meet both legal obligations and user expectations in an increasingly 

algorithmic telecommunications ecosystem. 

6.4. Adversarial Robustness in Wireless Systems 

Wireless AI models are increasingly exposed to adversarial manipulation. Attackers can inject 

poisoned samples, distort I/Q sequences, or craft modulation-shaped perturbations that fool deep 

learning–based classifiers. These attacks often remain visually imperceptible but can drastically shift 

a model’s decision boundary. Explainable AI offers a way to expose such hidden vulnerabilities by 

revealing how a classifier internally responds to perturbed wireless signals. 

As illustrated in Figure 6 of Dong et al. [58], the SHAP-AFT framework computes Shapley values 

over received wireless sequences and identifies destructive feature points—time–frequency positions 

whose contributions become negative under adversarial perturbation. These negative Shapley 

regions indicate that the model is being pushed toward incorrect decisions. By visualizing how these 

contribution patterns shift, operators can detect when a classifier begins reacting abnormally to 

adversarial noise rather than to meaningful modulation structures. 

 

Figure 6. Workflow of SHAP-assisted adversarial detection and model refinement for automatic modulation 

classification. The attacked signals are processed by a detection network, and SHAP is used to identify 

destructive points in the AMC model. These points are removed to retrain an improved AMC network with 

enhanced robustness. [58]. 

In practice, such explainability cues function as early warning indicators. For example, a saliency 

map that should highlight the characteristic temporal transitions of a modulation format may instead 

become dominated by attacker-induced high-frequency jitter. When negative Shapley contributions 

expand or relocate, it signals internal model degradation even before a notable increase in 

misclassification rates. 

Yet explanations themselves may also be manipulated by sophisticated attackers. This makes 

robust explainability essential. The defense strategy illustrated in Figure 6 integrates explanation 

analysis into the model-adaptation loop: destructive feature points are identified and removed, and 

the AMC classifier is fine-tuned on refined adversarial samples [58]. This creates redundancy—if 

multiple explanation signals (e.g., gradient-based saliency, perturbation sensitivity, Shapley 

contribution maps) consistently flag anomalies, it becomes significantly more difficult for adversarial 

traffic to forge plausible yet deceptive explanations. 

For wireless security teams, such explainability-enhanced defense mechanisms build trust by 

revealing why the model fails and how adversarial perturbations propagate. In dense 5G/6G 

settings—where jamming, spoofing, and crafted waveforms may co-occur—this layered 

interpretability becomes a critical component of robust wireless AI. 
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6.5. Human-in-the-Loop Network Management 

Despite advances in automation, human expertise remains central to running mobile networks. 

Operators often prefer to cross-check AI-driven recommendations with their own judgment. XAI 

supports this by making AI outputs interpretable. In O-RAN, for example, an anomaly detection 

xApp might flag abnormal traffic, while explanations show which flow features caused the alert. 

Analysts can then validate or override the system’s decision. 

This interaction creates a feedback loop: humans correct mistakes, and models improve with 

retraining. Over time, such collaboration increases both system accuracy and operator trust. In critical 

services — emergency communications, industrial control, or connected vehicles — this synergy 

between human insight and machine speed may prove indispensable. 

6.6. Synthesis 

Applications of XAI in 5G/6G demonstrate that explainability is not a theoretical luxury but a 

practical necessity. From spectrum allocation and IoT privacy to regulatory compliance and 

adversarial defense, interpretability shapes how next-generation networks will be deployed and 

trusted. The lesson is straightforward: high performance is essential, but without explanations, even 

the most accurate models may be rejected in practice. 

7. Conclusion 

This review has argued that in 5G and emerging 6G networks, explainability is not an optional 

add-on to AI-driven functions but a core requirement for trust, safety, and compliance. We began by 

clarifying transparency and interpretability, then introduced the notions of marginal transparency 

and marginal interpretability to capture the diminishing returns of ever-deeper disclosure. These 

concepts highlight that “more explanation” is not always better: wireless operators, regulators, and 

users need the right level of insight at the right time, not an unfiltered view of every weight, gradient, 

or hyperparameter. Building on this foundation, we surveyed model-agnostic tools such as LIME 

and SHAP, inherently interpretable models like decision trees and structured neural networks, and 

emerging uses of large language models in network operations. We further organized the space 

through a taxonomy that distinguishes ante-hoc vs. post-hoc and local vs. global explanations, while 

emphasizing that privacy-preserving mechanisms—federated and differentially private 

explainability—will be essential as sensitive mobility and IoT data move closer to the edge. 

The research roadmap from 2025 to 2030+ suggests a phased but overlapping progression: first, 

establishing realistic benchmarks and low-latency explanation pipelines; next, embedding 

explainability into Zero Trust architectures, federated edge intelligence, and slice-aware control 

planes; and finally, moving toward self-explaining 6G systems governed by global standards for 

logging, auditing, and sharing explanations. Concrete applications already show how XAI can make 

a difference today: transparent resource allocation, privacy-preserving IoT and MEC, regulatory 

reporting under GDPR-style regimes, adversarially robust modulation classification, and human-in-

the-loop O-RAN analytics. Across these domains, the pattern is consistent: high predictive 

performance is necessary, but without explanations that are timely, faithful, and privacy-aware, AI-

driven wireless functions will face resistance from operators, regulators, and end users. 

Taken together, these insights point to a simple but demanding conclusion: future wireless 

networks must be designed as explainable-by-default infrastructures. XAI should not merely justify 

individual decisions after the fact; it should shape how algorithms, protocols, and architectures are 

conceived in the first place. If the community can align methods, metrics, and standards around this 

goal, explainability will evolve from a niche research topic into a foundational pillar of trustworthy 

5G/6G systems—enabling networks that are not only faster and more intelligent, but also auditable, 

accountable, and worthy of the critical roles they will play in digital society. 
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