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Article 

Self-Adaptation of Systems Through Machine 
Learning: Detection of Environmental Risks for 
Information Systems Adaptation  
Bachir Magagi AliNiger 

Independent Researcher, Niger; magagi.bachir1@gmail.com 

Abstract: Self-adaptive systems play a crucial role in the industrial world due to their ability to make 
corrections following environmental destabilization. In this paper we addressed the implementation 
of a machine learning approach which allows the detection of environmental hazards for the 
adaptation of information systems. We used internet connectivity data, which we collected from 
different networks, to train the model. We carried out these processes based on five machine learning 
algorithms, namely: XGBoost, Random Forest, SVM, Decision tree, K Neighbors. The results obtained 
by its algorithms in terms of test accuracy are 99.95% for XGBoost, Random Forest Decision tree, and 
97.62% for SVM and 99.80% for K Neighbors. In terms of train accuracy are 100% for XGBoost, 
Random Forest Decision tree, and 97.74% for SVM and 99.84% for K Neighbors. In terms of F1-score 
are 99.95% for and 97.80% for K Neighbors. In terms of precision are 99.95% for XGBoost, Random 
Forest Decision tree, and 97.75% for SVM and 97.81% for K Neighbors. In terms of recall are 99.95% 
for XGBoost, Random Forest Decision tree, and 97.62% for SVM and 97.80% for K Neighbors. We also 
carried out a comparative analysis of the results obtained by each of the five algorithms, based on the 
following performance indicators: accuracy, F1-score, precision, Recall. 

Keywords: artificial intelligence; machine learning; adaptive systems; computer science; anomaly 
detection 
 

1. Introduction 

Adaptive systems are now crucial for increasing service effectiveness across a range of 
industries[1]. This is due to the possibility of technical environments being unstable and 
heterogeneous sources for systems. Any system that has the ability to adjust to errors that happen in 
its technological environment is considered adaptable. Either the system’s configuration or its 
structure can be changed to accommodate adaptation[2]. System adaption may be made possible by 
external devices. A system is considered self-adaptive when it controls the adaptation process on its 
own[3]. Adaptive capabilities are necessary for information systems, which is a difficult but crucial 
task in the engineering process. As a result, it is crucial to concentrate on enhancing ways for 
implementing adaptive capabilities and perhaps investigating new techniques based on the 
requirement for improvement. In information systems, adaptability is typically controlled through a 
control loop[4]. This system’s architecture is broken down into several sections and elements, each of 
which plays a particular purpose in the adaption process. The adaptive system interacts with its 
environment on a high level to stay aware of any changes. Nevertheless, as we will see in more detail 
later, at a lower level, the core parts of the adaptive system perform this function explicitly. 

We shall describe the key elements of the adaptation process in the sections that follow. In the 
case of an adaptive web application, the main system is in charge of granting user requests or wishes, 
such as giving requested pages. The environment consists of systems, outside elements, and data that 
are constantly in communication with the adaptive system. The system evaluates whether adaptation 
is required and, if so, what form it should take using input from the environment. The following 
figure gives an overview of the architecture of an adaptive system and its operating environment. 
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Figure 1. Adaptive system architecture. 

The technological components of adaptation fall within the purview of the main system 
management. This area is where the environment is sensed, responses are planned, and activities are 
carried out in response to environmental anomalies. The manager is made up of a number of parts, 
including the sensor, analyzer, plan, and effector, each of which has a distinct function. 

The sensor component keeps watch on the environment of the system and keeps an eye out for 
any unusual occurrences. It notifies the analyzer of any such changes so that it can determine the 
nature of the abnormality. The analyzer communicates the findings to the plan component after it 
has finished its analysis. 

The main contribution of this paper is the implementation of a machine learning model that will 
help detect environmental risks of a system and trigger the adaptation process. To do this, this article 
contributes to the establishment of a set of data that we have collected ourselves. Then an analysis of 
this collected data was carried out, before using it in the training and testing of this model. 

In order to better arrange the rest of this paper, the second portion will concentrate on the work 
that is connected. In Section 3, the following classifiers are discussed: random forest, K-neighbors, 
support vector machine, decision tree, and XGBoost. In the fourth section, the results of the 
experiments and comparisons are discussed. Finally, Section 5 concludes with the conclusions. 

2. Related Work 

A great deal of research has been done in this area as a result of the scientific community’s 
significant interest in it. Due to the fact that there are still many unresolved parts of the issue it raises, 
this topic is still important today and draws new researchers. 

Many researchers have taken on this topic and offered numerous strategies to streamline the 
management of adaptation in information systems. Model-driven engineering, which is increasingly 
employed in computer engineering, is one strategy they use. They also use the machine learning 
model creation process. 

Sousa et al. (2013) outline a model-based method for creating adaptive systems in their study. 
This strategy provides a high level of abstraction, which makes it simpler to use and integrate with 
other strategies. From a technical perspective, it can be referred to as a modeling language because it 
is primarily concerned with the design process. Bachir et al. (2020) present a model-based method 
that gives a modeling environment to enable the system adaption process and is motivated by the 
Model-View-Controller (MVC) pattern’s behavior. Engineers can specify how the adaptation of an 
information system should be managed using the tools provided in this environment to articulate the 
adaptation requirements of the system. In order to create self-adaptive systems, Cetina et al. (2008) 
suggest a model-driven methodology that makes use of execution models. Their method comprises 
model-based components to handle scenarios of pervasive system evolution and offers tools to 
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manage the adaptation of pervasive systems. Also, they separate the structure of the system from the 
process of adaptation, allowing for the replacement of outdated, faulty parts with new ones to 
guarantee proper system operation. In order to specify the entire structure of an adaptive system, 
Bachir et al. have proposed a different approach known as the models-based approach. The authors 
advise creating a UML profile that makes use of stereotypes to express the different parts of the 
system adaption process in an understandable and succinct way as a way to put this approach into 
practice. Van Der Donckt et al. (2019).’s alternative method offers two ways to deal with the 
adaptation mechanism: examining adaptation costs and condensing adaptation areas. While many 
approaches concentrate on the advantages of adaptation in a system, they frequently ignore the costs 
involved, which may cancel out any gains obtained from adaptation. The authors present CB@R (Cost 
Benefit analysis@Runtime), a model-based technique for making runtime decisions in self-adaptive 
systems that takes into account both the advantages and disadvantages of adaptation as crucial 
deciding variables, to address this problem. On the other side, they also examine the self-adaptive 
systems’ adaptation space, or the variety of viable adaptation alternatives. Yet, given time and 
resource limits as well as the potentially huge number of adaptation choices, it is frequently 
unfeasible to analyze the whole adaptation space. The authors propose a method that uses automatic 
learning to extract a subset of pertinent adaptation alternatives based on the current circumstance, 
incorporating the learning process into the control loop, to address this issue. The control loop is 
ultimately in charge of analyzing the subset of adaption possibilities and selecting the best one. Using 
an actual Internet of Things (IoT) application, the authors evaluated their methods, CB@R and the 
learning methodology. In order to set a theoretical limit on the influence of machine learning when 
applied to decision-making by a self-adaptive system based on its verification results, Gheibi et al. 
(2021) adopted a number of concepts and theorems from computational learning theory (CLT), as put 
forth by Angluin (1992). To aid in self-adaptive decision-making, they pair a form of learner, 
specifically linear regression, with a type of checker, specifically statistical model checking. Their 
main goal is to establish a theoretical upper bound on the assurances offered by the combination of 
statistical model checking and linear regression for decision-making in self-adaptation. An 
experimental examination is carried out utilizing the DeltaIoT artifact scenario to determine the 
theoretical limit (Iftikhar et al., 2017). Those investigated methods aimed to identify modeling 
techniques or languages that could cover all stages of the system adaptation process, which made 
them difficult to manage due to their broad scope. In contrast, our approach focuses on a specific 
stage of the system adaptation process and incorporates a machine learning approach that allows for 
dynamic operation, making it more practical. The previous model-driven approaches were mostly 
theoretical designs that outlined how a particular system adaptation could be managed without 
providing details on its implementation. In contrast, machine learning-based approaches emphasize 
enabling the system to learn rather than how it perceives its environment. Additionally, most of these 
approaches are closely tied to specific methods and lack a mechanism for reuse in other approaches. 

3. Preliminaries 

In this section we will present the algorithms that we used in this work. We based ourselves on 
five classifiers to build our model. 

3.1. Decision Tree 

Decision trees are useful for both regression and classification in machine learning, but can 
overfit the training data when grown too deeply to learn complex patterns. The tree’s nodes are split 
based on training set characteristics and a decision rule. Gini impurity or Shannon entropy are used 
to split the data at each node, and pruning is necessary to prevent overfitting. Gini impurity is used 
as a function to assess the quality of split at each node. This is calculated at node N by 𝑔ሺ𝑁ሻ = ∑ 𝑃ሺ𝑤௜ሻ𝑃(𝑤௝)௜ ஷ௝  (1) 
with p(wi) representing the proportion of the population labeled i class. 
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Shannon Entropy is another function that can be used to assess the quality of a split. It gauges 
the degree of informational disarray. Shannon entropy is a measure of the unpredictable nature of 
the information present in each node of a decision tree (In this context, it measures how mixed the 
population in a node is). As seen below, entropy in node N can be determined. ℎ(𝑁) =  ∑ 𝑃(𝑤௜)𝑙𝑜𝑔ଶ(𝑃(𝑤௜))ௗ௜ୀଵ  (2) 
with d representing the number of considered classes and p(wi) representing the proportion of the 
population labeled i class. 

The biggest information gain or the greatest impurity reduction characterize the best split. 
Following are some methods for calculating the knowledge gain brought on by a split. 

3.2. Xtreme Gradient Boosting Classifier 

The XGBoost is a technique based on the idea of a decision tree, there are important distinctions 
between the two. An ensemble of decision trees called XGBoost uses weighted combinations of 
predictors. Although XGBoost and Random Forest both operate along similar lines, they employ 
different working methods. The traits collected in both cases were absolutely random, which is where 
the similarities lie. Let’s assume m is the number of attributes that are ultimately selected to determine 
the split at each node if n is the total number of attributes in the feature matrix. Here, m and n have 
the following relationship. 𝑚 = 𝑛 3⁄  (3) 

XGBoost can be described as a set of weak classifier decision trees, aimed at training new trees 
by learning from previous ones’ errors. Sequential training is conducted on these trees, where 
residual errors occur initially when a regression function is created and fitted to the dataset, as the 
function is randomly plotted. Afterwards, a plot is made of all residual errors, and a new regression 
function is constructed to better fit the model by addressing these errors, combining the old and new 
regression functions. 

3.3. Random Forest 

The Random Forest Classifier is an ensemble learning method that combines multiple decision 
trees to make predictions. It is widely used in classification tasks due to its robustness and 
accuracy[9]. In this section, we provide a detailed explanation of the Random Forest Classifier. 

This Classifier builds upon the concept of decision trees through the creation of an ensemble of 
multiple trees and the combination of their predictions. Each decision tree in the ensemble is trained 
on a random subset of the training data, using a technique called bootstrap aggregating or “bagging”. 
In addition, at each split in a decision tree, only a random subset of features is considered, which 
introduces randomness and reduces correlation among the trees. 

The predicted class label of a Random Forest Classifier is obtained through the aggregation of 
the predictions of individual trees. This aggregation process can be done through voting or 
averaging, depending on the task at hand. 

The mathematical definition of the Random Forest Classifier can be presented as: 𝐹(𝑥) = ଵெ + ∑𝑓_𝑚(𝑥) (4) 
where M is the total number of decision trees in the ensemble, f_m(x) denotes the forecast of the m-
th decision tree, and F(x) is the Random Forest Classifier’s predicted class label for input feature 
vector x. 

In comparison to individual decision trees, the Random Forest Classifier provides a number of 
benefits, including the capacity to handle high-dimensional data, handle missing values, and reduce 
overfitting. 

3.4. K Neighbors Classifier 

This non-parametric classification technique called the K Neighbors Classifier provides 
predictions based on the consensus of the k nearest neighbors in the feature space. It is widely used 
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in classification tasks [10]. We give a thorough explanation of the K Neighbors Classifier in this 
section, along with its mathematical formulation. 

3.4.1. Nearest Neighbors 

Understanding nearest neighbors is crucial before talking about the K Neighbors Classifier. The 
nearest neighbors of a specific instance are defined as the k data points with the most similar feature 
values to that instance, given a training dataset with labeled examples. Euclidean distance is one type 
of distance metric that is frequently used to gauge how close examples are to one another. 

The K Neighbors Classifier can be defined mathematically as: 𝑓(𝑥) = mod(y_i ) (5) 
where mode() is the function that provides the most prevalent class label among the neighbors, y_i 
represents the class labels of the k closest neighbors of x, and f(x) represents the predicted class label 
for the input feature vector x. 

3.4.2. K Neighbors Classifier 

The K Neighbors Classifier extends the concept of nearest neighbors to the classification task. A 
given instance’s class is determined by the majority vote of its k nearest neighbors. A hyperparameter 
that the user must specify is the value of k. 

Since it just uses the labeled occurrences in the training dataset, the K Neighbors Classifier does 
not require any training. The algorithm calculates the distances between the new instance and every 
other instance in the training dataset during prediction. It then determines the k closest neighbors 
and decides which class to assign based on a majority vote. 

It is crucial to remember that the performance of the classifier can be significantly impacted by 
the selection of k. Overfitting, when the classifier becomes sensitive to noisy or irrelevant information, 
might result from a small value of k. On the other hand, underfitting, when the classifier 
oversimplifies the decision bounds, can happen when k has a big value. 

When there are local patterns in the data or the decision boundary is non-linear, the K Neighbors 
Classifier is quite helpful. 

3.5. Support Vector Machine (SVM) Classifier 

The Support Vector Machine (SVM) Classifier is a powerful supervised learning algorithm used 
for both classification and regression tasks. It’s widely used in different fields of application[11]. We 
give a thorough explanation of the SVM Classifier in this section, along with its mathematical 
formulation. 

3.5.1. Maximum Margin Classification 

Finding a hyperplane that maximally divides several classes in the feature space is the basic 
tenet of the SVM Classifier. This hyperplane serves as a judgment boundary, making it possible to 
classify fresh instances correctly. The maximum margin classification goal of the SVM Classifier is to 
have the decision border situated equally from the closest occurrences of each class. 

Mathematically, the decision boundary for a linearly separable dataset can be described as a 
hyperplane provided by the equation: 𝑤்𝑥 + 𝑏 = 0 (6) 
where w is the normal vector to the hyperplane, x represents the input feature vector, and b is the 
bias term. 

3.5.2. Margin and Support Vectors 

The margin in SVM is the separation between the decision boundary and the closest examples 
from various classes. In order to increase the classifier’s capacity for generalization, this margin 
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should be maximized. Because they are so important in determining the decision boundary, instances 
that are on the margin or violate the margin are known as support vectors. 

Mathematically, the margin can be determined as the angle between a point x_i and the 
boundary of the decision: 𝑚𝑎𝑟𝑔𝑖𝑛(x୧) =  |𝑤்x୧ + 𝑏| / ||𝑤|| (7) 
where ||w|| represents the Euclidean norm of the weight vector w. 

4. Experimental Result and Analysis 

In this section we proceed to the presentation of our model. For its validation we use our data 
set described in the section 4.1. 

 

Figure 2. The flowchart of our model. 

4.1. Data Set 

4.1.1. Data Collection 

The connection test speed provided by the “speed.cloudflare.com” website, which enables 
network connectivity to be assessed from a computer connected to the network, served as the basis 
for the data used in this article. It enables instantaneous retrieval of the parameters’ values that affect 
connection quality. Several computers connecting to various networks had undergone tests. When a 
test is launched, it takes no more than two minutes to assess the connectivity and provide the option 
of downloading a csv file containing the data gathered. This procedure has been repeated on many 
machines linked to various networks in various locations. 

Now we will go through the data description, in order to give a better comprehension of every 
field of the dataset. This step can be achieved as follow: 

Table 1. Data description. 

Bps  Determines the speed that the connection 
reach, when downloading data from a 
server. The others parameters are used to 
determine this actual value. It is tested by 
downloading files of various sizes.  
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Latency Represents the time that take a piece of data 
to go from the computer to the server and 
come back.  

TTFB Means Time To First Byte expresses in 
milliseconds the time between the 
submission of a request to the server, and 
the reading of the first byte of the request, 
by the server.  

Time represents the total time to take to evaluate 
the connection.  

Server Time  Represents the processing time on the 
server, without considering the time elapsed 
between the server and the computer.  

Response Size Represents the size of the data returned by 
the server in response to the request 
submitted by the computer.  

Content Download Time Determines the time taken to download the 
response returned by the servers.  

 

4.1.2. Data Pretreatment 

4.1.2.1. Data Balancing 

Datasets frequently show class imbalance in real-world classification issues, where the 
proportion of instances in one class is much higher than that of the other class(es). Machine learning 
algorithms face difficulties with unbalanced datasets because they are frequently biased in favor of 
the majority class, which leads to subpar performance for the minority class. The idea of data 
balancing and various methods for addressing class imbalance are covered in this section. 

In our case, after collecting the data we were dealing with class imbalance in your dataset. This 
requires balancing the data for an equal distribution between classes which will lead to better 
performance of the model. So we have applied the Synthetic Minority Over-sampling Technique 
(SMOTE)[12] to balance the class distribution. The Figure 3 shows the histogram of the unbalanced 
data and the Figure 4 shows the histogram of the data after balancing. 

 
Figure 3. unbalanced data histogram. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 April 2025 doi:10.20944/preprints202504.1705.v1

https://doi.org/10.20944/preprints202504.1705.v1


 8 of 12 

 

 
Figure 4. balanced data histogram. 

4.1.2.2. Data Normalization 

The standardization of the scale and distribution of input features using data normalization is a 
key data preparation technique. Normalization improves the efficiency of machine learning 
algorithms and enables more accurate and stable model training by ensuring that features have zero 
mean and unit variance. We provide two frequently used normalizing methods in this section: Z-
score normalization and Min-Max normalization. 

• Z-Score Normalization: by taking the mean away and dividing by the standard deviation, Z-
score normalization, sometimes referred to as standardization, changes each feature. The 
following is the mathematical formula for Z-score normalization: 𝑥௡௢௥௠௔௟௜௭௘ௗ = ௫ିఓఙ  (8) 

where x stands for the original feature value, represents the feature’s mean across the training 
dataset, and represents its standard deviation. 

• Min-Max Normalization: each feature is scaled to a specific range, usually between 0 and 1, 

through Min-Max normalization. The following is the Min-Max normalization mathematical 

equation: 𝑥௡௢௥௠௔௟௜௭௘ௗ = ௫ି୫୧୬ (௑)୫ୟ୶(௑)ି୫୧୬ (௑) (9) 

where x is the value of the initial feature, min(X) denotes the feature’s minimum value across the 

training dataset, and max(X) denotes the feature’s maximum value across the training dataset. 
In machine learning, both Z-score normalization and Min-Max normalization are frequently 

used methods. When the data distribution is roughly Gaussian, Z-score normalization is very helpful, 
whereas Min-Max normalization is appropriate for features with well-defined upper and lower 
bounds. These normalization methods make features more comparable and lessen the effect of 
different scales, which enhances the efficiency of machine learning algorithms. To avoid information 
leakage and preserve the validity of the assessment process, normalization should be applied 
independently to the training set and test set. 

4.1.3. Correlation Analysis 

Initially, we commence by scrutinizing the dataset in order to comprehend the interconnections 
among these 8 characteristics. Additionally, in cases where there exists multicollinearity among 
variables, it can lead to the generation of irrational outcomes by the model. Hence, it becomes 
imperative for us to pinpoint and eliminate variables exhibiting substantial correlations. The Pearson 
correlation coefficient serves as an effective tool for delineating the degree of association between two 
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variables separated by a fixed distance. In this paper, we employ this coefficient to gauge the 
correlations among the features, and this is visually depicted in Figure 3 through a heatmap. 

The correlation matrix serves as a representation of features and serves to assess their 
relationships. The values within the correlation matrix range from -1 to 1. When a matrix value is in 
close proximity to either 1 or -1, it indicates a strong influence between the associated features. In 
such cases, any of these highly correlated features can be chosen independently for inclusion in the 
proposed algorithm. As depicted in Figure 5, it is evident that, with the exception of the “ttfb” and 
“latency” features, all other correlation coefficient values fall below 0.7. In essence, this means that 
there are no features with significant correlations. Consequently, all of these features will be included 
in the proposed method without requiring feature selection. 

 

Figure 5. Correlation matrix of the data set characteristics. 

4.2. Performance Assessment Criteria for the Model 

In the realm of machine learning, metrics derived from the confusion matrix are commonly 
employed as evaluation criteria for classification algorithms. These metrics include accuracy, 
precision, recall, and F1-score. In this paper, we utilize these evaluation metrics to discuss our 
findings and results. 

4.2.1. Evaluation Metrics for Classification Derived from the Confusion Matrix 

The confusion matrix serves as a common tool for assessing the predictive accuracy of a model. 
In Table 1, we present the confusion matrix for binary classification results. In this matrix, TP (True 
Positive) signifies the count of correctly predicted positive instances, FN (False Negative) indicates 
the count of incorrectly predicted negatives, TN (True Negative) represents the count of accurately 
predicted negative instances, and FP (False Positive) signifies the count of negatives erroneously 
predicted as positives. 

Table 2. Precision. 

 Predicted Positive  Predicted Negative  
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Real Positive  TP FN 

Real Negative  FP TN 

Precision helps answer the following question: What proportion of positive identifications were 
actually correct? Accuracy can be defined as follows: Precision = ்௉்௉ାி௉ (11) 

4.2.1.1. Recall 

Recall helps answer the following question: What proportion of actual positive results were 
correctly identified? Mathematically, recall is defined as follows: 𝑅𝑒𝑐𝑎𝑙𝑙 = ்௉்௉ାிே (12) 

4.2.1.2. F1-Score 

The F1-score (%) is a metric that represents the average of both precision and recall rates, and its 
value falls within the range of [0, 1]. The calculation formula is presented as follows. F1 − score = ଶ.௉௥௘௖௜௦௜௢௡.ோ௘௖௔௟௟௉௥௘௖௜௦௜௢௡ାோ௘௖௔௟௟  (13) 

4.3. Result Comparison and 

In this work, we evaluated the performance of five commonly employed classifiers: XGBoost, 
Random Forest, SVM, Decision Tree, and K Neighbors, using the test dataset. The prediction 
outcomes and their associated performance metrics can be found in Table 2. To facilitate a more 
intuitive comparison of the methods’ performance, we have visualized the results in the form of 
histograms in Figure 6. 

Table 3. Prediction outcomes. 

Model Test 
accuracy 
(%) 

Train 
accuracy 
(%) 

F1 score (%) Precision 
(%) 

Recall (%) 

XGBoost 99.95 100 99.95 99.95 99.95 
Random 
Forest 

99.95 100 99.95 99.95 99.95 

SVM 97.62 97.74 97.63 97.75 97.62 
Decision 
tree 

99.95 100 99.95 99.95 99.95 

K Neighbors 99.80 99.84 99.80 99.81 99.80 
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Figure 6. The histograms of performance comparison between algorithms. 

As shown in Table 2 and Figure 6 for the accuracy index, XGBoost, Rondom Forest and Deision 
tree obtain the best results on all models with 99.95% in test accuracy and 100% in train accuracy. Of 
all the models, the SVM records the lowest performance in terms of accuracy with 97.62 in test 
accuracy and 97.74 in train accuracy. 

F1-score represent the average of precision and recall. The Table 2 and Figure 6 show that the 
F1-score obtained by XGBoost, Random Forest and Decision tree is the highest. It’s corresponded to 
99,95 %. The F1-score of SVM and K Neighbors are 97.63% and 99,80% respectively. So, SVM has the 
worst performance in F1-score. 

For the precision, as shown on the Table 2 and the Figure 6, the XGBoost, Random Forest and 
Decision tree, has obtained the best result with 99.95% each. The SVM has worst performance with 
97.75% and the K Neighbors has obtained 99.81%. 

For the recall, as shown on the Table 2 and the Figure 6, the XGBoost, Random Forest and 
Decision tree, has obtained the best result with 99.95% each. The K Neighbors has obtained 99.80% 
when the worst performance, comes to SVM with 97.62%. 

5. Conclusions 

In this article we have presented a machine model that will monitor environmental change for 
system self -adaptation. We have made a presentation of certain related works as well as the 
algorithms used in the construction of the model. We then carried out an experimental analysis 
starting from the organizational chart of our model, including data collection, pre -treatment of data, 
correlation analysis, comparative analysis of the results obtained, by the different classifications 
algorithms, Based on the commonly used performance criteria. 
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