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Abstract 

This paper introduces a Convolutional Neural Network (CNN) to jointly classify images with 

multiple classes on the Fashion-MNIST dataset, with a test accuracy of 90.20% and 0.11 million 

parameters of parameters a lightweight model, which significantly outperforms classical baselines 

(HOG+SVM: 85%) and is both computationally efficient. The CNN uses three convolutional blocks 

with varying filter depth (3264128), ReLU activation, MaxPooling, Batch Normalization, Dropout 

regularization, and fully connected classification head that is trained using Adam optimizer. These 

architectural concepts are generalised to the field of AI-related cybersecurity: namely, the deep 

learning-based Network Intrusion Detection Systems (NIDS) classifying network traffic flows as 

benign and attack ones - a problem that is characterised by the same core challenge architecture as 

Fashion-MNIST (spatial feature hierarchy extraction, multi-class discrimination, imbalanced class 

difficulty). State-of-the-art CNN based IDS are 94.8-97.5% accurate in detection (Attention-CNN-

LSTM; Nature Scientific Reports, 2025), 98.5% with combined host/network data (Springer Nature, 

2024), and 99.67% with encrypted malicious traffic. 

Keywords: CNN; Fashion-MNIST; Intrusion Detection System; cybersecurity; network traffic 

classification; DDoS; Adam optimizer; Batch normalization; deep learning; NIDS; IoT security; 

Attention-CNN-LSTM 

 

1. Introduction  

The unparalleled growth of digital communication infrastructure, including cloud computing, 

IoT ecosystems, enterprise networks, and critical national infrastructure, has presented a scale and 

complexity of attack surface never seen before[1–3]. According to Check Point 2025 Global Threat 

Intelligence Report, the number of cyberattacks has risen by 44 percent per year in the last year and 

ransomware has evolved beyond encrypting data to directly exfiltrating and extorting, over 200,000 

edge devices have been hijacked by botnets in 2024, and 96 percent of exploited vulnerabilities[4] 

have The second most targeted industry was healthcare, where the number of incidents increased by 

47 percent, which shows that the outcomes of breached intrusion detection are not limited to 

monetary loss, but also to the safety of patients and even national security. Conventional signature-

based Intrusion Detection Systems (IDS) identify known attack patterns by comparing network traffic 

to pre-existing rule databases, with high accuracy on the known threats, but none to a novel, 

polymorphic, or zero-day attacks that bear no signature resemblance to known malware[5,6]. 

Machine learning-based NIDS - which are trained on statistical properties of network flow properties 

- showed better detection generalization, albeit at the cost of heavy manual feature engineering and 

inability to scale to high-dimensional and imbalanced network traffic datasets[7–9]. Deep learning, 

and CNNs in particular, were designed to overcome both constraints at the same time: by reforming 

the representation of network traffic features vectors into a 2D matrix form, CNN models can exploit 

their established spatial feature extraction properties to directly learn the discriminative signature of 

attack-related traffic patterns that do not rely on hand-crafted feature pipelines (PMC, 2024). The basic 

computational problem of CNN-based NIDS directly translates to the Fashion-MNIST classification 

problem faced in this paper: both problems involve a CNN that has to be able to differentiate between 
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a set of classes that overlap on low-level features[10] (similar silhouettes in Fashion-MNIST; similar 

signatures of traffic protocols across different attack types in NIDS), and systematic misclassification 

of the boundaries between the classes is indicated [11]. The improvement in accuracy between 85 

percent (classical baselines) and 90.20 percent (this study) on Fashion-MNIST are comparable to the 

improvement in accuracy between signature-based IDS (approximately 70 to 80 per cent on novel 

attacks) and CNN-based NIDS (approximately 95 to 99 per cent on the same traffic datasets), which 

justifies the idea that end 2.  

2.1. Classical Intrusion Detection Approaches 

Early NIDS studies have used classical machine learning classifiers such as Support Vector 

Machines, Decision Trees, Random Forests, and k-Nearest Neighbours applied to manually crafted 

network traffic features such as packet inter-arrival times, flow byte statistics, protocol distributions 

and connection duration [11]. These techniques were competitive on older data sets such as KDD 

Cup 1999 but did not generalize well to newer attack signals that are deliberately designed to appear 

like legitimate traffic [12–14]. The redundancy and lack of representativeness of the KDD Cup 1999 

data on modern threats curtailed the practical applicability of findings during this period 

(ScienceDirect, 2025). These systems were fragile to the constantly changing threat environment 

because feature engineering bottlenecks (to build discriminative flow features in each new attack 

class) demanded deep domain knowledge [15].  

2.2. CNN Based Network Traffic Classification 

CNN architectures could be used in network intrusion detection only through a representational 

bridge: network traffic data are inherently 1D (sequences of packet features) or tabular (per-flow 

statistical summaries), whereas CNN operations are 2D spatial data. To tackle this, researchers 

transformed 1D feature vectors into 2D matrices, such as a 121-feature NSL-KDD flow vector 

reshaped to 11x11 pixels and applied the standard 2D Conv2D operations directly (PMC, 2024). This 

rearrangement makes CNN convolutional filters learn spatial associations amongst pairs of features 

(e.g., packet size vs. inter-arrival time patterns) that are diagnostically significant to individual 

categories of attacks[16]. The resulting CNN classifiers use all the same architectural elements that 

were tested in this paper: 2D convolutional layers with ReLU activation, max-pooling, Dropout, and 

multi-class output with softmax. Hybrid CNN-LSTM models extend the detection capabilities with 

the addition of spatial feature extraction of CNN and temporal changes of flow properties of 

LSTM[17]: CNN component identifies the fixed feature association of each attack type, and LSTM the 

dynamic changes of flow properties which identify sustained attacks and isolated anomalous packets. 

Attention-CNN-LSTM (Nature Scientific Reports, 2025) introduces a self-attention layer that shows 

the most informative input features to each traffic classification decision, with 94.8 97.5% accuracy on 

NSL-KDD and Bot-IoT data with a sub-35ms inference latency - the real time performance 

requirement necessary to deploy NIDS. CNNRes-DIndRNN (MDPI, 2025) is a 1D-CNN local feature 

extraction with IndRNN global temporal modelling and XLNet encoder with 99.81% binary and 

99.67% multi-class classification on TLS-encrypted malicious traffic data[18,19]. 

3. Methodology  

3.1. Dataset and Preprocessing 

[16] package the Fashion-MNIST dataset consisting of 70,000 28×28 pixel greyscale images of 10 

equal categories of clothing. The typical train-test split 60,000/10,000 is used. The pixel values are all 

brought to float32 [0,1] to stabilize the gradient magnitude by converting them to uint8 [0,255]. 

Conv2D channel compatibility is achieved by reshaping images of (28, 28) to (28, 28, 1). The train-

validation split of 90/10 uses the strongest training signal to the lightweight architecture and tracks 

the generalization. The loss is sparse categorical cross-entropy, which takes integer class labels and 

is the negative log-probability of the correct class in the predicted softmax distribution.  

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 25 May 2026 doi:10.20944/preprints202605.1647.v1

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202605.1647.v1
http://creativecommons.org/licenses/by/4.0/


 3 of 10 

 

3.2. CNN Architecture  

The architecture has three progressive convolutional blocks with filter depths of 32, 64, and 128, 

and MaxPooling2D to downsample the space and achieve translation invariance. Each Conv2D layer 

is followed by Batch normalization which stabilizes activations and makes it possible to use a higher 

learning rate [20]. This is done by dropout regularization (rate=0.25 per block, 0.5 in the dense head) 

to prevent co-adaptation. He Normalization preserves the gradient variance in the deep filter stack 

[21]. The dense head has 128 units which combine extracted features and then the 10-unit softmax 

output layer. Total parameters: 110,000 - a purposefully light design that allows rapid training, and 

direct comparison with larger IDS structures [22]. 

 

Figure 1. CNN architecture (32→64→128 filters) for Fashion-MNIST classification. Progressive filter depth 

encodes low-level edges (Block 1), mid-level textures (Block 2), and high-level semantic garment features (Block 

3). Test accuracy: 90.20%. The same architectural pattern — 2D convolution, pooling, dense classification — is 

deployed in CNN-based NIDS by reshaping network traffic feature vectors into 2D matrix inputs. 

3.3. Training Protocol 

The Adam optimizer [23] with learning rate 0.001, β₁=0.9, β₂=0.999 is used. The estimates of the 

adaptive moment by Adam lead to well-scaled gradient steps that ensure fast convergence and 

stabilized optimization of the heterogeneous loss surface of a 10-class classifier. Training continues 

until it completes up to 20 epochs and early stopping is observed on validation loss. The low number 

of parameters (110K) is small enough to be trained in under 2 hours on consumer GPU hardware - 

directly comparable to lightweight NIDS models that need to be deployed on constrained resources 

at network edges [24–26].  

4. Results and Discussion  

4.1. Training Performance  

The accuracy of validation improves gradually over epochs, and the narrow, constant difference 

of 23 percentage points attests to the convergence regime of well-fitting Batch Normalization and 

Dropout together confines the learning dynamics in the generalization regime. The 90.20% accuracy 

of the test is a 5-6 percent point higher than classical HOG+SVM baselines, which is a measure of the 

value of end-to-end convolutional feature learning compared to hand-crafted descriptors. This 

precision with the lightweight 110K-parameter architecture is one-fraction the computation cost of 

VGGNet (138M parameters), demonstrating that deep convolutional feature hierarchies can be highly 

parameter-efficient with the correct input complexity .  
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4.2. Per-Class Analysis and IDS Correspondence  

A confusion matrix demonstrates that the CNN fashion classifiers exhibit the structured 

performance profile, i.e. the near-perfect F1 on the morphologically distinctive categories (Trouser, 

Bag, Sandal: F1≥0.97) and the systematic confusion in the upper-body garment cluster (Shirt: F1≈0.74, 

T-shirt/top: F1≈0.82). This gradient of performance is directly related to the IDS classification 

problem: attacks with unique protocol signatures (DDoS: high-volume, high-rate; Botnet: periodic C2 

communication patterns) are detected with high CNN accuracy, and subtle infiltration attacks that 

actively seek to mimic legitimate traffic patterns (equivalent to Shirt vs. T-shirt confusion) result in 

higher false-negative rates[27–29]. 

 

Figure 2. Performance benchmark: Fashion-MNIST CNN results (blue) vs CNN-based IDS on cybersecurity 

datasets (teal). The 90.20% Fashion-MNIST accuracy is contextualised against Attention-CNN-LSTM (97.5%), 

CNN-NIDS (98.5%), and CNNRes-DIndRNN (99.67%) — all using the same convolutional architectural 

principles scaled to network traffic data. Sources: Nat.Sci.Rep (2025), Springer (2024), MDPI (2025). 

Table 1. Fashion-MNIST Per-Class Performance and Cybersecurity IDS Correspondence. 

Fashion-

MNIST Class 
Approx. 

F1 

IDS 

Attack Analog 

Attack 

Signature 

Clarity 

Detection 

Challenge 

Trouser 0.99 DDoS 

(volumetric) 

Very High 

— high packet 

rate 

Low false 

negative rate 

Bag 0.99 Botnet C2 

traffic 

High — 

periodic timing 

Reliable 

detection 

Sandal 0.98 Port scan High — 

sequential port 

access 

Well-

classified 

Sneaker 0.97 Brute-

force attack 

High — 

repeated auth 

failures 

Strong 

detection 
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Ankle 

Boot 

0.97 Web 

attack 

Moderate 

— HTTP 

patterns 

Reliable 

with features 

Dress 0.90 Privilege 

escalation 

Moderate 

— log 

anomalies 

Needs 

contextual AI 

Pullover 0.87 Infiltration 

attack 

Low — 

mimics normal 

Multi-layer 

detection 

needed 

Coat 0.85 Lateral 

movement 

Low — 

blends with 

internal 

UEBA 

integration 

needed 

T-

shirt/top 

0.82 Advanced 

Persistent 

Threat 

Very Low 

— long dwell 

time 

Behavioural 

AI needed 

Shirt 

(lowest) 

0.74 Zero-day 

exploit 

None — 

unknown 

signature 

XAI + 

anomaly detect. 

5. CNN Architecture in Cybersecurity AI 

5.1. The Modern Threat Landscape 

The cybersecurity threat environment of 20242025 is larger and more sophisticated such that it 

requires human analysis to be too slow to be effective [30]. According to the 2025 report by Check 

Point, the global cyberattacks are growing 44 percent annually, with ransomware-as-a-service 

reducing the technical barrier to threat actors, nation-state APTs conducting multi-phase intrusions 

with residency times of more than 200 days before being detected and IoT botnets hijacking more 

than 200,000 devices to organize DDo The most popular IDS benchmark (CIC-IDS2017) consists of 

more than 2.8 million labeled network flow traces, in the categories of brute-force, DoS/DDoS, web 

attacks, infiltration, and botnet, representing the multi-class nature of the detection task that CNN 

classifiers are required to perform at the operational traffic rates [31–33]. 

 

Figure 3. CNN-based Network Intrusion Detection System pipeline. Raw network traffic (packets/flows) is 

feature-extracted and reshaped into 2D matrix inputs for CNN classification — the same spatial feature hierarchy 
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extraction validated on Fashion-MNIST. The CNN outputs attack category predictions 

(Benign/DDoS/Botnet/Probe) that drive automated firewall rule generation and SIEM alerting. Performance: 

98.5% accuracy (Springer, 2024); 99.67% for encrypted malicious traffic (MDPI, 2025). 

5.2. Technical Transfer: Fashion-MNIST CNN to NIDS 

The architectural parallelism of both models is accurate on all levels, the Fashion-MNIST CNN 

and cybersecurity NIDS. The Fashion-MNIST input (28×28×1 greyscale pixel matrix), is equivalent to 

the NIDS input (reshaped N×M feature matrix of flow statistics). The three sequential convolutional 

blocks (32 64 128 filters) that learn garment features hierarchies are akin to the 1D or 2D CNN layers 

that learn hierarchies of attack patterns on traffic feature sequences. The Adam-optimised softmax 

classifier is the NIDS classification head that uses the extracted traffic representations to predict the 

probabilities of attack categories[34–36]. The regularization stack of BatchNorm-Dropout that avoids 

overfitting Fashion-MNIST to the tuned to the Fashion-MNIST dataset is equivalent to the 

regularization stack that avoids overfitting NIDS to the attack/benign class distributions of a real 

network traffic dataset. 5.3 Important IDS Datasets and Benchmarks [37]. The study of CNN-based 

NIDS research is tested on four main benchmarks. The dataset used in CIC-IDS2017 (Canadian 

Institute for Cybersecurity) is a collection of 2.8M flows in benign and 14 classes of attacks on a real 

enterprise network topology. NSL-KDD addresses the redundancy problems of KDD Cup 1999 

without losing 41 statistical traffic features of 4 attack classes (DoS, Probe, R2L, U2R). UNSW-NB15 

offers 2.54M entries of modern attack patterns in the form of Fuzzers, Analysis, Backdoors, DoS, 

Exploits, Generic and Reconnaissance generated using IXIA PerfectStorm tool. The most recent large-

scale benchmark is BCCC-cPacket-Cloud-DDoS-2024, which includes 700,000 flows in 17 subtypes of 

DDoS attacks at cloud scale - the dataset with which SAINT obtained 97% accuracy and 96% F1 

(Nature Scientific Reports, 2025). 

 

Figure 4. Per-class F1-score for Fashion-MNIST (90.20% overall) with cybersecurity IDS attack category analogy. 

High-F1 categories (Trouser, Bag, Sandal) correspond to attack types with distinctive network signatures (DDoS, 

Botnet, Port Scan). Low-F1 categories (Shirt: 0.74, T-shirt: 0.82) correspond to subtle attacks (zero-day, APT, 

lateral movement) that deliberately obscure their signatures — the hardest IDS classification problem. 

6. Future Research Directions 

6.1. Federated Learning for Distributed IDS 

The data of enterprise network security is extremely sensitive - it is legally forbidden and 

practically impossible to share raw traffic captures between organizations to train an IDS model 

together and compete with other companies, as such actions violate data sovereignty rules and are 

considered a trade secret. Federated Learning [38–40] allows many nodes of a distributed enterprise 

network to collaboratively train a CNN IDS model, sharing only gradient updates but not raw traffic 
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data, and uses differential privacy mechanisms to provide formal privacy guarantees (Sindiramutty 

et al., 2024). Recent federated IDS research shows accuracy within 1-2% centrally trained baselines on 

CIC-IDS2017 - practically irrelevant cost to the organizational privacy protection federated training 

offers . Future research could test the extended CNN framework of this analysis with federated 

training to determine the frontier of accuracy-communication-privacy trade-off in multi-

organizational intrusion detection[41–43].  

6.2. Zero-Day Attack Detection with Anomaly CNN 

Normal CNN classifiers (such as the Fashion-MNIST model in this experiment) are trained on 

fixed class distributions, and predict overconfident softmax probabilities of out-of-distribution 

inputs. An attack based on a vulnerability that has never been seen before will produce traffic patterns 

with no history in training, yet the CNN will still classify it as the most similar known attack with 

high confidence - a false negative that hides a new intrusion. Reconstruction error or prediction 

uncertainty as a signal of zero-day detection The anomaly-detection extension of autoencoders, 

normalizing flows or conformal prediction sets can quantify error in reconstruction or uncertainty in 

prediction and escalate to human analysts when the confidence of the CNN falls below a threshold 

[44]. The Fashion-MNIST CNN baseline, with either Monte Carlo dropout or temperature scaling to 

quantify uncertainty, would form the uncertainty calibration baseline of this extension. 6.3 

Explainable AI in Security Operations. Without knowing what network features led to classification, 

security operations center (SOC) analysts cannot take action on CNN IDS alerts. SHAP (Shapley 

Additive Explanations) and LIME (Local Interpretable Model-Agnostic Explanations) give feature 

attribution scores per individual prediction made by the IDS, finding the most responsible rates of 

packet rates, protocol distributions, or flow duration statistics . Grad-CAM has been extended to 2D-

reshaped traffic inputs, producing heatmaps that indicate the parts of the feature matrix that are most 

activating with regard to certain categories of attacks. Explainability of AI systems in high stakes 

operational settings is becoming a mandatory feature of the EU AI Act (2024) and NIST AI Risk 

Management Framework, and integration of XAI into production NIDS is becoming a regulatory 

necessity instead of a academic indulgence of production NIDS deployment. 

7. Conclusions 

As shown in this paper, a CNN consisting of three progressive convolutional blocks (3264128), 

Batch Normalization, Dropout and Adam optimization can attain 90.20% test accuracy on Fashion-

MNIST (a 56 percentage point improvement on classical HOG+SVM baselines) with just 110,000 

parameters. The per-class performance gradient (Trouser F1=0.99; Shirt F1=0.74) indicates the CNN 

capability of encoding morphologically distinctive features as well as failing to recognize visually 

ambiguous inter-class boundaries the same task that volumetric DDoS classification is easier than 

zero-day and APT detection by CNN-based cybersecurity IDS. The main contribution of the paper is 

to extrapolate these Fashion-MNIST results to the cybersecurity domain, where CNN-based NIDS 

classify network traffic matrices with 94.8 to 99.67 percent accuracy using architecturally identical 

convolutional feature extraction of reconfigured network traffic matrices. The 44 percent worldwide 

increase in cyber attacks (Check Point, 2025) and the use of CNN NIDS to secure millions of enterprise 

endpoints confirms that the principles of deep learning that were tested on Fashion-MNIST are 

immediately transferring to operational security infrastructure (Khan et al., 2025). Federated training, 

zero-day detection, and explainable AI research will be the last steps in transforming the Fashion-

MNIST benchmarking into production-scale, regulatory-capable, autonomous cybersecurity AI. 
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