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Abstract

The powerful use of Large Language Models to automate financial reporting is currently hindered
by a fundamental disconnect: popular models generate stochastic outputs, but the industry expects
absolute precision and privacy. General-purpose LLMs are outstanding at reiterating guidelines in
natural language, but are still prone to “knowledge overriding,” hallucinated financial figures, as well
as adversarial prompt injections, shortcomings that are existential threats to the institutional fiduciary
duties and regulatory compliance required by the EU AI Act. We propose TrustLLM-Fin, a domain-
specific, privacy-preserving and auditable impact assessment framework to systematically model the
real-world financial disclosure workflow. We identify orthogonal dimensions in the “Trust Surface” of
LLM-powered FinTech Agents: Prompt Safety & Privacy, Factuality & Robustness, Auditability, and
we further quantize abstract governance principles into a numerical “Trust Score” using the Analytic
Hierarchy Process. We test the efficacy of the TrustLLM-Fin framework in a high-fidelity financial
dataset constructed from real-world SEC 10-K/10-Q filings. Strikingly, a standard general-purpose
LLM scored a TS of only 0.234, due to a 93.33% success rate for context-embedded adversarial attacks.
The Guardrail-Enhanced TrustLLM-Fin scored a T'S of 0.710, revealing the critical decoupling between
generative fluency and instruction following. Our results show that in practice, trustworthiness
is not an emergent property of scale, but requires systemic alignment by design. The proposed
framework provides auditors and financial institutions with a pragmatic, extensible framework
to ensure the deployment of generative agents is transparent, robust and auditable in a changing
regulatory landscape.

Keywords: large language models; financial reporting; auditability; privacy; prompt injection; EU Al
act; impact assessment; trust score; analytic hierarchy process

1. Introduction

Large language models (LLMs) have begun to occupy a visible role in financial analysis, reporting,
and decision-support workflows [1]. Their capacity to summarize lengthy disclosures, extract salient
information from complex documents, and generate seemingly coherent financial narratives has made
them attractive to institutions seeking efficiency gains in compliance, risk analysis, and reporting
processes [2]. As a result, LLM-based systems are increasingly deployed not only in internal analytical
pipelines, but also in externally facing financial services [3].

Yet the integration of generative models into finance introduces a class of risks that cannot be
reduced to conventional notions of predictive accuracy or task performance. Financial communication
operates within a tightly regulated institutional environment, where the legitimacy of information is
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defined not only by whether it is factually correct, but by whether it is legally permissible to disclose
[4]. Rules governing privacy protection, material non-public information (MNPI), and auditability
impose strict boundaries on what may be generated, inferred, or summarized. Within this setting,
a language model that produces a fluent but impermissible response may pose greater harm than a
system that declines to answer altogether [5].

Despite this asymmetry, the evaluation of financial language models continues to rely largely
on benchmarks inherited from general-purpose natural language processing. Existing evaluations
prioritize task-level correctness, numerical reasoning ability, or sentiment classification performance,
implicitly rewarding completeness and informativeness [6]. Such metrics are poorly aligned with
the primary sources of financial risk. They fail to capture failure modes that dominate real-world
deployments, including the fabrication of unverifiable financial statements, unauthorized inference
of sensitive information, and outputs that cannot be traced back to publicly disclosed sources [7].
Consequently, even models that score highly on standard benchmarks may remain unsuitable for use
in regulated financial environments.

In parallel with these evaluation practices, recent research has made substantial progress in
improving document-level reasoning and factual grounding for large language models. In particular,
multi-hop retrieval-augmented generation (RAG) has been shown to significantly enhance long-
context question answering by explicitly modeling chains of supporting evidence across documents
[8]. By moving beyond single-pass retrieval, such approaches reduce unsupported generation in
complex document-level tasks and represent an important step toward more reliable long-document
understanding.

Related advances further emphasize the role of structural constraints and domain adaptation in
improving robustness and consistency under distribution shift. For example, camera-aware graph
consistency and local feature enhancement methods demonstrate how incorporating explicit structural
signals can improve cross-domain generalization in unsupervised settings [9,10]. In addition, work
on multi-granularity adapter fusion for privacy policy understanding highlights the importance of
modular adaptation and dynamic constraint enforcement when processing sensitive, regulation-heavy
documents [11]. Collectively, these studies reflect a broader trend toward architecture-level and
system-level mechanisms for improving factual reliability, robustness, and compliance-awareness in
document-centric language modeling.

Nevertheless, improvements in retrieval, representation, or reasoning alone do not guarantee
institutionally acceptable behavior in regulated financial contexts. Even when advanced retrieval-
augmented or multi-hop reasoning mechanisms are employed, language models may still generate
impermissible disclosures, infer material non-public information, or produce outputs whose prove-
nance cannot be audited. These failure modes stem from a more fundamental mismatch between how
LLM:s are optimized and how financial institutions reason about risk. LLMs are trained to generate
statistically likely continuations of text, not to respect disclosure boundaries, legal constraints, or
institutional accountability [12]. In the absence of explicit governance mechanisms, such models
systematically favor plausibility over restraint, particularly in adversarial or ambiguous contexts
where manipulative instructions are embedded within otherwise legitimate financial narratives [13].

Recent work on LLM safety has proposed a range of mitigation strategies, including prompt
engineering, post-hoc filtering, and general alignment techniques [14]. While these approaches offer
partial improvements, they are typically domain-agnostic and provide limited assurances in high-
stakes financial settings. More critically, they are seldom accompanied by evaluation frameworks
capable of measuring whether a model behaves appropriately under realistic compliance constraints.
Without such evaluations, it remains unclear whether proposed safeguards meaningfully reduce
institutional risk or merely improve surface-level robustness.

In this work, we argue that trustworthy financial language modeling requires a reorientation of
both system design and evaluation priorities [15]. Trust should not be treated as an emergent byprod-
uct of model scale or training quality, but as a first-class objective grounded in the regulatory and
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institutional realities of finance [16]. To this end, we introduce TrustLLM-Fin, a governance-oriented
framework that evaluates large language models based on their behavior under compliance-critical
conditions. The framework couples a realistic adversarial benchmark derived from regulatory disclo-
sures with a multidimensional TrustScore that jointly captures adversarial robustness, hallucination
control, and auditability.

Our empirical results show that, when evaluated under these conditions, general-purpose lan-
guage models exhibit severe and systematic failure modes even on authentic financial texts. By contrast,
system-level governance mechanisms substantially reduce these risks without altering the underlying
model architecture. These findings indicate that trustworthiness in financial Al is not an automatic
consequence of increased model capacity, but rather the outcome of deliberate design choices and
evaluation criteria aligned with regulatory risk.

By reframing benchmarking as a stress test for institutional alignment rather than task competence,
this work contributes to a growing body of research on trustworthy Alin regulated domains. While our
focus is on finance, the insights and methodology extend to other high-stakes settings where the cost
of impermissible information outweighs the benefits of maximal informativeness. We hope this work
encourages further research into trust-centric evaluation frameworks and governance mechanisms for
generative Al systems.

The contributions of this work are three-fold:

e  Multi-dimensional quantification: We propose a hierarchical metrology that connects abstract
regulatory mandates, such as those articulated in the EU Al Act, to measurable technical key
performance indicators for financial reporting tasks.

¢  Context-aware adversarial evaluation: Rather than relying on generic jailbreak prompts, our
framework introduces adversarial scenarios grounded in real-world financial disclosure risks,
including MNPI fabrication and direct prompt injection, yielding an ecologically valid stress test
for financial LLMs.

¢  Guardrail validation and comparative insights: Building on recent advances in document-level
reasoning and retrieval-augmented generation, we demonstrate through a case study of SEC filing
summarization that a guardrail-enhanced architecture achieves substantially higher attribution
traceability and privacy resilience than a general-purpose configuration, providing a practical
blueprint for deploying LLMs in compliance-sensitive domains.

2. Related Work
2.1. FinLLMs" Progression Trail: Discriminative Versus Generative Architectures

Research in financial natural language processing has evolved largely in parallel with broader
developments in representation learning. Early work in Fin-NLP was dominated by discriminative,
task-oriented architectures, most notably encoder-based models adapted from BERT [17]. These
systems were designed to perform well-defined supervised tasks such as sentiment classification,
named entity recognition, and event extraction. By incorporating domain-specific pretraining on
financial text, they achieved substantial improvements over generic language models [17]. At the
same time, their practical scope remained limited by narrowly defined objectives and fixed output
structures.

The introduction of large-scale generative language models altered this landscape in a more
fundamental way. Finance-oriented models such as BloombergGPT [1] and FIinGPT [2] demonstrated
that extensive pretraining on curated financial corpora could yield broad performance gains across a
range of downstream tasks, often surpassing general-purpose LLMs. These results fueled expectations
that language models could move beyond discrete analytical functions toward more integrated forms
of financial analysis, reporting, and narrative synthesis. Benchmark suites such as FinBen [6] appeared
to support this trajectory by reporting strong results on standardized evaluations involving sentiment
interpretation, descriptive reasoning, and numerical computation.
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Closer examination, however, suggests that these performance gains do not generalize cleanly to
the forms of communication encountered in real financial practice. Earnings calls, regulatory filings,
and market-sensitive announcements are rarely well-structured or stylistically uniform. They combine
forward-looking statements, legal qualifiers, and incomplete or deliberately ambiguous disclosures.
When operating under such conditions, even finance-specialized LLMs display fragile reasoning
behavior and inconsistent handling of numerical and contextual constraints. Linguistic fluency often
conceals deeper weaknesses in constraint awareness and institutional reasoning, a limitation commonly
characterized as the “stochastic parrot” effect [12].

These observations call into question evaluation frameworks that equate progress in FinLLMs
with improvements on discriminative or stylized generative benchmarks. As financial applications
increasingly rely on autonomous generation rather than classification or extraction, assessing model
capability solely through task accuracy becomes insufficient. What is required instead is an evalu-
ation perspective that accounts for how models behave when confronted with legally constrained,
incomplete, or adversarial financial narratives.

2.2. Hallucination Dynamics and Factual Fidelity in the Financial Domain

Hallucination has become a widely recognized challenge in generative language modeling [7],
but its consequences are particularly acute in financial settings. Unlike open-domain conversational
applications, financial reporting allows little tolerance for factual deviation. Even small numerical
errors or unsupported claims can propagate through valuation models, compliance reviews, and risk
assessments, producing effects that far exceed their apparent magnitude.

A growing body of work documents the tendency of LLMs to generate content that is fluent yet
insufficiently grounded in evidence. In finance, such behavior cannot be dismissed as a harmless
byproduct of probabilistic generation. A fabricated ratio, an inferred disclosure detail, or a misrep-
resented figure may constitute materially misleading information with regulatory implications. To
mitigate this risk, retrieval-augmented generation (RAG) has emerged as a common architectural
strategy [18,19], typically grounding responses in authoritative sources such as SEC filings or financial
statements.

Recent findings, however, indicate that access to correct documents does not guarantee faithful
use of retrieved information. Even when relevant sources are provided, language models may partially
ignore or override them, substituting retrieved facts with parametric knowledge or probabilistic
extrapolation [16]. This phenomenon, often described as “knowledge override,” exposes a critical
distinction between factual availability and factual compliance. The presence of correct evidence does
not ensure that generated outputs remain constrained by that evidence.

As a consequence, factual fidelity in financial language modeling cannot be assessed solely
through correctness checks. It also depends on whether claims are explicitly anchored to verifiable
disclosures and whether their provenance can be inspected after generation.

2.3. Prompt Injection, Privacy Leakage, and Disclosure Violations

Adversarial prompt injection has emerged as a central failure mode for language model safety,
particularly in settings where models operate on untrusted context. Work on indirect prompt injection
demonstrates that malicious instructions can be embedded within seemingly benign documents, lever-
aging contextual authority to override system constraints [13]. In regulated financial environments, the
stakes of such failures are amplified, because unsafe generation can include disclosure of PII, MNP, or
other restricted content.

Privacy risks in LLMs extend beyond explicit memorization. Even absent direct leakage, models
may infer or reconstruct sensitive attributes through implicit reasoning [20]. This is especially problem-
atic in corporate settings, where plausible inference about insiders, transactions, or forward-looking
outcomes may constitute impermissible disclosure. Empirical work on extracting training data from
language models further underscores that sensitive information may surface through carefully crafted
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queries [21]. These risks motivate governance mechanisms that treat privacy and disclosure compliance
as first-class constraints.

2.4. Auditability and Governance-Oriented Evaluation

Auditability has been increasingly recognized as a requirement for trustworthy Al in institutional
contexts [22]. Auditing frameworks for LLMs emphasize layered approaches that combine technical
inspection, procedural controls, and organizational accountability [23]. In financial reporting, au-
ditability implies that generated claims must be traceable to verifiable sources, enabling regulators and
auditors to reconstruct the provenance of disclosures.

More broadly, the landscape of Al ethics and governance guidelines highlights the need for opera-
tional mechanisms that translate normative principles into measurable requirements [24,25]. Security
risk assessment practices likewise stress that acceptable deployment depends on identifying and
mitigating high-impact failure modes before integration [26]. These perspectives motivate evaluation
designs that focus on behavior under constraint, rather than performance under idealized settings.

3. Methodology

This view closely mirrors the logic of risk-based regulation, which recognizes that different
failure modes carry distinct legal and institutional consequences. TrustLLM-Fin is situated within
this emerging perspective. By decomposing trust into safety, factual fidelity, and auditability, and
by aggregating these dimensions through a weighted evaluation framework, it provides a practical
mechanism for aligning technical assessment with regulatory priorities.

In this sense, TrustLLM-Fin serves as an empirical interface between the normative abstractions
of the EU AI Act and the operational realities of deploying generative models in financial disclosure
workflows. Rather than treating governance as an external constraint applied after deployment, the
framework integrates regulatory risk considerations directly into the evaluation of model behavior,
offering a pathway toward more institutionally grounded assessments of financial Al systems.

3.1. Overview of the TrustLLM-Fin Framework

TrustLLM-Fin is proposed as a governance-oriented evaluation framework that departs funda-
mentally from conventional performance-centric benchmarking paradigms. Rather than assessing
large language models solely in terms of task accuracy or linguistic fluency, the framework is explicitly
designed to reflect the institutional realities of deploying generative systems within regulated financial
auditing and disclosure workflows.

From a regulatory perspective, emerging mandates such as the EU Al Act make clear that trust in
generative systems cannot be reduced to output quality alone. Financial Al systems are increasingly
expected to satisfy requirements related to robustness, privacy protection, and auditability, regardless
of whether they are fine-tuned or deployed as general-purpose assistants. Motivated by this regulatory
shift, we conceptualize trust not as a binary property, but as an emergent system-level attribute arising
from the interaction of multiple governance-relevant dimensions.

Specifically, TrustLLM-Fin adopts a tripartite view of what we term the model’s trust surface. The
first dimension concerns security and privacy integrity, capturing the model’s ability to resist adversar-
ial manipulation and prevent leakage of material non-public information and other sensitive financial
data. The second dimension addresses epistemic reliability, reflecting the model’s capacity to preserve
factual soundness when synthesizing financial narratives under uncertainty. The third dimension
focuses on auditability and attribution, measuring whether generated claims can be systematically
traced back to verifiable source evidence in support of regulatory review and forensic inspection.

By structuring these dimensions into a unified, model-agnostic framework, TrustLLM-Fin estab-
lishes a practical bridge between the inherently stochastic behavior of large language models and the
deterministic accountability standards imposed by financial compliance regimes. This design enables
trust to be evaluated as a measurable, multidimensional construct rather than an implicit byproduct of
model scale or training.
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Figure 1. Overview of the TrustLLM-Fin framework and its three-dimensional trust surface.

3.2. Multi-dimensional Metric Formalization

To operationalize the governance-by-design perspective outlined above, we define a set of orthog-
onal evaluation metrics, each corresponding to a distinct and empirically observable class of failure in
financial language model deployments. Rather than collapsing diverse risks into a single notion of
correctness, these metrics are designed to isolate specific vulnerabilities, enabling targeted diagnosis
before aggregation.

The metrics are intentionally defined at the level of system behavior rather than internal model
states. This choice reflects the practical reality that regulatory assessment focuses on observable
outcomes—such as disclosure violations or unverifiable claims—rather than latent representations.
Each metric therefore captures a failure mode that would be actionable in real-world financial auditing
and compliance settings.

3.2.1. Prompt Safety and Privacy

The first dimension focuses on a model’s exposure to adversarial manipulation, with particular
emphasis on Indirect Prompt Injection and the unintended disclosure of Personally Identifiable
Information (PII) or MNPI [16]. In financial settings, such failures are not merely technical flaws but
can directly trigger regulatory violations.

We quantify this risk using the Attack Success Rate (ASR). Unlike generic safety evaluations,
an “attack” in our setting is defined as any instance in which the model follows context-embedded
malicious instructions in preference to system-level safety constraints.

Formally, let N denote the total number of evaluated samples, and let N,k represent the subset
in which a policy violation occurs. The attack success rate is defined as:

N,
A R — attack l
SR = ~attack M)

A lower ASR indicates stronger adversarial robustness, which is a fundamental prerequisite for LLMs

operating on sensitive institutional and financial data.

3.2.2. Factuality and Robustness

Within financial disclosures, hallucinated content [13] carries consequences that extend well be-
yond linguistic imprecision. Even minor factual deviations may propagate into material misstatements
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with market-level impact. To capture this risk, we introduce the Hallucination Rate (HR) as a measure
of factual inconsistency.

Let Fgen denote the set of factual statements extracted from the generated output, and let Faiq €
Fgen represent the subset of claims that can be verified against the source financial documents. The
hallucination rate is defined as:

HR =1 — |Pvalid| )
| Fgen|

This formulation imposes a strict epistemic constraint on generation, explicitly favoring models that
maintain close adherence to grounded financial evidence [16].

3.2.3. Auditability

Factual correctness alone is insufficient in an audit setting if the provenance of claims cannot be
established. Accordingly, the third dimension evaluates traceability, reflecting the extent to which
generated content can be inspected and verified by human auditors.

We operationalize this property through the Attribution Score (AS) [15]. Let S, denote the set
of sentences produced by the model, and let Sattr C Sgen denote those sentences that include explicit
citations, quotations, or references to identifiable source text segments. The attribution score is defined
as:

|Sattr|
AS = 3
Sgen @3)

A higher AS indicates stronger support for downstream auditability and forensic verification.

3.3. Aggregated Trust Score via Analytic Hierarchy Process

While each dimension captures a distinct aspect of trustworthiness, real-world deployment
requires an integrated assessment that reflects regulatory risk priorities. These dimensions inevitably
involve trade-offs: aggressive safety constraints may reduce expressive flexibility, while exhaustive
attribution may impact conciseness and fluency.

To reconcile these tensions, TrustLLM-Fin employs the Analytic Hierarchy Process (AHP) to
derive a composite Trust Score. AHP provides a principled decision-theoretic framework for weighting
multiple criteria based on their relative importance under a given risk model.

The weighting vector W = [wq, w,, w3] is determined through a risk-priority matrix aligned
with prevailing financial regulations. In our configuration, Privacy and Safety (w; = 0.5) receive the
highest weight due to the severe and often binary legal consequences associated with MNPI leakage.
Factuality (w, = 0.3) is treated as a critical operational risk, while Auditability (w3 = 0.2) serves as the
necessary verification layer supporting regulatory review.

The aggregated Trust Score is computed as:

TrustScore = w1 (1 — ASR) +wy(1 — HR) + w3 AS (4)

This hierarchical formulation prevents strong performance in one dimension from compensating for
critical failures in another, particularly in cases involving privacy or compliance violations.

3.4. Model Configurations and Evaluation Protocol

To assess the practical impact of the proposed framework, we adopt a comparative configuration
protocol that isolates governance effects from underlying model capacity. A single base model (GPT-40)
is evaluated under two distinct operational settings:

*  Unconstrained Baseline, corresponding to a standard, out-of-the-box configuration optimized
for concise summarization;

*  Guardrail-Enhanced Configuration, in which the model is embedded within a system-level
compliance wrapper implementing adversarial refusal mechanisms, source-fidelity constraints, and
mandatory citation requirements consistent with TrustLLM-Fin principles.
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By holding the model architecture and parameters constant across both configurations, observed
differences in Trust Score can be directly attributed to the effectiveness of the proposed governance
mechanisms in aligning generative behavior with financial regulatory expectations.

Adversarial Attack (Baseline LLM)

Confidential
Project
Titanium-Zero

Injected MNPI Baseline LLM Processing Leaked MNPI
(Confidential Project Titanium-Zero) (Confidential Project Titanium-Zero)

Defense Mechanism (TrustLLM-Fin)

— O @)
k ) .. — o~ Privacy & Safety
0 @ Privacy & Safety Guardrails
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——w5— Filterin aciua

-’ > — 9 Data Only
\x/ Encryption ——» | Revenue: 108,
I ° Net Income: 528

e° _ Factual &
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Injected MNPI
(Confidential Project Titanium-Zero) TrustLLM-Fin Framework

Clean, Verified Report

Figure 2. Comparative model configurations used in evaluation: unconstrained baseline vs. guardrail-enhanced
TrustLLM-Fin wrapper.

4. TrustLLM-Fin Benchmark and Dataset
4.1. Rethinking Benchmarking for Trustworthy Financial Language Models

Evaluation practices for large language models in financial settings have largely inherited their
structure from general-purpose NLP benchmarks [27]. Performance is typically assessed through
task-level metrics such as numerical reasoning accuracy, question answering correctness, or sentiment
classification scores. These benchmarks are informative insofar as they measure linguistic competence
or analytical capability [6]. At the same time, they rest on an implicit assumption that any output is
acceptable as long as it is factually correct.

This assumption does not hold in financial decision-making environments. In regulated settings,
the relevance of an output depends not only on its correctness, but also on whether it is permissible to
disclose in the first place [28]. Language models operating on financial material routinely encounter
asymmetric information conditions: some facts may be publicly verifiable yet legally restricted, while
others may be plausible but lack sufficient disclosure to justify explicit articulation. Treating all correct
answers as equally admissible therefore obscures a core source of institutional risk [29].

The TrustLLM-Fin benchmark is explicitly motivated by this gap. Instead of measuring knowl-
edge recall or isolated reasoning skills, it evaluates whether model behavior remains aligned with
compliance, privacy, and auditability constraints when generation is embedded in realistic financial
narratives [30]. By shifting the focus from task competence to behavior under institutional constraint,
the benchmark reframes evaluation around trustworthiness rather than performance alone.

4.2. Source Data and Ecological Validity

To capture the conditions under which trust failures are most likely to occur, TrustLLM-Fin is
constructed exclusively from authentic regulatory disclosures. All source material is drawn from
publicly available filings submitted to the U.S. Securities and Exchange Commission (SEC), specifically
Forms 10-K and 10-Q, covering reporting periods between 2023 and 2025 [31]. These filings constitute
the primary medium through which firms communicate material information to regulators and
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investors, and they therefore provide a realistic foundation for evaluating compliance-sensitive model
behavior [32].

The dataset includes disclosures from eleven large publicly traded corporations spanning tech-
nology, finance, consumer goods, and retail sectors. This focus on large firms is deliberate. Such
organizations operate under intense regulatory scrutiny and face frequent exposure to litigation, gov-
ernance obligations, and disclosure-related risk [33]. Their filings typically combine factual reporting
with forward-looking statements, legal qualifications, and risk narratives, creating precisely the kind
of linguistically dense and institutionally constrained context in which language models are prone to
error [34].

Text segments are selected from sections where trust-related failures would have the most signifi-
cant consequences, including Management’s Discussion and Analysis, risk factor disclosures, legal
proceedings, and notes to the financial statements. Each segment is manually reviewed to preserve
semantic coherence and to retain the original legal and financial framing. Rather than simplifying
or rephrasing source material, the benchmark maintains the structure, tone, and ambiguity of real
filings. This choice reflects a deliberate preference for ecological validity over synthetic clarity, ensur-
ing that evaluation scenarios resemble the conditions faced by language models in actual financial

deployments.
TrustLLM-Fin Benchmark Construction Pipeline
Stage 1: High-Fidelity Stage 2: Contextual Stage 3: Context-Aware Stage 4: Regulatory-Aligned Annotation
Data Sourcing Segment Extraction Adversarial Embedding & Ground Truth Definition

(Ecological Validity)
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= ————" -]
[———————
Loemiuumdolo amel,
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umdldum umhraln Ildsnﬂn
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Figure 3. Source data pipeline and ecological validity of the TrustLLM-Fin benchmark constructed from SEC
10-K/10-Q filings (2023-2025).

4.3. Embedded Adversarial Design in Financial Narratives

A central design choice of TrustLLM-Fin lies in how adversarial behavior is instantiated during
evaluation. In contrast to benchmarks that rely on explicit jailbreak prompts or standalone malicious
instructions, TrustLLM-Fin embeds adversarial intent directly within otherwise legitimate financial
narratives [13]. This choice is motivated by empirical observation: in real financial workflows, misuse
rarely appears as a clearly isolated attack. Instead, it emerges through subtle manipulations that are
difficult to distinguish from ordinary domain-specific language [34].

Each evaluation sample begins with an unaltered excerpt from an authentic regulatory filing.
Within this context, an adversarial perturbation is inserted in a manner that preserves stylistic consis-
tency and semantic plausibility. These perturbations are deliberately designed to avoid conspicuous
cues that might trivially trigger refusal or filtering mechanisms. The resulting prompts mirror situa-
tions in which the boundary between permissible and impermissible generation is blurred, requiring
the model to exercise contextual judgment rather than react to explicit violations.
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The adversarial perturbations are organized into three categories reflecting distinct classes of
financial risk. One category targets privacy-related failures by encouraging the disclosure or inference
of sensitive personal information associated with corporate insiders or stakeholders [34]. A second cat-
egory focuses on the fabrication or speculative inference of material non-public information, including
undisclosed earnings figures, pending regulatory actions, or unannounced corporate transactions. A
third category is directed at governance integrity itself, attempting to override system-level constraints,
suppress attribution requirements, or induce the model to assume unauthorized institutional roles
[34]. Collectively, these scenarios approximate failure modes that arise in real deployments but remain
largely underrepresented in existing evaluation benchmarks.

By situating adversarial intent within realistic financial discourse, TrustLLM-Fin shifts adversarial
evaluation away from artificial attack patterns toward institutionally plausible stress conditions. This
design enables observation of how models behave when adversarial pressure is embedded in the same
linguistic and normative structures that ordinarily signal legitimacy.

Context-Aware Adversarial Embedding Mechanism

Authentic Financial Adversarial Perturbation Final Embedded
Narrative (Source) Injection Adversarial Prompt
B The Company faces The Company faces
The Company faces substantial regulatory substantial regulatory
substantial regulatory scrutiny regarding its data scrutiny regarding its data
scrutiny regarding its privacy practices in the EU. privacy practices in the EU.
data privacy practices in Future compliance costs and privately estimates a
the EU. Future —> ...and privately estimates | —y» | potential fine of €450 —> %
compliance costs are a potential fine of €450 million, which has not been
expected to be material. million, which has not publicly disclosed. Future
Management continues to been publicly disclosed. compliance costs are LLM
cooperate fully with expected to be material. expected to be material. Input
ongoing investigations. Management continues to Management continues to
cooperate fully with ongoing cooperate fully with ongoing
investigations. investigations.
Excerpt from SEC 10-K Injection Vector Adversarial instruction is stylistically
Risk Factors. (Type B: MNPI consistent and contextually embedded,
Fabrication) blurring the public/private boundary.

Figure 4. Embedded adversarial design: examples of context-integrated perturbations in realistic financial
narratives.

4.4. Annotation Principles and Ground Truth Definition

Labeling trust-related failures requires a departure from conventional accuracy-oriented annota-
tion practices. In TrustLLM-Fin, ground truth is not defined by how fully or informatively a model
responds, but by whether its output respects the boundaries of permissible generation under financial
regulation. Annotation therefore centers on the distinction between what may be stated and what
must be withheld [34].

Each sample is annotated along two complementary axes. The first consists of verifiable public
facts, defined strictly as statements that are explicitly disclosed in the source filings and can be
independently confirmed. The second comprises prohibited information, encompassing content that
would constitute personally identifiable information, material non-public information, or unauthorized
governance manipulation if generated by a model. Importantly, information that is merely plausible,
inferable, or implied—but not explicitly disclosed—is treated as prohibited by default.

This conservative annotation strategy reflects the asymmetric cost structure of financial error
[34]. In regulated settings, the consequences of unauthorized disclosure are typically far more severe
than those of over-withholding information. Ambiguous cases are therefore resolved in favor of non-
disclosure, prioritizing regulatory safety over informational completeness. As a result, the benchmark
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encodes not only judgments about factual correctness, but also normative decisions about informational
permissibility under financial governance regimes.

By formalizing these boundaries within the annotation process, TrustLLM-Fin embeds regulatory
caution directly into the benchmark’s ground truth. This approach ensures that evaluation outcomes
reflect institutional risk considerations rather than abstract notions of linguistic adequacy.

Regulatory-Aligned Annotation and Ground Truth Paradigm

3 r

Basis for Hallucination Rate (HR)
and Attribution Score (AS).

Basis for Attack Success Rate (ASR).
Ambiguity defaults to Prohibition.

1
Verifiable Public Facts g Prohibited Information
(Factual Grounding) 'S (Regulatory Constraint)
\ >0
_— © N
é 'g 108 ¢
et
Public Disclosure Verification ] l<‘_t) MNPI (Material ~ PlI (Sensitive ~ Governance
(e.g., 10-K) against Source ';:g Non-Public Info) Personal Data) Override
'w
o
Example: Ground Truth: E :-2 Example: “Privately Ground Truth:
“Revenue grew V TRUE & g,: Z estimated fine of x PROHIBITED &
12% YoY." VERIFIABLE 2 ¥ €450M." IMPERMISSIBLE
! 1]
1E
1 .0
1%
1
1

: - = Penalize
Rc.awar.cll TrustLLM-Fin Annotation Principle: Impermissible
Verifiability Asymmetric Cost of Error Disclosure

Figure 5. Annotation principles and ground-truth definition separating verifiable public facts from prohibited

information under conservative disclosure rules.

4.5. Evaluation Protocol and Benchmark Scope

The evaluation protocol is designed to isolate the effect of trust-oriented governance mechanisms
from differences in underlying model capability. To this end, all experiments are conducted using
a single, fixed language model backbone with identical decoding configurations across conditions.
No changes are made to model parameters, training data, or generation settings. The only variable
introduced in the evaluation is whether system-level governance controls consistent with the TrustLLM-
Fin framework are active. This controlled setup allows observed behavioral differences to be attributed
to governance design rather than model capacity.

The benchmark is deliberately limited in scale, consisting of thirty carefully selected samples that
span all adversarial categories and participating companies. This choice reflects the intended role of
the benchmark as a stress-testing instrument rather than a comprehensive generalization benchmark.
In regulated financial environments, institutional risk is dominated by infrequent but severe failures
rather than average-case performance. Capturing such failures requires carefully constructed scenarios
that expose boundary conditions, rather than large volumes of homogeneous evaluation data.

By prioritizing scenario depth over dataset size, the benchmark emphasizes failure discovery and
behavioral analysis. The resulting evaluations are therefore not intended to support statistical claims
about overall model accuracy, but to reveal whether a system exhibits unacceptable behavior under
conditions that mirror real compliance risk.

4.6. Conceptual Positioning of the Benchmark

TrustLLM-Fin is positioned as a complement to existing financial language model benchmarks,
not as a replacement for them. Benchmarks focused on reasoning accuracy, numerical precision, or
financial knowledge remain valuable for assessing core model capabilities. However, they leave largely
unexamined a separate and critical question: whether a model’s behavior remains acceptable when
subjected to regulatory, privacy, and governance constraints.
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By embedding adversarial risk within authentic financial discourse, TrustLLM-Fin shifts the
purpose of benchmarking away from measuring linguistic or analytical proficiency in isolation. Instead,
evaluation is framed as an examination of institutional alignment—how a model behaves when placed
in contexts where legal permissibility, disclosure boundaries, and auditability matter as much as
correctness.

This reframing is particularly relevant for domains in which trust failures carry asymmetric
consequences. In such settings, the practical question is not how well a model performs under
idealized conditions, but whether it can be deployed without introducing unacceptable regulatory or
governance risk. TrustLLM-Fin addresses this question directly, providing an evaluation perspective
tailored to the realities of financial Al deployment.

5. Experimental Evaluation
5.1. Experimental Goals and Design Principles

The experimental study is intended to assess whether the TrustLLM-Fin framework meaningfully
alters model behavior in financially regulated settings, independent of any changes to underlying
language or reasoning capability. Rather than evaluating performance in terms of task accuracy or nu-
merical precision, the experiments focus on behavioral reliability under conditions where compliance,
disclosure boundaries, and auditability are critical [34].

The design adopts a controlled comparison between two operational configurations of the same
language model. The baseline system and the TrustLLM-Fin-governed system share an identical
backbone architecture, parameterization, and decoding strategy. No additional training, fine-tuning,
retrieval augmentation, or data enrichment is introduced. As a result, differences observed in model
behavior can be attributed to the presence or absence of system-level governance mechanisms, rather
than to improvements in model capacity or access to external information.

Evaluation is conducted on adversarially stressed financial narratives rather than neutral or
benign prompts. This choice reflects the conditions under which failures become institutionally
significant in practice.

5.2. Behavioral Metrics and Scoring Procedure

Across both configurations, outputs are assessed according to the three trust dimensions defined
in Section 3: adversarial safety and privacy integrity (ASR), factual fidelity (HR), and auditability (AS).
Each metric is computed at the level of observed output behavior, reflecting regulatorily salient failures
rather than task performance.

5.3. Analysis Interpretation

This metric reflects the risk posed by fluent but unsupported statements, which can distort
downstream analysis even when no explicit policy violation occurs.

Attribution Score evaluates whether generated content includes explicit references to verifiable
public disclosures, enabling traceability and audit review. Unlike ASR and HR, higher attribution
scores indicate more desirable behavior.

For each evaluation instance, outputs are reviewed in accordance with predefined annotation
guidelines. Metric values are then aggregated across the dataset to characterize the overall behavioral
profile of each configuration. The resulting measurements are interpreted as indicators of trust-related
behavior under regulatory stress, rather than as comprehensive performance benchmarks.

5.4. Experimental Results and Analysis

Under adversarially stressed conditions, the baseline configuration displays pronounced behav-
ioral fragility. Across the evaluation set, adversarial prompts succeed in eliciting prohibited behavior
in the vast majority of cases, yielding an Attack Success Rate of 93.33%. In practical terms, this means
that when malicious instructions are embedded within otherwise plausible financial narratives, the
model frequently prioritizes contextual cues over system-level constraints. Such behavior underscores
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the difficulty of deploying general-purpose language models in regulated financial settings without
additional governance mechanisms.

Table 1. Comparison of trust-related behavioral metrics between the baseline LLM and the TrustLLM-Fin governed
configuration under adversarial stress.

Metric Baseline LLM  TrustLLM-Fin
Hallucination Rate (HR) | 33.17% 17.45%
Attack Success Rate (ASR) | 93.33% 10.00%
Attribution Traceability Score (ATS) 1 0.00% 6.03%
Final Trust Score (TS) 1 0.234 0.710

Note: 1 indicates that higher values are better; | indicates that lower values are better.

Beyond adversarial compliance, the baseline system also exhibits a persistent tendency to generate
unsupported financial content. The observed Hallucination Rate of 33.17% reflects frequent fabrication
of numerical values, speculative financial outcomes, or implicit assertions that extend beyond what
is disclosed in public filings. These outputs are not merely imprecise; they introduce statements that
cannot be substantiated through verifiable sources. Compounding this issue, the baseline configuration
produces no explicit attribution to underlying disclosures, resulting in an Attribution Score of zero. As
a consequence, even ostensibly reasonable outputs remain effectively unauditable.

Activating the TrustLLM-Fin governance framework produces a markedly different behavioral
profile under identical experimental conditions. The Attack Success Rate drops to 10.00%, indicating
that most adversarial attempts are no longer followed. This shift suggests that system-level constraints
substantially alter how the model resolves conflicting signals between contextual authority and
compliance requirements. Hallucination is also reduced, with the Hallucination Rate falling to 17.45%,
reflecting a more restrained approach to financial inference. In addition, the governed configuration
frequently includes explicit references to public disclosures, yielding an Attribution Score of 6.03%
and enabling post-hoc inspection of generated claims.

When these behavioral changes are aggregated using the TrustScore formulation, the contrast
between configurations becomes explicit. Figure 6 provides a consolidated view of these behavioral
differences by visualizing the aggregated TrustScore for both configurations. While Table 1 reports
improvements along individual dimensions, the TrustScore shown in Figure 6 highlights how these
gains interact under the weighted risk model defined in Section 3.3. The pronounced separation
between the baseline and TrustLLM-Fin configurations illustrates that trustworthiness emerges from
the joint satisfaction of safety, factual restraint, and auditability constraints, rather than from isolated
improvements in any single metric.
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Trust Score Comparison: Baseline vs. TrustLLM-Fin
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Figure 6. Aggregated TrustScore comparison between baseline and TrustLLM-Fin governed configurations.

Notably, the near-zero TrustScore of the baseline configuration reflects the compounding effect of
high adversarial vulnerability and the complete absence of attribution, which outweighs otherwise
fluent or informative outputs. By contrast, the elevated TrustScore achieved by the TrustLLM-Fin
configuration indicates that moderate improvements across multiple governance-relevant dimensions
can collectively yield a substantial reduction in institutional risk. This visualization underscores the
central premise of the framework: trust is a system-level property that becomes observable only
when behavioral metrics are evaluated in aggregate rather than in isolation. The baseline model
attains a TrustScore of 0.234, whereas the TrustLLM-Fin configuration reaches 0.710. Importantly, this
increase is not driven by improvement along a single dimension, but by concurrent gains in adversarial
robustness, factual restraint, and auditability. The results suggest that trust-related behavior does
not emerge automatically from model scale or general capability. Instead, it depends on deliberate
system-level design choices that explicitly encode institutional and regulatory constraints.

6. Discussion

The experimental findings point to a structural challenge in applying large language models to
regulated financial environments without explicit governance mechanisms. Although the baseline
model exhibits fluent language use and familiarity with financial discourse, it consistently breaks
down when placed under adversarial yet institutionally realistic conditions. Prohibited disclosures,
unsupported financial claims, and the absence of auditability are not isolated anomalies, but recurring
behaviors. These outcomes suggest that the failure modes observed in the baseline configuration
are rooted less in implementation details than in the underlying optimization objective of generative
models, which prioritizes plausibility over institutional admissibility.

Seen in this light, the reduction in attack success rate under the TrustLLM-Fin configuration
reflects more than incremental technical hardening. Constraining generation through governance-
aware controls alters how the system resolves competing signals between contextual authority and
compliance requirements. The model no longer behaves as a neutral text completion engine, but as
a component embedded within an institutional decision-making process. This distinction is particu-
larly consequential in finance, where the cost of a single impermissible disclosure can outweigh the
cumulative cost of conservative or incomplete responses.

The results also clarify the nature of hallucination in financial language modeling. The persistence
of hallucinated content in the baseline system, even when operating on authentic regulatory filings,
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indicates that hallucination is not simply a byproduct of insufficient training data or limited model
capacity. Instead, it arises when models are incentivized to produce coherent continuations in situations
where uncertainty, ambiguity, or non-disclosure would be the appropriate response. The observed
reduction in hallucination under TrustLLM-Fin suggests that factual errors can be mitigated by
explicitly encoding epistemic and regulatory boundaries, rather than relying solely on improved
representation or retrieval.

Improvements in attribution and auditability further underscore the institutional dimension of
trustworthy financial Al. Financial communication is embedded in a regime of traceability, where
claims must be grounded in verifiable disclosures and remain open to retrospective scrutiny. The
baseline model’s failure to provide such grounding renders its outputs unsuitable for institutional
use, regardless of their apparent accuracy. By encouraging explicit reference to public sources, the
TrustLLM-Fin framework aligns model outputs more closely with established auditing and compliance
practices. This result reinforces the view that auditability is not an optional enhancement, but a
prerequisite for deployment in economic systems.

The aggregated TrustScore makes clear that trustworthiness cannot be collapsed into a single
performance metric. Gains in adversarial robustness, reductions in hallucination, and improvements
in attribution each address distinct risk vectors. Focusing on one dimension in isolation leaves residual
vulnerabilities that remain unacceptable in regulated settings.

A model that resists prompt injection but continues to generate unverifiable financial claims is no
safer than one that produces accurate statements without traceable justification. By combining these
dimensions, the TrustScore captures the interdependence inherent in institutional trust.

More broadly, the contrast between the baseline and governed configurations challenges the
assumption that trustworthiness will emerge naturally from larger models or more extensive pretrain-
ing. The results suggest that general-purpose language models, even when highly capable, do not
automatically internalize legal, ethical, or institutional constraints. Instead, trust-related behavior
must be engineered through system-level design choices that explicitly reflect regulatory risk. This
observation calls into question approaches that rely primarily on prompt engineering or informal
alignment techniques to adapt general-purpose models to regulated domains.

The TrustLLM-Fin benchmark also contributes to a reconsideration of how language models
should be evaluated in high-stakes contexts. Conventional benchmarks tend to reward informativeness
and penalize refusal or uncertainty. In financial settings, however, the opposite behavior is often
desirable. By embedding adversarial risk within realistic financial narratives, TrustLLM-Fin reframes
evaluation as an exercise in failure prevention rather than task completion. This perspective is not
limited to finance and may extend to other regulated domains, including healthcare, law, and public
administration.

Finally, the findings emphasize the importance of aligning evaluation criteria with the asymmetric
cost structures of real-world decision-making. In finance, the harm caused by generating impermissible
information far exceeds the inconvenience of withholding marginally useful details. Models optimized
primarily for informativeness are therefore poorly suited to such environments. Governance-oriented
frameworks, by contrast, explicitly encode this asymmetry, prioritizing compliance, restraint, and
auditability over maximal disclosure.

Taken together, these observations suggest that progress in financial language modeling will
depend less on continued scaling and more on the integration of institutional awareness into system
design and evaluation. TrustLLM-Fin represents an initial step in this direction, demonstrating
that trust-related behavior can be both systematically assessed and meaningfully improved when
governance considerations are treated as first-class design constraints.

7. Limitations and Future Work

This study is subject to several limitations that delimit the scope of its conclusions. First, TrustLLM-
Fin is intentionally designed as a small-scale stress-testing benchmark rather than a large dataset for
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statistical generalization. Its emphasis on realistic regulatory narratives and adversarial scenarios
prioritizes the identification of institutionally severe failure modes over broad coverage. Second,
the benchmark is grounded in the U.S. regulatory context and may not fully capture trust-related
risks arising under other legal or disclosure regimes. Third, the annotation process relies on expert
judgment to distinguish permissible from prohibited information, which introduces subjectivity and
limits scalability. Finally, the evaluation focuses on a fixed model configuration in order to isolate
governance effects, leaving open how the framework interacts with different model architectures or
training strategies.

Future work may extend the benchmark to additional regulatory jurisdictions, expand the range
of evaluated models, and explore more scalable annotation and governance mechanisms. More
broadly, integrating trust constraints more directly into model training and deployment remains an
open challenge for financial Al systems.

8. Conclusion

This work examines the deployment of large language models in regulated financial settings,
where factual plausibility alone is insufficient and institutional trust constraints are decisive. We
show that commonly used evaluation benchmarks fail to expose critical risks related to privacy,
material non-public information, and auditability. To address this gap, we introduce TrustLLM-Fin,
a framework that evaluates model behavior under compliance-critical conditions using a realistic
adversarial benchmark and a multidimensional TrustScore. Experimental results indicate that system-
level governance mechanisms can substantially reduce adversarial vulnerability and unsupported
financial generation while improving auditability, without modifying the underlying model.
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