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Abstract: The identification and classification of traffic is of great significance for maintaining
network security, optimizing network management and providing reliable service quality. These
functions not only help prevent malicious activities such as network attacks and illegal intrusions,
but also effectively support the reasonable allocation of network resources and improve user
experience. However, although the wide application of network traffic encryption technology
enhances the security of data transmission, it also makes the content of traffic difficult to be directly
analyzed, resulting in the existing identification technology is inefficient in the face of encrypted
traffic and difficult to accurately classify. This not only affects the maintenance of network security,
but also limits the further improvement of network service quality. Therefore, developing efficient
and accurate encryption traffic identification methods has become an urgent problem to be solved.
However, the existing work still has three main inherent limitations: (1) The potential relationship
between the flow load feature and the sequence feature is ignored in the feature extraction process.
(2) To adapt to the characteristics of different protocols to ensure the accuracy and robustness of
encrypted traffic identification. (3) Training effective deep learning models requires large amounts of
manually labeled data. This study aims to propose a method of encrypted traffic recognition based
on CLSTM (a combination of 2-conv CNN and BiLSTM) and Mean Teacher collaborative learning.
By detecting the fusion features of traffic load features and sequence features, the accuracy and
robustness of encrypted traffic identification are improved, and the dependence of the model on
labeled data is reduced. The experimental results show that the proposed CLSTM-MT collaborative
learning method not only outperforms the traditional methods in the task of encrypted traffic
identification and classification, but also improves the performance of the model by using only a
small amount of labeled data when the cost of data labeling is high.

Keywords: Encrypted Traffic Classification; Convolutional Neural Network (CNN); Bidirectional
Long Short-Term Memory (BiLSTM); Semi-Supervised Learning; Deep Learning;

1. Introduction

With the rapid development of Internet technology, network traffic has become an indispensable
part of modern society. Encryption technology is widely used in data transmission to protect user
privacy and data security. However, this also presents many new challenges for network traffic
identification. Factors such as the diversity of encryption algorithms [3], data security and privacy,
and dynamically changing traffic patterns have increased the difficulty of identifying encrypted
traffic.

The existing encryption traffic identification methods [1] mainly include feature-based methods,
machine learning-based methods, and deep learning-based methods. The feature-based method
relies on manual selection and manual extraction of explicit features. Although this method is
intuitive and easy to implement, its performance is easily affected by changes in the encryption
algorithm, resulting in low recognition accuracy. Although the method based on machine learning
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can automatically learn features from data, reduce the dependence on specific features, and improve
the flexibility of the model, it still faces the problems of difficult training and high cost of data
annotation when dealing with encrypted traffic. However, deep learning-based methods rely heavily
on manual annotation of data during model training. In particular, when new encryption protocols
or algorithms are encountered, the robustness and adaptability of existing models are often
insufficient, and they cannot respond to new situations quickly and effectively. Therefore, there is an
urgent need to develop a new method that combines high accuracy and low-cost data annotation
requirements with strong robustness and adaptability to accurately identify encrypted application
traffic.

The objective of this study is to propose a method for encrypted application traffic identification
based on CLSTM (a combination of CNN and BiLSTM) and Mean Teacher collaborative learning,
aiming to: 1. Improve recognition accuracy: By leveraging the strong feature extraction capabilities
of CNN and BiLSTM, combined with the advantages of Mean Teacher in semi-supervised learning,
to enhance recognition accuracy. 2. Enhance robustness and adaptability: By utilizing consistency
constraints from unlabelled data to improve the model’s robustness and adaptability in recognizing
different types of encrypted traffic. 3. Reduce the cost of traffic labeling: By using the Mean Teacher
framework to train the model with a small amount of labeled data and a large amount of unlabeled
data, thereby reducing overall training costs. To achieve these objectives, we designed the following
scheme: 1. Dataset preparation: Collect and preprocess encrypted traffic data from publicly available
datasets. 2. CLSTM model design: Construct a feature extraction model combining CNN and
BiLSTM. 3. Integration of the Mean Teacher framework: Integrate the Mean Teacher framework into
the CLSTM model. 4. Experimental validation: Design experiments to verify the effectiveness of the
proposed method, perform ablation studies, and compare its performance with existing methods.
Through the above methods, we aim to propose a novel approach that excels in the field of encrypted
traffic identification, not only improving the accuracy of traffic recognition but also maintaining good
robustness and adaptability while reducing the cost of traffic data labeling.

The remainder of this paper is organized as follows. In Section 2, we analyze and summarize
related work in the field of encrypted traffic classification. In Section 3, we introduce the system
architecture of CLSTM-MT, detailing the data preprocessing module and the classification process of
the model. In Section 4, we provide a detailed description of the experimental environment, the
datasets used, the evaluation metrics, and conduct an assessment and visualization analysis of the
experimental results. Finally, in Section 5, we conclude the paper.

2. Related Work

2.1. Rule-Based Methods

Rule-based methods [12,13] typically rely on the port number or protocol identifier of the traffic
to identify the application, such as HTTP traffic on port 80 or port 443. However, these methods are
almost ineffective in encrypted traffic identification [4] because encryption protocols (such as
TLS/SSL) obscure port information and protocol flags.

2.2. Statistical Feature-Based Methods

Statistical feature-based methods analyze statistical features (such as packet sizes and time
intervals) in the traffic for classification. APPScanner [12] uses statistical features of packet sizes to
train a random forest classifier, while BIND [13] also utilizes temporal statistical features. Although
these features are prominent in non-encrypted traffic, the encryption of data in encrypted traffic
makes statistical features less reliable. Therefore, these methods face challenges in encrypted traffic
identification.

2.3. Machine Learning-Based Methods
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Machine learning-based methods [5,6] utilize machine learning algorithms, such as Support
Vector Machines (SVM) and Random Forests, to learn traffic features. Early researchers used payload
data and statistical features [7,8], both of which were suitable for identifying specific scenarios in
complex traffic. Hao et al. [9] proposed an improved SVM network traffic classification method by
calculating individual feature weights and parameter values for each binary SVM classifier. Despite
their good performance in non-encrypted traffic identification, these methods still face challenges in
encrypted traffic identification due to the lack of clear feature patterns. Consequently, traditional
traffic identification methods often perform poorly in encrypted traffic recognition.

2.4. Deep Learning-Based Methods

A review of existing traffic identification methods reveals that traditional port and protocol-
based, statistical feature-based, and machine learning-based methods have significant limitations in
encrypted traffic identification.

Deep learning-based methods have shown significant advantages in traffic classification tasks.
Yang et al. [10] proposed a method using Convolutional Neural Networks (CNN) to extract features
from encrypted traffic, achieving significantly higher classification performance compared to
traditional machine learning algorithms. Liu et al. [11] introduced a multi-layer encoder-decoder
structure capable of deeply mining the underlying sequential characteristics of traffic flows. Yao et
al. [15] modeled time-series network traffic using Recurrent Neural Networks (RNN) and introduced
an attention mechanism.

Since data encryption does not alter the overall structure of the data flow, even after encryption,
network traffic remains a sequence of data with a start and end point. Therefore, Convolutional
Neural Network (CNN) models remain effective for classifying encrypted traffic. However,
encryption can scramble request information in certain parts of the traffic protocol, making it difficult
to identify features across different data segments. Thus, this study considers incorporating the
recognition of temporal features in encrypted traffic to improve traditional deep learning models. In
this domain, recurrent neural networks (RNN) and their improved versions, such as BILSTM, have
shown better performance. Therefore, in this study, we combine stacked bidirectional BiLSTM to
learn the temporal features of spatial features extracted by CNN.

2.5. Semi-Supervised Learning Methods

Additionally, we consider introducing semi-supervised learning methods to reduce the
dependency of deep learning models on labeled datasets. Mean Teacher [17] is a general framework
for semi-supervised learning that enhances model robustness and adaptability by leveraging
unlabeled data, providing a new solution for encrypted traffic identification. Shi et al. [18] designed
a lightweight encrypted traffic classifier based on CNNSs, converting traffic data into grayscale images
as input and using a semi-supervised learning framework to improve the precision of MT-CNN with
only a small amount of labeled data. Alam et al. [19] combined CNNs with autoencoders to develop
unsupervised machine learning techniques for detecting anomalies in network traffic. Although these
methods reduce the model’s dependency on labeled data to some extent, they do not consider the
potential relationships between traffic payload features and sequence features.

Therefore, this study aims to combine the advantages of CLSTM (a combination of 2-conv CNN
and BiLSTM) and Mean Teacher to propose a more effective method for encrypted traffic
identification, addressing the limitations of traditional methods in encrypted traffic recognition.

3. Methodology

3.1. System Architecture of CLSTM-MT

In this section, we will explain the system architecture of the proposed CLSTM-MT model. The
overall structure of the encrypted traffic classifier based on the CLSTM-MT model is illustrated in
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Figure 1. The model is divided into two parts: the student model and the teacher model. Both models
share the same network architecture but differ in how their parameters are updated.The CNN
component of the model consists of six layers: a convolutional layer, a pooling layer, another
convolutional layer, another pooling layer, a flattening layer, and a fully connected Softmax layer.
The BiLSTM component of both models defines two bidirectional classifiers to process the sequential
data of the traffic. The parameters include the input dimension, hidden layer dimension, and number
of layers. The fully connected layer maps the output to the required categories for the classification
task.

Pretrained Module

The CNN Path

e Mo e

120%

i Embedding [ e ) s

The 8i-LSTM Path

H H

1 - -

- =
, 0
.

TThenNpath

'.1' smmu-{w.. R e P N

i — —
] Embedding | eiasm [ susw |

Figure 1. Overview of CLSTM-MT: The architecture of CLSTM-MT is primarily divided into three components:
the data preprocessing module, the model training module, and the model validation module. Raw PCAP traffic
is processed by the data preprocessing module into four npy feature files. These files are then split into training,
validation, and testing datasets in an 8:1:1 ratio.The training dataset is further divided such that a small portion
(1% to 20%) of the labeled data is used as input for model training, while a large portion of the unlabeled data
(the remaining 99% to 80%) is used as input for model validation. This approach helps train our model effectively.

The input data format for the model consists of four npy feature files, representing the
preprocessed traffic data. During training, the data is normalized using the min-max method,
mapping the data values from the range [0, 255] to [0, 1]. The output of the model is the classification
result for the samples.

3.2. Data Preprocessing Module

Data preprocessing is the first step in traffic classification and is a critical step to ensure the
effectiveness of model training. We have taken the following measures to process the
rawPCAPtrafficdata:

Raw Traffic
[ — Session
1.Cutting Session 2.Extract Feature 3.Normal /\"—X X,..,..
ey ——m—> > - - Y-X
AR max

Train Data:80% 4.Feature

@ encoding

Valid Data:10% il
5.Segment Data Set @ Npy Files
—

Test Data:10%

Figure 2. Data preprocessing module: This module is mainly composed of five parts, which are session

segmentation, feature extraction, data normalization, feature coding and data set segmentation.

1)Session Segmentation: The purpose of segmentation is to reduce continuous PCAP streams
based on sessions. The two most common forms of traffic representation are sessions and flows.
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Sessions are traffic units divided based on a five-tuple (source IP, source port, destination IP,
destination port, protocol). Flows are very similar to sessions but only contain traffic in one direction,
meaning that the source IP/port and destination IP/port cannot be swapped. In this study, continuous
PCAP files are segmented based on sessions, converting incoming traffic files into PCAP format data.
Each session is limited to a maximum of 100,000 packets and 100,000 bytes to facilitate subsequent
uniform processing.

2)Feature Extraction: Before extracting features, we anonymize the packets and select the most
useful features for traffic identification.

a. Packet Anonymization: To ensure the normal use of traffic data, we anonymize the IP and
MAC addresses of every packet in each session to protect user privacy and the usability of the traffic
data.

b. Feature Selection: We extract the following features:Sequence Length Feature (Sequence): The
length of the sequence.Payload Feature (Payload): The first Byte_Num bytes of the payload from the
first Packet_Num packets.Statistical Feature (Statistic): Statistical features of the traffic.

We set Packet_Num to 4 and Byte_Num to 256 because the initial few packets of network traffic
typically contain a large amount of key information, such as TCP/UDP ports, protocol type, sequence
numbers, and flags, which are very useful for traffic type identification. Extracting partial data from
the first few packets rather than the entire data stream can significantly reduce computational load
while still retaining sufficient information for classification.

3)Data Normalization: To enable the model to better learn the underlying relationships in the
data, we normalize packet payload data, sequence data, and statistical data to the [0, 1] range using
the normalization formula shown in Equation (1).

X = X i X, min (1)

X max X min

4)Feature Encoding: The processed features are converted into numerical form and saved as npy
files to facilitate model processing.

5)Dataset Splitting: Finally, the preprocessed data is split into training and validation sets

according to the required proportions.

3.3. Model Design

1) CNN architecture and its role in encryption application traffic identification

Through multi-layer convolution and pooling operations, CNN convolutional neural networks
gradually reduce the spatial dimension of encrypted traffic data features while increasing the number
of channels and finally carry out Softmax classification through the full connection layer, which can
be effectively used to extract local features of encrypted traffic data. Specifically, CNN first
automatically extracts relevant features, such as packet load and statistics in traffic data, through the
convolutional layer. Then the feature dimension is reduced by the pooling layer, the most important
feature information is retained, and finally the classification decision is made by the fully connected
layer. The architecture of the model is described below:

o

Conv Pool Conv  Pool Flatten Softmax

Figure 3. CNN model architecture diagram.
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Let xi€Rk be the k-dimensional vector associated with the ith byte of traffic in a session or flow.
A session or flow of length n can be represented as:

X, =X®x,®..0x,
where @ denotes the concatenation operator. Generally, let xi:i+j represent the traffic bytes
xi,xi+1,...,xi+.A single convolution operation involves a filter weR, which is applied to a window of

h traffic bytes to produce a new feature.For example, the feature ci generated by the following
formula:

Cl- = f(W xi:i+h—1 + b)
where f iis an activation function (e.g., ReLU), w is the filter, xi:i+h-1 is the window of h traffic bytes,
and b is the bias term.

c=[e¢pinnCypn]

Where ceR. Then, we apply a max-over-time pooling operation on the feature map, and the
maximum value c*=max{c}is used as the next feature. We use multiple convolutional layers and
multiple pooling layers to extract features. These features form the penultimate layer and are passed
to a fully connected Softmax layer, which produces the final output as the probability distribution of
labels for the input session or flow.

Since data encryption does not alter the overall structure of the data flow, even after encryption,
the data flow remains a sequence with a start and an end. Therefore, Convolutional Neural Network
(CNN) models remain effective for the classification of encrypted traffic, and the classification model
for encrypted traffic should still be based on CNNs. However, encryption can completely scramble
the request information in certain parts of the traffic protocol, making it difficult to recognize features
within different data segments. As a result, the performance of CNN models is inevitably affected.

2) BiLSTM Architecture and Its Role in Encrypted Application Traffic Identification

To address the limitations of Convolutional Neural Network (CNN) technology, we need to
improve the model based on the characteristics of encrypted traffic. The temporal features of
encrypted traffic primarily manifest in packet length sequences and inter-packet time intervals. The
linear trend of the time interval sequence can be considered as the superposition of a horizontal
smoothing equation and a trend equation, generally forming a linear recurrence sequence. The packet
length sequence, on the other hand, exhibits segmental similarity. Because VPN encryption is
achieved through connections to specific websites and nodes, session packets tend to exhibit specific
lengths. Combined with the unique handshake mechanisms of encrypted traffic, this results in a
sequence that is the superposition of a horizontal smoothing equation and a seasonal smoothing
equation.By leveraging the memory of previous numerical features to find the general term of the
sequence and predict data, we consider integrating Bidirectional Long Short-Term Memory (BiLSTM)
to improve the model.

BiLSTM, a special type of Recurrent Neural Network (RNN), is particularly effective in handling
time-series data in encrypted application traffic identification. BILSTM can effectively process time-
series traffic data by using its internal memory cells to remember long-term information, thereby
automatically learning the temporal dependencies in the traffic data. Specifically, BILSTM reads the
traffic data sequence and processes it over a series of time steps. At the final layer of the network, it
outputs a fixed-length vector that contains the key features of the entire traffic sequence (Sequence).
This feature vector is then fed into a fully connected layer for classification decisions.

During the training phase, for a given time step t, the mini-batch input is Lt€Rnxd, where nn is
the number of sequence examples. In the BILSTM architecture, we assume the forward and backward
hidden states at this time step are HteRnxh and HteRnxh, respectively. Here, hh denotes the number
of hidden units. We compute the forward and backward hidden state updates as follows:

H = ¢(Lthh +H W +5h) (2)
H, =¢(Lj/f71h + H W +l;h) 3)
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Here, @ is the activation function of the hidden layer. The weight parameters Wih, Whh, Wlh
and Whh, and the bias parameters bh and bh are all model parameters. Then, the forward and
backward hidden statesHt and Ht are concatenated to form the hidden state Ht€Rnx2d.

To further enhance the learning capability of the BiLSTM network, we stack two layers of
BiLSTM in the CLSTM-MT model. The hidden state Ht from the first bidirectional layer is passed as
input to the second bidirectional layer. Finally, the output layer computes the output Ot using the
hidden state Ht from the second layer:

O, =HW,, +b, )

where Whq and bq are the weight and bias parameters of the output layer, and q is the number of
outputs. Since our BiLSTM architecture is a sequence-to-vector RNN model, we use the final output
vector Ot as the output of the BILSTM path. This output is then combined with the features extracted
by the CNN path to form a fused representation. The fused features are finally fed into a fully
connected layer for classification prediction.

3.4. Mean Teacher Framework Integration

In the task of traffic classification using deep learning models, obtaining a large amount of
labeled data is a tedious and time-consuming process. The Mean Teacher framework is a semi-
supervised learning method that improves model performance through the interaction between a
teacher network and a student network. The parameters of the teacher network are updated using
exponential moving average (EMA), while the student network is updated using conventional
gradient descent. By maintaining the stability of the teacher network, it guides the learning of the
student network.Specifically, during training, the student model is updated based on the total loss,
which is the sum of the classification loss and the consistency loss. The parameters of the teacher
model are updated using the EMA of the student model’s parameters. The EMA calculation is given
by Equation (5):

6 =ab., +(1-a)8 5)
where Ot'is the parameter of the teacher model at time step t, Ot-1'is the parameter of the teacher
model at the previous time step, Ot is the parameter of the student model at time step t, and « is the
smoothing coefficient, set to 0.9 in this study. After the training process is complete, we use the
teacher model as the model for the validation part.

4. Experimental Evaluation
4.1. Experimental Setup

4.1.1. Data Preparation

In order to verify the effectiveness of the proposed encryption application traffic identification
method based on CLSTM-Mean Teacher collaborative learning, we selected the ISCXVPN2016 data
set, a publicly available encrypted traffic data set on the Internet [16]. This type of data set contains a
variety of common encryption application traffic, covering different types of web applications, and
we divide traffic into 14 label categories according to the type of application it belongs to. During
training, we divided the incoming data set into a training data set, a verification data set, and a test
data set in a ratio of 8:1:1. Among them, the part of the training set is again in the proportion used in
the experiment (0.1:9.9; 0.5:9.5; 1:9; 1.5:8.5; 2:8) is divided into labeled data and unlabeled data. Based
on this, the validity of encrypted traffic classification on the virtual private network is evaluated. The
specific categories of the ISCXVPN2016 traffic dataset are shown in Table 1.

Table 1. ISCXVPN2016 Dataset Label.
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Label Class Count
1 Aim_Chat 1340
2 Email 5000
3 FaceBook 5000
4 FTPS 5000
5 Hangout 5000
6 ICQ 823
7 Netflix 5000
8 SFTP 5000
9 Skype 5000

10 Spotify 5000
11 Torrent 5000
12 Vimeo 5000
13 VoipBuster 5000
14 Youtube 5000

4.1.2. Equipment Requirements

During the training phase, we use the Adam optimizer to train the model, setting the learning
rate Irlr to 0.003 to optimize the entire network with 50 epochs and a batch size of 64. This method is
implemented using PyTorch 1.9.0 and trained on a PC equipped with an Intel® Core™ i9-11900K @
3.50 GHz, 64 GB of RAM, and an NVIDIA GeForce RTX 3090 GPU.

4.1.3. Evaluation Metrics

To comprehensively evaluate the performance of the model, we use four evaluation metrics:
Accuracy (AC), Precision (PC), Recall (RC), and F1 Score (F1).

e Accuracy (AC): The proportion of correctly classified samples out of the total number of samples.

e  Precision (PC): The proportion of correctly classified positive samples out of all predicted
positive samples.

e  Recall (RC): The proportion of correctly classified positive samples out of all actual positive
samples.

e  F1 Score (F1): The harmonic mean of precision and recall.

The specific formulas for each metric are as follows:

_ TP+TN (6)
TP+TN + FP+ FN
c-_1F_ (7)
TP + FP
C :L (8)
TP+TN
F1 :Z*PC*RC (9)
PC+RC

TP (True Positive): The number of samples that are correctly predicted as positive and are
actually positive.

FP (False Positive): The number of samples that are incorrectly predicted as positive but are
actually negative.

FN (False Negative): The number of samples that are incorrectly predicted as negative but are
actually positive.

TN (True Negative): The number of samples that are correctly predicted as negative and are
actually negative.

4.2. Experimental Results Compared to Baseline Models
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We used five baseline models to validate the performance of the CLSTM-MT model:1-conv CNN:
The 1-conv CNN method uses a one-dimensional convolutional layer to directly extract features from
the processed NPY files and then classifies the encrypted traffic using these features. 2-conv CNN:
The 2-conv CNN method is very similar to the 1-conv CNN, but it uses two convolutional layers and
two pooling layers in the convolutional part to extract and pool features. 3-conv CNN: Unlike one-
dimensional and two-dimensional convolutions, the 3-conv CNN uses three convolutional layers and
three pooling layers in the feature extraction part. BILSTM: Additionally, we used a Bidirectional
Long Short-Term Memory (BiLSTM) network to extract features from the sequential data of the traffic,
to evaluate the impact of sequential features on the experimental results. CNN-BiLSTM: By
combining the CNN and BiLSTM networks, we integrated the local features and sequential data
features of the traffic to validate the effectiveness of this combined network in traffic data processing.

From the experimental results in Table 2, we can observe that as the number of convolutional
layers in the CNN increases, the model’s performance tends to decline. This result is reasonable.
Therefore, we selected the 2-conv CNN, which performed better in classification among the three
convolutional models, as part of our base model algorithm. Furthermore, by using the BiLSTM
network and adding the sequential data of the traffic as input features to the model, we observed a
significant improvement in performance. Consequently, we chose the combined 2-conv CNN and
BiLSTM network as the base model architecture for both the student and teacher models in the
CLSTM-MT Mean Teacher framework.

Table 2. The performance of each model under different proportions of labeled traffic.

ISCXVPN2016 FLOPs Params
Model (10%) (10%)
1% 5% 10% 15% 20%
I-conv CNN 16.8% 31.5% 47.6% 49.8% 52.9% 285.7 5.7
2-conv CNN 27.2% 33.6% 50.8% 52.6% 54.1% 65.3 5.2
3-conv CNN 26.7% 33.9% 46.6% 50.4% 53.2% 93.2 8.5
BIiLSTM 30.3% 55.2% 57.7% 62.1% 582% 63.8 4.7
2-conv CNN+BILSTM 32.4% 40.3% 52.9% 55.2% 62.7% 71.9 10.9
CLSTM-MT 62.1% 80.3% 83.9% 93.4% 97.8% 34.9 4.1

4.3. Compared with the Experimental Results of Other Advanced Models

To further evaluate the performance of our model, we also compared our model framework with
various other methods, including:

e  Rule-Based Method: FlowPrint [0]

e  Statistical Feature-Based Method: APPScanner [12]

¢  Machine Learning-Based Method: SVM [9]

e  Semi-Supervised and Deep Learning-Based Method: MT-CNN [18]

To better balance the performance of our model with others, the experiment used 20% labeled
traffic. From Table 3, it can be seen that compared to other models, the MT-CNN and CLSTM-MT
models exhibit superior overall classification performance. However, one limitation of MT-CNN is
that it focuses solely on converting network traffic into a graph for type identification, without
considering the temporal sequence features of the traffic. This leads to lower recall rates, lower F1
scores, and relatively poorer classification performance compared to the proposed CLSTM-MT model.

Table 3. Compare with other advanced methods.


https://doi.org/10.20944/preprints202412.2397.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 30 December 2024 d0i:10.20944/preprints202412.2397.v1

10 of 13

Method Accuary Precision Recall F1-Score
FlowPrint 0.6163 0.6697 0.6651 0.6673
AppScanner 0.6266 0.4864 0.5198 0.5030
SVM 0.6767 0.5152 0.5153 0.5150
MT-CNN 0.9329 0.9492 09173 0.9330
CLSTM-MT 0.9784 0.9788 0.9784 0.9783

Table 3 shows that on the “ISCXVPN2016” dataset, the accuracy of CLSTM-MT reaches as high
as 97.84%. The 2-conv CNN + BiLSTM model, combined with the Mean Teacher framework, achieves
better traffic classification results under different labeled traffic data compared to the baseline models.
This not only significantly improves the accuracy of traffic identification but also substantially
reduces the required running time and model parameter size. In summary, compared to the other
five methods, our model framework achieves the highest overall accuracy, precision, recall, and F1
score.

Among them, the identification accuracy, recall rate and F1 score of each traffic type are shown
in Table 4.

Table 4. Classification results of different types of traffic.

CLSTM-MT MT-CNN
Class
Precision Recall F1-Score Precision Recall F1-Score

AIM_Chat 1.00 0.91 0.95 0.91 0.92 0.91
Email 1.00 0.96 0.98 0.93 0.95 0.94
Facebook 1.00 0.93 0.96 1.00 0.91 0.95
FTPS 1.00 0.94 0.97 0.96 0.92 0.94
Hangout 0.99 0.99 0.99 0.94 0.96 0.95
1CQ 1.00 0.91 0.95 0.93 0.93 0.93
Netflix 0.91 0.99 0.95 0.90 0.94 0.92
SFTP 1.00 0.86 0.93 0.92 0.84 0.88
Skype 0.98 0.99 0.99 0.96 0.98 0.97
Spotify 0.95 0.87 0.91 0.92 0.84 0.88
Torrent 0.98 0.99 0.99 0.88 0.86 0.87
Vimeo 0.95 0.95 0.95 0.91 0.93 0.92
VoipBuster 1.00 1.00 1.00 0.92 0.96 0.94
Youtube 0.94 0.98 0.96 0.90 0.92 0.91

4.4. Ablation Experiments and Results

In order to determine the effectiveness of each component of CLSTM-MT, we conducted ablation
experiments on it to better verify the effectiveness of the model performance. As can be seen from
Table 5, the Mean Teacher semi-supervised model architecture has a huge impact on model
performance. Thanks to the extraction of traffic features by the CNN convolutional network and the
processing of traffic sequence data by the BILSTM network, the Mean Teacher architecture can exert
the best performance.

Table 5. The results of ablation experiment were compared.
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ISCXVPN2016
Model
1% 5% 10% 15% 20%
Ours 62.1% 80.3% 85.4% 93.4% 97.8%
Ours w/0 2-conv CNN 51.1% 54.6% 69.4% 73.5% 85.6%
Ours w/o LSTM 53.2% 62.3% 75.3% 81.1% 91.2%
Ours w/o MT 32.4% 40.3% 52.9% 55.2% 62.7%
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4.5. Analysis of Visual Experiment Results

In the field of traffic classification, confusion matrix is usually used to verify the classification
results of different traffic data, so as to evaluate the classification performance of the model. The
performance confusion matrix of CLSTM-MT is shown in Figure 4, with the dark elements on the
main diagonal indicating that the CLSTM-MT model performs well for the classification of each
application with a small confusion error.

T Output Vector

Backward

=TT S

Sequencedata
Figure 4. LSTM model architecture diagram.

Meanwhile, the training process of accuracy and loss of the model on the ISCXVPN2016 data set
is shown in Figure 5. It can be seen that the accuracy rate of the model is 65.2%, and the loss is 1.87 at
epoch 1. The accuracy of the model gradually converges to 96%, and the loss converges to less than
0.1. The above results show that this scheme has high experimental accuracy and model loss, and can
perform well in encryption application traffic identification tasks with less data in the case of high
cost of data annotation.
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Figure 5. Recall rate confusion matrix of classification performance of ISCXVPN2016 traffic dataset by CLSTM-
Mean Teacher model.
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Figure 6. Convergence process of accuracy and loss on ISCXVPN2016 dataset.

5. Conclusions

This study aims to solve the challenges of traffic identification in cryptographic applications and
proposes a collaborative learning method based on CLSTM-Mean Teacher. Through detailed
experimental validation and result analysis, we demonstrate the significant advantages of this
approach in improving the accuracy of traffic identification for encryption applications. The
experimental results show that the proposed collaborative learning method based on CLSTM-Mean
Teacher performs well in the task of encryption application traffic identification. The model is
significantly better than the baseline method in accuracy, recall, and F1 scores. The main
contributions of this study are: By combining the powerful feature extraction capability of CLSTM
and the advantages of the Mean Teacher framework in semi-supervised learning, a new encryption
application traffic identification method is proposed, which not only improves the identification
accuracy of encrypted traffic but also has strong robustness and adaptability and can effectively
identify and classify encrypted traffic. And it can significantly reduce the model’s dependence on
labeled data. It has important theoretical significance and application value for many fields, such as
network security, traffic management, and service quality control.

Data Availability Statement: The original contributions presented in this study are included in the article.
Further inquiries can be directed to the corresponding author.
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