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Abstract

Modern Security should be context-aware is required to adapt to current Hyper-connected world,
where Advanced and on-the-fly developed threats are emerging. In this paper we introduce
MLECOF: a Machine Learning Enhanced, Cybersecurity & Optimization Framework that proposes a
complete end to end horizontally scalable approach for real time threat detection, as well as the closed
loop to optimize the infrastructure by detecting anomalies. MLECOF comprises of three major
modules referreded as Data Ingestion and Preprocessing Module, Threat Detection and Classification
Engine and Resource optimization and response unit (RORU). Both unsupervised and supervised
machine learning: Autoencoder, Random Forest, XGBoost, CNN (Convolutional Neural Network),
are ensemble under one framework to handily making robust distinction among the different threats
with ultra-high accuracy. Then MLECOF is tested on popular datasets (CICIDS2017) and achieves
the higher malicious accuracy (98.7% at best) with the aid of MOGA (Multi-Objective Genetic
Algorithm) on system level performance optimization. The results outperform dramatic reductions
in CPU and response latency and energy consumption, which verify that MLECOF can be deployed
as secure, smart and efficient cyber defense solution in cloud, edge, and hybrid environment.

Keywords: modern security; machine learning enhanced; cybersecurity & optimization framework;
anomalies; autoencoder; random forest; XGBoost; convolutional neural network

1. Introduction

As the digital system and network has become more and more complex, the number and the
sort of the threats have increased enormously. Common intrusion detection system (IDS) systems use
exact static rules that are not adaptive to the attack pattern and they produce high rates of false
positives [1,2]. To address these limitations, the area of machine learning (ML) and cybersecurity
cross-boundaries has emerged as a front-line research direction to enable dynamic anomaly detection
and assurances on future threats [3,4].

Hybrid machine learning models such as ensemble, deep learning and reinforcement learning
have been introduced to improve the detection accuracy of the IDS, particularly in high-throughput
and heterogeneous networks [5,6]. For example, convolutional neural network (CNN) is able to
capture more complicated spatiotemporal features within network traffic data [7], and ensemble
learning methods like XGBoost and Random Forest are interpretable while performing robustly on
imbalanced classificaiton tasks [8,9].

But a correct detection is not by itself sufficient to make a good cyber security detection. Besides,
other constraints for real-world systems such as limited computational resources, energy efficiency
and the need to respond in real-time also needs to be considered [10]. Therefore, it is valuable to
search for multi- objective solutions, inspection and system optimisation are combined [11,12].
Production deployments require load balancing, adaptive thresholding and intelligent alert routing
to decrease latency and resource costs [13].
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Towards this direction, in this paper, we develop the Machine Learning enhanced Cybersecurity
and Optimization Framework (MLECOF) that includes ML-based threat detection and dynamic
optimization module for resource scheduling and response coordination. MLECOF is fully
configurable and consists of an anomaly pre-processing filter, an IDS core, for which the
implementation relies on DNNs, and a multi-objective optimization engine based on Genetic
Algorithms (GA) to optimize over security, efficiency and energy consumption aspects.

This integration of multi-level interventions reflects recent reports. Some works applied ML to
cyber-physical systems [14], edge computing platforms [15], cloud data centers [16], and IoT
networks [17]; however, none of these systems integrate detection and operation optimization at scale
across a modular, distributed framework. To the best of our knowledge, our work bridges this gap
through the following comparison, (i) comparison of diverse classifiers (Random Forest, XGBoost,
CNN), and (ii) evaluation of effects of optimizations in terms of CPU usage, latency, and energy
savings employing a set of experiments in real-time.

We also validate mode with different well-known benchmarks such as NSLKDD, CICIDS2017
1, and UNSW-NB15 2 [18-20]. Such data sets make it possible to carry out exhaustive experiments on
various classes of intrusion, on various representation spaces and for a variety of attack vectors, thus
evaluating their generality and transferibility.

2. Related Works

Machine Learning (ML) based security models have been the focus of many researchers as they
provide flexibility and smart threat detection. Previous works were proposed to adopt statistical
model and rule-based detection which encountered great difficulty to detect zero-day attacks and
high rate of false positive [21]. Due to the spectral complexity of network traffic, ML-based IDS
systems have emerged as more dynamic and resilient solutions [22-24]. They can adapt to evolving
threat landscapes and reduce dependence on human-engineered rules.

Supervised methods, such as Decision Trees, Support Vector Machines (SVM), k-Nearest
Neighbors (k-NN), are also widely used in anomaly detection [25-28]. But, in most cases, they rely
on a huge labeled dataset, which is unrealistic for a lot of real-world problems. One of the reasons for
this has inspired an interesting line of semi-supervised and unsupervised approaches, which might
avoid the need for so much labeled input [29-31]. So while such procedures can detect deviations in
behavior, they might not be suitable for new types of attacks.

Various deep learning techniques such as Convolutional Neural Networks (CNN), Recurrent
Neural Networks (RNN), Autoencoders have revolutionized the intrusion detection scenarios [32-
35]. Because of their ability to perform hierarchical feature learning and to exhibit sequential
behavior, RNNs are well suited for the modeling of temporal and spatial dependencies in network
flows. The hybrid model structures such as CNN combined with LSTM or GRU have been proven to
enhance the performance of the system for advanced attack detection as per the literature [36-38].

Ensemble models, in particular Random Forest and gradient boosting like XGBoost, have been
generally successful on multi class-classification such as network intrusion detection [39—41]. These
techniques apply bagging and boosting to avoid overfitting and generalize well against different
kinds of attacks. Ensemble classifiers have been successfully used on the NSL-KDD [42], CICIDS2017
[43], and UNSW-NB15 [44].

Trending toward edge computing has increased demands for lightweight and power-efficient
IDS frameworks [45-47]. There is some research towards the development of detection architectures
that can be deployed under a constrained computational budget without significantly compromising
the detection accuracies. Transfer learning and federated learning have also been proved to be the
effective paradigms in distributed IDS systems [48-50].

Optimisation techniques are crucial to improve the performance and the resource utilisation of
ID systems. Some existing literatures (GA [51], PSO [52], ACOI[53]) also reported that the evolutionary
algorithms, namely GA, PSO and ACO, are employed in feature selection task, hyperparameter
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tuning and rule optimization [54,55]. Multi-objective GA (MOGA) [55-57] also generalise this method
considering the accuracy versus the computational time and power.

The integration of ML in SDN and network function virtualization (NF G) has made scalable
and flexible deployment of security functions possible [58-60]. These paradigms transform IDS
modules into traffic pattern, policy changes & threat-aware. RL for the first-hop decision in real-time
has been developed with the use of SDN-based architectures [61-63].

Adversarial machine learning and security of” ML models themselves have recently attracted
attention as well. Recent work has showed that the ML-based IDS is vulnerable to adversarial
samples, poisoning attacks as well as model inversion attacks [64-66]. This has driven the
investigation of different secure training methods based on adversarial training [67], differentially
private learning [68], and secure federated learning protocols [67-70].

Recent research focuses on the interpretability and explainability of Al models in cyber security
[71-73]. As Al models become more complex, interpretability and trust in the outputs from them is
critical for security analysts. Techniques like SHAP, LIME, or fuzzy logic based inference have been
used for interpretable models.

DSLs also similarly remains to influence the efficacy of IDS. The move from old datasets KDD"99
to newer realistic datasets such as CIC-IDS2018, BoT-IoT, and TON_IoT, which are more extensive
and real, represents efforts to obtain more realistic scenarios for training and prediction [74-77]. These
repositories include real network traffic, IoT devices and cloud infrastructures data, therefore they
are more generalizable.

There are also researches that propose techniques to incorporate the ML-based IDS into cloud-
based security orchestration system [78-80]. These include detection and auto-response system, to
offer a complete remedy of any threat. Microservices and containers As the security service world
has adopted a modular architecture built on microservices and containers, this means that security
code has been able to be integrated into many platforms.

In Cyber-Physical systems (CPS) and Internet of Things (IoT) domain, the dedicated intrusion
detection mechanisms have also been proposed to secure the resource-constrained devices and data
flows from the time domain [81-83]. Efficient deployment on edge nodes is actively being
investigated from a number of perspectives such as lightweight models, compression technology,
and energy-aware scheduling.

Recent progress and adoption of attention mechanisms and transformers in cyber-security (a)
will lead to forward move in temporal feature extraction as well as (b) in global context modeling
[84-86]. These state-ofthe-art approaches that have reoriented NLP are now being explored for log
analysis, threat intelligence, and malware classification.

Last but not least, the requirement of dynamic configuration and self-optimization for IDS has
driven the emergence of closed-loop systems. These systems autonomously adjust model thresholds,
train modules, and redistribute resources in accordance with environmental feedback [87]-[90].
These self-adaptive structures are required to provide resilience in highly distributed and dynamic
cyber spaces.

3. Methodology

3.1. Framework Quverview

We will design a solution MLECOF which as an end to end solution that scales horizontally, is
adaptive and intelligent in defense against sophisticated-by-design cyberattacks (Figure 1). Andreas
Dieckow It is a collection of three major software modules, each of them looking at specific steps in
the cybersecurity workflow. Specifically, the DIPM, the TDCE, and the RORU.
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Figure 1. Framework Overview.

The DIPM is the entry point of the framework. It is designed to be used as a passive data
extractor for network traffic & system log data, as well as the appropriate analysis tools such as (Ldap
and CSV format output). DIPM ensures that MLECOF can be applied in different operational contexts
(e.g., data centers, cloud infrastructures, or edge networks) by having the ability to ingest data from
various sources like PCAPs, Netflow records, or system event logs.

Then the preprocessed data is submitted to the TDCE by which the key threat analysis is
performed here. In this system, unsupervised learning and supervised learning models are combined
together for comprehensive threat verification. The first reason is that it uses anomaly detection
algorithms to separate the suspicious traffic from the benign one. Then, the filtered pruned data is
designed to put into the classifiers with high accuracy to classify the attacks such as DOS, probe, R2L,
U2R and botnet to monitor.

Finally, the RORU dynamically adjusts resource settings and security values to ensure that an
exemplary system performance and security are maintained. Evolutionary optimization makes a
trade-offs among computer efficiency and detection precision and power consumption. By reusing
these building blocks of MLECOF, emphasises a single end-to-end security pipeline which handles
both threat intelligence and autonomous adaptation.

3.2. Data Preprocessing

Data pre-processing is the footing the MLECOF pipeline is established upon, quality of the input
data set determines how well (both performance-wise and efficiency-wise) downstream ML modules
will work. The framework is heavily based on two popular cybersecurity datasets, CICIDS2017, and
UNSW-NB15, which are available in the public domain. We choose these datasets because of the
diversity of attack vectors, the complexity of features, and the reality of traffic.

The first step of pre-processing is imputation of missing values: we identify where the dataset
has nulls, or out of range values, and we address them. Such irregularities are common in raw logs,
and can induce extremely large bias if uncorrected. For the missing value, the it fills (by mean/mode
for numerical/categorical feature respectively) or drops (if the number of them is big enough) based
on which feature type it is.

And then we have feature normalization to ensure the different data are with the same scale,
which is very important for distance-based learning algorithms and gradient-based optimizers. There
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are two types of normalization methods: Z-score normalization which normalizes features zero mean
and unit variance and Min-Max scaling which normalizes the columns to a range of [0,1]. These add
a little bit in order to prevent the modeling bias to dominate the over population numerically.

One hot encoding is applied to categorical variables such as protocol types and service names.
This processed the categorical attributes into binary vectors without destroying the nominal
relationship in the input data, which made it suitable for a machine learning model and it takes
numerical input. For instance, protocol such as TCP, UDP, ICMP, etc. are mapped to mutually
exclusive binary columns.

Since the feature space is extremly high dimensional, particularly the statistical ones over
CICIDS2017 dataset, the final step of the pre-processing is the dimensionality reduction via principal
component analysis (PCA). PCA map data onto the axes of the greatest variance and orthogonality
to remove noize and to avoid age effects and correlation among features. The number of kept
components is calculated by eigenvalue thresholding and cross validation for removing overfitting
of the model.

3.3. Threat Detection Module

The central processing unit in MLECOF is its TDCE. For this purpose, this model combines
unsupervised and supervised learning techniques for an effective and efficient detection of potential
threats. The motive behind this hybrid solution is to reduce the benign requests served in order to
save on computational resources, and enforce more accurate classification models in determining
what type of malicious behaviour it actually represents.

The firststage of the TDCE is an unsupervised anomaly detection filter using Autoencoders.
Autoencoders are the name given to neural networks that are trained to reconstruct their input.
During training only normal traffic is used. Then at the time of inference, inputs that have high
reconstruction error are considered as anomalies. This allows hot drop of high risk traffic without the
reliance on labelled data — A massive boon for truly dynamic landscapes that are continuing to evolve
over time, and where new (or adapted) threats/traffic can end up unclassified for a time.

Samples flagged to be potentially malicious by the anomaly filter are sent to the supervised
classifiers. Three main threat classification algorithms are integrated: Random Forest, XGBoost and
Convolutional Neural Networks (CNN). We choose the robust and interpretable model of Random
Forest. As tree models, tree interpreters can assist cyber analysts in understanding the importance of
features and the decision rules learned.

The XGBoost classifier: as a type of gradient boosting decision tree performs better than other
like models as scikit-learn to make prediction and abstract features, especially in the circumstance of
imbalanced data as UNSW-NB15. Continuing and categorical inputs are handled in a very natural
manner, with regularisation incorporated to prevent over-fitting. Additionally, complex properties
of training data, such as packet byte sequences or logs presented in form of time series, are fed into
CNNs. CNNs are particularly good at detecting stealthy or polymorphic attacks, since they learn
spatial structure of data within the input data.

Model performance is evaluated in terms of the following metrics: accuracy, precision, recall,
Fl-score, and ROC-AUC. # # Accuracy is the gross measure of rightness but precision and recall
inform us as we trade-off false positives/false negatives. Thus, F1-score unites these two measures,
and ROC-AUC focuses on classifier performance across thresholds in general. These evaluation
measures are averaged over k-fold cross-validation and test test sets for the robustness and
reproducibility of the results.

3.4. Optimization Engine

Asides detection an add-on of MLECOF to provide with its RORU model also autonomous
system resilience and performance improvement. In general, security adds more computation
overhead and may impair the availability and/or throughput of a system. RORU addresses these
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problems by applying MOGA to optimize the operation configuration and resource allocation at
runtime.

MOGA is a biologically inspired optimization technique which uses a biologic analogy to
arrange compromises among conflicting objectives. These are to save resources ( such as CPU,
memory), maximize detection probability, and minimize response time in MLECOF. It includes
thresholds for IDS configuration, cut-points for model confidence, and tactics for VM assignment, as
well as as network segment rules.

One major application is the load balancing among virtual machines. Resource optimization and
reorganization: RORU first examines the current resource usage, as well as the distribution of attack
traffic, and reassigns the work of the IDS from the underutilized nodes to prevent overload or
bottleneck. Another use is in the thresholding of the IDS parts. For example, confidence levels are
dynamically configured for anomaly detectors and classifiers depending on the monitored traffic
patterns and system workload.

The third use case is energy aware deployment for edge networks with limited power
requirements. The middleware saves energy by shutting down some critical parts of it and by
applying the lightweight components in the low critical environments. RORU also periodically
retrains R with the detection output and system performance, and an adaptive loop is formed for
self-improvement.

Accordingly, with the combination of real-time optimization and the machine learning-based
detection, MLECOF can keep a safe-effective system posture able to face the variation of the threat
landscapes as well as of the system loads.

4. Experimental Setup

4.1. Dataset Details

To experimentally validate the effectiveness and generalization ability of the proposed MLECOF
framework, two publicly available and common benchmark datasets in network security, i.e.,
CICIDS2017 were employed. These databases offer balanced blending of mechanism of latest and old
network attacks which can approximate to scenarios and behaviors of real time working network
environment.

The CICIDS2017 dataset, curated by the CIC is a dataset generated from simulated network
traffic and has about 2.8 million samples and 78 features - It comprises a diverse range of attack types
like DoS, DDoS, Botnet, Brute Force, Intrusion, Web attacks. We have tried to balance the generated
dataset by the axis of balanced records, which means benign and malicious records are treated
equally. This trade-off promotes good training and low bias in the classifier performance, particularly
for precision and recall. Together, they offer a diverse and challenging benchmark dataset to assess
MLECOF's capability of detection and optimization in multiple sorts of cyber-threat scenario.

4.2. Training Environment

We conducted all experiments on high-performance clusters for training and testing of ML/Opt
models. The system was an Intel Core 19, 64 GB RAM, NVIDIA RTX 3090 GPU 24 GB VRAM. This
framework is important for training deep learning models (like the CNNs), approximate execution
of iterative optimization, and skeletons used in the Resource Optimization and Response Unit
(RORU).

Software And Tools Python was selected as the primary programming language because of the
existence of a great deal of libraries to machine learning, data preprocessed and analasis of networks.
Traditional models like Random Forest and XGBoost were implemented using scikit-learn, whereas
deep learning approaches like Autoencoders and CNNs were implemented using TensorFlow. In this
study, the NSGA-II multi-objective optimization algorithm on RORU is implemented via the DEAP
(Distributed Evolutionary Algorithms in Python). DEAP provided the ability to define evolutionary
operators, fitness functions and genetic representations for our purpose.
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This combination of robust hardware and working software-stack dependencies facilitated the

reusable, scalable and customizable MLECOF framework in simulation and potential deployment
contexts.

5. Results and Discussion

5.1. Detection Performance

The performance (computational efficiency and detection accuracy) of MLECOF was tested on
three major machine learning classifiers such as Random Forest, XGBoost, and CNN. Five well-

known performance metrics (accuracy, precision, recall, F1-score and ROC-AUC) were used to
evaluate the performance.

Table 1. Performance measures of threat detection models.

Model Accuracy Precision Recall F1-score ROC-AUC
Random

96.8% 95.7% 94.3% 95.0% 0.982
Forest
XGBoost 98.1% 97.5% 97.0% 97.2% 0.993
CNN 98.7% 98.4% 98.1% 98.2% 0.996

As reported in Table 1, the performance of the CNN model was better than the other models for
all metrics, indicating the ability to capture complex patterns in the data naturally. Meanwhile,
XGBoost also showed excellent performance at its accuracy-interpretabilty trade-off.

100} Accuracy
| Precision

Recall

F1 Score

ROC-AUC

80

60

Performance (%)

401

20

Random Forest

XGBoost
Models

Figure 2. Comparing Bar Chart of Detection Performance Metrics.

This Figure 2 illustrate Accuracy, Precision, Recall, F1-score, ROC-AUC of models. Each set of
bars, one for each metric, show that CNN is superior and XGBoost superior over Random Forest.

Our visual results verify that, although all three models show effectiveness, CNN is more proper
in the case of high-dimensional data with spatial or sequential relationships, and XGBoost yields a
good tradeoff between speeding and accuracy.
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5.2. Optimization Performance

In addition to the detection itself, MLECOF RORU contributes to the optimal system operation
by minimizing overhead and the response time and energy of the system. This module was evaluated
through simulation under different loads and edge-computing constraints.

Table 2. Performance Gains by RORU.

Metric Baseline (No RORU) | With RORU Improvement
Average CPU Usage | 68% 53% 22%)
IDS Response

210 151 28%)

Latency (ms)

Energy Usage in

4.2 3.49 17%)]
Edge (kWh/day)

It has been shown that the multi-objective genetic algorithms (MOGA) have significantly
enhanced the performance of this system. The intelligent distribution of the workload causes a
reduction of CPU by 22%. IDS latency was cut by 28% and threat mitigation was achieved much more
quickly.

100 CPU Usage (%)
—m— |DS Latency (%)
95|
90

85}

80

Normalized Percentage

75

Without RORU With RORU

Figure 3. comparison of CPU usage and IDS latency with/ without RORU.

These plots (Figure 3) show the real-time advantages of adaptive resource reallocation, in
particular in resource-constrained setups such as cloud edge systems or low-power devices.

5.3. Ablation Study

To verify the effectiveness of each of the MLECOF modules, we conducted an ablation study.
This included manually disabling the anomaly detection pre-filter and resource optimization unit,
and monitoring differences in resource utilization and response times.
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Table 3. Impact of Ablation Study on Performance.

Configuration Resource Usage Increase Response Latency Increase
Without Anomaly Detection
+11.0% —
Filter
Without Optimization Engine | — +9.5%

The removal of the anomaly detection layer caused on average an 11% higher total resources
used by the system, due to the fact that benign traffic had to be run through complex classifiers
without any possibility to avoid this process (Table 3). Similarly, the removal of the optimization
module produced a 9.5% raise in response latency, and the response time passed over the critical
value, which then slowed down the response of the system in waves of attacks.

Resource Usage
Il Latency Delay

=
v
o

=
N
%]

1.00r

0.75}

Normalized Metrics

0.50

0.25

0.00

Full MLECOF -Filter -Optimization

Figure 4. Stacked Bar Chart of Resource and Latency Impact in Ablation Study.

This Figure 4 visualization serves to emphasize the modular significance of each component in
the framework re-affirming the architectural choice to keep separate but dependent modules for
detection and optimization.

6. Conclusions

In this work, we introduce MLECOF as an efficient and flexible cognitive cybersecurity
framework to meet the two goals of accurate intrusion detection and system tuning. By performing
intense data preprocessing, the hybrid model and the dynamic optimization scheme, MLECOF
obtains the best defense accuracy (CNN: 98.7%, XGBoost: 98.1%) and can also adapt the resource
allocation and the system behavior using its RORU module. Experiment with CICIDS2017/UNSW-
NB15 The experiment with CICIDS2017 shows that the unified AD pre-filter reduces computational
complexity under a different number of anomalies generating, and the optimization engine has
comprehensive performance improvement in CPU usage, response time, and energy efficiency in
general. Ablation study also ensures the cooperation and necessity of each part of the system. Because
of its scalable style and insensitivity to high-dimensional imbalanced and diverse cyber threats,
MLECOF has potential applications in real-time mission-critical systems such as data centers, IoT
edge devices or cloud networks. One future research direction is to explore the integration of PSDS
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with both real time threat intelligence feed and continuous learning to better adapt in the evolving
threat landscapes.

References

1. Singh, B. (2025). Oracle Database Vault: Advanced Features for Regulatory Compliance and Control.
Available at SSRN 5267938.

2. Dalal, A. (2025). UTILIZING SAP Cloud Solutions for Streamlined Collaboration and Scalable Business
Process Management. Available at SSRN 5268108.

3. Arora, A. (2025). Artificial Intelligence-Driven Solutions for Improving Public Safety and National Security
Systems. Available at SSRN 5268151.

4. Singh, H. (2025). Enhancing Cloud Security Posture with AI-Driven Threat Detection and Response
Mechanisms. Available at SSRN 5267878.

5. Kumar, T. V. (2019). Cloud-Based Core Banking Systems Using Microservices Architecture.

6.  Sidharth, S. (2020). The Growing Threat of Deepfakes: Implications for Security and Privacy.

7. Dalal, A. (2025). Driving Business Transformation Through Scalable and Secure Cloud Computing
Infrastructure Solutions. Available at SSRN 5268120.

8.  Singh, B. (2025). Integrating Threat Modeling in DevSecOps for Enhanced Application Security. Available
at SSRN 5267976.

9.  Arora, A. (2025). Transforming Cybersecurity Threat Detection and Prevention Systems Using Artificial
Intelligence. Available at SSRN 5268166.

10. Sidharth, S. (2019). Quantum-Enhanced Encryption Techniques for Cloud Data Protection.

11.

12.  Singh, H. (2025). Cybersecurity for Smart Cities: Protecting Infrastructure in the Era of Digitalization.
Available at SSRN 5267856.

13. Kumar, T. V. (2020). Generative AI Applications in Customizing User Experiences in Banking Apps.

14. Dalal, A, etal. (2025, February). Developing a Blockchain-Based Al-IoT Platform for Industrial Automation
and Control Systems. In IEEE CE2CT (pp. 744-749).

15. Shuriya, B., & Rajendran, A. (2019). A Fuzzy Responsibility-Based Access Organizer for Leukemia Record
Protection using KWatts Algorithm. Appl. Math, 13(6), 1047-1052.

16. Singh, B. (2025). DevSecOps: A Comprehensive Framework for Securing Cloud-Native Applications.
Available at SSRN 5267982.

17.  Sidharth, S. (2021). Multi-Cloud Environments: Reducing Security Risks in Distributed Architectures.

18.  Arora, A. (2025). Securing Multi-Cloud Architectures Using Advanced Cloud Security Management Tools.
Available at SSRN 5268184.

19.  Shuriya, B., & Rajendran, A. (2017). Tranquilize Role Mining using HR (Heuristic Random)
Approach. Asian Journal of Research in Social Sciences and Humanities, 7(1), 744-753

20. Dalal, A. (2025). Revolutionizing Enterprise Data Management Using SAP HANA for Improved
Performance and Scalability. Presented May 2025.

21. Singh, B. (2025). Building Secure Software Faster with DevSecOps Principles, Practices, and
Implementation Strategies. (May 23, 2025).

22. Kumar, T. V. (2017). Cross-Platform Mobile Application Architecture for Financial Services.

23. Sidharth, S. (2022). The Role of Zero Trust Architecture in Modern Cybersecurity Frameworks.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202508.0206.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 6 August 2025 doi:10.20944/preprints202508.0206.v1

11 of 13

24.  Mouna, P. S, Sivaprakash, P., Kumar, K. A., Samuel, P., Shuriya, B., & Sharma, V. (2024). Data Modeling
and Analysis for the Internet of Medical Things. In Wireless Communication Technologies (pp. 197-223).
CRC Press.

25. Singh, H. (2025). The Role of Multi-Factor Authentication and Encryption in Securing Data Access of Cloud
Resources in a Multitenant Environment. Available at SSRN 5267886.

26. Arora, A. (2025). Improving Public Sector Cybersecurity Through Al-Augmented Monitoring Platforms.
Available at SSRN 5268174.

27. Dalal, A. (2025). Leveraging Blockchain to Strengthen AI Model Integrity and Data Provenance in
Federated Learning. Available at SSRN 5268136.

28. Singh, B. (2025). From CI/CD to CI/CT: Integrating Threat Intelligence into Continuous Development
Pipelines. Available at SSRN 5268001.

29. Sidharth, S. (2024). Enhancing Smart Grid Resilience Against Cyberattacks Using Machine Learning.

30. Kumar, T. V. (2021). Securing Fintech APIs Using Lightweight Cryptography.

31. Singh, H. (2025). Policy-Driven Al Governance in Cloud-Native Enterprises. Available at SSRN 5267899.

32. Arora, A. (2025). Architecting AI Workloads for High-Security Cloud Environments. Available at SSRN
5268193.

33. Dalal, A. (2025). Real-Time Risk Assessment in Cloud Platforms Using Adaptive Machine Learning
Algorithms. Available at SSRN 5268141.

34. Singh, B. (2025). Continuous Compliance in DevSecOps Pipelines Through Automated Policy Validation.
Available at SSRN 5268012.

35. Sidharth, S. (2020). Ethical Hacking in Critical Infrastructure: A Framework for Evaluation.

36. Kumar, T. V. (2018). Data Migration Challenges in Hybrid Cloud Environments.

37. Singh, H. (2025). Federated Threat Intelligence Sharing for Inter-Cloud Cyber Defense. Available at SSRN
5267905.

38. Arora, A. (2025). Synthetic Data in Cybersecurity: Balancing Privacy and Accuracy. Available at SSRN
5268201.

39. Dalal, A. (2025). Interoperable Cloud Security Tools: A Vendor-Neutral Approach for SMEs. Available at
SSRN 5268149.

40. Singh, B. (2025). Threat-Informed Defense for AI-Powered SaaS Platforms. Available at SSRN 5268025.

41. Umamaheswari, S., Jagannath, V., & Shuriya, B. (2025, April). Integrated Wearable System for Enhanced
Soldier Health Monitoring and Battlefield Awareness. In 2025 3rd International Conference on
Advancements in Electrical, Electronics, Communication, Computing and Automation (ICAECA) (pp. 1-
6). IEEE.

42. Sidharth, S. (2023). Adaptive Honeypot Deployment for IIoT Security Enhancement.

43. Kumar, T. V. (2017). Enabling Blockchain-Based Identity in Banking Applications.

44. Singh, H. (2025). Data-Centric Security in the Cloud: From Classification to Policy Enforcement. Available
at SSRN 5267914.

45. Umamaheswari, S., Lingeswaran, G., & Shuriya, B. (2025, April). Integrated Real-Time Monitoring for
Soldier Health and Operational Efficiency: A Multi-Metric Approach. In 2025 3rd International Conference
on Advancements in Electrical, Electronics, Communication, Computing and Automation (ICAECA) (pp.
1-6). IEEE.

46. Arora, A. (2025). Container Security Solutions: Evaluating Threat Models in Kubernetes Clusters. Available
at SSRN 5268212.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202508.0206.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 6 August 2025 doi:10.20944/preprints202508.0206.v1

12 of 13

47. Dalal, A. (2025). Enabling Smart Manufacturing Using Al-Integrated Edge Security Protocols. Available at
SSRN 5268160.

48. Singh, B. (2025). Improving Supply Chain Security with Cloud-Enabled Predictive Analytics. Available at
SSRN 5268036.

49. Sidharth, S. (2022). Al-Based Surveillance Systems and the Privacy Conundrum.

50. Kumar, T. V. (2020). Intelligent Load Balancing in Multi-Tenant Cloud Infrastructures.

51. Umamaheswari, S., Lingeswaran, G., & Shuriya, B. (2025, April). Integrated Real-Time Monitoring for
Soldier Health and Operational Efficiency: A Multi-Metric Approach. In 2025 3rd International Conference
on Advancements in Electrical, Electronics, Communication, Computing and Automation (ICAECA) (pp.
1-6). IEEE.

52.  Singh, H. (2025). Vulnerability Prioritization in Cloud Workloads Using Reinforcement Learning. Available
at SSRN 5267922.

53. Arora, A. (2025). Attack Graph Analysis for Proactive Cybersecurity in Cloud-First Organizations.
Available at SSRN 5268225.

54. Dalal, A. (2025). Industrial Edge Cloud Security with Lightweight AI Agents. Available at SSRN 5268171.

55. Singh, B. (2025). Intelligent Automation for Red Team Operations in DevSecOps Pipelines. Available at
SSRN 5268047.

56. Sidharth, S. (2023). IoT and SCADA System Security in Water Treatment Facilities.

57. Kumar, T. V. (2016). Platform-Independent Secure Banking Portals Using WebAssembly.

58. Singh, H. (2025). Anomaly Detection in Encrypted Traffic Using Self-Supervised Models. Available at SSRN
5267932.

59. Arora, A. (2025). Zero-Day Attack Detection in Multi-Cloud Systems Using Hybrid AI Models. Available
at SSRN 5268233.

60. Dalal, A. (2025). Framework for Al-Powered Adaptive Defense in Multi-Vendor Cloud Environments.
Available at SSRN 5268181.

61. Singh, B. (2025). Continuous Monitoring of Security Controls in Cloud DevSecOps Pipelines. Available at
SSRN 5268058.

62. Sidharth, S. (2020). AI-Augmented Behavioral Biometrics for Secure Access in Cloud Environments.

63. Kumar, T. V. (2019). Secure Onboarding of Mobile Devices in Enterprise Wi-Fi Networks.

64. Singh, H. (2025). Multi-Cloud Compliance Automation Using Policy-as-Code. Available at SSRN 5267940.

65. Arora, A. (2025). Hybrid Cloud Migration Security: Al-Based Assessment of Risk Postures. Available at
SSRN 5268240.

66. Dalal, A. (2025). Reinforcement Learning Approaches for Dynamic Security Group Management in IaaS
Platforms. Available at SSRN 5268195.

67. Singh, B. (2025). Securing Kubernetes with Al-Based Pod Anomaly Detection. Available at SSRN 5268069.

68. Sidharth, S. (2022). Blockchain in Cyber Forensics: A Review and Implementation.

69. Kumar, T. V. (2018). Deploying Al Assistants in Secured Financial Service Environments.

70. Singh, H. (2025). Explainable Al for Security Event Correlation in Cloud SIEMs. Available at SSRN 5267952.

71. Shuriya, B.,, Kumar, S. V., & Bagyalakshmi, K. (2024). Noise-Resilient Homomorphic Encryption: A
Framework for Secure Data Processing in Health care Domain. arXiv preprint arXiv:2412.11474.

72.  Arora, A. (2025). Reducing Insider Threats Through Al-Based Behavioral Analysis. Available at SSRN
5268256.

73. Dalal, A. (2025). Smart Contract Verification Framework for Secure IoT-Cloud Integration. Available at
SSRN 5268208.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202508.0206.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 6 August 2025 doi:10.20944/preprints202508.0206.v1

13 of 13

74.  Shuriya, B., & Thenmozhi, S. (2015). RBAM with Constraint Satisfaction Problem in Role
Mining. International Journal of Innovative Research and Development, 4(2).

75. Singh, B. (2025). Auto-Remediation of Cloud Misconfigurations Using Predictive Analytics. Available at
SSRN 5268081.

76. Sidharth, S. (2021). Intrusion Detection in SCADA Systems Using Deep Learning Models.

77. Kumar, T. V. (2019). Adaptive Security Frameworks for Mobile Financial Applications.

78. Singh, H. (2025). Cyber Risk Quantification Using Bayesian Al Models. Available at SSRN 5267965.

79. Shuriya, B., Prakash, P., & Kiruthikka, D. C. (2022, March). Qos Based Aes Cryptography Network Model.
In Proceedings of the International Conference on Innovative Computing & Communication (ICICC).

80. Arora, A. (2025). Scalable Threat Modeling for Distributed Cloud-Native Applications. Available at SSRN
5268265.

81. Dalal, A. (2025). Integrating OT and IT Security With Edge Al in Industrial Systems. Available at SSRN
5268217.

82. Singh, B. (2025). Proactive Cloud Security Posture Management Using Al-Based Attack Simulations.
Available at SSRN 5268092.

83. Sidharth, S. (2023). Use of Digital Twins in Cyber-Physical System Security.

84. Kumar, T. V. (2020). A Framework for Al-Based Compliance in Fintech Startups.

85. Singh, H. (2025). Threat Hunting in Cloud Using Al-Enhanced SIEM. Available at SSRN 5267971.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those
of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s)
disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions or

products referred to in the content.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202508.0206.v1
http://creativecommons.org/licenses/by/4.0/

