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Abstract

Agentic Artificial Intelligence (AI) marks a shift from traditional AI systems that simply generate
responses to autonomous systems that can independently plan to achieve goals with minimal human
intervention. These models can do much more than just respond to prompts as they can observe, adapt,
coordinate with other agents, and even refine their own outputs over time. This literature review
draws insights from fifty-one recent empirical studies on various domains to understand how agentic
AI is being built and used today. Agentic AI systems appear in the domains of healthcare, digital twin
architectures, educational platforms, e-commerce applications, cybersecurity systems, and large-scale
network management systems and they often improve efficiency, reduce manual workload, and help in
making more informed decisions. However, this increased autonomy also raises new questions as well
because autonomous systems that can act without human intervention must be reliable, explainable,
secure, and aligned with human expectations otherwise they may cause great harm to humans. Many
implementations of such systems are still in early stages, lacking standard evaluation methods and
are facing challenges such as data access, ethical responsibility, and coordination among multiple
agents. For clearer understanding, this review outlines a taxonomy of agentic AI and it portrays several
of its current application domains, discusses common architectures and techniques, and highlights
its limitations and future directions. The results of this review suggest that progress in governance,
multimodal reasoning, and scalable coordination will be central to advancing safe and useful agentic
AI systems.

Keywords: agentic ai; agentic architecture; multi-agent llms

1. Introduction
In recent years, we see that the artificial intelligence has evolved from simply classifying data or

generating responses into autonomous systems that can interact, reason and make decisions within
complex and changing environments [1–3]. This progress or advancement has given rise to what
is currently known as agentic AI systems that do not just respond to commands but they can also
function as autonomous agents as well [4–6]. When we compare the agentic AI to the the traditional AI
models that follow a set of predefined rules, we see that the agentic systems are built to interpret goals,
to devise plans, to assess the results and work alongside both humans and other AI models when
needed [2,7]. There are also studies which bridge a gap by offering a comprehensive comparative
analysis of leading frameworks such as CrewAI, LangGraph, AutoGen, Semantic Kernel and MetaGPT
[8]. While some literature provided us with a comprehensive overview of the emerging field of AI
agentic programming [9].

The need for this move towards agentic AI systems mainly comes from real world applications
where the situations or scenarios shift way too much quickly for constant human oversight and it just
cant simply keep up for example the healthcare operations, the coordination for logistical operations
and monitoring cybersecurity opeartions [10–12]. In such environments the conventional AI systems
fall short because they might depend on a fixed set of instructions or they might depend on narrow
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contextual windows or they might depend upon continuous human supervision [1,6]. As explained
earlier that the need for the Agentic AI came from the real world applications, so this timeline in the
figure 1 shows how AI evolved from traditional to Agentic AI.

The Agentic AI systems on the other hand are designed to adjust their behavior as circumstances
change [13] but the same features that make agentic AI so promising also bring serious concerns such
as the people worry about whether these systems can be relied on, how predictable their behavior
really is and to what extent we should trust them in situations that matter [4,14,15]. As these agentic
AI systems become more capable and more widely used, it becomes increasingly important for the
researchers, developers, and organizations to understand what this shift truly means. Only then can
we make sure that autonomous AI is introduced in a way that it is responsible, safe and aligned with
human needs and expectations [4,14,16,17].

Figure 1. Timeline For Evolution of AI to Agentic AI.

In the literature we observe that the recent works of agentic AI approach and examine it from
several different angles such as how these systems are designed, how they are coordinated, how
multiple agents inside these systems work together and how these systems perform in the real world
environments [18–20]. We observed that a growing number of studies highlight the use of both large
and smaller language models to break down the reasoning tasks, to use external tools and collaborate
with specialized agents when needed [20–22].

We also examined the frameworks such as LangGraph, AgentOps pipelines, intent-driven orches-
tration layers, and digital twin coordination platforms which show how the agentic AI can manage
and execute the complex workflows in practice [18,23–25]. For example in the healthcare domain
we observed the agentic systems are being developed to interpret clinical data, assist in the medical
decision-making and track the patient conditions in real time [10,26–28], in the context of networking
and large-scale infrastructure the agents in the agentic AI are used to automate the configuration tasks,
identify security vulnerabilities and are used to manage the resources more efficiently [18,22,25,29].
There was some literature which provided us with critical analysis of the conceptual misuse of these
terms such as Agentic AI and Multiagentic AI [30] while some literature identified the core challenges
of LLMs such as challenges relating to security, privacy and trust, misinformation, misuse and bias,
energy consumption, transparency and explainability, and value alignment, that can creep into Agentic
AI systems [31].

In the educational focused domain we observed that the research is looking at how agentic
AI can serve as a learning partner or peer facilitator in supporting the students rather than simply
delivering information [32,33]. So despite the difference in domains we observed that the underlying
aim remains the same and that is to move away from the systems which only provide fixed outputs
and towards building such systems which are capable of making adaptive and context aware decisions
[6,13]. Regardless of the ongoing progress in the field of agentic AI we see that many agentic AI
implementations remain in early testing phases or they are limited to controlled environments. This
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shows that the field is still in a transitional phase and it is yet to reach a point of widespread and
standardized deployment [5,14].

Across the finalized literature we have observed that although the progress in the field of agentic
AI has been notable there are still many areas where the field lacks clarity and maturity. Firstly we
would to add that there is no broadly accepted taxonomy or a shared terminology for describing
the different forms of the agentic systems. This fact makes it difficult for the researchers to compare
approaches or evaluate their effectiveness in a consistent way [1]. Addtionally while there are many
studies which showcase the promising prototypes, there are far fewer studies which examine the long-
term stability, the ethical oversight and how well these systems transfer across different application
domains [3,13].

Figure 2. Distribution Of Papers Over Months

In addition, while there are many studies which showcase the promising prototypes far fewer
studies examine the long-term stability, the ethical oversight or how well these systems transfer across
different application domains [3,13]. We have also observed that many of the current implementations
of agentic AI rely on narrowly tailored datasets, they rely on workflows which are carefully engineered
and on controlled testing environments. Due to this the scalability and usefulness of such systems
remain limited in real-world deployments [14,16,34]. We would also like to add that the increase
in autonomy in such system raises questions about who is actually accountable for the decisions
made by these systems and how reasoning in such systems can be understood and explained to the
users and whether the users can trust these systems especially in the high-stakes contexts where the
outcomes have real impact [27,32]. These mentioned constraints or challenges present a need for a
more structured and comprehensive review which brings the existing research together in a clear way
which explains that what are the research gaps that still require attention and how the agentic AI is
currently being built and applied.

This study aims to provide the mentioned comprehensive review in a structured way as we have
tried to map the current landscape of agentic AI such as we have tried to examine where and how it is
being used as well as we have tried to identify the methods and limitations that are common across
existing work of it and before the end of the study we also propose the research priorities to guide the
development of autonomous systems that are safe, dependable and transparent in practice. There were
also some studies which provided us with a comparative analysis across both AI agents and agentic AI
paradigms. We observed that the application domains enabled by AI Agents such as customer support,
scheduling, and data summarization are then contrasted with Agentic AI deployments in research
automation, robotic coordination and medical decision support [35]. There were also some studies
that had contributed to the understanding of agentic AI frameworks by offering practical insights and
they set the ground work for further research into the applications of agentic AI in (small, medium,
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and micro-enterprises) SMMEs’ dynamic and resource-constrained economic environments [36]. We
also obeserved some literature addressing the ethical challenges posed by Agentic AI, in which they
propose solutions for goal alignment, resource constraints and environmental adaptability [37]. In the
literature we had also observed that there is enthusiasm for agentic models for their usage in medical
radiology field and there is also a pressing need to optimize workflows, enhance clinical decision
making, reduce radiologist cognitive load, and improve time-to-diagnosis for critical findings [38].

Many taxonomies and survey papers on agentic AI remain domain-specific and do not provide
a cross-domain comparison of methods, domains and open challenges, limiting their usefulness for
generalizable system designs [35,39,40]. These papers focus on edge intelligence, communications,
elderly care, and scientific discovery but they only talk about agentic AI features itself and rarely
analyze its orchestration, governance, or multi-agent coordination holistically [41–44]. Many of
these papers highlight challenges like ambiguity in definitions, lack of protocol standardization, and
fragmented architectures, yet they fail in synthesizing a consolidated state of the art view across
application domains [45–47]. These surveys also emphasize the absence of benchmarking standards,
safe operational practices, and end-to-end lifecycle governance [48,49]. Unlike these studies, our
taxonomy integrates findings across domains, methods and techniques, datasets, limitations, and future
work producing a comprehensive taxonomy synthesis that captures both technical and operational
dimensions.

The diagram in figure 2 highlights the distribution of papers over the months of December
2023 to September 2025. This distribution is according to the currently available studies in our
review/taxonomy.

The rest of the paper is arranged in a way that reflects how the taxonomy developed during
the review process. In section 4, we describe how the fifty-one papers were gathered and analyzed.
We essentially show which databases were searched, which keywords were used and which study
counted as relevant enough to get included. In section 5 we then show the taxonomy itself and explain
the main ideas or dimensions that separate different kinds of agentic systems from one another. From
there, the discussion moves into what these systems look like in practice. In section 6 we look at
where the agentic AI is currently being used for example in healthcare, networking and infrastructure
management, e-commerce settings, digital twin systems and even education etc. In the section 7 we
shift our focus to how these systems actually work under the hood such as what are the planning
components, how the multiple agents coordinate with each other and how models connect with
external tools. In section 8 we then review the datasets and data sources that the field of agentic AI
relies on. In the section 9 we then look at the main challenges that keep appearing across the literature,
the technical issues, the deployment difficulties and the concerns which are tied to ethics and trust. In
section 10 we then offer some suggestions for where future research in the field of agentic AI could be
headed, based on the gaps in the section 9. Lastly, in the section 11 we conclude the review.

2. Materials and Methods
The authors carried out this review using a practical, stepwise method to find and evaluate work

on agentic AI. In all, 51 empirical papers were included. To collect those studies, they searched several
familiar academic databases, IEEE Xplore, the ACM Digital Library, ScienceDirect, SpringerLink,
arXiv, and Google Scholar, using search phrases that reflect how people in the field actually talk about
these systems. Examples include agentic AI, autonomous AI systems, LLM multi-agent collaboration,
tool-using AI, digital twin agents, and AI workflow automation. From each study, details were pulled
that help show how agentic AI is currently being developed and used. This included the domain
where the system was applied, the type of model or coordination framework used, the data sources
supporting the system, and any strengths or limitations noted by the authors. The review also paid
close attention to recurring concerns such as scalability, reliability, explainability, and the nature of
interaction between humans and the system, since these issues appeared across many papers. Once
collected, these details were compared and grouped so that common patterns could be seen more
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clearly. Those recurring patterns formed the basis of the taxonomy discussed later in the paper. The
intention was not simply to summarize previous research, but to show how current agentic AI systems
are being built, where they tend to overlap, and where substantial gaps or unanswered questions
remain as the field continues to develop.
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Figure 3. PRISMA Flow Diagram illustrating the study selection process.

The PRISMA diagram summarizes identification, screening, eligibility and inclusion steps and
matches the counts reported in figure 3.

The paper selection followed a PRISMA-style [50] screening process, summarized as follows:

• Initial Search: Approximately 97 papers were identified through database searches and citation
chaining.

• Screening by Title and Abstract: Papers unrelated to agentic AI, general machine learning, or
purely theoretical models were removed.

• Full-Text Review: Papers that discussed autonomous agent behavior, multi-agent coordination,
or AI-driven decision workflows were retained.

• Final Inclusion: 51 papers were included for full analysis and synthesis.
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3. Taxonomy of Agentic AI and Its Current State of the Art

Figure 4. Proposed Taxonomy Diagram of Agentic AI.

The taxonomy groups the literature into five main dimensions: (1) Application Domains, (2)
Methods and Techniques, (3) Data Sources and Datasets, (4) Limitations, and (5) Future Work. This has
been illustrated in the figure 4.

4. Application Domains
Agentic AI is not a single-use idea it’s appearing across many real-world fields where autonomy,

continuous adaptation, and multi-step decision making are valuable. Below we grouped the 51 papers
by their primary application domains, summarize what agentic systems are doing in each area, and
highlight recurring benefits and domain-specific challenges. All syntheses below are drawn from the
set of 51 studies highlighted above.

4.1. Healthcare (diagnostics, monitoring, clinical workflows)

Agentic systems are used to automate end-to-end clinical pipelines, detect early signs of illness
from medical notes and sensors data, and support medical personnel with explainable outputs and
workflow suggestions [10,26,27]. Examples include agentic inference pipelines for multimodal medical
data, workflows for detecting cognitive concerns, and personalized transplant-monitoring agents
[10,27], common benefits are faster sorting of and allocation of treatment to patients, continuous
monitoring, and scalable deployment, while recurring concerns are privacy, regulatory compliance,
and the need for clinician-in-the-loop validation [22,27,28].

4.2. Networking, Telecom and 6G (intent-driven orchestration and adaptive networks)

Papers show agentic AI acting as intent translators and auto-orchestrators for network infrastruc-
ture which helps in decomposing high-level operator goals into IaC or runtime actions, optimizing
spectrum/ bandwidth, and autonomously reacting to faults [18,51–53]. AgentNet-style GFMs and
intent-based orchestration demonstrate improved resource utilization and reduced OpEx [51,52], but
real-time constraints, energy efficiency, and safe distribution of control remain open problems.

4.3. Cybersecurity and Network Monitoring

Agentic architectures (e.g., NetMoniAI) combine distributed micro-agents with centralized con-
trollers for anomaly detection, DDoS classification, and layered responses [12,20,54]. These systems
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improve detection accuracy and interpretability compared to monolithic detectors, yet adaptive mitiga-
tion, adversarial robustness, and secure agent credentialing (A2A concerns) are highlighted as urgent
gaps [12,54,55].

4.4. DevOps, Infrastructure-as-Code (IaC), and IT Operations (AIOps)

Multiple works apply agentic workflows to CI/CD pipelines, automated vulnerability detection
and remediation, and predictive AIOps [14,18,22,56]. Here agents parse IaC templates, recommend or
enact fixes, and reduce MTTR in live systems [18,22], the main trade-offs are latency and runtime cost
versus gains in automation, along with governance/approval workflows to prevent unsafe automated
changes [14,22,56].

4.5. E-commerce, Supply Chains and Business Process Automation

Agentic systems in commerce automate catalog management, customer interactions, demand
forecasting, and end-to-end supply chain decisions [11,57]. Papers report substantial operational cost
reduction and improved throughput when agents can act autonomously on structured business data
[19,57], but they also flag dataset biases, limited adaptivity to rare events, and integration friction with
legacy enterprise systems [19].

4.6. Digital Twins, Scientific Infrastructure and Industrial Control

Agentic LLMs are paired with digital twins to provide language-driven interfaces, select relevant
sensors/tools, and orchestrate predictive maintenance and fleet management tasks [24,52]. Use
cases include ship-fleet coordination and particle accelerator control [24,58], benefits include lowered
cognitive burden and better situational awareness, while strict verification, safety constraints, and the
need for digital-twin fidelity are practical barriers [24,52,58].

4.7. Education and Human-AI Collaborative Learning

Work on agentic educational agents frames them as co-learners or peer collaborators that supports
student learning, adapt to learner profiles, and participate in collaborative tasks [32,33]. While
promising personalization and engagement, concerns include dependency effects, ethical auditing,
and designing interfaces that help students form accurate mental understanding of agent behavior
[28,32,33]. Beyond education, agentic AI has also been explored in creative and design-oriented
domains, where conversational and multimodal agents support early-stage architectural exploration
and human–AI co-design [59].

4.8. Perception, Robotics and Multimodal Interaction

Papers such as Feature4X and embodied-agent studies show agentic systems combining vision,
audio, and action to perform complex perception–reasoning–action cycles (e.g., scene reconstruction,
robotic control loops) [3,34,60]. These multimodal agents broaden applicability to real-world embodied
tasks but intensify compute, data, and safety requirements.

4.9. Cross-cutting / Governance and Socio-technical Applications

Several studies focus on governance, runtime instrumentation, and the human side of deploying
agentic systems: ethics frameworks centered on interactional respect, MI9-style runtime governance,
and organizational perceptions of ROI and responsibility [14,61,62]. These works underline that
successful deployments hinge as much on governance and explainability as on pure technical capability
of the agentic systems [14,61,62].

5. Methods and Techniques
This section summarizes the technical approaches used to build, coordinate, and evaluate agentic

AI systems in the 51 papers. We have grouped techniques into following categories so we can see
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which ideas are recurring, which are experimental, and where engineering choices trade off cost,
latency, or safety.

5.1. Orchestration Patterns

We observed that there are two orchestration families dominate: (a) LLM-centric prompt chaining
and (b) separation-of-concerns architectures that split semantic reasoning from control logic [19,34].
Prompt chaining / LLM-driven pipelines are simple to prototype: an LLM decomposes a task into
steps, calls tools, and iterations [19,20]. They work well for short-horizon, loosely structured tasks
but are expensive such as they have many API calls in them. They also are fragile to prompt drift,
and struggle with observability [19,20,63]. Several applied systems still rely on this pattern for rapid
iteration [28]. Separation-of-concerns architectures (e.g., TB-CSPN and similar designs) place LLMs in
the semantic layer while using formal coordination (Petri nets, FSMs, or token-driven protocols) for
control and messaging [17,34]. This reduces LLM calls, improves verifiability, and makes orchestration
more predictable under scale [17,34]. TB-CSPN explicitly reports large efficiency gains by offloading
coordination to a formal control plane [19].

5.2. Multi-Agent Coordination and Protocols

Across the finalized literature we have observed that the coordination factor in a multi-agent
systems is shifting from the improvised message passing to more structured and standardized commu-
nication protocols [7,20,34]. The protocols such as Agent-to-Agent (A2A) protocols and the frameworks
such as the Model Context Protocol (MCP)-style frameworks define clear procedures for discovering
other agents capabilities, for exchanging credentials and negotiating intentions. The mentioned factors
play a key role in ensuring that the multi-agent systems remain both secure and scalable [13,55]. The
research studies that implement the agent-to-agent (A2A) communication protocols emphasize that
establishing the trust between agents requires more than just a simple message exchange. Checks and
balancing factors such as the verified identities, proper authorization checks and safeguards against
replayed or altered messages are consistently highlighted as the core requirements for maintaining a
reliable coordination and preventing the manipulation within the system [55]. Across the finalized
literature we also observed a hierarchical coordination method in which we have a flow that goes from
supervisor agent to the consultant agent and from there it goes to the worker agent. The mentioned
approach continues to work well for the tasks that require breaking down of the complex problems
into smaller components such as repository management or infrastructure-as-code (IaC) remediation
workflows. This hierarchal approach naturally limits the fault propagation and it establishes a more
clear boundary of responsibility in the agentic systems [13,18,22].

5.3. Planning, Reasoning and Long-Horizon Control

In the finalized literature we have observed that the agentic AI systems use different types of
planning strategies. These strategies are based on factors such as how long a task will take and how
much risk is acceptable [3,16]. In some cases the agentic AI systems combine the classical planning
with LLM-based reasoning where the large language models create the task-level plans which are
then checked with symbolic rules or validations to prevent harmful actions [13]. In other system we
had observed the agents use probabilistic or metacognitive checks which means that they measure
uncertainty, select backup options or they ask humans for confirmation when unsure. This style of
reasoning where the decisions are guided by probabilities and confidence estimates, is especially
important in sensitive settings such as healthcare and other safety-critical domains where uncertainty
must be handled carefully and the errors carry significant consequences [10,27,32]. In contrast the
learning-based planning approaches such as reinforcement learning and imitation learning are used
when the agents are able to interact with their environment and improve their decision-making
through direct feedback over time. from their environment. These approaches require secure sandbox
environments and accurate domain simulators to ensure safety [24,58,64].
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5.4. Model Stack: LLMs, SLMs, and Hybrid Deployments

A practical theme that we had observed in the literature is mixing of model sizes and special-
izations to balance cost and capability [21,25,32]. Small Language Models (SLMs) are recommended
for repetitive, narrow tasks (low latency, cheaper inference). Papers show that a surprisingly large
fraction of LLM-initiated operations can be handed off to SLMs after task clustering and fine-tuning
[21]. LLMs as generalists/fallbacks: large models remain valuable for open-ended reasoning, out-
of-distribution queries, and complex planning. Hybrid stacks route the common tasks to SLMs and
escalate ambiguous or hard reasoning to LLMs [23,32].

5.5. Tooling and External Integrations (APIs, IaC, Edge Components)

Agentic agents typically require robust tool integration [2,18,29]. Tool adapters convert agent
requests into concrete API calls (e.g., kubectl, Terraform, monitoring APIs). Effective adapters include
schema validation, idempotency checks, and dry-run modes to reduce catastrophic changes [18,22].
Edge-aware orchestration: For latency-sensitive or privacy-sensitive tasks, authors recommend running
SLMs or lightweight agents on edge devices while reserving heavy inference in the cloud [21,26,29].
Edge orchestration engines and containerized toolchains are common here in this usecase [29].

5.6. Formal Methods and Verifiability

We had observed in the finalized literature that to address the reliability and the safety needs
several works combine the formal control methods with probabilistic reasoning [23,26]. We had also
observed that the models such as the Petri nets, Colored Petri Nets (TB-CSPN) and FSMs were used to
represent thecoordination workflows so they can be inspected, simulated and formally reasoned about
[17,19,34]. The mentioned mechanisms and models help to connect tothe policies that humans can
understand with the actual coordination behaviors which is carried out by agents. In systems like MI9,
conformance engines and containment strategies actively monitor agents during their operation such
as comparing their actions to predefined policy rules and stepping in when something starts to diverge
[17]. Now instead of stopping the system outright they applied graduated interventions ranging
from gentle corrections to stronger restrictions when needed. This approach strengthens oversight, its
improves the transparency and it also helps to reduce the unexpected or unsafe behaviors from agents
in agentic AI systems.

5.7. Observability, AgentOps and Runtime Governance

Across the finalized literature we had observed that the operational maturity in the agentic
systems depends heavily on tools that can observe and interpret how agents behave in practice [19,23]
such as for example the agentOps pipelines monitor the internal workflow of agents by recording things
like call traces, memory usage and interactions with external tools. These can also track performance
factors such as task success rates, reasoning depth and response time and these can automatically
flag issues which arise during the execution [23,56]. However the observability cannot just stop at
simply documenting inputs and outputs. For the effective monitoring of the agentic system we must
also capture what is happening inside the agent which includes its reasoning steps and the semantic
cues that shape its decisions [19,23]. For runtime governance we observed that the information this
gathered from telemetry data and behavioral risk indicators data is fed into the runtime governance
modules which look for signs of drift, misaligned goals or the formation of unintended subgoals.
Systems such as MI9 show promise in this regard as it presents strong results in this area by combining
semantic telemetry with causal trace analysis allowing this system to detect problematic behavior early
and maintain a more reliable agent performance [17].

5.8. Security, Identity and Trust Mechanisms

Across the studies we had observed that the security factor appears time and time again as a
core design priority rather than something which is added later in the development process [12,65].
Such as we had observed that many studies highlighted the importance of using strong credential
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management and secure communication channels for Agent-to-Agent (A2A) interactions. Without
the verified identities and carefully scoped permissions the agent networks can become vulnerable to
issues such as impersonation attacks or unauthorized privilege escalation [13,58]. Additionally the
research also focuses on stress-testing these agentic AI systems through adversarial scenarios which
includes prompt manipulation and data poisoning attacks. To address these types of security and
trust risks, the reviewed work recommends the use of sandboxed execution environments, strict policy
enforcement and rollback or fail-safe mechanisms that allow the systems to recover safely if something
goes wrong [12,64].

5.9. Evaluation Metrics and Benchmarks

When we were going through the studies we had observed a limitation that was coming back
again and again and it was lack of a consistent framework for evaluating agentic AI systems [3,4,26].
Another thing we had obersved was that the metrics that were used across the studies also varied
widely from one project to another. Some of the works in the finalized studies measure performance
in terms of task completion or success rates such as the execution metrics reported in EnvX [13]
while other rely on familiar machine learning indicators such as precision, recall and F1 score etc
particularly in detection-focused applications [26,34]. There were also some works that we had
observed that concentrated on the operational performance using measures like mean time to recovery
(MTTR), throughput, latency or cost per task to assess how well the system performs under real-world
conditions [12,14,56]. In addition to this several works evaluated governance related outcomes such
as how frequently the system is able to detect or prevent unsafe or unintended behaviors [14,17].
Despite all of these efforts we observed that the field of agentic AI lacks the shared benchmarks
especially those which are designed to test multi-step reasoning, long-term coordination and failure
safe decision-making. Developing such standards remains an important step for the advancement of
reliable and a comparable evaluation of agentic AI.

6. Data Sources / Datasets / Evaluation Practice
We have reviewed a total of 51 finalized studies and across the 51 studies reviewed, we had

observed that the LLM’s play a central role in how the agentic AI systems are trained, how they are
evaluated and how they are deployed. However unlike the traditional machine learning research
where the standardized benchmark datasets are widely available the agentic AI systems often depend
on domain-specific, proprietary or simulated data. This is largely because these systems are designed
to operate in dynamic, real-world environments where the tasks require interaction rather than a static
prediction against a query. As a result of this phenomenon the data used in these systems is frequently
shaped by the environment settings itself regardless of the fact where it comes from such as it can come
from the clinical sensors data or the network telemetry data or user workflows data or the artificially
constructed simulations data. This section provides summary of the types of data used across the
finalized studies, how these datasets are sourced in those said studies or how they are generated and
the challenges that come in the evaluating and reproducing phase of the system performance.

6.1. Domain-Specific Operational Data

We observed across the studies that they are many agentic systems that operate inside the ap-
plied environments such as the healthcare facilities, network infrastructures, industrial plants, retail
platforms and logistics systems [25,64]. In cases such as these we had observed that the datasets are
typically native to the operational domain such for the healthcare domain as we have clinical moni-
toring data, the patient’s sensor streams data, imaging reports, risk assessment logs and anonymized
EMR data when allowed [10]. In the field of networking and telecommunication we have got the
network telemetry data, the routing statistical data, event logs, congestion and spectrum usage traces
data. For the field of cybersecurity we we have got anomaly detection logs data, the traffic signatures
data, attack simulation outputs data and the data about intrusion patterns [12,20,25]. For the field of
devOps or Infrastructure-as-Code we have got version histories data, data about the configuration
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repositories, deployment logs data, CI/CD job states data and the data about the observed system
drift [18]. In the field of supply Chain and e-Commerce we got the data about transaction histories,
inventory timelines data, vendor catalog data, and pricing/state transition records data [57,64]. These
types of data is highly contextual and sensitive, which means access is often restricted and difficult to
standardize across research groups.

6.2. Synthetic and Simulated Data

When real-world data is unavailable due to privacy, confidentiality, or safety constraints, studies
frequently rely on simulation frameworks or synthetic datasets designed to replicate environmental
conditions. Examples include network digital twins for routing, load balancing, and fault scenarios [19],
simulated patient vital signal streams for controlled clinical testing, emulated cyber-attack networks to
generate repeatable intrusion patterns [12,20,25], and synthetic task pipelines used to test orchestration
and planning under controlled noise [13]. Synthetic data enables reproducibility and stress-testing,
but may not fully capture real-world noise, irregularity, or adversarial behavior [12].

6.3. Public Benchmark Datasets

Public datasets are used less often because agentic tasks tend to be highly specialized. When
they are used, these datasets mainly serve as baseline resources for evaluation. Examples include
Feature4X and other multimodal perception datasets for vision-based reasoning, DAVIS datasets for
scene understanding in embodied agent tasks [60], GitTaskBench for evaluating tool-use and coding
agents [13], and standard machine learning datasets such as UCI or clinical and imaging archives are
used when there are agent pipelines including classification components [10]. However, there are very
few public benchmarks that evaluate multi-step decision-making, which makes it difficult to compare
results across different studies.

6.4. Data Access, Governance and Privacy Constraints

A recurring theme across the papers is the difficulty of sharing or replicating datasets, due to pa-
tient privacy and clinical ethics constraints, proprietary logs from enterprise or industrial deployments,
government and telecom regulation on network traces [12] and security sensitivities in cybersecurity
and DevOps environments [12]. As a result, cross-institution reproducibility is limited, and evaluation
tends to be local, within the context of each organization’s environment.

6.5. Data Preparation, Integration and Preprocessing Approaches

Most agentic AI systems require structured data organization before agents can reason over it [10].
Common preparation strategies observed include schema alignment and metadata standardization,
feature extraction pipelines for multimodal sensor or telemetry data [10,17], log parsing and normal-
ization in DevOps and network operations, versioning of agent memory or replayable execution traces
[17], and filtering and ethical review layers (especially in healthcare) [10]. These steps ensure the agent
can interpret environment state, track temporal changes, and make informed decisions.

7. Limitations
Across the 51 papers, authors repeatedly surface a consistent set of limitations that slow the

maturation of agentic AI from promising prototypes into reliable, widely adopted systems. We have
categorized the studies’s limitations and constraints into six categories such as technical, data and eval-
uation, governance and ethics, security and adversarial risk, human factors, and operational/economic
limitations.

7.1. Technical Limitations

LLM-driven cost and latency: Many orchestration designs that depend heavily on repeated large
language model (LLM) calls face issues like excessive token usage, high API expenses, and slow
response times. These limitations make such systems unsuitable for real-time or high-throughput
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applications [12,19,51]. Studies that adopt a separation-of-concerns approach such as TB-CSPN
highlight these issues as key reasons for shifting coordination responsibilities away from constant
LLM calls [19]. Scalability of coordination: Formal coordination techniques and Petri-net-based
controllers improve system predictability but encounter challenges when scaled to hundreds or
thousands of agents. Ensuring that resource usage grows at a slower (sub-linear) rate as the number
of agents increases remains an ongoing engineering challenge [19,34]. Long-horizon planning and
brittleness: Agents designed to plan across many steps often fail when facing changing or unpredictable
environments, such as digital twins, particle accelerators, or network control systems. In such cases,
learning-based planners must be carefully sandboxed to prevent unsafe or unstable exploration
behaviors [24,58].

7.2. Data, Benchmarking and Evaluation

Lack of standardized benchmarks: There are still very few widely accepted community bench-
marks that evaluate multi-step reasoning, long-term planning, tool-use, or safe failure handling. Most
studies rely on their own in-house or simulated datasets, which makes it difficult to compare results
across different papers [2–4]. Proprietary and sensitive datasets: Fields such as healthcare and telecom-
munications often depend on sensitive data sources like system logs or electronic health records (EHRs).
Because these cannot be openly shared, reproducibility is reduced and overall research progress in the
community slows down [10,26,27]. Synthetic-to-real gaps: While simulators and synthetic datasets
allow for safe and controlled testing, they often fail to capture real-world conditions such as noise,
adversarial behavior, or subtle human interaction patterns that significantly influence how agents
perform in practical scenarios [17].

7.3. Governance, Explainability and Ethics

One of the limitations that we observed was that even though frameworks like MI9 offer ap-
proaches for monitoring agent behavior and containing unwanted actions at runtime [17], building the
governance systems which are both reliable and light weight remains difficult. This challenge becomes
even more bigger when we work with black-box LLMs and external third-party tools, where visibility
into internal reasoning is limited overall [14,17]. In addition to this the continuous monitoring can
also add computational overhead and when the telemetry data is incomplete or even delayed it may
introduce new points of failure rather than improving the stability of the system. Agentic AI systems
also blurs the traditional lines of responsibility like when an AI agent takes an action it is not clear that
where the responsibility of it lies, like does it lie with the developer, does it lie with the organization
deploying the system, or does it lie with the the system itself. This raises some unresolved legal and
contractual questions involving liability, intellectual property, and operational oversight [4,14,66]. Here
a study says that this is a "moral crumple zone" where the accountability becomes diffused across
multiple actors which makes it difficult to assign the responsibility when the errors occur [4]. The
existing safety principles such as (HHH) in which we design the systems to be helpful, honest, and
harmless offer a starting point but again this approach fails for agents which operate independently
over a long period of time and for agents when they are interacting with users repeatedly. Recent
studies show a trend leaning towards ethics in all aspects which focus on respect, relational awareness
and the broader social impact of an agent’s behavior. However making these ethical principles into
clear and enforceable operational standards is still an ongoing and largely unresolved challenge.

7.4. Security and Adversarial Risks

Standards for securely managing agent identities, permissions, and message exchange are still in
an early stage of development. Because of this, there are real risks, an agent could be impersonated,
granted more access than intended, or even coordinate harmful actions with others. Without clear and
widely adopted security protocols, it becomes difficult to maintain trust and control when multiple
agents operate together in the same system. Studies examining Agent-to-Agent or A2A and related
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communication protocols highlight the importance of using signed identities and scoped authorizations
to establish trust and ensure secure interactions among agents [13,55].

7.5. Human Factors and Usability

Users often build a wrong idea about how agentic systems actually work. They usually think of
them as advanced search tools and fail to understand the confidence levels, reasoning steps, or how
much control these systems really have [62]. Because of this, users can trust these systems too much or
use them the wrong way. Current studies on showing the reasoning and confidence of such agents
are still in early stages. In classrooms or work environments, using too much automation can make
people too dependent on these systems or cause them to lose their own skills over time. Researchers
suggest that users should sometimes work without the system (“unplugged” sessions) and that some
decisions should still need human review or approval [4,32].

7.6. Operational and Economic Constraints

There are clear cost versus benefit trade-offs when using high-reasoning agents. In many business
tasks, such advanced systems can be unnecessarily complex and expensive. Decision-makers need to
carefully balance the cost of running and coordinating these models with the actual value they provide
[14,57]. Several industry studies show that using a mix of smaller language models (SLMs) with large
language model (LLM) backups is often a more cost-effective solution in real-world use [14,21,57].

7.7. Summary of Limitations

In short, agentic AI faces a many bottlenecks such as the technical stack (models, orchestration),
the data and evaluation ecosystem (benchmarks and privacy), governance and legal frameworks,
security posture, human-centric design, and practical deployment economics all need concurrent
progress to remove limitations in agentic platforms and increase their adoption. Many papers in the
set propose partial remedies such as SLM/LLM hybrids to lower cost, formal coordination layers
(TB-CSPN) to stabilize orchestration, and runtime governance (MI9, AgentOps) to increase safety but
no single study offers a complete solution [67]. Closing these gaps will require coordinated research,
cross-industry data sharing agreements, standardized benchmarks, and regulatory/technical tooling
for runtime oversight.

The severity graph in Figure 5 provides an overview of the fundamental challenges present in
the Agentic AI domain. As depicted, the majority of these challenges are technical in nature, with
LLM-driven cost and latency, limitations in coordination capabilities, and issues related to long-horizon
planning and brittleness emerging as the primary concerns.

8. Future Work and Research Directions
The reviewed literature shows that agentic AI is advancing steadily, yet several open research

directions remain critical for making these systems more dependable, scalable, explainable, and
suitable for real-world deployment. The following future work areas reflect recurring suggestions and
forward-looking proposals across the 51 studies.

8.1. Scalable, Efficient Agentic Architectures

There are many agentic AI systems that heavily depend upon large language models or LLMs
to break up tasks into small steps, to choose different type of tools and to coordinate actions among
agents [22,62]. As we move forward in technology, there is a need to explore more efficient hybrid
designs which combine LLMs with smaller models which are more domain focused, components
which do symbolic reasoning, and structured coordination layers [21]. The main goal is to lower
the cost of inference, reduce memory usage and improve response speed all while still retaining the
flexibility and adaptability which makes these systems effective [68–70]. Approaches such as model
distillation, role specialization, compressing agent responsibilities, and caching stable or frequently
used workflows appear to be promising directions for future research.
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Figure 5. Core problems distribution in the Agentic AI.

8.2. Standardized Benchmarks and Evaluation Frameworks

While going through the studies we have observed a gap in which we saw that there is a lack of
shared benchmarks for evaluating decisions which are made by following multiple steps, for evaluating
collaborative workflows and for evaluating how the system handles failure safely [6],[68]. In order for
the field of agentic AI to progress the future work should consider development of evaluation suites
which are not tied to a specific domain and that can accurately reflect the autonomy of the agent, the
planning ability of the agent and the reliability of the agent in using tools [13,62,71]. The mentioned
benchmarks need more than just simple task completion metrics as they should also incorporate some
of the governance measures as well. These governance measures can include measures such as how
quickly misalignment is detected or how effectively the system can intervene to prevent or mitigate
risky behavior.

8.3. Runtime Governance, Traceability and Oversight

We have observed that as the agent’s autonomy increases the need for continuous oversight
mechanisms also increases and it essentially becomes a must. The future systems will need to have
detailed activity and reasoning logs which are also known as trace logs [17]. They will also need to
have a continuous monitoring system for checking alignment [23] and ways or methods to manage
unexpected or unwanted behaviour [17]. They should also have interfaces that let people review the
decisions in a detailed or just overview form [34]. All of this highlights the need for research in field of
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"explainable autonomy frameworks" which should be capable of translating internal agent’s reasoning
into a human understandable form.

8.4. Security, Trust, and Multi-Agent Credential Infrastructure

In order to prevent issues such as impersonation, manipulation or unauthorized actions, the multi
agentic systems need to have some measures such as verification, authorization, and communication
protocols. While keeping these measures in mind, the future research can focus on implementing policy
based message routing [29,55]. It can also focus on detecting adversarial or malicious behavior in real
time [63]. All in all we can safely say that building frameworks in which we have Agent-to-Agent
(A2A) trust, which are also scalable and resistant to tampering remains an important open challenge.

8.5. Human-Centered Interaction and Collaboration

Agentic AI is changing the way how humans interact with intelligent systems. This brings new
risks or challenges of over-reliance, misinterpretation of confidence, or communication friction. To
address these issues the future research can explore on designing interaction models which can help
the users to form accurate mental models [53], introducing adjustable autonomy levels that allows
for shared or negotiated control between humans and agents [4,16] and establishing safeguards that
require human authorization for irreversible or high-impact decisions [4,14]. So, inshort more research
is needed on cooperative task design, where humans and agents work together as adaptive partners
rather than traditional tool–operator pairs.

8.6. Cross-Domain Generalization and Transfer

Right now, most agentic AI systems are still tightly tied to the specific domain they were designed
for. They depend on specialized datasets, workflows, and assumptions about the environment, which
makes it hard for them to operate anywhere else. A major direction for future research is to develop
agents that can transfer what they’ve learned in one domain (for example, DevOps automation) and
apply it in a different domain (such as IoT or healthcare) without needing to be retrained from scratch
[26,64]. To Achieve this it requires advances in how agents form generalizable understandings of the
world, how they link and reinterpret knowledge across different contexts, and how they adapt their
reasoning when conditions change.

9. Conclusion
In this review study, we take a look at how agentic AI is evolving and where it will stand in the

future. The big shift that we see is that the AI systems are no longer just recognizing patterns or giving
answers when they are prompted, it is that these systems are beginning to plan, make decisions on
their own without any human intervention, they are adapting to changes now, and they are starting
to interact with people and other systems in more flexible ways. Agentic AI is already being tried
out in domains and areas like healthcare, network control, cybersecurity, education, digital twins,
and business automation. The results while they are promising less manual work, faster responses,
more adaptive systems. They also reveal some real challenges as well. These challenges are scaling
the systems in a reliable way, keeping the AI systems under oversight without slowing them down,
evaluating them consistently and coordinating multiple agents securely.

In order to understand all of this we introduced a taxonomy which breaks the field of Agentic AI
into key parts such as how agentic systems are built, how agents in these systems coordinate, what
they can do, where they are used, what kinds of data and tools they depend on, how these agents and
these systems they are in are governed and what are the limitations which is still hold these systems
back. By organizing the research in this way we have shown how different approaches related and
where the the field of agentic AI is going as a whole. One of the main things that we observed was
that the technical progress alone is not enough, in order to move forward in this field of agentic ai, we
need clear methods for human agent collaboration, stronger and more practical governance at runtime,
shared evaluation standards that show what happens in real world conditions not just in controlled

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 8 December 2025 doi:10.20944/preprints202512.0592.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202512.0592.v1
http://creativecommons.org/licenses/by/4.0/


16 of 19

experiments. The future of the field of agentic AI depends on finding the right balance in giving the
agents enough memory to be useful while also ensuring that they remain safe, accountable and aligned
with human goals. Moving on ahead, the progress in field will require collaboration across multiple
fields such as the fields of AI, security, ethics, human–computer interaction and systems design to
make sure that the agentic AI becomes both, more effective and more trustworthy in practice.
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