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Abstract

The serverless architecture has progressively become one of the most popular way to build and deploy
applications now a days. This architecture allows the developers to focus on their code without
worrying about managing the backend servers. By using abstraction principle, the serverless approach
makes it very easier to achieve scalability, automatic resource management and cost efficiency via
pay per use model. With increase in the usage of the serverless approach, this architecture has now
expanded into domains such as the Internet of Things (IoT), high-performance computing, artificial
intelligence and the large-scale cloud environments. With the expansion of the serverless computing
comes the challenges as well which include performance challenges, reliability and maintenance
challenges. This review examines fifty peer-reviewed studies to present a structured overview of the
current state of serverless computing and it also organizes the existing work into a taxonomy that
shows key developments across application domains, technical methods, data sources and limitations
while also identifying open the research directions. We found out that there is a clear evolution
from simple function orchestration towards more intelligent, workload-aware scheduling systems
with improved cold start latency and hybrid deployments ability that span both cloud and edge
infrastructures. However despite of these advances the recurring issues such as vendor lock in,
limited debugging visibility, difficulties in managing state and unpredictable performance still pose a
challenge to widespread adoption of the serverless approach. Finally we would also like to add that
the review highlights several promising directions for future research as well which includes adaptive
resource management, distributed serverless runtimes, Al-driven optimization and better support
for heterogeneous hardware. All in all our work offers a consolidated understanding of the current
progress and future potential of serverless computing approach.

Keywords: serverless architecture; serverless computing; cloud computing; function-as-a-service;
backend-as-a-service

1. Introduction

In the last few years the serverless architecture or the serverless computing approach has emerged
as one of the most efficient software architectures in the field of distributed computing. The reason
behind this is the fact that the serverless approach allows the developers to focus more on application
logic and code without worrying too much about the server management side of things [1]. The
resulting code or the application that comes out of this approach is more modular, more event driven
and you can say that its final shape is in the form of functions [2]. These functions are then deployed on
the commercials platforms such as Amazon’s AWS Lambda, Mircosoft’s Azure Functions and Google’s
Cloud Functions [3,4]. These platforms then allocate computing resources under the FaaS (Function-as-
a-Service) model or BaaS (Backend as a service) model to execute these functions and provide services
back to the user [5-7]. This is how the serverless architecture or the serverless approach simplifies the
development process but it also introduces complexities such as resource scheduling, cold starts and
cost performance trade-offs which require some further attention with respect to research lens [8-10].
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As the time moves on the serverless computing has transformed the way the applications are
built and deployed by transferring the responsibility of infrastructure management from developers to
the cloud providers platforms [3,4]. Now instead of configuring the servers, managing the runtimes
and handling the manual scaling, the developers can now focus more on the writing of the application
logic and code while the cloud platform manages the execution and the scaling on their behalf [6,8].
This paradigm is now widely known as Function-as-a-Service (FaaS) model. This model brings several
advantages such as automatic scaling, reduced operational effort and a pay-per-use cost model that
improves efficiency [8,11]. However, as the serverless computing approach continues to expand into
the diverse domains from IoT and; edge computing [12,13] to Al-driven analytics [14,15] and high-
performance workflows [10,16]; its limitations have increasingly become more evident in the real-world
scenarios [11,17,18]. Common challenges or limitations such as cold start latency [5,9,18,19], limited
control over execution, debugging complexity [1,20], state management restrictions and unpredictable
performance often complicate the system design and degrade the user experience. In addition to
this many organizations struggle with vendor lock-in and the absence of standardized practices
across platforms. These issues highlight that while the serverless computing approach simplifies the
deployment while abstracting much of the infrastructure burden from the developers, it simultaneously
also introduces a new layers of complexity at the architectural, operational and performance level that
shows a growing need for a more indepth investigation and understanding [6,21,22].

While we were going through the finalized literature we found that there is a very large amount
of research which explores many aspects of the serverless computing approach. Some of the literature
takes a broad look at serverless computing to find out what role it plays in lowering the IT industry’s
carbon footprint [23] while some of it reveal that event-driven patterns, function chaining and API
gateway integrations are central to achieving scalability. Additionally, the serverless APIs exhibit
rapid elasticity, high fault tolerance and optimized resource utilization which conclude that the
serverless architecture, when combined with robust design patterns, offers a good approach for
scalable API deployment in dynamic digital environments [24]. Some of the literature takes a look at
the evolution of fintech within the serverless computing paradigm, assessing scalability, performance
and compliance, using case studies to examine its practical merits and ask where it falls short with
regard to limitations [25] while other parts of it present a design of a cutting-edge, performance-
focused, server-less computing platform that runs on Microsoft Azure, which was built in .NET, and
used Windows container technology for function implementation [26]. There was also a study which
had conducted the first detailed review of ten currently publicly available FaaS platforms which
explored everything from their history, to their features and pricing to where they sit within the overall
public FaaS landscape, before making a number of observations as to the state of the FaaS [27]. There
was another study which had examined the technologies and characteristics that make serverless
architectures possible and investigates the security and privacy issues that are unique to serverless
computing using the real-world incidents to illustrate these concerns [28]. We had also found a study
which discusses the importance of implementing robust security practices during the development
and deployment stages of server less applications, including secure coding techniques, vulnerability
scanning and runtime security controls [29] while there was also another study which explores the
principles, benefits, challenges and practical applications of server-less computing in modern cloud
architectures, highlighting its potential to drive efficiency and innovation [30].

In the literature we had also observed the current obstacles confronting serverless computing and
they also explore potential avenues for future research to facilitate its deployment and utilization [31]
also while examining the intersection of serverless computing and LLMs, particularly focusing on
their application within the financial industry [32]. We had also observed a detailed analyses of the
pros and cons of the serverless architectures bringing crucial insights into their ability to transform
application scalability and cost savings when deployed in the cloud computing arena [33] and how
the serverless computing has begun to transform the landscape of cloud computing by allowing
developers to deploy applications without the burden of managing server infrastructure [34]. We had
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also observed a methodical review of related literature on the topic of serverless computing, to address
the issue of the lack of compiling information on the state-of-the-art of the field of serverless computing
in which we observed a comparison of the platforms and tools used in serverless computing and
an extensive analysis of the differences[35]. We also went across a summary of findings and lessons
which were learned from a series of research experiments that were conducted in the prior years in
which we saw an argument that a careful attention must be placed on the promises associated with the
serverless model which provide a reality check for common assumptions, and suggest ways to mitigate
unwanted effects [36]. We had also come across a study in which we observed that the schedule
of the individual invocations of functions, passed by a load balancer, was done in such as a way to
minimize performance metrics related to response time [37]. So as the internet and the information
communication technology has continued to evolve, the idea of computing has evolved with equal
measure [38].

Some of the other aspects include the performance characteristics, the architectural models and
applicability of the serverless approach across the different types of applications domains [11,21,39].
Many of these studies have also looked into the optimization strategies which help in reducing the cold
start delays [5,9,18,19], while other studies emphasize on improving the resource utilization [40,41]
and modeling of the system behavior under dynamic workloads [8,11,22]. Many researchers have also
examined how the serverless platforms can be extended and integrated with the emerging domains
such as edge computing [13,42,43], cloud-native data pipelines [3,4] and Al inference workflows
[13-15] to enhance the scalability and responsiveness. Comparative analyses between the serverless
approach, microservices approach and the traditional monolithic architecture have provided the
valuable insights into the cost—performance trade-offs observed in real world deployments [3,4]. In
parallel there are also some benchmarking tools and analytical models which have been developed
to assess the performance consistency, to identify the bottlenecks and to support the configuration
optimization [6,22,39,44] for the serverless approach. With these advances in the field of serverless
computing there are a number of persistent challenges as well. These challenges include the debugging
complexity [1,20], the performance variability across providers [21], the limited visibility into execution
environments and the difficulties associated with stateful computation [11,20]. In the end, we can
say that the current body of literature shows two facts. One fact is that the growing maturity of the
serverless architecture acts as a practical computing paradigm and the other fact is the continued need
to refine it in response to evolving computational demands.

Even though the serverless approach has made some good progress there are several gaps
which remain which prevent us in fully understanding and optimizing the serverless systems [11,22].
The existing studies of taxonomy such as surveys, systematic reviews, and mapping studies etc.,
tend to focus on aspects such as cold start analysis [45], platform comparison [46], or performance
and behavior [47], but they lack an integrated, multi-dimensional synthesis across different levels of
perspective [48], [49]. Many of these secondary studies acknowledge limitations such as narrow dataset
selection, inconsistent benchmarking, optimization strategies and an absence of cross-layer analysis
connecting workloads, platforms [45,50,51]. They highlight the gaps in covering emerging domains like
edge—cloud integration, Al-driven orchestration, and hybrid serverless deployments [48,52,53]. Unlike
these studies, our review combines findings across fifty diverse papers published in the last five years
to construct a unified taxonomy that links application domains, methods and techniques, data sources,
limitations, and future work, offering a more thorough understanding of the state of the art. There are
many studies which analyze the performance and some of them also propose isolated optimizations
[9,18,19] as well but there are not many studies which offer a holistic or a overall view which connects
the application domains, runtime behavior, performance trade-offs, system limitations and emerging
solutions [6,22,44] and additionally we would also like to add that the current literature often evaluates
the serverless systems under certain controlled conditions. Due to this we may not see it reflect the
dynamic and diverse workloads observed in real-world deployments [21,54]. There are also limited
discussions on how the serverless platforms should evolve to support more complex computational
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tasks, data-intensive pipelines and distributed environments spanning both the cloud and also the
edge [13,42,43]. Our review study aims to address these gaps by extracting and combining findings
from the fifty peer-reviewed studies to construct a unified taxonomy of the serverless architecture. By
using the said taxonomy, this paper then organizes the analysis across the application use cases or the
application domains, the methods and optimization techniques, the data sources, the performance
and efficiency considerations and the recognized system limitations. By structuring the findings
through the mentioned taxonomy structure, the review contributes a consolidating understanding of
the present research direction and highlights the emerging opportunities for advancing the serverless
computing.

This bar chart in Figure 1 summarizes the literature that has been published over the last 5 years
from the year of 2020 to the year of 2025. We observed that the work reached it peak in the year of
2021.

Publication Years of Reviewed Studies (n=50)

Number of Papers

2020 2021 2022 2023 2024 2025
Year

Figure 1. Number of papers distribution over the past years.

The rest of the paper is arranged in a way that reflects how the taxonomy developed during the
review process. In the section 4 we have an outline that shows the materials and methods used to
collect, evaluate, and synthesize the selected 50 studies. This includes the search strategies, inclusion
criteria and the data extraction methods. In the section 5 we have the taxonomy diagram of serverless
architecture itself and we also describes how the recent research themes align with the different
branches of the taxonomy. In section 6 through 9 we analyze the reviewed works across four the key
dimensions: application domains, methods and techniques, data sources used in evaluation and the
system limitations reported in literature. In the section 10 we discuss the future research directions
which were identified from the emerging trends and unresolved challenges. Finally, in the section 11
we provide the concluding remarks in which we summarize the key insights and the implications for
ongoing research and the real-world adoption. By following this structured approach, the paper offers
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a clear and a comprehensive understanding of the serverless computing landscape and the direction of
its future development.

2. Materials and Methods

While we were going through the literature we followed the PRISMA document which was
released back in the year of 2020. The main purpose for using it was for guidance to ensure a
transparent and a replicatable study selection [55][76]. The search keywords included: “serverless
architecture”, “FaaS”, “function as a service”, “serverless computing”, “cold start”, “autoscaling”,
“resource allocation”, and “serverless deep learning”. Searches were executed on IEEE Xplore, ACM
Digital Library, SpringerLink, ScienceDirect, and ResearchGate between January 2020 and October
2025.

Each candidate paper was screened in three stages: title/abstract screening, full-text retrieval,
and eligibility assessment. We removed duplicates and applied exclusion criteria (non-peer-reviewed
sources, surveys when primary studies were required, regional low-quality outlets). From an initial set
of 75 records, 25 were excluded as secondary or out-of-scope, leaving 50 primary studies for detailed

extraction and analysis (see Figure 2).

[ Identification of studies via and other ]
—
Records removed before
Records identified from: screening:
Databases (IEEE Xplore, Duplicate records removed

Identification

Research Gate, Science
Direct, ACM, Springer etc) (n
= 86)

(n=3)
Records marked as ineligible
by automation tools (n = 0)

Citation searching (n = 10) Records removed for other
reasons (n = 1)

Records screened

[

Records excluded

(n=92) Irrelevant Focus (n = 1)
Reports sought for retrieval | Reports not retrieved
(n=91) "1 (n=16)

Screening

l

Reports assessed for eligibility
(n=75) »| Reports excluded:

Secondary Studies (n = 20)
Short Summary Paper (n = 1)
Language Not English (n = 2)
White Papers (n = 2)

A4

Studies included in review
(n = 50)

[ Included ] [

Figure 2. PRISMA Flow Diagram illustrating the study selection process.

2.0.1. Inclusion Criteria
Peer-reviewed journals or conference papers. Focus on serverless architecture, FaaS platforms,

optimization techniques, performance evaluation, application case studies, or system limitations.
Published between 2020 and 2025.

2.0.2. Exclusion Criteria

Non-peer-reviewed articles, blog posts, developer forums. Papers not providing technical depth
or studies discussing only container-based or VM-based architectures without serverless relevance.
Duplicate or incomplete publications.

The PRISMA diagram summarizes identification, screening, eligibility and inclusion steps and
matches the counts reported in Figure 2.
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3. Taxonomy of Serverless Architecture and Its Current State of the Art

The taxonomy groups the literature into five main dimensions: (1) Application Domains, (2)
Methods and Techniques, (3) Data Sources and Datasets, (4) Limitations, and (5) Future Works. This
has been illustrated in the Figure 3.

Taxonomy of
Serverless Architecture

Application
Domain

Artificial Intelligence/
Machine Leaning

Cloud Computing

Hybrid FaaS

High Performance
Computing

10T and Edge
Computing

Networking Systems

‘Other Specialized
Domains

Methods/
Techniques

Cold Start Mitigation
Techniques

Function Fusion &
Workflow
Optimization

Scheduling and
Resource Allocation

Performance
Modeling

Machine Learning-
Based Optimization

Platform and
Infrastructure
Enhancements

Data Sources/
Databases

[

Synthetic & Standard
Datasets

— Limitations

—*| Cold Start Latency

Simulation Functions

Function-Level Data

Domain-Specific or
Application Data

I

‘State Management
—
]

Debugging
Observability
Challenges

[ — Future Work

> Runtime
Management
ML-driven
Scheduling

Distributed Runtimes
& Hybrid Execution

Hardware Support
Standardized
> Benchmarks
Observability, Testing
& Tooling
Multi-Cloud
Orchestration

 —

Security & Privacy

Energy & Cosi-Aware
Crchestration

Resource and
[ *|Hardware Limitations
Performance
Unpredictability

Figure 3. Proposed Taxonomy Diagram of Serverless Systems.

4. Application Domains

The serverless computing approach has demonstrated significant adaptability across multiple
application domains by providing scalability and operational simplicity without the overhead of in-
frastructure management. Our study reflects its integration into AI/ML, (Internet of Things) IoT/Edge
(Edge Computing), High-Performance Computing (HPC), Hybrid Cloud Systems and Networking
environments. Each domain while it is benefiting from the flexibility that you get from the serverless
approach, faces problems in shape of unique optimization and performance challenges that drive
ongoing research forward.

4.1. Artificial Intelligence and Machine Learning

The serverless computing approach has gained a significant traction in the domains of Al and
machine learning workloads. This is due to the elasticity and event-driven execution model present
in the serverless computing approach. While going through the finalized literature we observed
that many studies show that the serverless approach is very much suitable for the inference tasks
where models can be triggered on demand, particularly in applications like document processing,
image classification and real-time analytics [13-15]. For example we observed that several works show
how the deep learning inference pipelines can be decomposed into functions which enables parallel
execution while ensuring cost-efficiency [14,56]. However, the main challenges arise when dealing
with large models or long-running training jobs, as the serverless platforms often impose execution
time limits and the lack GPU acceleration [14,15]. To mitigate these constraints or issues the researchers
have integrated the serverless architectures with external storage solutions like Amazon’s AWS Elastic
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File System and hybrid provisioning models to maintain fast loading of model parameters [13,15].
ML-driven scheduling strategies, reinforced learning based cold start prediction and the workflow
fusion approaches further illustrate how the AI methods are being used to optimize AI workloads
on serverless platforms themselves. Overall, while the serverless computing shows clear strengths
in inference scenarios and bursty Al workloads [14,15], continued innovation is needed to support
full-scale training, hardware acceleration and distributed model handling [15].

4.2. Cloud-Native and Hybrid Serverless Systems

While going through the finalized literature we observed a portion of it also explores the ap-
plication of the serverless architecture within broader cloud-native pipelines where the serverless
functions act as workflow components which are then orchestrated alongside microservices, container
platforms and traditional (Virtual Machines) or VMs [1,2]. These hybrid architectures allow developers
to use serverless approach’s scaling efficiency while maintaining the control over performance-critical
operations [1]. The comparative evaluations across the monolithic, microservices and the serverless
deployments show that the serverless often provides the cost and performance benefits under the
variable workloads but it may become expensive under the sustained high-throughput scenarios
[1,2]. Workflow orchestration tools like AWS Step Functions or Apache Airflow also influence cost-
performance trade-offs, inspiring hybrid or adaptive orchestrator models [2]. As the organizations
increasingly adopt the cloud-native practices, the serverless computing plays a crucial role in improv-
ing the modularity and deployment agility; though careful system design remains essential to balance
cost, flexibility and reliability [1,2].

4.3. High Performance Computing (HPC)

The serverless computing approach is being explored in the high performance computing domain
particularly for the parallel scientific workloads [10,16,56]. While going through the literature we
found that those studies that implement the Monte Carlo simulations or data-intensive analytics show
that thelarge-scale tasks can be decomposed into thousands of stateless functions which can then be
executed concurrently [16,56]. This approach significantly reduces the computation time by exploiting
massive horizontal scaling [10,56]. However the serverless platforms often lack guarantees for the low
latency data movement or consistent compute performance; which are critical in HPC [10]. Cold starts,
limited function runtimes and restricted memory can also limit compute heavy tasks. To overcome
these limitations some studies adopt the container based extensions, specialized orchestrators or
hybrid FaaS/CaaS deployments to handle longer running computations [10,56]. While the serverless
computing approach may not replace the traditional super-computing systems it is emerging as a
valuable complement especially for workloads that benefit from elastic burst scaling without dedicated
cluster provisioning [10,16].

4.4. IoT and Edge Computing

The Internet of things (IoT) and edge computing environments benefit from serverless architecture
due to their need for dynamic scaling and distributed event processing [7,12]. While going through the
literature we found studies that highlight how the serverless platforms simplify the data handling in
heterogeneous IoT devices by enabling the functions to run on-demand when a new sensor readings
or events occur [14,43]. The serverless systems also reduce the operational overhead for the developers
in building the remote or embedded systems since no consistent server management is required [43].
In addition to this, the serverless deployments at the edge platforms have shown to reduce latency
compared to centralized cloud execution particularly for the applications which require real-time
responsiveness such as smart city traffic systems, healthcare monitoring and robotics coordination
[7,13]. However the bandwidth limitations, intermittent connectivity and the limited processing
capabilities at the edge introduce new challenges [42,43]. To address these issues, hybrid architectures
that combine Fog, Edge and Cloud layers have been proposed which ensure that the computation
is dynamically placed based on energy cost, latency and workload type [7,12,13]. The literature
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reflects growing interest in these distributed serverless solutions though the standardized architectural
patterns are still evolving.

4.5. Networking, SDN, and 5G

In the networking systems the serverless functions are used to dynamically manage the control
plane logic, enabling the adaptive routing, efficient packet processing and energy-aware resource
allocation [57]. The research works show that the integration of the serverless computing approach
into the software defined networking or SDN environments demonstrates a noticeable improvement in
scalability and energy efficiency. This is due to the fact that the network functions can be instantiated
only when required [57]. Similarly the current research work also show that the serverless deployment
at 5G edge nodes supports ultra low latency service delivery for mobile users [58]. However these
architectures introduce coordination challenges between the network traffic controllers, orchestration
systems and serverless runtimes [57,58]. Since the traffic prediction accuracy directly influences the
cold start occurrences; the future systems are expected to rely more on intelligent (Machine Learning)
ML-enhanced workload forecasting for real-time adaptation [57].

4.6. Other Specialized Domains

Beyond the mainstream application areas the serverless computing approach is also adopted in the
fields/domains of robotics, geospatial data analysis, digital health data, financial transaction processing
and distributed logging systems [21,59-61]. These domains value the serverless architecture for its
modularity, simplified deployment and elasticity [59,60]. However the domain specific limitations
often force the need for specialized optimization strategies such as improved data streaming reliability
for robots or enhanced encryption protocols for healthcare data [21,61]. These studies demonstrate
the versatility of the serverless computing while also reinforcing the need for customization and
integration with complementary computing models [59,60].

5. Methods and Techniques

The research work on the serverless architecture spans across a wide range of methodological
approaches that are aimed at enhancing performance, scalability and reliability. The studies reviewed
can be grouped into six major categories: cold-start optimization, function fusion and workflow
orchestration, resource scheduling and load balancing, performance modeling and benchmarking,
machine learning driven optimization and platform extension/enhancement. Each sub area contributes
towards reducing the latency, improving the resource efficiency and helps in achieving a predictable
performance in Function-as-a-Service (FaaS) environments.

5.1. Cold Start Mitigation Techniques

One of the most frequently discussed problem in the domain of serverless architectures is the
problem of the cold start latency. This problem occurs or happens when a function is invoked after a
period of inactivity and the platform such as google, amazon or microsoft etc must initialize a new
execution environment for it so that it may get executed [9,18]. While going through the finalized
literature we found out that there are various mitigation strategies for it. These strategies include
container prewarming, lightweight sandboxing, runtime caching and predictive invocation models
[17,49] & [19]. In addition to this we would like to add that some of the research works use the machine
learning process to learn and anticipate usage patterns for functions and then with that information
those functions which were frequently accessed were proactively kept in a “warm” state [62]. While
some works tried to overhaul the platform components to reduce the initialization overheads or they
introduced the “adaptive cold start policies” based on the workload behavior [18]. All in all we would
like to say that these approaches or techniques do help in reducing the variation in the response time of
a function but they often increase the platform resource usage and this increases the cost and deceases
the cost efficiency of the serverless platforms. This highlights the trade-off between performance
consistency and cost efficiency of the serverless platforms [9,18].
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5.2. Function Fusion and Workflow Optimization

Here the function fusion refers to combining multiple small serverless functions into fewer but
larger execution units to reduce latency which is caused by inter function communication and state
transfer [9]. This strategy can help in improving the performance for workflows that have tightly
coupled tasks or sequential dependencies [14]. However the fusion reduces modularity and this can
reintroduce monolithic behavior if applied excessively [9]. Now in order to use function fusion in
such a way that it does not brings excessive monolithic behaviour into the system we observed that in
recent works there is proposal for selective or dynamic fusion techniques that analyze the call graphs,
execution times and data dependencies before determining which functions should be merged [14].
All while for the work flow optimization we observed that some research works propose the use of
workflow optimization methods which involves the caching of the intermediate results, streamlining
of the data flow across functions and using event orchestration frameworks to coordinate complex
pipelines efficiently [1,2].

5.3. Scheduling and Resource Allocation

As the serverless systems are highly dynamic we observed that effective scheduling is crucial for
the managing of concurrency and resource utilization [40,63]. Some studies explore the scheduling
mechanisms that account for workload intensity, network latency, memory demands and cost con-
straints [64,65]. While some approaches rely on heuristics based schedulers and some other approaches
use the reinforcement learning and predictive models to assign workloads adaptively [62,63]. While
going through the literature we observed the importance of edge-aware scheduling where the tasks
are placed closer to data sources to reduce latency in (Internet of Things) IoT or real-time applications
[13,65]. We also observed that the scheduling remains a complex challenge due to unpredictable
workload fluctuations and platform transparency limitations [40,63].

Table 1. Categories of Data Sources Used in Serverless Computing Research.

Category Examples Purpose / Usage Advantages Limitations

COCOA [5], SCOPE
Synthetic, Simulated [44], FaaSDOM [6], Stress testing scaling,

Workloads And JMeter [4,13,62], concurrency, cold Highly configurable ?ﬁ;l}i,srtlicc)tursege]j:zhavior
Benchmarks custom load starts

generators [14,22]

AWS Lambda logs Modeling runtime Limited access due to
Function-Level [3,4,11,56], Azure behavior, workload Realistic and rivacy /availabilit
Execution Traces invocation traces prediction, platform-specific EonstrZints y

[3,6,66] scheduling

IoT sensor streams

[7,12,67], network

traffic logs [58,60],

E;]e %jcgi(l)nflraa%; I;% data Evaluating serverless  Practical value and Harder to reproduce
Domain-Specific Data [ 43’ 59], NLP corpora applicability in real deployment and standardize for

P-4 p applications feasibility comparison

[44,68], MNIST
[13,15,56,63],
EMNIST, LIBSVM,
EPSILON [56]

5.4. Performance Modeling and Analytical Frameworks

We observed that there are several studies which developed the analytical models to evaluate
the serverless performance under the varying conditions [8]. Techniques such as Layered Queueing
Networks (LQN) and approximate concrete execution are used to simulate the request handling,
function scaling and waiting times [8,69]. Benchmarking frameworks like FaaSDOM, SCOPE and
COCOA provide structured ways to measure cold start latency, concurrency behavior and throughput
across different cloud providers [6,44] and [5]. These models and tools help the researchers and the
practitioners in making informed decisions about architecture design, cost estimation and performance
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tuning [6,8]. However the benchmarking process itself still varies widely across studies and this makes
the cross-comparison challenging thing to do [5,44].

5.5. Machine Learning-Based Optimization

Across the literature we observed that there is growing area of research that integrates the
machine learning into serverless orchestration and optimization [62,70]. We observed that some
studies apply the machine learning techniques such as SVMs, KNN, Logistic Regression, LightGBM
and Deep Reinforcement Learning to perform tasks such as workload prediction, autoscaling decisions,
bottleneck detection and cold start anticipation [62,63]. While in other studies we saw that there are
ML-driven control loops that enable adaptive decision making that improves the performance without
the manual configuration [63,70]. However we also observed that incorporating the ML models
introduces a new overhead and this requires reliable telemetry and monitoring which themselves are
non-trivial challenges in serverless environments [44,69].

5.6. Platform and Infrastructure Enhancements

In the current literature we also saw that there are some research works that focus on modifying
or extending the underlying serverless platforms to introduce features like GPU support, accelerated
networking, enhanced state management and multi-runtime orchestration [10,15]. We also observed
that systems such as Hybrid FaaS systems and container-augmented architectures provide more
flexibility for long-running or resource-intensive workloads [10,56]. To conclude this section we will
add that emerging work also explores integrating the serverless computing with blockchain, edge
platforms and high performance distributed fabrics [7,13,57]. This suggests that the serverless systems
may increasingly function as core components in broader distributed ecosystems [13,15].

6. Data Sources/Datasets/Databases

Evaluating the serverless systems require diverse datasets and workload sources to test the
performance, latency behavior, scalability and application suitability. Across the reviewed studies
we have identified three major categories of data sources: synthetic and workload-simulation dataset
and benchmark., function-level execution traces dataset and domain-specific dataset. Each category
depending on the application’s domain and focus of the study plays a distinct role in testing and
characterization of the serverless architectures.

6.1. Synthetic, Simulated Workloads and Benchmarks

Synthetic workloads remain the dominant method for stress-testing serverless behavior under
configurable concurrency and request patterns. Benchmarking frameworks including COCOA [5],
SCOPE [44], FaaSdom [6] and ServerlessBench [21,39] emulate invocation bursts, latency spikes, and
scaling saturation to observe platform elasticity. Such workloads allow precise control of request rates,
enabling measurement of cold-start frequency and auto-scaling response times [5,6,21,44]. However,
purely synthetic testing may overlook cross-layer bottlenecks such as external I/O latency or multi-
tenant interference [21,39].

6.2. Function-Level Execution Traces

We observed that the execution traces collected from AWS Lambda, Azure Functions or open
research datasets capture the real invocation behaviors which offers insight into function duration,
memory allocation and idle-time distribution [6,44]. We saw that empirical trace driven analyses
by Mahmoudi and Khazaei [21,22,39] modeled runtime variability to develop predictive autoscalers,
while Nguyen et al. [19] combined real-trace feedback with model-predictive control for proactive
scheduling. Such datasets are very important for accurately modeling how the systems perform in
the real world but the researchers often can’t get them because of privacy rules and limited access to
system monitoring data [21,39].
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6.3. Domain-Specific Datasets

Several studies use application-specific data sources to evaluate serverless performance in practi-
cal environments. For example, Pakdil and Celik [59] utilized geospatial datasets for map-processing
workflows. Ouyang et al. [12] applied IoT sensor streams for secure edge analytics and Nishimiya and
Imai [71] used robotics telemetry to assess control-loop latency. Healthcare and financial systems have
also employed domain datasets for privacy-aware orchestration [42,63]. These specialized datasets
demonstrate the flexibility of serverless computing but are harder to reproduce or standardize for
comparison.

This pie chart in Figure 4 highlights the nature of the datasets that is used in the finalized literature
that has been published over the last 5 years from the year of 2020 to the year of 2025. We observed a
distributed usage with respect to nature of dataset spanning across from domain specific to function
level traces and synthetic type of datasets.

Synthetic/Simulated/Benchmark
Function-Level Traces

Domain-Specific (ML/IOT/Network/Other)

Figure 4. Distribution of datasets.

7. Limitations

While the serverless computing has advantages, it also has a number of disadvantages or limita-
tions as well. These appeared across the recent studies as we were going through the literature. We
observed that one of the main limitations of the serverless systems is the cold start latency in which
the function initialization delays can slow down performance of the entire system.

We saw that there are issues such as higher latency and extra coordination overhead due to the
reliance on the external services. We also saw that there is a vendor lock in challenge in which moving
an application from one provider to another can be costly and time consuming. We also observed that
the debugging and monitoring in serverless environemnt has its own challenges.

We would also like to add that the resource and execution constraints such as memory limits,
maximum execution duration and lack of GPU support restrict the types of workloads that serverless
platforms can efficiently handle. These limitations highlight that while the serverless computing
simplifies the deployment and scaling side of things but it still requires a careful design in terms of
trade offs and additional tooling to support complex and performance critical applications.
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7.1. Cold Start Latency

The cold start problem remains the single most cited bottleneck in serverless systems [19,62,72,73].
We observed in the literature that when the function containers sit idle for too long. Then they are
need to be reactivated before handling the new requests. This often causes the unpredictable delays
which produce latency spikes. The said latency spikes can seriously affect performance sensitive
workloads such as the real time inference or the IoT event processing [17,18]. Now to overcome these
issues we saw in the literature that there are techniques such as pre-warming and model predictive
scheduling. These techniques can reduce the problem of cold start [62,72,73] to some extent but their
main down side is that they also add platform overhead. This shows an current trade off between the
responsiveness and the cost [9,17,60]. We also observed that the frameworks such as COCOA [5] &
SCOPE [44] have started to measure and model this balance of responsiveness and cost. Along with
this we had also observed that the main challenge of maintaining the cold start times under 100 ms
mark is still unsolved [14,19,41].

7.2. State Management and Workflow Consistency

From the literature we observed that the serverless systems are essentially stateless due to which
developers must rely on external storage systems such as 53, DynamoDB or (Elastic File System) EFS
to manage persistence [4,22]. This dependency on external services often leads to a higher data access
latency and added coordination overhead. This is especially valid in the case of workflow orchestration
and AI/ML pipelines [11,14,21]. The research projects like Lambdata [74] and function fusion models
[9] have made the progress towards easing this problem. These projects propose improvements in the
transfer of intermediate state but achieving the full transactional consistency across the distributed
functions still remains an open challenge [8,14,21].

7.3. Vendor Lock-In and Lack of Portability

We observed in the literature that the differences in runtime environments, API designs and
configuration formats across the major cloud providers often leads to an issue know as a vendor
lock-in. We observed that this issue continues to be a major obstacle for multi cloud adoption [4,10,22].
In practice moving the applications between platforms such as AWS Lambda, Azure Functions and
Google Cloud Functions usually requires a good deal of refactoring and manual adjustment [22]. We
also saw that there are open source projects such as OpenFaaS and Knative which have made progress
toward standardizing deployment workflows [6,54] but true interoperability is still limited by the
provider’s proprietary runtime behavior and unique billing model [22].

7.4. Debugging and Observability Challenges

In the debugging side of things we saw that in the serverless systems this process continues to
be a major challenge. This is mainly because of the fact that the functions run in short lived, opaque
containers which have a very limited runtime visibility [1,4,20]. The logs and the traces that are
available at time don’t provide enough details and this makes it hard to pinpoint the root cause of
issues or to fine tune performance [6,20,39]. Through De Silva and Hewawasam [1] we found that even
the automated testing frameworks run into such difficulties when they are trying to inspect failures
at the invocation level. This is particularly the case when the system scales up in parallel with other
modules. So all in all these limitations point to the need for the better observability tools and more fine
grained telemetry in future Faa$S platforms [1,4,20].

The severity graph in Figure 5 provides a clear visualization of the dominant challenges found
within the serverless computing domain. As illustrated, the majority of these issues are technical in
nature, with cold-start latency emerging as the most significant and recurring concern.
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Severity of Limitations Across Serverless Computing Studies

Governance Data/Benchmarking

Security Technical

Human Factors Economic
Figure 5. Core problems distribution in the Serverless Domain.

7.5. Resource Constraints and Hardware Limitations

In the literature we observed that many of the serverless environments still face strict limits on
critical resources such as the memory, CPU and execution time and in most cases these environment
do not provide access to GPU acceleration [15,22,43]. Because of these restrictions we saw that running
and executing compute intensive workloads such as deep learning training and large scale scientific
simulations still remains challenging [10,15,43]. Some of the researchers have started to use hybrid
designs that rely on the container extensions or they offload parts of the work to edge devices [10,15,43].
While these approaches can ease the restrictions to some extent but they often add extra layers of
orchestration that push overall costs higher [22].

7.6. Performance Unpredictability

We observed that the performance of the severless systems can vary significantly between the
invocations. This is because of the multi tenancy and opaque scheduling that is observed in the
platforms which providethe serverless services. Benchmarking studies such as COCOA [5], SCOPE
[44] and FaaSdom [6] have consistently shown performance variance of over 25-40% even for identical
workloads. This level of fluctuation makes it difficult to estimate costs accurately, enforce (Service
Level Agreements) SLAs or maintain consistent (Quality of Service) QoS guarantees [22,39]. Some
machine learning based predictive schedulers [62] have helped to reduce some of this instability but
fully deterministic performance remains out of reach.
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8. Future Work and Research Directions

After going through the literature we believe that there is still a lot of potential for serverless
computing to grow, particularly in the performance, flexibility and practical use side of things. One
ongoing challenge in the serverless computing is dealing with cold starts and improving how the
resources are used. Some recent methods such as adaptive pre warming, lightweight isolation and
faster runtime environments have shown encouraging progress in reducing the startup delays. In
parallel there is also an increase in interest of adding better support for GPUs (Graphical Processing
Units) and TPUs (Tensor Processing Units) since these accelerators are becoming essential for running
modern, compute intensive machine learning and data processing tasks. We observed that there is
a worthwhile direction of hybrid orchestration models that mixes serverless, containers and edge
resources making it easier to run applications across distributed systems.

As we move towards the end from the review we believe it could be understood that better
benchmarking standards are needed so that different platforms can be compared fairly. Having
richer datasets and access to shared execution traces would make it easier for us and our fellow
researchers to study the workload patterns and autoscaling in more detail manner. At the same time
we we think that integrating Al driven decision making into the workload prediction, scheduling
and automated performance tuning could make these systems far more efficient. There is also a
real potential in connecting serverless platforms with newer technologies like blockchain, quantum
runtimes and distributed inference engines. Last but not the least dealing with vendor lockin through
open deployment tools and cross platform orchestration frameworks will be keys to making serverless
a truly portable and sustainable platform in the long run.

8.1. Adaptive and Predictive Runtime Management

Another observation that we made was that developing an adaptive pre warming and predictive
warm pool management that can balance responsiveness and costs remains critical. So prior work
using the capacity planning, model predictive control and reinforcement learning shows a strong
potential for controllers that proactively keep the right functions warm based on learned invocation
patterns and cost constraints [5,19,73]. Based on the current state of literature we think that the future
work in serverless domain should focus on the lightweight models that operate with sparse telemetry
(limited monitoring data such as system performance metrics, logs, traces etc) and on hybrid policies
that trade a small, provable resource overhead for much lower cold start latency.

8.2. ML-driven Scheduling and Autoscaling at Scale

Machine-learning schedulers that generalize across workloads and providers are an active future
work direction. Efforts such as FaaSRank and RL-based orchestration show promise, future research
should evaluate transferable ML policies (trained on diverse trace data) and robust online adaptation
to mitigate concept drift in invocation patterns [14,15,62]. Benchmarks of ML controllers under realistic
noise and multi-tenant interference are required before production adoption [75].

8.3. Distributed Serverless Runtimes and Hybrid Execution

To support data-intensive and long-running workloads, research should further the design
of distributed FaaS runtimes and hybrid FaaS/Caa$S orchestration layers that combine fast elastic
functions and long-lived containers seamlessly [10,14,40]. This includes consistent state-handoff
mechanisms, placement algorithms aware of data locality, and lightweight RPC state channels to
reduce function-to-function data transfer costs.

8.4. Heterogeneous Hardware Support (GPU/TPU/Edge Accelerators)

Expanding serverless to support hardware accelerators is essential for large ML and HPC work-
loads. Studies demonstrating GPU-assisted and edge-accelerated pipelines suggest work on trans-
parent accelerator scheduling, GPU pooling strategies, and cost-aware accelerator tenancy models is
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needed to make Faa$S viable for ML inference and some classes of training tasks [14,15,43]. Research
should address isolation, cold-starts for accelerator contexts, and pricing models.

8.5. Standardized Benchmarks, Shared Traces, and Reproducibility

The community should converge on standard benchmark suites, shared invocation-trace reposi-
tories, and workload taxonomies to make results comparable across studies and providers [6,39,44].
Future work should produce canonical trace releases (anonymized) and standardized workload mixes
that include bursty, diurnal, and adversarial patterns to stress test autoscalers and schedulers.

8.6. Observability, Testing, and Development Tooling

Improved observability primitives, deterministic local testing, and fault-injection frameworks are
required so developers and researchers can reproduce, trace, and debug distributed functions at scale
[6,20,39]. Research should explore lightweight distributed tracing standards for ephemeral functions
and debuggers that can reconstruct causality across fused or dynamically re-partitioned workflows.

8.7. Portability, Multi-Cloud Orchestration and Interoperability

Mitigating vendor lock-in requires portable deployment artifacts, multi-cloud orchestration layers,
and standardized runtime semantics that hide provider-specific behaviors [6,21,54]. Research can
target provable migration tooling, semantic compatibility layers, and hybrid scheduler APIs that allow
transparent failover and cost-aware cross-provider placement.

8.8. Security, Privacy and Federated Serverless Patterns

We have observed in the literature that the security and privacy continue to pose significant
challenges for event-driven and serverless architectures. Based on our observation in the current
literature we think that promising areas of exploration include privacy preserving serverless federated
learning, attested execution for FaaS and lightweight capability models that manage how the functions
are invoked and how data is accessed [7,63]. To make some real progress these solutions need to be
studied and tested under realistic threat conditions and evaluated with practical performance goals in
mind.

8.9. Energy-Aware and Green Serverless Scheduling

We observed that the energy aware scheduling was another area highlighted in the future research
section of the literature. This concept included ideas such as energy fungibility, along with carbon
aware placement strategies and it holds great promise particularly for edge cloud systems where
energy costs and battery limitations are important factors [57,64]. We think that the future work should
focus on quantifying the trade offs among energy consumption, latency and cost and on developing
schedulers that are optimized for the sustainability metrics.

8.10. Economics and Cost-Aware Orchestration

Based on the observations made from the current literature we think that better cost models and
cost aware orchestration methods that consider function billing, data egress and accelerator pricing
could help operators and users make smarter deployment choices within realistic budgets [4,8,41].
Similarly we think that exploring ways to integrate pricing models into autoscaling policies especially
those using spot or discounted resources could make these approaches more practical in real-world
use.

9. Conclusions

Serverless computing has evolved significantly within modern cloud architecture, allowing devel-
opers the ability to focus only on application logic while relying on platforms to manage infrastructure
and scaling.
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This review presents a clear understanding of the current state of the art of serverless architecture
mentioned in the fifty peer-reviewed studies by organizing their findings into a taxonomy consisting of
application domains, methods and techniques, data sources, limitations and future work. The review
tells us how serverless systems are being applied in various domains such as machine learning, IoT,
networking, and high-performance computing, etc. while also presenting the techniques and methods
researchers have used to address its operational challenges.

Despite the advantages of serverless computing, it still faces constant limitations, such as cold
start delays, state management complexity, platform dependency, limited debugging capabilities, and
constraints on execution environments etc. These limitations influence the performance of serverless
computing in certain scenerios and environments. However, the research on serverless computing
continues as improvements in resource scheduling, adaptive optimization, workflow orchestration,
etc. are being made.

By gathering existing papers and identifying open challenges, this review provides a foundation
for future research aimed at improving the efficiency, flexibility, and applicability of serverless architec-
tures across a wide range of computational domains and tells us that serverless computing is a rapidly
evolving field with considerable room for further innovation.
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