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Abstract

The rapid development of Large Language Models (LLMs) has made machine unlearning essential
for privacy and compliance. This technology erases specific information without retraining the whole
model. However, the inherent complexity of LLMs leads to fundamental differences in machine
unlearning compared to traditional models. To analyze these distinctions, this survey conducts a
detailed comparison of machine unlearning in traditional models and LLMs. This comparison reveals
four major challenges: performance degradation, unlearning completeness, efficiency and cost, and
black-box constraints. Instead of broadly categorizing algorithms, we structure our taxonomy around
these core challenges, systematically evaluating how existing methodologies mitigate these specific
risks, and finally discuss promising directions for future research.

Keywords: machine unlearning; large language models; data privacy; LLM unlearning; knowledge
erasure

1. Introduction

Large Language Models (LLMs) possess an incredible ability to generate text that closely resembles
human-authored content, with prominent examples including the GPT series [1], BERT [2], PaLM [3],
and Deepseek [4]. Their capabilities in text generation, summarization, and reasoning have led to
widespread application across various areas such as education, law, and communications. However,
the reliance of LLMs on vast and varied datasets increases privacy and ethical concerns in machine
learning [5,6]. To address these growing concerns, new legislation has emerged to protect individual
privacy. For instance, regulations such as the European Union’s General Data Protection Regulation
(GDPR) [7], the California Consumer Privacy Act (CCPA) [8], Japan’s Act on the Protection of Personal
Information (APPI) [9], and Canada’s Consumer Privacy Protection Act (CPPA) [10] now legally
guarantee the “right to be forgotten”. To comply with these regulations, a new technology called
machine unlearning has been developed to address the issue [11]. Machine unlearning removes data
from a model’s training set and their residual effects on its internal parameters.

Machine unlearning is a technology designed to eliminate specific data samples and their influence
from a trained model. To achieve this, algorithms apply various mechanisms to remove the effects of
targeted data. The primary objective is to create an updated model that functions as if the unlearned
data were never included in the original training set. However, applying machine unlearning to LLMs
faces significant challenges. As shown in Figure 1, the LLMs workflow is more complex. Unlike
traditional models trained on task-specific data, LLMs begin with pre-training on a massive corpus,
followed by complex fine-tuning to align behavior. This extensive process embeds knowledge deep
within the model’s parameters, making specific information extremely difficult to isolate and erase.
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Figure 1. Comparison of Traditional Machine Learning and LLM Workflows

Despite these complexities, the need to align LLMs with privacy regulations and ethical standards
makes machine unlearning a key research priority. This demand has led to a rapid increase in academic
literature that introduces various unlearning algorithms and evaluation protocols. To organize this
growing research, several survey papers categorize existing techniques and provide initial taxonomies
for the field. However, current literature lacks a comprehensive review that specifically targets the
unique technical challenges of deploying unlearning in LLMs. They often focus on broad security
threats or methods rather than practical implementation issues. To address this gap, this survey
systematically examines these unresolved issues. Table 1 details the distinctions between our work
and existing surveys and highlights the necessity of an approach focused on these challenges.

Table 1. Comparison of Representative Surveys.

Reference Year Primary Taxonomy Key Focus/Coverage

Focus: Examines optimization algorithms and in-
context learning techniques for LLMs.
Liu et al. 2025 Model and Input Limitation: Categorizes methods by algorithmic steps
[12] Optimization rather than the practical challenges of deployment
such as cost or black-box access.
Focus: Emphasizes verification mechanisms and data
handling strategies in general machine learning.

Xuetal. 2024 Data Reorganiza- Limitation: Targets traditional models and lacks de-
[13] tion and Model tail on LLM issues such as catastrophic forgetting in
Manipulation generative tasks.

Focus: Analyzes unlearning in the context of privacy
risks such as inference attacks and defense mecha-
nisms.

Liu et al. 2024 Data and Model .. . . . .
ipe Limitation: Views unlearning mainly as a security
[14] Modification Tech- . . . . .
niques defense with less discussion on utility preservation or

computational efficiency.
Focus: Reviews security threats across pre-training,
fine-tuning, and deployment.
Wangetal. 2024 LLM Lifecycle Limitation: Discusses unlearning briefly as a remedi-
[15] Stages ation strategy and lacks detailed algorithmic compari-
son.
Focus: Systematically organizes methods by four core
challenges: performance degradation, completeness,
Ours 2026 Practical Deploy- efficiency, and black-box constraints.
ment Challenges Coverage: Bridges the gap between theoretical algo-
rithms and practical application requirements.
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To bridge these gaps, this survey organizes the field of machine unlearning for LLMs from a novel
perspective, centering on the practical implementation hurdles rather than abstract taxonomies. Our
core contributions are summarized as follows:

e  We conduct a comprehensive comparison between machine unlearning in traditional models and
LLMs across data, model, and output dimensions to highlight the unique challenges specific to
LLMs.

* Based on this comparative analysis, we propose a taxonomy organized around four core imple-
mentation challenges: performance degradation, unlearning completeness, efficiency and cost,
and black-box constraints.

e We review existing methodologies using this taxonomy and evaluate how current techniques
address these constraints.

e  Finally, we use this analysis to identify critical research gaps within each challenge and outline a
clear direction for future investigation.

2. Machine Unlearning in LLMs and Traditional Models

2.1. Foundations of Machine Unlearning
2.1.1. Machine Unlearning

Machine unlearning aims to precisely remove the influence of a specific subset of data from a
trained model, without affecting the model’s performance on the remaining data. To formalize this, we
first define the full training dataset as D = {(x1,¥1), ..., (Xn,¥x)}, where each sample consists of an
input x; from an instance space Z and a corresponding label y; from a label space }. In LLM scenarios,
x; typically represents the input text, while y; denotes the subsequent token the model learns to predict.
The full dataset splits into two disjoint subsets: the forgetting set (Dy C D), which contains the data
points to be erased, and the retention set (D, = D \ Dy), which contains the data that the model should
keep remembering. The original model, denoted as M), is trained on the full dataset D, resulting in
a set of parameters 0. The objective of the unlearning process is to produce an unlearned model M,
without retraining. We define the unlearning algorithm as U, which generates a new set of parameters
0, =U(D,D iz 0). The theoretical “gold standard” is the retrained model, M,, which is trained from
scratch using only the retention set D, to derive parameters 0,. Table 2 summarizes the symbols and

notations.
Table 2. Symbols and Notations in Machine Unlearning
Notation Description Notation Description

D Full dataset 0 Parameters of original model

Dy Forgotten set 0, Parameters of unlearned model

D, Retained set 0, Parameters of retrained model

(xi,yi) Sample pair F(-;0) Output distribution of original model

Z Input space F(-;0y) Output distribution of unlearned model
Yy Label space E(-;6r) Output distribution of retrained model
M, Original model A(+) Learning process

M, Unlearned model uf-) Unlearning process

M, Retrained model Dist(, -) Behavioral divergence measure

A robust machine unlearning process must balance two complementary objectives: effectiveness,
which modifies behavior on the forgetting set, and locality, which safeguards performance on the
retention set. We can express these dual goals jointly as:

maxg, Dist(F(Dy;8), F(Dy;6,)) (Effectiveness)

1)
ming, Dist(F(D,;0), F(Dy;0,)) (Locality)
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where F(-;0,) and F(-; 0) respectively denote the output distributions of unlearned model and original
model. Dist(+, -) quantifies a divergence between these distributions, such as KL divergence.

2.1.2. Exact and Approximate Unlearning

While effectiveness and locality define the optimization goals in equation (1), we need formal
guarantees to certify that data is truly gone. Machine unlearning is categorized into exact and
approximate forms by measuring the statistical divergence between the unlearned and retrained
models. Figure 2 illustrates this verification framework.

‘ ) . Unlearning . ) .
) 0~' I‘ NS Algorithm  { lUnI.earned‘ Verifiati
, riginal —) \ erification
) Model * % - Model M,
T . Forget Set , S
b Retraining A A )
—) Retained + Exact Unlearning: Dist(M,, M,) = 0
~ Model M, » Approximate Unlearning: Dist(M,, M,) < €
Retain Set ) -

Figure 2. Exact and Approximate Unlearning

Exact Unlearning requires the unlearned model to be statistically indistinguishable from the
retrained model. This is achieved when the divergence between their output distributions on the
forgetting set is zero:

Dist(F(Dy; 6.), F(Dy; 8,)) = 0. )

Approximate Unlearning relaxes this strict constraint. Recognizing that perfect exact unlearning
is often computationally intractable, it allows for a bounded discrepancy within a tolerance € > 0:

Dist(F(Dy; 84), F(Dy;8;)) < €. 3)

2.1.3. Machine Unlearning Methods for Traditional Models

In traditional machine learning, unlearning operates as a functional update mechanism. The
process transforms the existing model parameters trained on the full dataset into a new state. The
objective is to effectively remove the influence of specific samples so that the parameters function as
if the forgotten data had never existed in the training set. We formalize this process as finding an
unlearning function U that satisfies the following equivalence:

0. = U(A(D),D,Dy) st 6, ~ A(Dy), (4)

where A(D) denotes the initial model parameters generated by the learning algorithm A on the full
dataset D. The unlearning algorithm U uses these pre-trained parameters and the relevant data
subsets to produce the unlearned parameters 6,,. The constraint 8, ~ A(D;) sets a strict distributional
requirement where the unlearned model must be statistically indistinguishable from the parameters
A(D,) generated by training exclusively on the retained set D;.

2.1.4. Machine Unlearning Methods for LLMs

Due to the complexity and large parameter space of LLMs, unlearning methods range from direct
parameter updates to inference-time interventions. Unlike traditional methods that enforce a hard
distributional constraint (Eq. 4), LLM unlearning is formulated as a relaxed optimization problem. It
includes adjusting activation or logit offsets and using few-shot in-context examples without modifying
parameters. The process determines the optimal configuration (6,,J,) that minimizes a bi-objective
loss:
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(0,,6,) = argerglin(IE,cepf [Le(f(x;6,0),y¢)] + AExep, [Le(f(x;6,6),yr)]),

(5)

where L¢ and L; denote the task-specific loss functions for forgetting and retaining, respectively. These
objectives are often asymmetric: L, typically ensures the preservation of linguistic fluency and general
knowledge, while L; targets the suppression of specific information. The function f(x; 6, ) generates
the model output for input x, parameterized by weights 6 and modified by an auxiliary intervention
variable 6. (0,,d,) defines the unlearned state, where 8 denotes internal model parameters and &
includes external or inference-time control components, such as activation or logit offsets and few-shot
in-context examples.

2.2. Key Differences Between LLM Unlearning and Traditional Machine Unlearning

As summarized in Figure 3, we compare the unlearning in traditional models and LLMs across
three dimensions: data, model, and output. These distinctions clarify why machine unlearning
strategies designed for traditional models may not work for LLMs.

S

Pre-training fine-tune deployment (ooal

O o —) oo

Unlearning A ’

Foundation Model Unlearned Model

Aligned LLM

Massive Corpus Generative Application
] B
Data Model Output
i i Primarily t ts: Exact
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Traditional Scale: S@aller, curated ! Arch|tlectlur'e. CNN, RNN ! Approximate Unlearning
Model + Structure: Often structured 1 |+ Scale: Millions of params i |+ Evaluation: Relativel
212/ data : « Knowledge: Localized, : Simpler métrics Y
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1 1
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get: P : entangled : « Recovery: Higher risk
Figure 3. Comparing Machine Unlearning: Traditional Models vs. LLMs
2.2.1. Data

Pre-training Data Scale.

LLMs are pretrained on vast and diverse text corpora, which often contain billions to trillions of
tokens. These datasets aggregate information from a variety of sources, including books, journals, and
the Internet. Conversely, traditional models generally rely on much smaller, bounded datasets tailored
to specific domains.

Data Dependencies.

LLMs run on unstructured text, which is inherently varied and fluid. To process such text
effectively, the model must understand how words connect across long distances and how their
meanings change depending on the context. This differs from traditional models, which typically rely
on structured data with clearer, more direct relationships.

Unlearning Targets.

Machine unlearning in traditional models focuses on erasing certain data points or subsets to
eliminate the impact of specific training data. In contrast, the unlearning targets in LLMs often cover
concepts, subjects, or knowledge sets [16]. This difference arises because LLM unlearning addresses
broad categories like copyrighted material, specific capabilities, or harmful content. These targets
spread throughout the data rather than existing as isolated samples [17].
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2.2.2. Model

Model Architecture.

Traditional models, such as CNNs and RNNSs, rely on architectures designed for local or sequential
processing. In contrast, LLMs rely on the Transformer architecture [18,19]. This architecture leverages
multi-head self-attention to establish dense, global connections between every token.

Model Scale.

LLMs operate on a massive scale of parameters, such as GPT-3 with its 175 billion parameters [20,
21]. In contrast, traditional models are much smaller, typically ranging from thousands to millions.
For instance, the ResNet-50 only has about 25 million parameters [22].

Knowledge Distribution.

Traditional models like CNNs generally organize knowledge in a hierarchy, with each layer
handling a specific task [23,24]. In contrast, LLMs integrate knowledge throughout the entire system.
Instead of locking information into isolated components, the self-attention mechanism scatters it across
all layers and heads [2,25].

2.2.3. Output

Unlearning Precision

For traditional models, achieving exact unlearning is feasible under certain conditions. Frame-
works like SISA (Sharded, Isolated, Sliced, and Aggregated) enable this via partitioned retraining [26].
However, the sheer scale and complexity of LLMs render exact unlearning impractical. As a result,
strategies for LLMs adopt approximate unlearning, focusing on removing data influence effectively
without significantly affecting the model’s general capabilities.

Evaluation Metrics

Evaluating traditional models is straightforward, leaning on standard metrics like accuracy and
membership inference attacks [26-28]. In contrast, LLMs face a double challenge. Evaluating linguistic
fluency is far more difficult than measuring raw accuracy. Moreover, verifying that abstract concepts
have been truly erased is much harder than checking for isolated data points [29-31].

Knowledge Recovery

LLMs are more susceptible to knowledge recovery than traditional models [32,33]. Traditional
models tend to localize knowledge in specific areas, making it easier to erase completely and harder to
recover later. Conversely, the complex Transformer architecture in LLMs distributes knowledge across
the network. This structural difference means traces of information often persist and makes it easier to
recover forgotten knowledge [34,35].

2.3. Core Challenges in LLM Unlearning

Based on the differences discussed earlier, we outline four key challenges that LLM models face
compared to traditional machine unlearning.

2.3.1. Performance Degradation

The most immediate challenge in LLM unlearning is preventing performance degradation. This
refers to the unintended loss of the model’s general capabilities the unlearning process. For instance, a
model might lose linguistic fluency, leading to redundant or incoherent text generation. Performance
degradation may also reduce the reasoning ability on tasks unrelated to the unlearning target. Any
significant drop in quality weakens the model’s value and lowers user confidence.

This challenge first arises primarily from the complex data dependencies inherent in unstructured
text. LLMs process language by modeling word relationships across large contexts. Unlearning
targets often span across these linguistic structures rather than existing as discrete units. Consequently,

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202603.0114.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 March 2026 d0i:10.20944/preprints202603.0114.v1

7 of 33

removing a specific concept creates gaps in the syntactic and semantic associations required for text
generation. This disruption directly reduces the model’s linguistic fluency.

The underlying model architecture further amplifies this challenge. Based on the Transformer
framework, LLMs distribute knowledge across billions of parameters via multi-head self-attention [18,
19]. Consequently, a single concept is distributed throughout the network rather than localized to
a specific region. Modifying parameters to excise a target inevitably alters weights responsible for
broader functions. These unintended adjustments degrade general capabilities and weaken reasoning
abilities on tasks unrelated to the unlearning target [36,37].

Finally, the specific constraints regarding model output make preserving utility more difficult.
Unlike traditional approaches that often achieve exact unlearning, LLMs use approximate strategies to
keep computational feasibility. This lack of precision requires a balance between effectively removing
the target and maintaining overall performance. Filtering specific information without precise bound-
aries distorts the model’s probability distribution. This distortion results in the hallucinations and
reduced coherence often observed after the unlearning process.

2.3.2. Unlearning Completeness

In addition to maintaining performance, machine unlearning requires legal and ethical compliance,
which presents a significant challenge: guaranteeing completeness. Completeness refers to fully erasing
the target data’s influence on the model. This objective extends beyond merely preventing the model
from reproducing text. The process requires removing latent associations, including learned facts,
biases, and writing styles. Failing to achieve this may trigger serious legal liabilities.

Defining precise unlearning targets within the training data is difficult because concepts are se-
mantically entangled. Unlike traditional scenarios where targets are discrete samples, LLM unlearning
addresses abstract concepts or broad knowledge sets [16]. These targets are not isolated units. Instead,
they connect to other information throughout the dataset. Consequently, algorithms often struggle to
separate the specific target concept from the general knowledge that must be retained.

The complex knowledge distribution within the model disperses specific information across the
entire parameter space. Instead of being localized to a single location, a concept is distributed across
the network through dense connections. Identifying and modifying every parameter related to a
specific target is intractable. As a result, unlearning methods often fail to remove the information
completely. Traces of the targeted data frequently persist within the parameters even if the explicit
generation stops [36].

Relying solely on model output does not distinguish between erased information and suppressed
generation. Current evaluation metrics cannot verify whether information is permanently eliminated
or merely inaccessible during standard inference. This uncertainty indicates that information remains
latent within the parameters. Adversaries can use techniques like fine-tuning to reactivate these
hidden traces [32,38]. This potential for knowledge recovery makes it difficult to certify that data is
irreversibly removed [39,40].

2.3.3. Efficiency and Cost

Even if a method ensures performance and completeness, it remains impractical if it is too slow
or costly. This highlights the challenge of efficiency and cost. Although machine unlearning is far
more efficient than retraining, it still requires significant computational resources, including processing
power, time, and energy. If the process is too slow or expensive to handle unlearning requests on time,
it can lead to serious consequences including legal risks.

The extensive volume of pre-training data imposes substantial computational demands. Pro-
cessing trillions of tokens to locate specific concepts consumes significant time and energy. This scale
means that a single concept is often distributed across countless examples. Consequently, algorithms
must scan or index vast amounts of information to identify the relevant subsets for removal. This
requirement significantly slows down the unlearning procedure prior to model updates.
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Updating the parameters of a large-scale model multiplies this cost by requiring substantial
processing power. Since these systems contain billions of parameters, even a minimal update involves
calculating gradients for huge matrices. This process demands high-performance GPUs and extensive
memory. As model scale increases, the computational cost of modifying these weights increases rapidly.
This makes frequent unlearning updates expensive for many organizations. The output verification
process also introduces latency. Methods typically generate text sequences to validate that knowledge
is successfully removed. While this step requires inference resources, the additional cost is generally
less significant than the heavy demands of data processing and parameter updates.

2.3.4. Black-Box Constraints

The challenge of black-box constraints arises from commercial deployment restrictions. In most
real-world scenarios, users only interact with a model through an interface that sends inputs and
receives outputs. They have no direct access to the internal LLM components, such as parameters,
gradients, and activation states. Consequently, this restriction presents a challenge for unlearning
strategies.

Restricted access to internal model parameters prevents direct modification of neural weights.
Since developers cannot calculate gradients or adjust specific layers, they are forced to use indirect
methods. This restriction makes standard unlearning methods that rely on weight updates unavailable.
Consequently, practitioners must interact with the system as a black box with inaccessible internal
mechanisms.

Without access to the original training data, verifying which specific examples influenced the
model becomes impossible. In black-box scenarios, practitioners often lack the dataset used for
pre-training. This constraint forces reliance on limited user-provided examples or synthetic queries.
Therefore, algorithms cannot accurately estimate the influence of the forget set without the full context
of the original distribution.

Relying solely on external output signals constrains the verification of unlearning. Restricted
access to internal patterns makes it harder to distinguish whether information is erased or merely
suppressed. Adversaries may exploit this latent knowledge to recover information using specific
prompts. As a result, black-box unlearning presents a higher risk of privacy leakage compared to
white-box settings [17,37].

2.4. Summary

In this section, we outlined the basics of machine unlearning and explained why LLMs differ
fundamentally from traditional models. These unique characteristics create four major challenges:
performance degradation, unlearning completeness, efficiency and cost, and black-box constraints.
Table 3 summarizes how these distinctions drive each challenge. We use a star (*) rating to show their
impact: five stars indicate a primary cause, while fewer stars indicate a smaller influence. Figure 4
outlines the organizational structure of this survey. It correlates fundamental LLM characteristics (Key
Distinctions) with specific associated difficulties (Challenges) and connects them to solution strategies
discussed subsequently. In Sections 3-6, we explore each of these four challenges in detail. We review
and categorize existing works based on how they address these fundamental problems.
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Table 3. Unlearning Challenges Driven by Key Model Distinctions.

Category Distinctions Performance Completeness Efficiency  Black-Box
Data Pre-training Data Scale ot ok i R
Data Data Dependencies ok e * e
Data Unlearning Targets ok ok e ok

Model Model Architecture i il o rEE
Model Model Scale 4 3443434 4 *%
Model KnOWIedge 4 434343434 3% 434343434
Distribution
Output Unlearning Precision ok e * il
Output Evaluation Metrics o ok * ok
Output Knowledge Recovery ** e * i
Key Distinctions Challenges Solutions
-| Data Dependencies | Direct Optimization and
| Constraint Methods (3.2.1)
Model | Knowledge Distribution | Performance Degradation [
(Section 3) External Guidance Methods
-l Unlearning Precision | (3.2.2)

Frameworks for
Verifying Completeness (4.2.1)

Knowledge Distribution;

Unlearning Completeness r
Model Scale

Model (Section 4)

- | Unlearning Targets |

Interventional Strategies (4.2.2)

-| Evaluation Metrics |
- | Pre-training Data Scale

Model | Model Scale |

Parameter Space Intervention
(5.2.1)

n

voUoY

Efficiency and Cost [
(Section 5)

Interventions During Inference
(5.2.2)

-| Pre-training Data Scale |

Model || Knowledge Distribution |

Input-Side Intervention (6.2.1)

)

Black-Box Constraints [
(Section 6) . ]
- Evaluation Metrics; Output-Side Intervention (6.2.2)

Unlearning Precision

Figure 4. Overview of Challenges and Solutions in LLM Unlearning.

3. Challenge of Performance Degradation

As highlighted in Section 2.3.1, performance degradation is the most direct and serious side effect
when removing data from LLMs. It impairs linguistic fluency and limits the ability of the model
to handle ordinary tasks. This decline in quality makes the model less useful and reliable for most
applications. Researchers have developed various methods to tackle this problem. In this section,
we group them based on their working mechanisms. Direct Optimization and Constraint Methods
update the model directly via specific datasets or parameter constraints. External Guidance Methods
rely on auxiliary external modules to guide the unlearning process such as teacher models or reward
models. The remainder of this section provides a detailed review of these strategies.

3.1. Methodologies for Mitigating Performance Degradation
3.1.1. Direct Optimization and Constraint Methods

This category focuses on strategies that directly modify the model’s internal weights to achieve
unlearning. These methods leverage specific constraints and training objectives to surgically remove
unwanted data without compromising the model’s broader knowledge. Replacement Fine-tuning
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We begin with the most straightforward method: Replacement Fine-tuning. This method replaces
the sensitive or wrong information with secure alternatives. The model is then briefly fine-tuned on
this modified data. Since the replacement words fit naturally into the original context, the modification
preserves the model’s linguistic fluency. Eldan and Russinovich [16] applied this concept to erase
knowledge of the Harry Potter series. Their method identifies tokens that are strongly associated with
the story and replaces them with generic terms. Then the model is trained to predict these neutral
words instead of the original details, as illustrated in the framework in Figure 5. When the model
receives a prompt about where Harry Potter studies, the original model answers 'Hogwarts,” whereas
the modified model generates a generic response like "Mystic Academy’. Based on this idea, Gu et al.
[41] generate "inverted facts," to effectively overwrite the memory. They use alternative answers that
directly contradict the original information instead of just being neutral.

Training Dataset

Forget Data Replacement Data
—— :
'Harry Potter'— "Tom'
@ @/® @ @ @ {'Hogwarts' — 'Mystic Academy'
J Y
A(D) 0 U(e' Dreplacement) OU
Pre-training Unlearning

Figure 5. Workflow of Replacement Fine-tuning

Regularized Optimization

Regularized Optimization preserves model utility by deriving parameter importance from the
retain set. Rather than treating all parameters equally, these strategies analyze the retain data to
distinguish between critical and redundant weights. As illustrated in Figure 6, the process typically
starts by computing a sensitivity matrix based on the retain set. This sensitivity map steers the
unlearning update, strictly constraining changes to high-sensitivity parameters to protect general
capabilities. This forces the necessary modifications into low-sensitivity regions.

Pre-trained Weights Sensitivity Map

1 1 1 1 1 1 1 Forget

ol 1ol lol | .. g} -92 o1 .. 6L orge

62 102 6% .62 0% 162 162 ..162

3 3 3 3 3 3 3 Unlearning
A(D) 63 163 63 .. 63 63 .92 . 63 Pl

gmigmigm om gmigm m Oy

1 2 3.4 n 1 2 n

Pre-training Computing Sensitivity on Retain Set Unlearning

Figure 6. Schematic of Regularized Optimization

Cha et al. [42] introduced FILA (Fisher-weighted Initialization for LoORA Adapters). This strategy
calculates an optimal initialization for adapter matrices to minimize the weighted difference from
original weights. It uses the relative Fisher information to quantify the importance of each parameter.
FILA restricts updates to less sensitive parameters and effectively preserves the model’s general
performance. Similarly, Ding et al. [43] propose LLMEraser, using influence functions to figure
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out precise parameter adjustments. The method structures the update as a quadratic optimization
problem centered on the Hessian and the gradient. This optimization leverages model curvature to
automatically curb modifications in highly curved directions, preserving general knowledge.

Representation Misalignment

Instead of constraining parameter updates directly, Representation Misalignment focuses on
manipulating the model’s internal activation space. RMU (Representation Misdirection for Unlearn-
ing) [44] imposes geometric constraints on the model’s internal representations. It works by redirecting
the internal representations of the model. To drive this process, the method minimizes a dual-objective
loss function. The first part drives the dangerous activations to a random direction. The second part
makes sure that the safe activations match the frozen reference model. To overcome convergence
issues in deeper layers due to fixed scaling constants, Dang et al. [45] proposed Adaptive RMU, which
replaces the static constant with a dynamic scaling factor derived from the representation norms of the
frozen model.

Partial Parameter Modification

Partial Parameter Modification selectively updates the weights associated with the particular
knowledge. As illustrated in Figure 7, the process first pinpoints the specific parameters responsible for
the target knowledge. It then modifies only these selected parts while freezing the rest of the network
to preserve the model’s overall performance. We organize these methods by scale: ranging from single
neurons to larger parameter blocks, and finally entire layers. Modifying only important weights keeps
the network stable and protects general performance.

Unlearning Request

v
Training Dataset Pre-trained Network Target Knowledge
| l Importance Assessment
() () ¢
v
A ( D) Update eu
. Knowledge Neuron
Frozen Neuron
Pre-training Unlearning

Figure 7. Schematic of Partial Parameter Modification.

At the neuron level, Dai et al. [46] introduced the concept of knowledge neurons in the feed-
forward networks (FFNs) of Transformers that encode factual knowledge. They identify these neurons
based on integrated gradients. The attribution score calculates each neuron’s contribution to certain
knowledge by measuring the integral of gradients with respect to the neuron’s weight. This method
pinpoints specific "knowledge neurons" by identifying neurons with high attribution scores, which can
be updated with minimal impact on the remaining parameters. Similarly, KLUE (Knowledge-Localized
UnlEarning) [47] uses attribution analysis with regularization to identify important parameters, ensur-
ing exact updates without affecting the remainder of the model. WAGLE (Weight Attribution-Guided
LLM Unlearning Framework) [48] calculates an importance score for each weight by solving a bi-level
optimization problem. NeuMuter [49] uses a trainable mask to detect the neurons in feed-forward
networks that memorize undesired data. The mask is applied to suppress the output of these identified
neurons to achieve unlearning.

At the block level, PCGU (Partitioned Contrastive Gradient Unlearning) [50] targets parameter
blocks to eliminate bias. The method first divides the model’s parameters into blocks. The importance
of each block is assessed using the cosine similarity between gradient directions. A lower cosine
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similarity indicates that the block is more relevant to the bias. Then the most important blocks are
updated. PCGU freezes the rest of the model to achieve efficient machine unlearning while preserving
overall language modeling abilities.

Finally, at the layer level, LUNAR (LLM Unlearning via Neural Activation Redirection) [51]
identifies the optimal MLP layer that can trigger refusal responses effectively. FALCON (Fine-grained
Activation Manipulation by Contrastive Orthogonal Unalignment) [52] utilizes Mutual Information
(MI) to identify layers which have minimal entanglement between the forget sets and retain sets.

Preference Optimization

Preference Optimization enhances robustness through the refinement of Gradient Ascent (GA).
As a basic machine unlearning strategy, GA updates the model to maximize the negative log-likelihood
of the target sequences [53]. However, GA focuses on suppressing the target memory without using
constraints to preserve the model’s remaining knowledge, which may significantly reduce the model’s
overall utility [54,55]. On the TOFU benchmark, using GA to forget 10% of the data resulted in a
severe loss of performance [29]. To address this issue, Rafailov et al. [56] propose Direct Preference
Optimization (DPO), which reframes unlearning as a pairwise preference task. DPO trains the model
to favor a benign reaction and suppress the target information. It also keeps the model anchored to
a frozen reference policy to prevent it from drifting too far. Empirically, this approach prevents the
severe performance collapse that often occurs with raw GA.

Based on this, Negative Preference Optimization (NPO) simplifies the approach [57]. Compared
to DPO, it requires only examples of what should be forgotten. It penalizes a forget sample typically
only when the current model gives it a higher score than the reference model does. This method
includes an adaptive weight that scales the gradient. As the target is unlearned, this weight decreases
to prevent unnecessary changes and preserve general model capabilities.

3.1.2. External Guidance Methods

These approaches rely on external systems to steer the unlearning process. They use auxiliary
tools, such as teacher models or reward signals, to direct optimization. This helps the model remove
specific information while preventing it from losing its original capabilities.

Reinforcement Learning,.

Reinforcement Learning (RL) reframes unlearning as a dynamic process driven by rewards. It
evaluates entire sequences and constrains the magnitude of model updates. This allows it to eliminate
unwanted outputs while maintaining the overall utility of the model [58-60]. Lu et al. [61] introduce
Quark (Quantized Reward Konditioning), an RL-based approach. The method employs a three-stage
iterative process: exploration (evaluating model outputs), quantization (grouping samples by quality),
and learning (fine-tuning). As illustrated in Figure 8, the training process involves updating the
model using samples from each quantile conditioned on their specific reward tokens. To ensure
stability, a KL-divergence penalty is used to keep the new model statistically near to the frozen original
model. This penalty restricts the update, preventing the model from drifting too far from its original
distribution. At inference time, by conditioning on the highest reward token, the model generates text
that corresponds with high-reward behavior (e.g., reduced toxicity), while maintaining the fluency
and diversity of the original pre-trained model.
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Figure 8. Schematic of the Quark framework.

Knowledge Distillation-Based Machine Unlearning

Knowledge distillation-based methods align the model’s output distribution with a teacher model.
By transferring the information contained in the teacher model, the student model can learn to remove
specific information without affecting the broader knowledge structure [62]. Wang et al. [63] propose
Knowledge Gap Alignment (KGA), designed for scalable machine unlearning in NLP. KGA compares
the behavioral difference between model pairs trained on different datasets. As illustrated in Figure 9,
the framework utilizes extra data to establish a "reference gap" representing the unseen state, and then
minimizes the difference between this reference and the target gap on the forget data. This strategy
compels the unlearned model A* to process the forget set Dy as if it were never seen, while preserving
its predictions on the remaining data D;.

Reference Gap

| Extra Data (D,,) H A(D,) M,, (Teacher)

| Training Data (D) H A(D)

| Forget Data (Dy) |—>| A(Dy) }—~—>{ M ¢(Teacher)
Initialization M, (Student)
) Target Gap

Target Model

Distp {My, Mo}

M, (Baseline)

Total Loss

Gap Alignment Loss }

Retain Loss

Figure 9. Schematic of the Knowledge Gap Alignment (KGA) framework.

3.2. Summary

We categorize strategies to preserve model utility generally into two primary categories: Direct
Optimization and Constraint Methods and External Guidance Methods. These approaches have made
significant progress in reducing performance loss. Many approaches manage to maintain fluency,
coherence, and task accuracy after machine unlearning. Table 4 summarizes representative approaches
discussed in this section. However, achieving perfect machine unlearning in LLMs without side effects
remains highly challenging. Removing one specific piece of information usually accidentally affects
related concepts even if we carefully select which parameters to change. Moreover, current evaluation
metrics often lack the sensitivity to detect minor performance degradation.
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Table 4. Summary of Methodologies for Mitigating Performance Degradation.

Sub-category

Basic Ideas

Advantages

Limitations

Direct Optimization and Constraint Methods

Replacement Fine-
tuning

[16,41]

Regularized  Opti-
mization
[42,43]

Representation Mis-
alignment
[44,45]

Partial Parameter
Modification
[46,50,51]

Preference Optimiza-
tion
[56,57]

Replaces sensitive in-
formation with neutral
or inverted alternatives
and briefly fine-tunes
the model

Identifies important pa-
rameters and restricts
their updates during
unlearning

Optimizes model pa-
rameters to steer the
latent representations
of sensitive inputs to-
wards random direc-
tions

Identifies and updates
only the specific neu-
rons or blocks respon-
sible for target knowl-
edge

Uses preference pairs
(benign vs. forget) to
guide the model, often
anchored to a reference
model

Simple to implement;
effectively maintains
the linguistic fluency of
the model

Theoretically guar-
anteed to preserve
general  capabilities;
precise control over
weight changes
Effectively reduces to-
ken confidence for for-
gotten concepts; high
robustness against ad-
versarial jailbreak at-
tacks

Minimizes impact on
the rest of the model;
low risk of overall per-
formance decline

Training is relatively
stable; effectively pre-
vents model collapse

Difficult to fully erase
deep knowledge

High computational
overhead (e.g., calcu-
lating ~ second-order
derivatives)

Effectiveness declines
in deeper layers; sensi-
tive to the settings of
steering layers and co-
efficients.

Difficult to locate
distributed knowl-
edge; Risk of residual
knowledge

Relies heavily on high-
quality preference data;
requires maintaining a
reference model

External Guidance Methods

Reinforcement
Learning
[61]

KD-Based Unlearn-
ing
[62,63]

Uses dynamic reward
signals to penalize un-
wanted outputs and
guide the unlearning
process

Leverages teacher
model outputs to con-
strain the unlearning
process and preserve
general capabilities

Effectively maintains
linguistic fluency and
diversity;  provides
precise control over
generation

Can be applied to di-
verse NLP tasks; effec-
tively maintains perfor-
mance on retained data

Complex pipeline due
to iterative generation
and scoring; higher
computational ~ cost
than simple fine-tuning

Requires storage and
maintenance of auxil-
iary models

4. Challenge of Unlearning Completeness

Completeness refers to the total removal of specific knowledge from the model’s internal memory,
rather than merely suppressing generation. If machine unlearning is incomplete, residual traces of the
data remain in the model. This poses significant legal and security risks because attackers can find
ways to recover the sensitive information. To ensure thorough unlearning, we divide our discussion
into two parts. Frameworks for Verifying Completeness focus on evaluation tools necessary to verify
that data has been effectively erased. Interventional Strategies discuss specific techniques designed to
eliminate deep knowledge. The remainder of this section details these approaches.
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4.1. Methodologies for Verifying and Enhancing Completeness
4.1.1. Frameworks for Verifying the Completeness of Unlearning

Simply deleting data is not enough if we cannot prove it is gone. These frameworks act as strict
inspectors, looking beyond simple surface-level answers to find any hidden traces of the original
information. They ensure that the unlearning process meets high standards of safety and privacy.

Standard Benchmarks

Effective benchmarks must employ rigorous metrics to certify data removal, rather than merely
checking if the model stops generating the verbatim text. Maini et al. [29] propose TOFU, a benchmark
utilizing a dataset of fictitious authors to ensure the model has not seen them during training. It
assesses unlearning completeness by testing whether the model can still tell the real answer apart from
similar but wrong ones. If the model cannot distinguish the truth from fabricated options, the data is
considered unlearned.

Unlike benchmarks that use synthetic data, Shi et al. [30] introduces MUSE (Machine Unlearning
Six-Way Evaluation), a benchmark designed to evaluate machine unlearning algorithms in language
models in six key aspects: no verbatim memorization, no knowledge memorization, no privacy leakage,
utility preservation, scalability, and sustainability. For strictly hazardous domains, Li et al. [44] propose
the Weapons of Mass Destruction Proxy (WMDP) benchmark, focusing on biosecurity, cybersecurity,
and chemical security.

Advanced Probing and Deep Verification

Standard benchmarks primarily assess model outputs, but often fail to capture hidden traces of
forgotten information. Consequently, researchers have developed advanced verification methodologies
from diverse perspectives. Adversarial strategies are employed to induce the model to generate
suppressed content. Chen et al. [64] use hard token attacks to force the model to recall sensitive texts
under strict conditions. Jeung et al. [65] propose an evaluation framework that mixes forgotten and
retained information in a single prompt and checks if the model can separate them.

Some assessments check the structural integrity of knowledge rather than single pieces of infor-
mation. Qiu et al. [66] use knowledge graphs to verify if the logical links between facts are truly broken.
Hsu et al. [67] measure remaining knowledge by checking if the model still recognizes the forgotten
text when it is slightly altered. Lang et al. [68] focus on detecting tiny traces of harmful content, while
Wichert and Sikdar [69] improves evaluation sensitivity by testing with the most influential data
points.

Research has also focused on the model’s internal geometry to identify deep traces of data. Cohen
et al. [70] introduce REMIND (Residual Memorization In Neighborhood Dynamics) to examine the
shape of the model’s loss landscape. They show that truly forgotten data looks flat, but retained
information looks sharp. To inspect the model more rigorously, Che et al. [71] propose model manipu-
lation attacks. They note that relying solely on prompts often misses harmful capabilities latent in the
model. Their experiments show that these concealed capabilities are easy to restore, as a brief phase
of LoRA fine-tuning (fewer than 50 steps) can regenerate information that was supposedly removed.
To quantify these latent traces before they are exploited, Jeon et al. [72] introduce the Information
Difference Index (IDI), a white-box metric designed to quantify residual knowledge within a model’s
intermediate layers. As illustrated in Figure 10, the metric assesses the cumulative mutual information
between features at each layer and the forget label. It calculates the ratio of the information difference
in the unlearned model to that of the original model, using a retained model as the baseline. A value
close to zero means that the data has been successfully forgotten, while a large value means that there
are still residual information within the network.
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Figure 10. Schematic of the Information Difference Index (IDI) calculation.

4.1.2. Interventional Strategies
While verification validates the immediate elimination of data, interventional strategies prevent its
subsequent recovery. These methods prevent the regeneration of previous data and restrict information

exposure during external tool usage.

Mitigation of Relearning Risks

Even with strict evaluation, machine unlearning is not always permanent. After a seemingly
successful process, LLMs may accidentally recover forgotten knowledge triggered by certain signals
such as related questions [73]. Therefore, we need proactive strategies to ensure the unlearning process
is robust and the data remains permanently deleted [74,75]. As illustrated in Figure 11, these risks
generally stem from two distinct mechanisms: parameter-level vulnerabilities exposed by structural
modifications, and inference-time cognitive activation triggered by prompt engineering.

Unlearned Model (6,,)

White-box Access , | X Black-box Access
v 2
Compress / fine-tune % Parameter Modification Prompt Engineering/ICL
Modified Model (8,,) Reasoning Activation <f-— 8. unchanged
Knowledge Recovery Knowledge Recovery
Parameter-level Risks Inference-time Risks

Figure 11. Two Pathways of Relearning Risks.

Specific vulnerabilities exist within each path shown in the figure. To defend against Parameter-
level Risks (left), Fan et al. [76] propose SimNPO, which removes the dependency on a reference model
to prevent optimization bias, thereby improving robustness against varying unlearning difficulties.
Meanwhile, Fan et al. [77] apply sharpness-aware minimization to smooth the model’s loss landscape,
making the model significantly less likely to be activated by either weight modifications or adversarial
inputs. Zhang et al. [78] expose a critical vulnerability: post-hoc quantization of LLMs can restore
up to 83% of previously forgotten knowledge. This happens because the minor adjustments made
by common unlearning methods (like GA [53] or NPO [57]) are often nullified during compression.
To address this, the authors propose SURE (Saliency-Based Unlearning with a Large Learning Rate).
This method selectively applies a large learning rate to substantially update specific parts of the model,
ensuring the data stays deleted even after compression.

Meanwhile, Inference-time Risks (right) stem from the model’s own reasoning capacity. Shumailov
et al. [74] identify "UnUnlearning," a phenomenon where specific prompts can induce the unlearned
model to reconstruct forbidden information via in-context learning. To mitigate these specific risks,
Yuan et al. [39] introduce Latent Adversarial Unlearning (LAU), a strategy that proactively trains
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models to maintain robustness against extreme input perturbations. These strategies represent a shift
from basic deletion to preventing data reconstruction.

Machine Unlearning in External Tools

LLMs now commonly use external tools to expand their capabilities and solve complex problems.
These systems allow models to retrieve information and perform actions using external services like
web search or code interpreters, which introduces a new risk of data leakage. Therefore, the challenge
of removing knowledge extends to external components.

Cheng and Amiri [79] suggest improving unlearning in these systems by managing both the
internal knowledge of the model and the results from external resources. Their work shows that
modifying model parameters alone is not enough because external modules can find the unlearned
data again. They recommend a combined approach that updates internal parameters and filters data
produced by external tools. In the field of code generation, Geng et al. [80] propose a strategy with
two parts. It combines basic fine-tuning with a filter that inspects prompts to block sensitive code
patterns. Jiang et al. [81] propose PROD (Probabilistic Redistribution for Output Distribution). This
is a method specific to code that changes the output probability of the model. It sets the chance of
choosing forbidden words to zero and shifts that likelihood to valid alternatives. This preserves code
generation capabilities while ensuring specific data is eliminated.

4.2. Summary

We categorize strategies for ensuring completeness into two main types: Frameworks for Verifying
Completeness and Interventional Strategies. Beyond standard benchmarks like TOFU and MUSE,
researchers now use advanced probing techniques including adversarial attacks and internal geometry
checks. Furthermore, new strategies focus on preventing relearning and mitigating data leakage
in LLMs that interact with external tools. Table 5 summarizes these key approaches. However,
guaranteeing perfect unlearning remains difficult because knowledge is scattered throughout the
model. Consequently, it remains hard to prove that data is truly deleted rather than just hidden.

Table 5. Summary of Methodologies for Verifying and Enhancing Completeness.

Sub-category Basic Ideas Advantages Limitations

Frameworks for Verifying Completeness
Uses standardized

Standard Benchmarks
[29,30,44]

Advanced Probing and
Deep Verification
[64,71,72]

syn-
thetic datasets and multi-
dimensional metrics to
rigorously  certify  data
removal

Employs aggressive adver-
sarial attacks or internal state
analysis to detect hidden
residual knowledge under ex-
treme conditions

Offers reproducible bench-
marks for different models;
covers diverse evaluation di-
mensions instead of simple
accuracy

Highly sensitive to latent
residuals; finds hidden risks
missed by standard evalua-
tion

Synthetic data may lack real-
world complexity; insuffi-
cient to detect deep or latent
knowledge traces

White-box metrics require
full parameter access; high
computational costs for ex-
tensive adversarial probing

Interventional Strategies

Mitigation of Relearning
Risks
[39,76,78]

Machine Unlearning in Ex-
ternal Tools
[79-81]

Proactively modifies model
parameters to prevent the re-
covery of forgotten informa-
tion

Filters outputs from external
tools and RAG systems to
prevent displaying sensitive
information retrieved from
outside sources

Greatly improves the per-
manence of unlearning; pre-
vents knowledge recovery
triggered by prompts or
model modifications
Addresses privacy risks
across the entire system,
not just within the model’s
parameters; prevents data
leakage that occurs when
the model accesses external
databases

Aggressive optimization may
degrade general model util-
ity; increases training com-

plexity

May increase response time
due to extra processing steps;
keeping the model aligned
with external data sources
can be challenging

5. Challenge of Efficiency and Cost

As highlighted in Section 2.3.3, computational and financial costs are major barriers for machine
unlearning in LLMs. While machine unlearning is generally faster than fully retraining, many un-
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learning methods still require complex calculations and heavy hardware resources. If the unlearning
process is too slow or expensive, organizations may fail to meet strict legal deadlines. To address
this problem, researchers have developed lightweight methods that are much faster than standard
approaches. We group these into two categories. Parameter Space Intervention applies algebraic
operations to directly update the model’s weights, avoiding slow training processes. Interventions
During Inference modify activation patterns or output distributions rather than altering parameters.

5.1. Methodologies for Improving Efficiency and Cost
5.1.1. Parameter Space Intervention

Training deep learning models is usually slow and expensive. These methods take a shortcut
by using simple math to edit the weights directly. This facilitates rapid unlearning without iterative
optimization.

Task Vector Arithmetic

Task vector methods were originally proposed by Ilharco et al. [82], where a task vector encodes
the direction in parameter space corresponding to a specific task. Given a pre-trained model and a
fine-tuned model (as shown in the left panel of Figure 12), the task vector is defined as the difference
between the fine-tuned weights and the pre-trained weights. As shown in Figure 12, this method
enables flexible model editing. The center panel demonstrates Learning via Addition, where we sum
vectors from different tasks to create a single model capable of handling multiple tasks. Conversely, the
right panel depicts Forgetting via Negation, where we negate a vector representing unwanted behavior
like toxicity to shift the parameters away from the harmful behavior.

Task Vector

Learning via Addition

Forgetting via Negation

Il
! Teoxic
gpre

T
gpre

T=0r = Opre

~

T=Ty+ 713 T == Tioxic

Figure 12. Schematic of Task Vector Arithmetic.

Recent studies have improved the flexibility and precision of task vector operations. Wang et al.
[83] extend the vector’s reach to push the model further away from harmful tasks, mitigating the impact
on unrelated skills during the removal process. Liu et al. [84] refine this process by training specific
vectors to represent unwanted content, enhancing the precision of the unlearning process. Additionally,
Ni et al. [85] and Jung et al. [86] introduce sequential approaches, where harmful information is first
isolated and then removed via subtraction.

5.1.2. Interventions During Inference

Unlike methods that permanently alter the model’s static weights, these strategies operate dy-
namically during the inference process. They adjust internal activations or output probabilities. This
approach effectively suppresses specific knowledge during generation, avoiding the high computa-
tional costs associated with updating the model structure.

Representation Space-based Methods

Representation Space-based Machine Unlearning focuses on modifying the model’s internal
activity during the forward pass rather than changing its permanent weights. Figure 13 depicts this
geometric process. The original activation is projected onto a subspace orthogonal to the sensitive
direction, effectively isolating and removing the sensitive component while retaining utility.
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Figure 13. Mechanism of Representation Space-based Unlearning

Belrose et al. [87] propose LEACE (LEAst-squares Concept Erasure) to erase specific concepts
directly from the representation space. This method calculates a transformation that removes the target
concept while preserving the original data structure. Specifically, it solves a constrained optimization
problem to minimize the deviation between the transformed and original representations. The key
constraint is that the covariance between the output and the target concept must be zero. This guarantee
ensures that linear classifiers cannot recover the erased concept.

Recent studies have developed more dynamic strategies to improve precision. Ren et al. [88]
introduce GRUN (Gated Representation UNlearning), which uses a gating mechanism to restrict
modifications to specific tokens, preserving general performance. Similarly, He et al. [89] propose
DeepCUT, which actively reshapes the model’s internal geometry. It pushes the representations of
unwanted data away from their original meaning and breaks the model’s ability to recall specific
concepts.

Neuron-level Activation Editing

Neuron-level Activation Editing operates at a fine scale by modifying individual neurons. This
strategy is highly efficient as it requires minimal additional computation. Figure 14 illustrates the gen-
eral workflow. The process consists of two main steps: first, identifying sensitive neurons responsible
for specific knowledge; second, applying a masking mechanism during inference to suppress their
output. The model weights remain frozen throughout this process.
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(O standard Neuron
@ sensitive Neuron
=% - Masked Activation

QO standard Neuron
@ sensitive Neuron

Neuron Identification Masking Stage (Weights Frozen)
Figure 14. Schematic of Neuron-level Activation Editing.

Wu et al. [90] propose DEPN (Detecting and Editing Privacy Neurons), a post-hoc unlearning
method designed to locate and suppress specific neurons that store private information. The method
first determines the importance of each neuron by computing a privacy attribution score based on
integrated gradients. The score evaluates how much a neuron affects the probability of generating
the private sequence. Specifically, the attribution sums activation gradients to measure the neuron’s
contribution to generating the text. To eliminate private information, the method deactivates neurons
during inference that are identified according to these scores.

Pochinkov and Schoots [91] introduce selective a pruning method which targets neurons using
activation statistics derived from both forget and retain datasets. It then sets the weights of the units
with the lowest scores to zero. Liu et al. [92] further validate that such sensitivity scores can guide
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selective removal in broader architectures like Multimodal Large Language Models (MLLM). Moving
beyond binary suppression, Li et al. [93] propose a finer intervention called Neuron Adjust. This
approach identifies units linked to specific tasks and adjusts their output values instead of disabling
them completely. This strategy shows that adjusting values offers a gentler alternative to hard pruning.

Sparse Autoencoder Feature Editing

Sparse autoencoder (SAE) feature editing translates complex model signals into clear and separate
features [94]. As illustrated in Figure 15, the method eliminates specific concepts by forcing their
activation values to a negative number. Specifically, if a target feature is active, its value is clamped to
a fixed negative constant, effectively steering the model away from the sensitive concept. Then, the
decoder turns these features back into dense activations and returns them to the model. Khoriaty et al.
[95] introduce a method that conditionally modifies activations based on semantic criteria, eliminating
unwanted information more effectively. Karvonen et al. [96] validate these methods using a new
testing method called SAEBench. Their experiments demonstrate that optimized SAE architectures are
particularly effective.

Sparse Features
\

. . \
Original { f1: US History (Inactive) ] =0
Model (8)
Dense Space
lPrompt { f»: Geography (Inactive) ] =0 \
Original SAE : SAE Edited
Activation (x) Encoder| | | Decoder Activation (x)
\ >0 )
Dense Space : Clamp Safe Response
New value = —¢

Sparse Space (High-dimansional)

Figure 15. Schematic of Sparse Autoencoder Feature Editing.

Logit-Level Strategies

Logit-level strategies focus on the output layer and use the prediction probabilities to guide
machine unlearning during inference. Ji et al. [36] propose Unlearning from Logit Difference (ULD).
As shown in Figure 16, this method employs a small assistant model trained to memorize unwanted
data. During inference, the framework subtracts the assistant model’s output from the original model.
Specifically, it calculates the final logits by taking the original model’s logits and subtracting the
scaled assistant model’s logits. This process effectively suppresses harmful tokens while preserving
safe ones. Suriyakumar et al. [97] introduce Unlearning via Contrastive Decoding (UCD) using two
assistant models: a corrupted model trained on forget data and a clean model trained on retain data.
It first calculates a contrastive vector by computing the difference between the log-probabilities of
the corrupted and clean models. This difference captures the specific knowledge found only in the
corrupted model. This value is then applied to adjust the target model’s output by subtracting this
contrastive difference from the corrupted model’s logits. Similarly, Wu et al. [98] and Huang et al. [99]
use a small external model to calculate a correction vector. By adding this vector to the main model’s
prediction scores, these approaches prevent the generation of sensitive information.
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Figure 16. Schematic of Unlearning from Logit Difference (ULD).

ULD and UCD apply a constant adjustment at every step, which may cause unnecessary cost
and risks if the assistant makes mistakes on safe text. Deng et al. [100] propose Generation-time
Unlearning via Adaptive Restriction and Detection (GUARD), which identifies forbidden tokens and
applies penalties only when these tokens appear. The penalty is defined such that infinite penalties are
assigned to forbidden tokens when risk is high, while no penalty is applied otherwise. The method
calculates a generation cost by adding this penalty to the model’s negative log-probability. This
adaptive strategy ensures that forbidden tokens are effectively blocked only when necessary, which
preserves general capabilities.

5.2. Summary

We categorize strategies for improving machine unlearning efficiency into two primary categories:
Parameter Space Intervention and Inference-Time Intervention. Parameter Space Interventions, like
Task Vectors, achieve unlearning by arithmetic operations on the model’s static weights. Inference-
Time Interventions modify the forward pass or the final output. Techniques like representation editing,
neuron suppression, sparse autoencoder feature clamping, and logit-level strategies provide efficient
ways to remove specific knowledge from a model. These strategies show that effective unlearning is
achievable without the high resource demands of optimization based on gradient descent. Table 6
summarizes representative machine unlearning methods discussed in this section. However, it is still
very challenging to balance efficiency with unlearning quality. Since these methods typically do not
fine-tune modify parameters, they often struggle to completely remove deeply embedded knowledge.

Table 6. Summary of Methodologies for Improving Efficiency and Cost.

Sub-category

Basic Ideas

Limitations

Parameter Space Intervention

Task Vector Arith-
metic
[82-84]

Encodes task knowl-
edge into vectors and
performs  arithmetic
operations  directly
on model weights to
remove information

Advantages

Updates models in-
stantly via simple
subtraction;  Allows

users to combine mul-
tiple unlearning tasks
easily

Requires a fine-tuned
reference model to cal-
culate the vector; risk
of degrading unrelated
skills when knowledge
is intertwined
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Sub-category

Basic Ideas

Advantages

Limitations

Interventions During Inference

Representation
Space-based
learning
[87-89]

Un-

Neuron-level Activa-
tion Editing
[90,91,93]

Sparse Autoencoder
Feature Editing
[94-96]

Logit-Level Strate-
gies

[36,97,100]

Projecting activations
onto a subspace orthog-
onal to the target con-
cept

Identifies specific
neurons responsible for
sensitive knowledge
and suppresses these

neurons based on
importance scores
Decomposes dense

activations into inter-
pretable sparse fea-
tures; Blocks features
related to sensitive
concepts

Modifies final output
probabilities; Subtracts
logits from an assistant
model or applies spe-
cific penalties

Preserves the original
model weights; Theo-
retical guarantee for lin-
ear erasure

Minimal computa-
tional cost during
inference; Enables

precise control at the
individual neuron level

High interpretability of
internal behaviors; Ef-
fectively steers genera-
tion away from specific
concepts

Applicable to diverse
models; Effectively
blocks the verbatim
generation of sensitive
tokens

Effectiveness decreases
when data associations
are non-linear

Risk of damaging
polysemantic neurons;
Incomplete removal
occurs if knowledge
is distributed across
many neurons

Additional inference
cost due to encoder-
decoder steps; relies on
the quality of feature
decomposition

Running assistant mod-
els causes significant in-
ference latency; Perfor-
mance depends on the
alignment of the assis-

tant model

6. Challenge of Black-Box Constraints

LLMs operate as black-boxes where users interact solely through restricted interfaces like APIs.
This creates a major barrier for machine unlearning. Since developers lack access to internal parameters
or gradients, effective techniques like fine-tuning or activation editing are infeasible. Intervention meth-
ods operate as external control layers, manipulating the data flow to and from the model. These are
typically classified by their point of application: Input-Side Interventions, which preemptively mod-
ify prompts to prevent knowledge retrieval, and Output-Side Interventions, which filter responses
post-generation.

6.1. Methodologies for Black-Box Intervention and Auditing
6.1.1. Input-Side Intervention

Input-side interventions operate by strategically modifying the query or context before it is
processed by the model. By embedding specific instructions or examples into the prompt, these
methods steer the generation process away from sensitive information. This ensures that the model is
guided to produce safe responses without requiring access to its internal parameters. A representative
approach in this category is In-Context Unlearning (ICUL) introduced by Pawelczyk et al. [101], which
leverages the concept of In-Context Learning (ICL) [21]. As illustrated in Figure 17, this method
constructs in-context prompts to suppress the influence of the original memory. It first performs label
flipping on the target forget data. Then, it incorporates correctly labeled retain data to maintain the
model’s general capabilities. For example, to make the model "forget" a specific input in a classification
task, the system would present that input with a flipped label (e.g., changing "Positive" to "Neutral")
followed by normal examples. This constructed context effectively tricks the model into suppressing
the sensitive information.
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Figure 17. Schematic of In-Context Unlearning (ICUL).

Beyond simple label flipping, other studies employ advanced prompting strategies. Gallegos
et al. [102] propose zero-shot self-debiasing. This method instructs the model to evaluate its own
initial response for biases. The model then repairs the output itself through reprompting. This
achieves unlearning without extra training. Similarly, Sanyal and Mandal [103] introduce a multi-
agent framework. In this system, separate agents collaborate to critique and rewrite prompts. They
identify and remove sensitive information before the model processes the text. For more formal safety
guarantees, Muresanu et al. [104] propose ERASE (Efficient Removal And Selection of Examples). This
method selects context examples using quantized k-means clustering.

In addition to prompt manipulation, some methods introduce external guardrails or architectural
adjustments at the input level. Thaker et al. [105] establish strict guardrails by combining specific
prompt templates with explicit filtering methods. This system automatically rejects any answer that
fails to meet privacy requirements. SERAC (Semi-Parametric Editing with a Retrieval-Augmented
Counterfactual Model) [106] takes a memory-based approach. It routes inputs to a counterfactual
model. This model replaces the original output with a corrected response from a cache of user
edits. Similarly, Wang et al. [107] propose a lightweight method specifically for Retrieval-Augmented
Generation (RAG) systems. This technique updates the external knowledge base with confidentiality
rules. It then retrieves constraints that direct the model to suppress target knowledge without internal
access. Finally, operating at the embedding level, Liu et al. [37] explore embedding corruption. This
technique adds noise to specific token embeddings. This disruption prevents the model from retrieving
specific memories while maintaining fluent output.

6.1.2. Output-Side Intervention

Output-side interventions function as a verification layer that processes the text generated by the
model. These strategies analyze the output stream to detect and intercept sensitive content. By filtering
or regenerating harmful segments, they ensure compliance with safety standards before the response is
presented to the user. A representative approach in this category is C-SafeGen introduced by Kang et al.
[108]. This method uses a specific decoding algorithm called Claim-based Stream Decoding (CSD).
As illustrated in Figure 18, this approach monitors the generation process in real time. It divides the
output text into meaningful units called claims. If the system identifies a risky claim, it backtracks to
remove the unsafe content. It then generates a new and safe path. This ensures safety without simply
refusing to answer the user.

Other studies use different strategies to achieve similar goals. For example, Wu et al. [109]
introduce PSG-Agent. This framework incorporates a guard agent within the pipeline. It applies safety
rules based on user profile to ensure the output is appropriate for the individual user.
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Figure 18. Schematic of C-SafeGen’s Claim-based Stream Decoding.

6.2. Summary

We categorized solutions for black-box machine unlearning in LLMs into two main groups:
Input-Side Intervention and Output-Side Intervention. Input-Side Interventions use specific context
or instructions to stop the model from generating unwanted information. Output-Side Interventions
focus on the generated results, applying filters or verifications to ensure that sensitive content is
removed before being shown to the user. Table 7 summarizes representative approaches discussed in
this section. However, these approaches have a major limitation. Since we cannot actually change the
model itself, the sensitive information is only hidden rather than truly deleted. As a result, the data
still exists within the network, making it difficult to guarantee that it cannot be recovered.

Table 7. Summary of Methodologies for Black-Box Intervention and Auditing.

Sub-category Basic Ideas Advantages Limitations
. Remains vulnerable to
e . Deploys rapidly S
Sanitizes inputs using . . prompt injection; Con-
. without architectural .
. defensive prompts, ex- o sumes context window
Input-Side Interven- changes; Minimizes o
. ternal rules, or correc- . capacity; Incurs extra
tion tive agents tmpact on response s for processing de-
[37,101,105,106] & style > forp &
fensive prompts
Monitors  decoding Operates indepen-

Output-Side
vention
[108,109]

Inter-

streams to backtrack
and regenerate unsafe
claims. Verifies final
outputs using auxiliary
classifiers or guard
agents to block harmful
content

dently from the main
model; achieves high
precision on specific
safety categories; Acts
as a backup safety net
for bypassed inputs

Causes false alarms
due to missing context;
wastes computation on
blocked outputs; Adds
post-processing latency

7. Future Directions

The methods discussed in the previous sections provide partial solutions to four key challenges
in LLM unlearning: performance degradation, unlearning completeness, computational efficiency,
and black-box constraints. However, these methods don’t fully solve the core tension between LLMs’
plasticity and its stability. To reach the next level of reliability, we need to look beyond traditional
boundaries. To build frameworks that are mathematically verifiable and inherently robust, future
research should look to physics, cognitive science, and game theory for answers.
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7.1. Performance Degradation

Current unlearning methods primarily rely on adversarial optimization within the parameter
space. Recent theoretical research indicates that LLMs exhibit an intrinsic elasticity, causing them
to revert to pre-training distributions and resist post-training interventions [110]. Consequently, the
repeated use of these adversarial techniques degrades model plasticity, leading to irreversible rigidity
in continuous unlearning settings [111,112].

To address this, future research should advance toward an inverse alignment paradigm. Rather
than simply modifying weights, it leverages the model’s intrinsic mechanics to reverse the learning
process. This requires algorithms capable of calculating the precise trajectory of model deformation.
The application of a precise opposing force restores the model to an unlearned state along the most
efficient path. Alternatively, unlearning can be viewed as the reverse of data compression, which
may effectively remove traces of knowledge [110]. This perspective transforms unlearning from blind
parameter tuning into the precise control of model dynamics.

Beyond mere parameter updates, a broader research horizon emerges in cognitive and contex-
tual alignment. Future unlearning strategies should apply cognitive science principles to simulate
human-like forgetting. The objective is contextual suppression, which blocks sensitive information
within specific contexts while preserving general understanding. These strategies aim to establish
the psychological plausibility of unlearning behavior. [47,113,114]. Ultimately, this strategy prioritizes
psychological realism over simple statistics.

7.2. Unlearning Completeness

While benchmarks like TOFU, MUSE, and WMDP provide a starting point, they often fail to
catch latent degradation [29,30,44]. More fundamentally, verifying exact unlearning in LLMs is
computationally infeasible due to the immense complexity. Thus, establishing a universal, perfect
verifier within reasonable time limits is impossible [115]. Experiments also show that current methods
are fragile under relearning attacks, which indicates a high risk of latent knowledge retention [72,116].

To overcome these challenges, verification standards must focus on formal proofs and information-
theoretic bounds. For instance, building frameworks that minimize mutual information is a promising
direction. The aim is to reduce the mutual information between unlearned data and model weights to a
theoretical minimum. Additionally, phase transition theory can predict unlearning difficulty based on
model scale [117]. Designs like recursive sketching and freezing protocols provide provable unlearning
with differential privacy guarantees while meeting complexity constraints [115].

At the same time, game theory represents a promising frontier for future research. The unlearning
process can be modeled as a Stackelberg game [38]. Algorithms must prove they maintain a Nash
equilibrium against the "strongest auditors." These auditors use advanced methods like membership
inference or reverse engineering [118]. This adversarial paradigm compels unlearning technologies
to possess active defense capabilities. This establishes a completeness standard that is more rigorous
than simple behavioral testing.

7.3. Efficiency and Cost

LLM unlearning still faces severe cost and efficiency challenges. From a physics perspective,
unlearning reverses the entropy reduction achieved during training. This results in a sharp increase
in system entropy. Simultaneously, calculating precise parameter updates creates unsustainable
computational complexity, as it requires balancing the conflicting goals of forgetting and retaining
information [119]. These distinct thermodynamic and computational costs cause heavy resource
burdens, making traditional optimization methods impractical for large-scale LLMs.

To address this, we can adopt a thermodynamic approach to entropy management. Unlearning
can be regarded as maximizing entropy within a specific set of constraints [119]. This allows for
effective forgetting without high costs of exact gradient calculations. However, this may inherently
challenge the linguistic order. Therefore, future research should not just focus on data erasure. Instead,
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it needs to balance between the entropy of forgetting and the structure of retained knowledge [120]. As
models move toward Federated Learning and decentralized Model-as-a-Service (MaaS), unlearning
becomes an economic challenge involving multiple participants [121]. Future work must build an
ecosystem that motivates users and servers to handle costly unlearning tasks. This perspective treats
unlearning not just as an algorithmic task, but as a resource allocation game within a larger Al supply
chain [122,123].

7.4. Black-Box Constraints

In black-box settings, unlearning is particularly vulnerable. Standard methods like output filtering
are easily bypassed by indirect attacks such as synonym substitution, translation exploits, or malicious
code completion [17,124,125]. In distributed systems, the lack of transparent logs allows providers to
tamper with unlearning records. Furthermore, the verification process itself poses a risk of privacy
leakage [126,127].

To address these trust gaps, researchers should integrate modern cryptographic technologies,
such as Zero-Knowledge Proofs (ZKPs) [128,129]. Future work should focus on developing verifiable
unlearning frameworks. By transforming unlearning algorithms into arithmetic circuits, providers can
generate concise cryptographic proofs. This allows users to mathematically verify the compliance of
the unlearning process without accessing sensitive model parameters [130]. Additionally, decentralized
verification mechanisms that integrate blockchain and secure multi-party computation are becoming
essential. Implementing encrypted markers and immutable audit logs ensures full traceability and
tamper resistance in distributed settings like federated learning [131]. It offers robust technical
guarantees for data sovereignty in black-box environments [132].

8. Conclusions

The rapid development of LLMs has highlighted critical data privacy and ethical risks. Machine
unlearning has emerged as an important solution for ensuring legal compliance and responsible
deployment. This survey systematically reviews the current landscape of machine unlearning in LLMs
around four core challenges: performance degradation, unlearning completeness, efficiency and cost,
and black-box constraints.

Significant progress has been made in addressing these hurdles. Researchers have proposed
diverse methodologies, ranging from white-box strategies that precisely update model parameters
to black-box interventions that use external filters. Crucially, the field has also established rigorous
verification frameworks. These frameworks not only evaluate whether data is truly removed but also
assess the preservation of general model utility. These advancements demonstrate that it is feasible to
unlearn specific information while keeping the impact on the model’s capabilities within an acceptable
range. Moving forward, there is a critical need for more reliable and effective solutions. The focus
is expanding to include proactive, verifiable, and robust systems. Ultimately, machine unlearning is
evolving into a critical safeguard for the safety of future Al development.
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