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ABSTRACT

The health equipment are used to keep track of significant health i ndicators, automate h ealth in-
terventions, and analyze health indicators. People have begun using mobile applications to track
health characteristics and medical demands because all devices are linked to high-speed internet and
phones. Such a combination of smart devices, the internet, and mobile applications expands the
usage of remote health monitoring through the Internet of Medical Things (IoMT). The accessibil-
ity and unpredictable aspects of IoMT create massive security and confidentiality threats in [oMT
systems. In this proposed paper - Octopus, Physically Unclonable Functions (PUFs) have been used
to provide privacy to the healthcare device by masking the data, and machine learning (ML) tech-
nique is used to retrieve the health data back and for reducing security breaches on networks. This
technique has exhibited 99.45% accuracy, which proves that this technique could be used to secure
health data with masking.

Keywords Internet of Medical Things; physical unclonable functions; machine learning; security and privacy

1 Introduction

A person’s health is critical for leading a peaceful and prosperous future. The World Health Organization (WHO)
defines health as a condition of bodily and psychological well being free of sickness or disability [1]. The healthcare
system is maintaining or enhancing one’s health through sickness and isometric exercises, diagnosis, and cure. Most
of the majority of traditional healthcare employs manual management and monitoring of patient demographic infor-
mation, prior cases, diagnoses, prescription, invoicing, and pharmaceutical inventory upkeep, which results in human
mistakes and negatively impacts patients. IoMT technology, mainly based on the Internet of Things (IoT), eliminates
human errors. This assists physicians in diagnosing diseases more quickly and precisely by integrating all essential
parameter monitoring equipment through a connection with a systematic approach . The IoMT combines the IoT
with medical equipment. All clinical gadgets will be linked to and analyzed by healthcare experts through internet in
the future of IoMTs. This enables quicker and less expensive medical care as it develops. Figure |I| displays a case of
an IoMT in which the individual vital signs are gathered by sensor devices and transmitted to the IoMT applications
accessible online. The knowledge is subsequently passed to the medical professionals and personnel, who respond
and then communicate with the required patients

© 2023 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202302.0306.v1
http://creativecommons.org/licenses/by/4.0/

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 February 2023 d0i:10.20944/preprints202302.0306.v1

Octopus: A Novel Approach for Health Data Masking and Retrieving using Physically Unclonable Function and
Machine Learning A PREPRINT

IoMT Applications
St

e

Nutrition regimens

S

Medical records ~ Drug |nformat|on

Sensors Healthcare expert

i I Labora[ories

Medlcal Staff Q

)

o @

Smart wearable Emergency services

dewce i

Contactless data Medical devices
gathering

Responses

pil

Exotlc“ﬁF icines

Medical Inventory

Figure 1: Internet of medical things and its applications

The IoMT is also a collection of clinical technologies and applications that connect computer networks to the health-
care profession. In the recent decade, IoMT has gotten a lot of attention. IoMT is open to attack by innumerable
appearing cyber-attacks, identity fraud, keylogging, phishing, and harmful bots, as well as information processing and
security issues, and data sharing across networks [4]. In 2015, an analysis by HP Fortify, the ten leading smartwatches
were all discovered to have security flaws. This due to inadequate identity or permission, absence of transmitting data
encryption, unsecured interfaces, vulnerable operating system, and privacy problems [5]]. Validation, for instance, is
confirming a user’s information. All approved and verified individuals or equipment must be able to acquire IoMT
devices or wireless medical devices (WMD). IoMT tools can be used for destruction in addition to abusing confiden-
tial information. For example, in a 2012 scene of the TV show Homeland, a hijacked pacemaker caused a cardiac
arrest [6]. Inadequate identification safety might enable an attacker to get into the network and obtain access to a
user’s personal health information. Medical devices with Wi-Fi networks enable machine-to-machine communication
because it is at the heart of [oMT. Numerous methods are used to minimize the total cost of managing or prevent-
ing various serious illnesses. Healthcare Information solutions have progressed, allowing consumers to keep track of
patients using networks.

The importance of individual and device identification to a network is that its guarantees that data is accurately as-
cribed. Moreover, the data in networks is only available to authorized personnel. Devices that continually monitor
healthcare attributes, devices that automatically handle therapies, and devices that track real-time data while a patient
self-manages a treatment are among them [7]. Another problem with WMD is that they frequently depend on a pri-
vate method for device and transmission link security. The IoMT smart devices are also a collection of sensors and
electronic circuits. This helps to get the biomedical signals from the patient, network connectivity to send biomedi-
cal data via a network, and a base-band processor to analyze biomedical signals. Also, a short or long-term storage
unit and a display platform with artificial intelligence systems are used for making decisions based on the doctor’s
availability [8].

1.1 ToMT and Smart E-Healthcare

The prevalence of internet-based computing in the healthcare industry has expanded the number of items that are
connected. IoMT has applications in many fields, including smart cities, smart homes, remote health monitoring,
smart healthcare, and power management. Here is a more in-depth description of IoMT and smart e-healthcare.
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1.1.1 TIoMT and Enabling Wireless Technologies

Individuals, society, and doctors gain from IoMT in various ways. As with any technology, there are advantages and
disadvantages. Wireless technology is used to transfer health care data with the use of internet. The ample storage
space provided by cloud services receives the unprocessed data been acquired at these devices/sensors [9]]. To obtain a
further understanding of the data collected from the devices, it is further cleaned and then analyzed. This necessitates
using of new programs, devices, and tools that will improve the viewing, evaluation, transmission, and administration

of the data [[10].
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Figure 2: Internet of Medical things, enabling technologies and devices

Figure 2] depicts the interconnection of various wireless technologies, including NFC (Near Field Communica-
tions), LTE (Long Term Evolution), Bluetooth, RFID (Radio Frequency Identification), and 5G/6G (and beyond),
with a variety of devices, including smartphones, multi - sensory brand, sensor systems, smart wearable, as well as
other medical equipment [[11]]. Due to its enormous capacity and amazingly low latency advantages, 5G/6G and higher
are currently widely used in IoMT.

1.1.2 Smart E-healthcare

Hospitals that use automatic and efficient modules (perhaps based on Artificial Intelligence/Machine Learning) on
the Information and Communications Technology (ICT) infrastructure to enhance patient care processes and pro-
vide unique innovations are referred to as “smart hospitals.” Intelligent hospitals have a variety of uses, including
telemedicine, telehealth, and remote robotic operation [[12]]. Although telehealth focuses on providing non-clinical
care remotely, telemedicine is used to deliver clinical treatment remotely. In remote robotic operations, medical robots
carry out procedures under the direction of a surgeon who is located a great distance away.

1.2 Security and Privacy Requirements for IoMT devices

IoMT equipment has stricter security and privacy requirements than ordinary IoT-based platforms. Figure [3| shows
that the patient’s data should be handled privately [13]]. If the data which is collected is breached, the person can
be harassed, which can also lead the patient to be distressed and depressed. Much enhanced security is needed for
IoMT medical systems, such as equipment positioning, which can help to secure the system’s security and privacy.
Only authorized personnel should have access to health care information, which must be collected and stored in
accordance with legal and ethical confidentiality. Appropriate steps must be taken to safeguard the integrity of health
information linked with patient characteristics in order to avoid data intrusions. The necessity of such safeguards
cannot be overstated since data obtained by cyber-criminals might be traded on black markets, putting patients at high
risk of not just privacy breaches but also financial harm [[14].
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The goal of the data authenticity condition for [oMT healthcare systems is to verify that the information received at the
desired target has still not been tampered with in any manner during the information transfer. Using the broadcasting
feature of the wireless connection, intruders might get information and manipulate patient records, which could have
severe consequences in hazardous situations [[I5]. To ensure that all information has still not been tampered with, the
ability to identify any unlawful information alterations or modifications is essential. As a result, proper information
safety must be developed to prevent unwanted attempts to alter sent information. Furthermore, the integrity of data
maintained on medical devices must be guaranteed, which implies the information cannot be tampered with [16].
WMD, particularly environmental sensors, can sometimes be seized, exposing sensitive data to hackers. Additionally,
hackers can reconfigure the acquired equipment and re-deploy them to the network, monitoring conversations without
really being detected [17]. As a result, medical equipment theft is a severe privacy problem that must be addressed
and resolved in IoMT healthcare systems. Medical equipment in the networks must at minimal contain highly secured
integrated circuits, which prohibit outsiders from reading codes placed on the equipment once they have been installed.
Using PUFs to safeguard data collected in the Integrated Circuits (ICs) of medical equipment is one instance of an

approach [18].

2 Related Research

Many innovative strategies for securing loMT device data have been introduced in research articles. In recent studies,
scientists claimed that cardiovascular heart disorders will kill around 23.6 million individuals by 2030. Lbrini et al.
used ML to predict the cardiovascular risk present in the patient to alert them to doctors at an early stage. If a danger
emerges, the doctor will get notified, and they will offer diagnosis and guidance to the patients to avoid the health
consequences [[19]]. This study will help the patients to get the treatment as soon as possible, and also it may save lives.
But this study did not cover the security part. The data can be manipulated and tampered with by an attacker to send
out false information to the doctor, which can be risky. In another study, Zhao et al. analyzed hemiplegic gait based on
wearable sensors. In the research, they used sensors which were worn on the patient’s waist and lower limbs to collect
the data while they walked in a straight line. The data was processed and analyzed to claim that the methodology they
used could be used to reconstruct the patient’s walking ability [20]. The security breach of the data can be avoided
in both studies by masking the data. One of the studies stated that cryptographic techniques must be implemented
to secure communication systems among IoMT devices. There seem to be various designs and methods that can
provide privacy against a variety of integrity flaws and risks, preventing illegal access to equipment. Symmetric and
asymmetric methods can be used to limit access to the device and prevent an intruder from taking control of the system.
These methods can help protect against spying assaults [21]]. However, if the patient’s information is encrypted, it’s
possible that it will become a hurdle in a crisis. Whenever a healthcare professional needs to view device information,
cryptographic solutions may limit access, putting the patient’s life in danger.

Alternatively, fair access codes can be given to certified medical professionals managing crises [22]. However, this
contradicts the purpose of having cryptographic procedures in place since attackers may acquire access to the code
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and manipulate it with the IoMT device via a variety of means. These can protect from external attacks, but they
are sensitive to strikes from short range. Also, by flashing ultraviolet light on the individual, an attacker can acquire
access to the code. The code is extracted from the gadget using electrocardiography data generated by the individual.
Body interaction with the individual, on the other hand, is all that is required to obtain access to the key and remove
it. Specific varieties of assaults, including radio intrusions and impersonation strikes, are also sensitive to many home
automation equipment [23]]. Another problem with IoMT devices is that they frequently depend on a private interface
for platform and transmission channel security. No other encryption techniques are used with authentication methods,
leaving the communication routes between the sensors and the controllers exposed, as stated in the preceding section.
This research demonstrates a data masking mechanism that can protect against these assaults.

The proposed model Octopus approach employs PUFs, which create the cryptographic keys required for signal verifi-
cation. Sensitive data components are replaced with an illegible value using masking. Since it is not a true encryption
method, it is impossible to recover the original value from the disguised value. It employs a technique known as de-
identification, which involves removing or masking personal identifiers like name and social security number as well
as omitting or summarizing quasi-identifiers like date of birth and zip codes, or in this instance, any information per-
taining to health care. Data masking is therefore one of the most often used methods for live data anonymization [24]].
PUFs allow intruders to be blocked to a great extent and system protection to be reconfigured if required. PUF-based
verification systems of various types have been suggested for implementation in the IoT context. In the Internet of
Things, device identification is most serious concern. There have been several cases of assaults on IoT networks using
rogue devices in the network undermining protection [25]. The lower cost of safeguarding a large data deployment is
a vital advantage of this strategy. Masking lessens the requirement for implementing extra security controls on that
data while it is stored in the platform when safe data is transferred from a secured origin into the system [26]. There
are several advantages in healthcare data protection using data masking. For example - it has effective usage in clinical
and healthcare industry trials, which can be useful to analyze the trials are useful for future processing. Another major
advantage is that it can prevent death by protecting and securing healthcare data from attackers who can inject erro-
neous data. Also, data masking can help doctors to make sudden and wise clinical decisions in emergency conditions
when the attacker is trying to breach the data to cause a critical situation. The main contribution of this experiment is
as follows -

» PUF is used to mask health data. The classified data will be used to construct a response which is the masked
data.

* Created a lightweight framework such that simple and minimal processing is required.

* Generally, after the data collection, the data is processed using mathematical operations and encryption.
There is a probability of attacks exploiting the data before even the data is processed. But using the proposed
methodology, the data is masked using PUF before any kind of data processing is initialized. This avoids
attacks in the data collection stage.

* A simplified ML model is used to retrieve the original healthcare data with substantially less computational
time, which makes this technique more suitable.

* Generally, a large dataset is used when the PUF is involved. But in the proposed experiment, the ML model
is replacing the requirement of a large CRP dataset.

* The healthcare data is not sent in plaintext to the server, which makes it more secure and lightweight.

* In this proposed research, timestamps are used as a part of the challenges of the PUF. Even if the health
data is identical for a particular person at different timestamps, the masked data will be different for different
timestamps.

* The proposed framework gives high accuracy, which shows that it can be used to retrieve the original health
data.

3 Physically Unclonable Function (PUF)

The requirement to communicate data securely has always existed. But, due to the fast expansion of digital commu-
nications, this demand has expanded drastically over time [27]]. Previously, all cryptographic elements were evaluated
statistically, as if they were black boxes, with prospective attackers only seeing the input and output but not the un-
derlying activity. However, such expectations have proven exceedingly difficult to achieve in practice, necessitating
loss protection measures [28]. In terms of key preservation, keys are often kept in non-volatile memory to be used
in algorithms. The aim of a PUF is to produce physical elements with distinct and unexpected behavior by using
unpredictable material variances created during the production process [29]. When the same challenge is presented
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to another PUF version, even though it was built using the same procedure, the result is different. The definition and
benefits of a PUF are outlined in full below.

3.1 Definition

A PUF is concerned with the study of things that demonstrate identifiability and physical unclonability and have a
challenge-response capability.

Public electronic medical equipment that is accessible by the patient is referred to as end devices. Based on the
conditions, these devices are connected to a network. Information from devices will be delivered to cloud services
over the internet, and the doctor will have access to it via a local area network. All the WMD has a PUF module
planted in them. The production differences that arise during the creation of an integrated circuit are used in a PUF.
Variations occur throughout the production process as a result of the procedures involved is included in the systems,
which distinguishes them from one another. Because no two devices on a given wafer are alike, they generate various
outputs. The PUF makes use of this unpredictability while generating cryptographic keys. Uncertain, uncontrolled,
inevitable, and natural changes are inserted into the gadgets. As a result, the PUF device’s output cryptographic keys
are likewise inherently randomized. The input to a PUF is referred to as a "Challenge,” while the output is referred to
as a "Response” [30]], as shown in Figure ]

Challenge Response

Figure 4: Challenge Response Pair

The PUF’s input-output pair is known as a Challenge-Response Pair (CRP) and is often used to authenticate the gadget.
For various wafers, the differences that occur throughout the manufacturing method are neither uniform nor consistent.
Various PUF modules respond differently to the same challenge input. As a result, the PUF signal becomes a signature
of that particular IC. The credentials are created without using any of the device’s primary processor’s computing
capacity. As a result, the overall structure is both compact and safe. The credentials are also not kept in the sensor’s
memory, making them immune to numerous side-channel assaults. Based on the cryptographic protocol used or the
security mechanisms used, credentials can be created as needed. This also cuts down on the amount of storage needed
to enable this authentication mechanism in the environment of the IoMT. Based on the manufacturer and structure
of the PUF, the number of data pairs from an individual PUF module might be extremely large. The architecture’s
resilience is determined by the PUF module’s essential features [31]], as shown in Figure[5] A controlled PUF is a PUF
that has been integrated with control logic that restricts the possible evaluation methods. In general, the controlled
PUF is locked without consent from a reliable source, and no answer can be effectively analyzed. More CRPs can
be retrieved once a user has been granted access to one. Similar to key management, multiple session keys can be
generated from a master key in this instance. The controlled PUF is constructed in practice such that the PUF and its
control logic may perform complimentary functions [32], [33].

3.2 Figures of merit of a PUF

As a reliable and portable option to secure IoMT devices, PUFs are suggested by all researchers. The figures of merit
of a PUF are explained below.

3.2.1 Reproducibility

Since the same challenge is presented to any PUF server, it is considered to be repeatable if the response would still
be the same or nearly identical. Intra-distance is the closeness between two replies to the same challenge and PUF
instance, and it is commonly assessed utilizing Hamming Distance (HD) [34].

3.2.2 Uniqueness

While the same challenge is issued to several PUF instances, their replies are significantly diverse, this is referred to as
the uniqueness attribute of a PUF (i.e., their inter-distance is large). Inter-distances are frequently determined utilizing
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Hamming Distance in the same manner as repeatability is. Uniqueness, on the other hand, is normally assessed under
standardized operating settings and not under variable situations [35]].

3.2.3 Identifiability

When PUF cases can be recognized by analyzing their answers, they have the identifiability attribute. The PUF must
have the traits of repeatability and uniqueness to satisfy these objectives. It’s worth noting that a PUF doesn’t have
to be flawless in terms of repeatability or originality in order to be recognized. In reality, designing PUFs with an
aggregate intra-distance of 0% is nearly difficult. Intra-distances, on the other hand, follow a confidence interval
centered on a minimal value. Similarly, average inter-distances often reflect a confidence interval centered on a value
somewhat less than 50%. The criteria for being recognizable is that intra-distances should be less than inter-distances
with a strong chance [36]).

3.2.4 Randomness

The PUF key’s unpredictability is the indicator of equilibrium between the number of ones and zeros in a PUF key. A
safe PUF module that can withstand extreme strength, as well as other critical guessing assaults, is one in which the
PUF key contains an equal number of randomized zeros and ones [37].

4 The Proposed Model for IoMT Device

This section presents the proposed Octopus model. Figure[6]shows the elements and overview of the proposed method.
Health data will be masked using the PUF on the patient’s device, and data will be retrieved using a ML model in the
cloud server (CS). All equipment that is introduced to the network has a PUF module built into it.

4.0.1 IoMT Device

A medical device is a resource-constrained wearable gadget that is connected to the patient. The device gathers data
about the patient’s condition and provides it to the doctor via the portal. In the proposed Octopus method, the WMD
has a PUF module.
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Figure 6: Overview of the Proposed Method

4.0.2 Gateway

The gateway connects the device with the CS. Data from the patient’s device will be transferred to the CS using
a gateway. We presume that the gateway is a reliable source of information and that it has sufficient storage and
processing power.

4.0.3 Cloud Server

The CS is a centralized server to store all the patient’s information. After getting masked data from the medical device,
CS will retrieve the original data using ML. To retrieve a patient’s health information; the doctor authenticates with
the gateway using a resource-constrained smartphone or tablet. The doctor must first authenticate with the gateway in
order to connect with the sensor network.

Table[T|shows the acronyms used in the method. The method is divided into two phases: 1) Enrollment phase, 2) Data
masking and retrieving phase.

Table 1: Acronyms and Symbols used in the Paper

Notation Description
C,C1,C2,C3,Cn Challenge

R, R1, R2, R3, Rn Response

Tsta Tstl’ Tst2: Tst3a Tstn TimeStamp

— CRP Generation
i Data Collection
— Data transfer

— ML model prediction
E Model Training
E) Database Query
€ Store Operation

4.1 Assumptions
The success of data masking and retrieval was predicated on the following hypotheses.

* The WMD is incorporated with PUF chips.

* The PUFs of medical devices are strong and unaffected by outside variables like temperature, voltage, cur-
rent, humidity, noise, etc.

* The ML model is only stored in the secure database (SDB) of the CS. Only the server can access the ML
model to retrieve the health data.

* No CRPs will be stored anywhere.
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» Before data masking, WMD is already verified in the network.

4.2 Machine Learning Algorithm

A ML classification problem with more than two classifications, or outputs, is known as multi-class classification.
A multi-class classifier is a deep learning-based ML model. Since every image may be classed as many distinct
animal categories as possible, using a model to identify animal species in photographs from an encyclopedia is an
example of multi-class classification. Multi-class classification also necessitates the use of just one category in a
dataset. Multi-class classification is perhaps the most widely used ML application, aside from regression. We are
given a set of training samples separated into K distinct classes, and we create a ML method to forecast which of those
classifications, some previously unknown information relates to. The model can learn characteristics unique to each
class from the training dataset and utilizes those similarities to forecast the participation of the new dataset.

In the proposed framework, we have used multi-class classification which is a deep learning-based ML model. This
algorithm was chosen because the healthcare data can have a range of data and each data can be leveled. Using
multiclass classification, it is possible to identify the level and predict the actual health data. For example, when an
IoMT device is used, it gives out a reading that can range between X to Y. This reading can be leveled as 0 to ((Y-X)-1)
and this changed dataset can be trained to predict the actual IoMT device data. Multi-class classification makes the
prediction that each sample is assigned to one and only one label.

The IoMT device will have a PUF in it which will collect the data from the human body and the timestamp. The data
and timestamp will act as challenges of the PUF which will generate responses. The responses along with challenges
(health data and timestamp) will be sent to the cloud server. The server will prepare a dataset using those data where
timestamps and responses will be the input features and the IToMT device’s data will be the output feature. Here ML
is used for predicting and retrieving the masked health data from the IoMT device in this experiment. Multi-class
classification is used in this proposed paper because healthcare data is the sequential data that is used in a particular
range. The data is not in a discrete range such as housing prices, hence it can be leveled at each point of health data.
Therefore, multi-class classification is a more suitable method than linear regression or any other algorithms.

4.3 Enrollment Phase

Before a device latches to a network, it is required to be enrolled on the server. The enrollment phase is divided into
two steps. Figure [7]shows the process of enrolling in WMD.

DT, Tse1| 1 R1,Tgy, DT

DT’ TStZ CZ RZ: TStZ’ DT
DT, Tg3| (3 R3,Tg3, DT

B
DT, Tstn Cn Rn, Tstn» DT

Figure 7: Enrollment Process

* PUF response generation: As shown in Algorithm I] initially, DT and T, will be selected, and the combi-
nation of these will act as a challenge C' of the PUF of the medical device. PUF will generate a response R
using the process variation of the chip. The response, timestamp, and health data will be shared with the CS
through a secure communication medium.

* M Ly,04c; Training and database storage: In this step, a ML model will be trained using the received R,
DT, and T;. The server will use R and T; as the input features and DT as the output feature. The generated
model will be stored in a SDB for data retrieval. This completes the enrollment phase.


https://doi.org/10.20944/preprints202302.0306.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 February 2023 d0i:10.20944/preprints202302.0306.v1

Octopus: A Novel Approach for Health Data Masking and Retrieving using Physically Unclonable Function and
Machine Learning A PREPRINT

Algorithm 1: Secure Enrollment Process
Step-1: PUF response generation

WMD:
DT || T =C
C—R

WMD — CS {R, Tst, DT }
Step-2: M L,,,,4c; Training and database storage
CS:
R, Tst’ DT ’: MLmodel
CS — SDB {MLmodel}
SDB:
€ M Lpodel

4.4 Data Masking and Retrieving Phase

The proposed method is presented in Figure[8] The developed scheme is divided into two steps, as shown in Algorithm

r

Sensor g
o
2
=
L
Time
stamp

Responses Server

Machine learning

Figure 8: Proposed Model

» Data Masking: Data will be masked using the incorporated PUF in the WMD. At first, WMD will collect
DT from the human body. Moreover, T, will be identified from the clock of the WMD. Before doing any
kind of further operation, both DT and T, will act as challenge C of the PUF, which will generate response

R. This response R will be sent to the CS using a public channel.

* Retrieving Data: Upon receiving R, CS will select T; and will use both R and T; as the input features of
the stored M L, 4. for that WMD. The M L,;,,4¢; Will predict the actual data DT'. By following this way,
CS will retrieve the masked data from the WMD.

S Experimental results

The functionality of the suggested authentication mechanism will be examined in this section. Also, the experimental
setup, dataset preparation, and ML model training and prediction will be explained in this section.
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Algorithm 2: Data Masking and Retrieving Process

Step-1: Data Masking
WMD:

i DT’ Tst

DT || T =C

C—R
WMD — CS{R}
Step-2: Retrieving Data
CS — SDB {ID}
SDB:

ID 3> M Lpoder
SDB — CS {MLmodel}
CS:

i Tst

R, Ty — DT
CS — SDB {DT}
SDB:

e DT

5.1 Experimental setup

In order to avoid the difficulties posed by the problem of latency in data processing, this project utilizes Jupyter
notebook. Furthermore, the computer setup had a 3.40 GHz Intel Xeon processor, 48 GB RAM, and NVIDIA RTX
A4000 32 GB GPU. The model was created and tested on a Jupyter notebook because it comes with built-in support
for GPU-enabled TensorFlow and the requisite CUDA acceleration. This was done with an eye toward the model’s
ease of replication by the research community. There are numerous PUF architectures that can produce CRP with
the necessary properties. As shown in Figure[9] the component used in this setup were an IoMT device on the client
side. Raspberry pi was used as an IoMT device and the server here in this experiment. Also, a ML model is saved
on the server to retrieve the data. The other component used in this research was the 64-bit arbiter PUF. The PUF
was constructed using the Xilinx BASYS3 FPGA. A delay-based PUF that creates a signal based on the difference

Figure 9: Experimental setup

in the times of two delay lines is called an arbitrator PUF. The challenges are gathered based on a Xilinx BASYS3
FPGA’s 64-bit PUF implementation. A delay-based PUF that creates a response based on the difference in the times
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of two delay lines is called an arbitrator PUF. The changes in the micro-electronic production process that cause a race
between two identical pathways are the basis for how this PUF functions. The race has an impact on the value that the
arbiter latches and is related to the variation in signal propagation latency on these two channels. The only relevant
aspect of this difference is its sign, not its precise value. The sign that the arbitrator derived represents the responses
and serves as the PUF identity. The arbiter can be built as a straightforward SR-latch using two cross-coupled NOR
gates.

clo:63 _|co e [c2 FEE— |eo3

e
DA,

—RO

/NN
A

T
\ V%

g 3~

o/

Figure 10: Arbiter PUF
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Figure[I0]shows that the unit of two delay lines to create a bit is represented by each box between A0 to A63. A series
of red and blue colored boxes (2*1 multiplexers) is seen within each box, designating two distinct lines for processing
signals. Every bit challenge will serve as a multiplexer pair’s selection bit. The very first box between A0 to A63 will
include challenge CO, the second box between A0 to A63 will have challenge C1, and so on. When one transmission
is delivered in the PUF, the signal flows via the multiplexers in accordance with the challenge’s selection bit. For
instance, if CO is 0, the transmission will flow to multiplexer C0, and if C1 is 1, the transmission will travel line 1 of
the following pair of multiplexers (between red and blue). In the end, every box of the multiplexers is linked to a D
flip-flop. If the flip-flop’s D input receives the signal more quickly, its output indicates that the response bit would be
1. This method uses multiplexer pairs (from AO to A63) to convert a 64-bit challenge (from CO to C63) into a 64-bit
response (from RO to R63).

5.2 Dataset preparation

As shown in Figure [TT] 64-bits was used for generating the challenges. All possible human body sample temperature
was generated for an entire year. The temperature was noted at every 5 minutes interval for the whole year. The
first 8-bits are used as the temperature, which is 95 to 105, and the next 8-bits are the temperature after the decimal,
which are from 0.0 to 0.9. In this way, the temperature was divided into 16-bits. The next 16-bits was allocated to
the months, so the 8-bits was the first digit of month which is just O and 1. And the next 8-bits were for the second
digit of the month, which is 0.0 to 0.9. This is how the months were separated into 16-bits. The next 8-bits was for
the first digit of the dates used, which is 0 to 3 and the other 8-bits was the second digit of the dates. Now for the next
8-bits, the hours in a day was used, which is 0 to 23 and for the last 8-bits, the minutes in an hour were used, which
is divided by 5. So, this way, the last 8-bits were from 0 to 11. According to this, the challenges were created using
python programming. In this experiment, responses were generated using a Xilinx BASYS3 FPGA’s 64-bits arbiter
PUF following challenges from a Raspberry PI. The challenges and the responses were merged to make a 128-bits
CRP. A total of 11554460 CRPs was generated as the dataset. These CRPs were later converted into binary and are
used in ML models to train the model and get the best accuracy. The first 16-bits is considered as the output feature
and the rest 112-bits is considered as the input feature.
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bytel byte2 Dbyte3 byted byte5 byte6 byte7 byte8

| |

Temperature 1st digit of 1t digit of the Hours
before decimal the month date
Temperature 2nd digit of 2 digit of Minutes
after decimal the month the date
( )\ )\ )\ J
Y Y Y Y
TEMPERATURE MONTH DAY MINUTES

Figure 11: Data preparation format

5.3 Machine learning model training

We have used jupyter notebook to train and test the Machine learning model. In this experiment, a deep learning-based
ML model (multi-class classifier) is used. A number of feeds forward, deep architectures were used for model training
and evaluation. The dataset was first divided into two parts. 80% of the dataset was used to train the model, and the
remaining 20% was used for validation. Categorical data was fed because the dataset had more than one discrete item,
that is the temperature, which was needed as the output feature. The ML model was divided into two parts, the first
part was to train the dataset for the temperature before the decimal which is 95 to 105. And the later part of the model
was used to train the temperature after the decimal which is 0.0 to 0.9. Here, temperature was considered as the output
feature which was 16-bit, and the rest of everything was considered as the input feature.

As shown in Table 2] many models were used for this experiment. A deep learning-based ML model which is multi-
class classifier used in this experiment to retrieve the original data back. This way, the model is preserving the security
and privacy of data and the user. Here, if the temperature of the patient changes, the model itself will be able to
retrieve the original or changed data. In the 1st model, 4096-3072 layers were used with no dropout. But here no batch
normalization was used, and the Optimizer used was ”Adam” with a total of 10 epochs and the batch size was 5000.
The validation accuracy for this model was the least which is 72.06%.

Table 2: Comparison of a few models which were used for the experiment

Units Dropout Batch Optimizer Activation Epochs Batch | Validation
(30%) | normalization function size accuracy
4096-3072 X v Adam Swish 10 5000 | 86.08
4096-3072 X X Adam Swish 10 5000 | 72.06
4096-4096-4096 X v Adadelta Swish 25 10000 | 94.23
4096-4096-4096 X X Adadelta Swish 25 10000 | 84.73
4096-4096-4096-3072-3072- v v Nadam Swish 50 10000 | 95.01
3072-2048-2048-2048
4096-4096-4096-3072-3072- X X Nadam Relu 50 10000 | 88.52
3072-2048-2048-2048
4096-4096-3072-3072-2048-2048 | X v RMSProp | Relu 50 5000 | 89.85
4096-4096-3072-3072-2048-2048 | X X RMSProp | Relu 50 5000 | 82.08
4096-3072-3072-2048-2048-2048 | v X RMSProp | Relu 50 5000 | 91.05
4096-3072-3072-2048-2048-2048 | v X Nadam Relu 50 5000 | 85.72
4096-4096-3072 X v Nadam Relu 50 10000 | 89.32
4096-4096-3072 v v RMSProp Swish 50 10000 | 92.05

In the 2nd model, instead of 4096-3072 layers, we used 4096-4096-4096 layers without dropouts, which was the major
reason to increase the accuracy. Also, instead of using “Adam” as our optimizer we used “Adadelta” here. Unlike the
1st model we changed the epoch counts to 25 and the batch size to 10000. Because of all these changes the validation
accuracy was 94.23%. For the next model, it used 4096-3072 layers without any dropout. The Optimizer utilized here
was “Adam” with a total of 10 epochs, and the batch size was 5000. Instead, batch normalization was applied and
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the validation accuracy here was 86.08%. The following model has a 30% dropout rate and uses 4096-4096-4096-
3072-3072-3072-2048-2048-2048. The batch size was 10000, and the optimizer used was "Nadam” with a total of 50
epochs. Batch normalization was used here to get 95.01% validation accuracy. All other models can be found in the

Table
Input Layer Hidden Hidden Hidden Hidden Output Layer
L1 Layer L2 Layer L3 Layer L4 Layer L5 L6
2% 2" 2% 20 3x2"/2 2n

V3" -

4
|
|
|
|
|
|
|
1

Optimizer: Adam, Loss function: Categorical Crossentropy

swish swish swish swish swish SoftMax

Figure 12: Multi-class classification architecture.

As the temperature series is between 95 to 105, the classes are 11. Our first ML model is comprised of four hidden
layers, with (2 x 2™) neurons for the first and second hidden layer. The third hidden layer here is comprised with
(3 * 2™ /2) neurons. The forth hidden layer is made of (2™) neurons as shown in the Figure As the total number of
class is 11, the value of nis 11.

For the model used in this experiment, 4096-4096-3072-2048 was the combination used with the layers of batch
normalization. The activation function here was “swish.” There was no dropout in this model. The optimizer used in
this model was ”Adam”. “Categorical Crossentropy” was used as the loss function because there are more than two
output labels. 10 epochs in all are used, with a batch size of 5000. The metrics here is “accuracy” as the models need
to predict the output feature. As shown in Figure [I3] 96.07% is the validation accuracy of this ML model, which was
used for the first part to get the output feature as the temperature before the decimal.
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Figure 13: Validation accuracy for model 1 (Temperature 95-105)
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Similarly, the second model is comprised of four hidden layers with (4 * 2™) neurons for all the four hidden layers.
Also, as the decimals here were from O to 9, the classes are 10 and the value of n is 10. The combination utilized with
the layers of batch normalization was 4096-4096-4096-4096. Here, the ’swish” activation function was used. This
model did not have any dropouts. ”Adamax” was the optimizer employed in this model. Given that there are more
than two output labels, the loss function was “categorical crossentropy.” There are a total of 10 epochs used, with a
batch size of 10,000. Since the models must be able to predict the output feature, “accuracy” is the key metric here.
This ML model is employed for the second part’s output feature, the temperature after the decimal has a validation
accuracy of 89.83% as shown in the Figure [T4]
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0.95 -

0.90 4

0.85 1

0.80

Accuracy

0.75 1

0.70 4
=== Validation Accuracy

Training Accuracy

0.65 1

0 2 4 6 8
Epochs

Figure 14: Validation accuracy for model 2 (Temperature 0.0-0.9)

5.4 Temperature prediction

In this experiment, the maximum accuracy found for model 1 was 96.07% and 89.83% was the maximum accuracy
found for model 2. To get better accuracy different kind of method was implemented. For this part of the implemen-
tation 1,000,000 CRPs were used as the testing data. As shown in Figure [I3] there were four scenarios. In all the
scenarios, there were three different time stamps considered. The actual value 1 and actual value 2 are the temper-
atures that were selected in sequence with an interval of time. The predicted value 1 and 2 are the values that were
predicted using the ML model. Also, the pre-accuracy will be counted as ”’1” only if the actual value is matched with
the predicted values else the pre-accuracy will be counted as ”0”. If the pre-accuracy count is 2 or more, the accuracy
will be counted as 1" and if not, the accuracy will be counted as 0.

Scenario 1 Scenario 2

Time Actual | Predicted | Actual | Predicted Pre - Accuracy Time Actual | Predicted | Actual | Predicted Pre - Accuracy
valuel | valuel | value2 value2 | accuracy valuel | valuel | value2 value2 | accuracy

Tyl 97 98 3 2 0 Tgel 97 97 3 3 1
Tye2 98 99 6 5 0 O Ty 2 98 99 6 5 0 O
Tye3 99 95 7 8 0 T3 99 95 7 8 0

Scenario 3 Scenario 4
i | o) | Pros? | e | s’ | oy | Ay | | 7 | e | reit | pcus | Preed | P | scuracy
Tsel 97 97 3 3 1 Tsel 97 97 3 3 1
Tye2 98 98 6 6 1 1 Tse2 98 98 1 1 1 1
Ts:3 99 95 7 8 0 Ts:3 99 99 7 7 1

Figure 15: Temperature prediction algorithm
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Figure 16: Experimental final accuracy

In the first scenario, none of the actual values matched the predicted values. Hence, the pre-accuracy was counted
as ’0” and the accuracy, therefore was ”0”. In the second scenario, the very first actual value and the first predicted
value were in agreement, but the remaining two actual values and the predicted values were not. Pre-accuracy was
therefore recorded as 1" for the first-time stamp and 0" for the following two. Additionally, accuracy was ~0” as a
result. The first and second actual values as well as the first and second predicted values were in agreement in the third
scenario, however, the last actual values and the predicted values were not. As a result, pre-accuracy was noted as ”’1”
for the first- and second-time stamps and ”0” for the final one. As a result, accuracy was marked as ”1”. In the fourth
scenario, each of the actual values and predicted values were exact matches. As a result, the accuracy was ~’1” and the
pre-accuracy was 17 for each of the time stamps. A total of 1,000,000 CRPs were tested using this method and the
accuracy after this implementation was found 99.45%. The result for this experiment is shown in the Figure. [16]

6 Conclusion and Future Work

Many areas of the industry have been transformed by the Internet of Things. One of the first industries to seize this
opportunity by populating the internet with medical-related items is the healthcare sector. Security has emerged as the
main concern as a result of rapid growth and diversity. In order to find security flaws ranging from device assaults to
data transit attacks, attackers and the research community are continuously focused on the creation and rapid expansion
of IoT applications. Safeguarding IoMT devices has become crucial due to the demand for using [oMT sensors to
lower healthcare costs and provide better care for patients. The main issue when using networks on a wide scale
is security. The confidentiality and privacy of the patients is the main area where IoMT enables smart healthcare
services. In this regard, verification and permission procedures are key security requirements since they ensure that
sensitive medical data cannot be intercepted. In order to overcome the constrained hardware on cloud servers, the
fundamental form of distributed ML system with embedded devices was taken into consideration. To address the
issue of data stealing in distributed ML systems, attempts were made to build a data-concealing framework. The
experiment offered can demonstrably substantiate the validity of the data-concealing principle put out in this work. In
the distributed ML system, the neural network-based model can effectively fulfill the encryption and decryption duties
from the perspectives of operability and hard to steal. This is in contrast to the classic encryption technique. This paper
presented a methodology that combines a mix of these strategies to achieve all security criteria since no strategy can
completely satisfy the security requirements of these systems while also mitigating the majority of threats. Starting
with data collection and ending with data storage and sharing, this architecture covers every stage of data and device
security. Future directions and views in this area revolve around finding practical privacy and security solutions in the
age of large healthcare data. In the proposed methodology, the accuracy that was found is 99.45% using ML model.
In the future different federated learning models can be used to secure healthcare data. Furthermore, blockchain can
be introduced to secure the healthcare. Other methods for protecting privacy must also be improved.
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