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* Correspondence: fatih@tiu.ac.jp

Abstract

The integration of blockchain technology into healthcare systems has emerged as a transformative
solution for enhancing data security, protecting privacy, and improving interoperability. Blockchain-
based smart contracts offer reliability, transparency, and efficiency in healthcare services, making them
a focal point of many studies. However, challenges such as scalability, regulatory compliance, and
interoperability continue to limit their widespread adoption. This study conducts a comprehensive
literature review to assess blockchain-driven health data management, focusing on the classification of
blockchain-based smart contracts in health policy and the health protocols and standards applicable to
blockchain-based smart contracts. The systematic review includes 80 core studies published between
2019 and 2025, identified through searches in PubMed, Scopus, and Web of Science (WoS) using the
PRISMA method. Findings highlight the potential of blockchain-enabled smart contracts in health
policy management, emphasizing their advantages, limitations, and implementation challenges. Addi-
tionally, the research underscores their transformative impact on digital health policies, particularly
in ensuring data integrity, enhancing patient autonomy, and fostering a more resilient healthcare
ecosystem. Recent advancements in quantum science and technologies are also considered, as they
present both novel opportunities and emerging threats to the future security and design of healthcare
blockchain systems.

Keywords: blockchain; data privacy; electronic health records; healthcare security; health policies;
smart contracts; systematic review

1. Introduction
The availability, storage, and synchronization of electronic health records (EHR) remain critical,

with patient confidentiality at risk due to uncontrolled data sharing [1]. Protecting user privacy is
essential as cloud storage and smart health devices increase cybersecurity threats. To address these
challenges, blockchain in healthcare requires strict authentication protocols and compliance with
regulations like the Health Insurance Portability and Accountability Act (HIPAA). Researchers explore
smart contracts, fraud detection, and authentication, though blockchain vulnerabilities and governance
remain concerns [2]. While smart contracts are widely used, their healthcare role has often been
secondary to IoT and health data sharing [3]. Studies have examined blockchain applications in clinical
trial transparency, data management, and authentication [4,5].
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While systematic reviews have examined blockchain in healthcare, few have categorized its
smart contracts in health policy [2]. This study introduces a classification framework, highlighting
compliance challenges, cryptographic mechanisms, and policy implications to enhance understanding
of blockchain’s regulatory role in digital health governance. This research evaluates blockchain-based
smart contracts in health policy, emphasizing their role in security, transparency, and efficiency in
healthcare operations.

2. Background
2.1. Review Stage Blockchain-Based Smart Contracts in Health Management

Blockchain ensures encrypted, decentralized data storage, enhancing security, efficiency, and trans-
parency in healthcare and insurance beyond cryptocurrencies [5,6]. Smart contracts automate secure
transactions through predefined rules, digitizing legal processes and enabling verifiable, encrypted
exchanges [7].

Cost analysis using Hyperledger Caliper shows that permissioned blockchains significantly
reduce transaction costs and energy consumption compared to Ethereum’s former proof-of-work (PoW)
mechanism [8]. Ethereum and Solidity have enabled real-world applications, with SmartPy expanding
development for Python [7]. However, blockchain networks vary in capabilities. Benchmarking studies
confirm that permissioned blockchains like Hyperledger Fabric outperform Ethereum in transaction
throughput and efficiency, achieving up to 1000 TPS with sub-second latency [9].

AI-driven blockchain optimization is improving smart contract security and transaction validation.
Ref. [10] demonstrated that AI-enhanced blockchain-based patient monitoring strengthens fraud
detection and network security in Hyperledger Fabric. Ref. [11] showed that AI-powered blockchain
mechanisms enhance fraud detection in decentralized healthcare transactions. Hyperledger Fabric
is preferred for its security and controlled access, while Ethereum supports more decentralized
smart contracts [7]. Algorand and Bitcoin-NG offer higher transaction throughput for high-demand
applications [12].

Smart contracts facilitate medical record auditing, secure data sharing, and patient-controlled
encryption, ensuring authentication via public key cryptography [12]. Hyperledger Caliper perfor-
mance analysis confirms that permissioned blockchain architectures like Hyperledger Fabric provide
low-latency, scalable, and secure transactions [13]. Ref. [14] benchmarked Ethereum and Hyperledger
Fabric, confirming Fabric’s superior efficiency and lower energy consumption compared to Ethereum’s
PoW-based mechanism.

Ref. [15] validated Hyperledger Fabric’s effectiveness in medical records management. Ref. [16]
experimentally confirmed its efficiency in cross-chain medical data sharing. Ref. [17] developed an
AI-driven permissioned blockchain system for secure IoT medical data sharing, proving its scalability.
SVM models identified abnormal behavior in EHR access [18], while XGBoost was used for real-time
fraud detection in blockchain-based healthcare supply chains [19].

3. Methods
A systematic review following PRISMA guidelines [20] was conducted to classify blockchain-

based smart contracts in health policy using keyword-based searches in major academic databases. The
study examined PubMed, WoS, and Scopus (2019–2025), including both open-access and subscription-
based publications.

3.1. Study Design

Our design includes identifying and assessing promising research areas that do not require
extensive analysis or consolidation. The systematic mapping research adhered to strictly defined
empirical criteria, following the stages defined in [21], i.e.,

Research questions: Defining the research questions analyzed.
Methodology: Overview of the software libraries investigated for data collection.
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3.2. Research Questions

The development of research questions is a critical component of any systematic review [22,23].
Here, our objective is to define the role of blockchain-based smart contracts in health management
policy by addressing key technological aspects, challenges, and future prospects. The research guidance
questions (GQs) are categorized into two groups:

GQ1: What is the taxonomy/classification for blockchain-based smart contracts in health man-
agement policy?

GQ2: What are the healthcare protocols and standards that should be implemented in blockchain-
based smart contracts?

3.3. Search Strategy

To ensure the reproducibility of this review, a structured search strategy was developed. This
included defining search terms, scope, and Boolean operators. Following the methodology recom-
mended by [22], the final search string was: ("Blockchain") AND ("Smart contract") AND (("healthcare")
OR ("health")) OR (("health record") OR ("EHR") OR ("PHR") OR ("medical record") OR ("EMR")).

3.4. Article Selection

Following the systematic review methodologies [22], this study refined 950 identified articles
to 80 primary studies. Exclusion criteria focused on relevance to blockchain, smart contracts, and
healthcare, eliminating studies with explicit implementation details, blockchain security evaluations,
or unrelated topics. Selection Breakdown:

• 950 articles identified;
• 89 duplicates removed,
• 239 excluded due to language, etc.,
• 413 excluded due to keywords, title and abstract,
• 129 excluded due to unambiguous technical materail and inadequate research, leaving selecting

80.

Non-scientific sources and blockchain financial ledger studies were excluded.

3.5. Quality Assessment

Following Ref. [22], we evaluated

• research aims and contextualization
• literature review and methodology
• findings and policy relevance,

and only studies with clear objectives, methodology, and conclusions were included.

4. FINDINGS
The analysis of 80 studies examined author details, methodology, sample size, and study out-

comes. Bitcoin-NG and Algorand are gaining attention in healthcare for their high throughput.
Ref. [24] found them ideal for EHR management and hospital transactions, while Ref. [25] confirmed
Algorand’s scalability via its Byzantine Agreement. Refs. [26–28] noted that Ethereum-based smart
contracts, despite strong security, suffer from high transaction costs and delays. They suggested
permissioned blockchains like Hyperledger Fabric offer greater computational efficiency. Table 1
compares blockchain frameworks using Hyperledger Caliper benchmarking, highlighting efficiency
trade-offs in healthcare.
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Table 1. AI-based fraud detection models in blockchain healthcare systems

AI Model Description Accuracy Computational
Cost Scalability Best Use Case

Random Forest
(RF)

Ensemble learning
method using
decision trees

85-90% Medium High Insurance
fraud detection

Neural Networks
(NN)

Multi-layered
deep learning model 92-96% High Medium Transaction

anomaly detection

BERT
Transformer

NLP-based model
for fraud detection
via transaction logs

93-98% Very High High Smart contract
security monitoring

Support Vector
Machines

(SVM)

Classification-based
algorithm with

kernel functions
80-88% Medium Medium Behavioral

fraud analysis

4.1. Comprehensive Literature Review and Analysis

The following sections summarize the relevant literature, discuss the methodologies employed,
and suggest advancements in health policy management and blockchain-based smart contracts by
revising the taxonomy and identifying key challenges.

4.2. Proceeding with Article Selection

We illustrate the article selection process and filtering criteria in Figure 1. Initially, 950 articles
were identified, and after filtering explained in Section 3.4, 80 are left. These 80 papers were selected
as primary references for the study. Table 2 provides a structured overview of each study, including
publication year, reference, publisher, and category.

Table 2. Overview of every original research, organized by year of publication and containing the study’s unique
identity, reference, publisher, and category.

ID Ref. Author(s) Year Publisher Type
A20 [29] Hang et al. 2019 MDPI Journal
A04 [30] Jamil et al. 2020 MDPI Journal
A19 [31] Dhillon 2020 Frontiers Media Journal
A21 [32] Malamas et al. 2020 IEEE Conference
A26 [33] Gong and Zhao 2020 Springer Nature Journal
A11 [34] Ali et al. 2021 MDPI Journal
A15 [35] Jabarulla and Lee 2021 MDPI Journal
A17 [36] Iqbal et al. 2021 IEEE Conference
A02 [37] Mohsan et al. 2021 MDPI Journal
A03 [38] Ali et al. 2022 MDPI Journal
A06 [39] Chondrogiannis et al. 2022 Elsevier Journal
A07 [40] Su et al. 2022 Elsevier Journal
A10 [41] Sutanto et al. 2022 MDPI Journal
A12 [5] Zhang et al. 2022 IEEE Journal
A13 [42] Careline and Godhavari 2020 SAI Journal
A16 [43] Salonikias et al. 2022 MDPI Journal
A25 [44] De Olivera et al. 2022 IEEE Conference
A27 [45] Bhandawat et al. 2022 Elsevier Journal
A08 [46] Haritha and Anitha 2023 IEEE Conference
A18 [47] Thantharate and Thantharate 2023 MDPI Journal
A22 [48] Abdelgalil and Mejri 2023 MDPI Journal
A23 [49] Chandini and Basarkod 2023 Springer Nature Journal
A24 [50] Karmakar et al. 2023 Elsevier Journal
A43 [51] Selvarajan et al. 2023 Springer Nature Journal
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A44 [52] Liu et al. 2023 Elsevier Journal
A45 [53] Prajapat et al. 2024 IEEE Journal
A46 [54] Balasubramaniam et al. 2024 MDPI Journal
A47 [55] Venkatesh et al. 2024 IEEE Conference
A01 [27] Pu et al. 2024 Frontiers Media Journal
A05 [56] Kaur et al. 2024 Springer Nature Journal
A09 [57] Wang et al. 2024 Elsevier Journal
A14 [58] Li et al. 2024 Elsevier Journal
A28 [59] Bobrova et al. 2024 MDPI Journal
A29 [60] Igboanusi et al. 2024 Springer Nature Journal
A30 [61] Kaafarani et al. 2024 JMIR Journal
A31 [62] Liang et al. 2024 JMIR Journal
A32 [63] Mahdi et al. 2024 Springer Nature Journal
A33 [64] Takahashi et al. 2024 Springer Nature Journal
A34 [65] Wang et al. 2024 JMIR Journal
A36 [66] Yang and Li 2024 Springer Nature Journal
A37 [67] Duc et al. 2024 SAI Journal
A38 [68] Guerra et al. 2024 Taylor & Francis Journal
A39 [69] Li et al. 2024 Springer Nature Journal
A40 [70] Rekik et al. 2024 IEEE Conference
A41 [71] Saha et al. 2024 IEEE Journal
A42 [72] Vidhya et al. 2024 Wiley Journal
A48 [73] Arabnouri & Shafieinejad 2024 Springer Nature Journal
A49 [74] Bunia et al. 2024 IEEE Conference
A50 [75] Bieniek et al. 2024 Wiley Journal
A51 [76] Alharbi et al. 2024 MDPI Journal
A52 [77] Kumar & Ali 2024 Elsevier Journal
A53 [78] Rohini et al. 2024 PKP Journal
A54 [79] Li et al. 2024 Elsevier Journal
A56 [80] Zhu et al. 2024 MDPI Journal
A58 [81] Kar et al. 2024 IEEE Journal
A59 [82] Zhang et al. 2024 Elsevier Journal
A62 [83] Abid et al. 2024 OUP Journal
A64 [84] Ahmed et al. 2024 Univ. of New Mexico Journal
A65 [85] Ahmed et al. 2024 MDPI Journal
A67 [86] Akhyani et al. 2024 IEEE Conference
A69 [87] Ansar et al. 2024 ETP Journal
A70 [88] Badidi et al. 2024 IEEE Conference
A71 [89] Basudan 2024 Taylor & Francis Journal
A73 [90] Chegenizadeh & Tessone 2024 IEEE Conference
A74 [91] Devgun et al. 2024 IEEE Conference
A77 [92] Kumari et al. 2024 Elsevier Journal
A78 [93] Sun et al. 2024 IEEE Journal
A79 [94] Rani et al. 2024 Springer Nature Journal
A80 [95] Riahi et al. 2024 IEEE Journal
A55 [96] Cihan et al. 2025 Wiley Journal
A57 [97] Aakanksha & Sundaram, 2025 HICSS Conference
A60 [98] Ding et al. 2025 IEEE Journal
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A61 [99] Abdunabi et al. 2025 SAGE Journal
A63 [100] Ahanger et al. 2025 Elsevier Journal
A66 [101] Ahmed et al. 2025 Elsevier Journal
A68 [102] Ali et al. 2025 ACM Journal
A35 [103] Mishra and Mehra 2025 Springer Nature Journal
A72 [104] Chaudhry et al. 2025 Elsevier Journal
A75 [105] Guo et al. 2025 MDPI Journal
A76 [106] Gupta & Lakhwani 2025 Springer Nature Journal

Figure 1. PRISMA flow diagram utilized in this review.

4.3. Conducting the Quality Evaluation

Each retrieved article was evaluated based on quality assessment criteria. The majority of studies
met at least four out of six quality criteria, including clear study objectives, a comprehensive literature
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review, a structured methodology, bibliographic references, and supporting architectural concepts.
The quality evaluation assessed the adequacy of structure and organization but did not exclude any
articles from the final corpus.

5. Discussions
This section will analyze the guiding questions (GQs) that have been discussed in this context

and put forward potential solutions.
GQ1. What is the taxonomy for blockchain-based smart contracts in healthcare?
Research has highlighted blockchain’s potential in overcoming healthcare challenges, with smart

contracts providing automated and secure solutions tailored to system requirements [26]. The taxon-
omy of blockchain-based smart contracts in health policy involves classifying and structuring different
types of smart contracts based on their functionality, execution process, and security mechanisms.
As illustrated in Figure 2, the analysis of 80 relevant studies provides insights into blockchain com-
ponents and their role in enhancing healthcare data management, patient autonomy, and regulatory
compliance.

Figure 2. An assessment of the reviewed 80 papers related to blockchain components.

5.1. Mining

Mining adds blocks to the blockchain, with miners verifying transactions based on consensus
mechanisms [27,64,66]. Proof of Work (PoW) has been explored as an incentive model for healthcare
providers, rewarding them with coins such as Ether [46,68]. To streamline data sharing, transactions
are grouped into processing pools before mining [39]. A lightweight cryptographic technique enhances
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security and patient-controlled data access, reducing mining dependency in blockchain-based IoT
networks. FHIR-Chain uses smart contracts for secure health data modifications, storing clinical
data off-chain with encrypted references [44]. To lower costs, consortium blockchains are preferred
over public blockchains [69]. Leader election algorithms improve efficiency in decentralized hospital
networks [71]. For scalability, smart contracts and decentralized storage minimize computational
overhead. Gas fees and energy-efficient permissioned blockchains offer alternatives to mining-heavy
processes, ensuring security and efficiency [68,69].

5.2. Consensus Mechanisms

Blockchain consensus mechanisms validate data before updates, with data controllers setting
policies and processors ensuring compliance [27,30,31,35–37,40,46,47,49,50,67,70,72]. The choice of
blockchain depends on the network type—public blockchains allow open participation, while private
ones require approval [65]. Consensus mechanisms replace central authority reliance, ensuring secure
and verified transactions across nodes [39]. Ref. [107] analyzed lightweight blockchain models for scal-
able health data storage, comparing PoW and BFT. Their findings show that permissioned blockchains
reduce computational overhead while maintaining decentralization. PoW uses cryptographic puzzles,
while alternative protocols optimize efficiency and scalability [45]. Byzantine Fault Tolerance (BFT)
enhances data integrity and security, with Istanbul BFT (IBFT) aiding health insurance fraud detec-
tion [57,61,103]. Reliable, Replicated, Redundant, and Fault-Tolerant (RAFT) consensus algorithm
ensures secure health data storage and verification [71].

5.3. Security and Encryption

Encryption ensures confidentiality, integrity, and access control in healthcare blockchain systems,
maintaining data integrity, traceability, and secure sharing [30,35–37,40,49,50,66–68,70–72]. Refs. [48,56–
59,103,108] proposed a cryptographic authentication model for EMRs, enhancing identity verification
and mitigating security threats. Public-key cryptography and Attribute-Based Encryption (ABE)
enable user-controlled access, while Ref. [60] introduced a framework integrating ABE, Homomorphic
Encryption (HE) for privacy-preserving computations, and Zero-Knowledge Proofs (ZKP) for secure
identity verification. Consent management ensures privacy and compliance, while encrypted key-
word indexing prevents unauthorized access [63]. CP-ABE restricts EHR access and maintains audit
trails, while homomorphic encryption enables secure searches and data exchange [38]. Blockchain’s
immutability ensures long-term data accuracy, with consensus mechanisms validating and securely
storing information [61].

5.4. Distributed Network

Distributed networks store health data across multiple nodes, eliminating central authority
dependence while enhancing security and resilience [59,62,63]. This decentralized structure enables
secure data sharing, reducing risks of data loss and failure points. Blockchain transactions use PoW
and PoS consensus mechanisms, balancing speed, efficiency, and scalability [32]. Smart contracts
automate data management, while PoS resolves billing disputes. Decentralized networks improve
organ donation transparency, fraud detection, and healthcare verification [60,61]. P2P architectures
support hospital data decentralization, while IPFS-based solutions enhance security [30,36,37,40,47,49,
50,70–72].

5.5. Ledger

Blockchain is a decentralized, immutable ledger ensuring data integrity, security, and trans-
parency [33,35,47,61]. Consensus mechanisms validate transactions without a central authority. It
is crucial for audits and secure data access, allowing patients, suppliers, and insurers to retrieve
authorized information [29,63,69]. Public blockchains allow open access, while private blockchains
restrict entry [45,109]. Blockchain also enhances data sharing and computational efficiency [26].
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Future research should validate the proposed taxonomy by implementing a prototype in EHR
systems. Ref. [26] demonstrated a blockchain-based multi-hop permission delegation model, providing
a foundation for healthcare-specific smart contract testing.

GQ2. What are the healthcare protocols and standards that should apply in blockchain-based
smart contracts when it are applied to healthcare?

The healthcare protocols and standards related to smart contracts are presented in Figure 3.
Research on blockchain and multi-certificate authority explores secure smart contract execution for
health data access. Ref. [34] proposes adaptable policies for record modifications and policy initiation,
ensuring patient autonomy. Their multi-certificate authorization (CA) model enhances EHR security
by addressing single-certifying authority vulnerabilities, allowing user re-enrollment if records are
lost. Big data analytics optimize health data management through data mining and knowledge
discovery [56].

Figure 3. An assessment of reviewed 80 papers related to blockchain-based smart contracts.

5.6. Solidarity

Blockchain-based healthcare systems promote social solidarity by enabling user-controlled
health data and privacy protection, fostering trust between patients and insurers [59,61]. Enterprise
blockchain ensures secure data exchange, as seen in Hyperledger Fabric, which supports inventory
management without cryptocurrency reliance [45]. Smart contracts enable transparent transactions,
strengthening collaboration and trust among stakeholders [31,47,57,62,63,68,70].

5.7. Health Institutions

Blockchain enables secure, decentralized medical data sharing among hospitals, insurers, and
researchers without a centralized EHR system. It improves data integrity, patient follow-up, and
transaction tracking, despite regulatory challenges [29,110]. MedRec ensures secure data management
with a transparent audit trail, while homomorphic encryption enhances privacy [38,49,111]. Blockchain
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streamlines insurance claims, reduces fraud, and enhances efficiency [61,62]. Hyperledger solutions
improve security, and real-time access supports emergency response [63,64]. DiabeticChain aids
chronic disease management [103]. Smart contracts ensure data verification, access control, and
accountability, while an inter-nodal mechanism secures healthcare collaboration [39,43,66].

5.8. Participants

Blockchain’s networking capabilities made participants capable of connecting with each other in
a verifiable and safe way, even without a trustworthy medium [15,43,61]. Access control mechanisms
regulate data retrieval for health institutions, laboratories, providers, and insurers [63,103]. RBAC
and ABAC models ensure secure data sharing, privacy, and compliance among healthcare systems,
pharmaceutical firms, and researchers [69,71].

5.9. Doctors

Doctors can securely access and manage patient records through encrypted communication and
smart contracts [63,71]. Medical records are encrypted, stored in IPFS, and verified via blockchain
hashes [31]. Physicians assist in organ donation verification and insurance claim validation, while
emergency doctors use biometric authentication for rapid patient interventions [60,61,64].

5.10. Insurance Companies

Traditional insurance systems increase costs and data manipulation risks. Blockchain ensures
secure, automated transactions with cryptographic protection [50]. It enables transparent access
management, allowing secure transaction processing while protecting policyholder data [59,62]. Hy-
perledger Fabric enhances security and scalability [63]. Blockchain expedites insurance approvals
and medical interventions, while decentralized management streamlines claims, prevents fraud, and
strengthens trust through immutable records [41,64]. Ref. [13] developed a Hyperledger Fabric-based
smart contract prototype for remote patient monitoring, validating its real-time processing, security,
and efficiency. Future implementations can integrate this model with FHIR-compliant blockchain
frameworks for healthcare interoperability.

5.11. Quantum Domain

Emerging quantum computing technologies pose a significant threat to existing cryptographic
systems, including those used in both centralized and decentralized infrastructures such as
blockchains [112–114]. In response, researchers have begun exploring quantum-resilient blockchain ar-
chitectures and cryptographic protocols. We expanded our systematic review including the “Quantum”
keyword in the search string, and selected the following studies.

Ref. [115] proposes a blockchain framework based on quantum resources that maintains de-
centralization while defending against quantum adversaries, and demonstrates a proof-of-concept
implementation on IBM’s 5-qubit quantum computer with a very high fidelity. Ref. [116] presents a
quantum-secure blockchain platform utilizing quantum key distribution over an urban fiber network
to achieve information-theoretic authentication.

In the healthcare domain, quantum-enhanced blockchain solutions have been proposed to ensure
the privacy and integrity of sensitive medical data. Ref. [51] introduces the Quantum Consultative
Transaction Key Generation and Management scheme and a Quantum Trust Reconciliation Agreement
Model for secure data exchange in healthcare, enhanced with Tuna Swarm Optimization for nonce
verification and trust-based communication. Ref. [53] presents a blockchain-integrated quantum
authentication scheme for sensor-assisted Internet of Medical Things networks, enabling secure multi-
party communication and preventing clinician-side misuse without third-party dependencies.

Ref. [52] proposes a quantum-enhanced blockchain system employing quantum hash functions,
quantum digital signatures, and a proof-of-authority consensus mechanism, offering robust protection
against both classical and quantum threats while maintaining scalability and efficiency. In Ref. [54], a
quantum-inspired blockchain (Qchain) is introduced alongside an entangled quantum medical record
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protocol, utilizing entangled states and quantum authentication to ensure privacy and auditability
in Medical IoT systems. Finally, Ref. [55] proposes a quantum blockchain framework for electronic
medical records, integrating quantum key distribution and post-quantum cryptographic techniques,
achieving notable reductions in computational and communication overhead while strengthening
security against quantum attacks.

5.12. Cross-Domain and Emerging Applications

In addition to the domain-specific applications discussed above, several recent studies have
introduced blockchain frameworks addressing cross-cutting challenges and emerging use cases in
healthcare, education, data sharing, and cooperative machine learning. These works exemplify the
broadening landscape of blockchain’s applicability beyond traditional verticals.

The BACASE-SH framework introduces a blockchain-based, certificate-less authenticated asym-
metric searchable encryption scheme to address key privacy and trust issues in smart healthcare
systems, particularly tackling challenges like keyword guessing attacks, data integrity, and identity
verification between patients and physicians [73].

The SCeFSTA system proposes a smart contract-enabled blockchain framework to implement
a fair, secure, and transparent auction mechanism for healthcare transportation, ensuring secure
payments, reduced record redundancy, and efficient resource use while promoting competition among
service providers [74].

SecureCare introduces a blockchain-assisted wearable body area network (WBAN) architecture for
IoT healthcare systems, offering enhanced data privacy, tamperproof security, and improved scalability
for real-time patient monitoring through a decentralized and efficient framework [75].

Ref. [76] proposes a blockchain- and smart contract-based framework for ensuring data integrity
and privacy in remote healthcare monitoring (RHM) using IoT devices, automating secure data
transactions while enhancing transparency, reliability, and protection against fraud and tampering.

A smart contract-based authentication scheme has been developed for securing 6G-enabled
Internet of Nano Medical Things (IoNMT) networks, offering a decentralized, low-latency solution that
enhances privacy, energy efficiency, and resistance to various security threats, as validated through
both formal models and simulation analyses [77].

To enhance data security and overcome blockchain scalability limitations in remote patient
monitoring, the SHORTBLOCKS protocol extends blockchain into a directed acyclic graph structure,
combining private and public chains via smart contracts to enable efficient, secure, and scalable
healthcare data management [78].

The DAMFSD model introduces a decentralized authorization framework that enables patients to
securely and flexibly delegate access rights to trusted entities across healthcare institutions, thereby
mitigating the risks associated with centralized authorization systems. Leveraging cryptographic tech-
niques for fine-grained access control and smart contracts for decentralized delegation management,
the model enhances interoperability while preserving patient autonomy and auditability [79].

A private permissioned blockchain framework based on Hyperledger Fabric has been developed
to manage clinical research processes in alignment with FAIR principles, enabling secure, decentralized
handling of epidemiological data—such as COVID-19 statistics—while ensuring data is findable,
accessible, interoperable, and reusable through smart contract automation and performance-evaluated
chaincode execution [96].

A privacy-preserving Byzantine-resilient swarm learning (PBSL) framework integrates deep learn-
ing with blockchain-based smart contracts to support secure, decentralized medical diagnostics across
institutions, using threshold fully homomorphic encryption for data privacy and cosine similarity
to detect poisoning attacks in gradient updates, thus addressing major vulnerabilities in traditional
swarm learning approaches [80].

A decentralized autonomous organization (DAO)-driven framework has been proposed to op-
timize hospital location planning by enabling stakeholder participation, smart contract governance,
and data-driven decision-making, with a case study in New Zealand illustrating improved healthcare
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infrastructure planning, equity, and operational efficiency through collaborative blockchain-based
models [97].

LA-IMDCN introduces a lightweight remote user authentication scheme for implantable medical
device (IMD) communication networks, utilizing a consortium blockchain and smart contracts to
secure wireless data transmissions against tampering and eavesdropping, while addressing the privacy
and reliability challenges unique to IMD environments [81].

A consortium blockchain-based tunnel data bank has been designed to eliminate data silos in
structural health monitoring (SHM) by enabling traceable, tamper-resistant sharing of heterogeneous
monitoring data among multiple organizations, with smart contracts managing storage, alert mecha-
nisms, and incremental updates, as demonstrated through real-world tunnel data in Hangzhou [82].

The BADS-ABE scheme enables secure and anonymous medical data sharing in 6G-enabled smart
healthcare by integrating blockchain with attribute-based encryption, Groth signatures for identity
privacy, distributed key generation via smart contracts and Newton interpolation, and policy hiding to
protect attribute privacy while reducing decryption overhead [98].

An advanced authorization framework for body area networks (BANs) integrates a spatiotemporal
attribute-based access control (STABAC) model with blockchain-based smart contracts to enforce fine-
grained, context-aware access policies while ensuring integrity through formal verification using timed
colored Petri nets, thereby enabling secure, uninterrupted healthcare service delivery [99].

A smart contract-based access control framework is proposed for IoT-enabled smart healthcare
systems, combining decentralized blockchain architecture with the GTRBAC model to support fine-
grained, temporal policy enforcement without relying on third-party entities, achieving high security,
low gas costs, and linear scalability in access control performance [83].

A decade-long analysis of intrusion detection systems (IDS) for IoT environments highlights the
growing integration of AI strategies—such as machine learning, deep learning, and federated learn-
ing—to counter security threats like Sybil attacks and DDoS, with emphasis on blockchain-enhanced
security, evolving IDS architectures, and deployment models tailored to the resource constraints and
heterogeneity of IoT systems [100].

A hybrid multi-criteria decision-making approach combining Type-2 Neutrosophic Numbers
(T2NN), CRITIC, and MAIRCA is proposed to evaluate and rank blockchain platforms integrated with
Large Language Models (LLMs), identifying Stellar, Klaytn, Openchain, and Hyperledger Fabric as
top-performing platforms across technological, organizational, and environmental dimensions, thereby
supporting more secure, automated, and user-friendly smart contract and data infrastructures [84].

A decentralized philanthropic framework leverages blockchain, eKYC authentication, and smart
contract-based privacy filters to improve transparency, data integrity, and donor trust in charitable
giving, aiming for full donation traceability, minimal operational costs, and alignment with UN
Sustainable Development Goals through innovations like coin-toss-based data selection and service-
based charity models [85].

A novel framework leverages IOTA distributed ledger technology and its DAG-based Tangle
structure to ensure secure, scalable, and miner-less data integrity in next-generation fog-driven e-health
and emotion care systems, demonstrating enhanced protection against tampering and unauthorized
access while addressing limitations inherent in DLT consensus and participation [101].

The GRACE scheme integrates blockchain and coalition game theory to optimize resource alloca-
tion among SDN controllers in IoT networks, enhancing collaboration, decision-making, and network
performance through smart contracts that securely manage device registration and interactions, with
demonstrated improvements in time convergence, switch operations, and gas cost efficiency [86].

A comprehensive survey of privacy-preserved and responsible recommender systems (RS) synthe-
sizes advancements in conventional defenses, differential privacy, federated learning, and blockchain,
presenting an interdisciplinary taxonomy and open-source resources that contextualize technical
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challenges, industrial expectations, and emerging solutions for secure, fair, and transparent recommen-
dation services [102].

A novel encryption scheme, EKT-EDES, combines tri-iterative elliptic-integrated data encryption
with a blockchain-backed access control mechanism to secure cloud-stored healthcare records, utilizing
IPFS for decentralized storage and smart contract-driven enhanced role-based access control (RBAC)
for fine-grained permissions, achieving notable efficiency in encryption, decryption, latency, and
throughput metrics [87].

An integrated system architecture combining edge analytics, blockchain, and federated learning
is proposed to enhance cybersecurity in healthcare, enabling real-time threat detection and secure
data management for electronic health records (EHRs), while offering a set of implementation tools to
support robust, decentralized, and privacy-preserving security solutions [88].

A blockchain-empowered delegation framework for Internet of Medical Robotics Things (IoMRT)
telesurgery systems integrates multi-hop permission delegation, proxy re-encryption, and attribute-
based encryption to ensure fine-grained, traceable, and secure EMR sharing; with data stored on
IPFS and delegation depth controlled via smart contracts, the system is validated on the Ethereum
test chain and outperforms existing protocols [89]. The zk-DASTARK scheme combines zero-
knowledge proofs with quantum-resistant digital signatures (CRYSTALS-Dilithium) to ensure both
authenticity and privacy of off-chain data fed to smart contracts, enabling secure, efficient DApp exe-
cution—particularly in sensitive applications like healthcare insurance—through the zk-STARKFeed
mechanism deployed on the IOTA blockchain, with proof generation and verification performed in
under 60 ms and 10 ms, respectively [104].

PAVA introduces a privacy-preserving, attribute-based authentication scheme for healthcare data
sharing that leverages smart contracts to enforce dual access policies—one for data providers and one
for data users—while maintaining confidentiality of policy attributes through linear secret sharing
and blind access mechanisms, enabling verifiable authentication and secure decentralized interactions
without revealing sensitive access conditions [90].

FASALKA proposes a privacy classification framework for blockchain smart contracts that com-
bines federated and reinforcement learning to dynamically manage privacy parameters, enabling smart
contracts to address over- or under-utilization of privacy levels; deployed on Ethereum via Azure, the
system achieves 100% privacy classification accuracy while maintaining comparable throughput to
standard Ethereum [91].

CrowdBA introduces a cost-effective, quality-driven crowdsourcing architecture for bounding
box annotation by integrating Ethereum blockchain with IPFS to offload storage and computation, and
employing a Dynamic IoU-weighted bounding box fusion (DWBF) algorithm within smart contracts
to assess annotation quality and fairly distribute incentives, significantly improving accuracy and
operational efficiency [105].

A novel smart contract framework deployed on the CoreDAO blockchain enhances Quality-of-
Service (QoS) for the 9NFTMania token by extending ERC20 standards with governance features,
dividend distribution, and dynamic fee mechanisms; comparative analysis shows superior accuracy,
efficiency, and scalability—particularly for healthcare applications—while leveraging Proof-of-Stake to
outperform conventional PoW-based systems [106].

HealthRec-Chain presents a patient-centric framework that combines Ethereum blockchain with
IPFS and Java-enabled GPG encryption to securely store and share sensitive medical records and
images, addressing challenges of data ownership, interoperability, and scalability; performance evalu-
ations via a personalized dashboard and manual benchmarking confirm its feasibility in enhancing
healthcare data security, privacy, and system efficiency [92].

A provenance-aware blockchain-based EHR system is proposed to support efficient, traceable
sharing of correlated medical records through a DAG-like data structure, dynamic authorization
propagation, and an honesty-driven audit mechanism based on Nash equilibrium principles, enabling
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patients and doctors to manage and access complete, lineage-informed medical histories via Ethereum
smart contracts [93].

EduCert-Chain presents a secure, notarized educational certificate authentication framework
built on Hyperledger Fabric, leveraging ECDSA signatures, SHA-256 hashing, and Raft consensus
to ensure integrity and traceability; experimental evaluations with two higher education institutions
demonstrate reliable performance in terms of throughput and latency, addressing certificate forgery
through decentralized, verifiable credential issuance [94].

The RL-ICDL-BC framework integrates reinforcement learning-based incentive mechanisms
with blockchain and cooperative data learning to encourage privacy-preserving collaboration among
distributed healthcare data owners, demonstrating improved participation, fairness, and model
performance—achieving approximately 99% Covid-19 detection accuracy even under non-iid data
conditions [95].

These emerging frameworks demonstrate blockchain’s growing versatility and its critical role in
addressing systemic issues across sectors. Their contributions provide a strong foundation for future
interdisciplinary research and development.

6. Conclusions
Blockchain-based smart contracts enhance healthcare security, data privacy, encryption, and

collaboration by improving data exchange, monitoring, and transparency while ensuring patient
privacy [29]. Beyond cryptocurrency, blockchain supports healthcare, insurance regulations, and
digital transformation, emphasizing security, interoperability, and institutional privacy frameworks.
Regulatory compliance, particularly with HIPAA and GDPR, remains a challenge. Ref. [117] proposed
a hybrid blockchain model integrating Attribute-Based Encryption (ABE) to improve patient data
privacy and regulatory compliance. Ref. [118] explored blockchain-based prescription storage using
IPFS to enhance healthcare database interoperability, stressing the need for standardized protocols
aligned with FHIR and ISO/IEC 27799 frameworks. Permissioned blockchains with role-based access
control can improve data governance in healthcare policy [26]. Blockchain’s decentralized database
facilitates disease research, drug development, and personalized treatments while reducing costs and
increasing efficiency [111]. It enables real-time EHR management, secure provider communication, and
automated insurance claims, streamlining administrative processes and reimbursement [26,32,111].

Future research should focus on policy integration, cost analysis, and scalability. Hyperledger tech-
nology may support multi-level security applications [46]. Smart contracts, DApps, and cloud-based
solutions can optimize health data management, while further studies should explore blockchain’s
role in healthcare equity [42,43]. Blockchain-based data management systems significantly enhance
healthcare insurance fraud prevention and ensure the secure storage of patient records. For example,
the AI-driven blockchain encryption system developed by Ref. [119] has improved the secure access of
hospitals to IoT-based healthcare devices, thereby increasing operational efficiency in medical services.
AI-integrated blockchain systems are proving to be a game-changer in ensuring policy compliance
and transparency in healthcare governance [120,121] highlight the role of blockchain in reducing
fraud in healthcare insurance policies, leading to more reliable and fair healthcare governance [121].
Furthermore, Ref. [119] emphasizes the importance of secure searchable encryption frameworks in
medical IoT systems to enable transparent data-sharing and automated compliance verification. These
innovations underscore the growing synergy between blockchain and AI in policy-driven healthcare
applications. Blockchain’s immutability and transparency establish a secure digital trust system,
requiring encrypted smart contracts for policy compliance [42]. In light of emerging quantum threats
and evolving technological landscapes, there is a growing need to future-proof blockchain-based
healthcare systems through quantum-resilient architectures and adaptive regulatory frameworks.
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The following abbreviations are used in this manuscript:

ABE Attribute-Based Encryption
EHR Electronic Health Records
EMR Electronic Medical Records
BERT Bidirectional Encoder Representations from Transformers
BFT Byzantine Fault Tolerance
CA Certificate Authorization
CPT-ABE Ciphertext-Policy Attribute-Based Encryption
FHIR Fast Healthcare Interoperability Resources
GQ Research Guidance Question
HE Homomorphic Encryption
HIPAA Health Insurance Portability and Accountability Act
IoT Internet of Things
NIH National Institute of Health
NN Neural Networks
PHR Personal Health Records
PoW Proof of Work
PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
RAFT Reliable, Replicated, Redundant, and Fault-Tolerant
RF Random Forest
SAI The Science and Information Organization
SVM Support Vector Machines
WoS Web of Science
ZKP Zero-Knowledge Proofs
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