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Abstract 

The deployment of agentic artificial intelligence systems in clinical environments is accelerating 

rapidly, with autonomous agents increasingly applied across radiology, clinical decision support, 

intensive care monitoring, drug discovery, and patient facing care. Unlike conventional single turn 

AI tools, agentic systems autonomously plan multistep tasks, invoke external tools, retain memory 

across interactions, and pursue clinical goals with minimal human intervention, introducing a 

qualitatively distinct and poorly characterised safety profile that existing literature has not 

comprehensively addressed. This paper addresses that gap through a Systematic Literature Review 

conducted in accordance with PRISMA 2020 guidelines, synthesising evidence from 113 peer 

reviewed publications published between January 2019 and December 2025 across PubMed, IEEE 

Xplore, Scopus, ACM Digital Library, arXiv, and Web of Science. The review makes four original 

contributions: it develops the first structured failure mode taxonomy specific to agentic health AI, 

classifying seven distinct categories spanning reasoning failures, hallucination failures, tool misuse 

failures, memory failures, automation bias failures, adversarial and distributional failures, and equity 

and bias failures; it maps a clinical hallucination typology across factual, contextual, citation, and 

numerical types with associated risk profiles; it systematically evaluates existing safety frameworks 

and mitigation strategies including Retrieval Augmented Generation, Human in the Loop design, 

Constitutional AI, and red teaming against the identified failure mode taxonomy; and it proposes an 

integrated safety evaluation framework combining Failure Mode and Effects Analysis, the Swiss 

Cheese Model, and Human Factors theory as a practical governance tool for clinical deployment. The 

findings confirm that agentic health AI presents compounding safety risks driven by autonomy, 

multistep reasoning, tool access, and confidence presentation, that current mitigation strategies 

remain predominantly reactive and incomplete, and that critical gaps persist in standardised 

benchmarking, longitudinal deployment evidence, and equity focused evaluation, underscoring the 

urgent need for aligned engineering, clinical governance, and regulatory frameworks. 

Keywords: safety; hallucination; failure modes; agentic AI; health; a state-of-the-art review 

1. Introduction

The integration of artificial intelligence into clinical medicine is undergoing a fundamental

transformation. For much of the past decade, AI in healthcare operated in a passive, consultative 

capacity flagging anomalies in medical images, suggesting drug interactions, or stratifying patient 

risk scores always with a human clinician making the final decision [1,2]. This paradigm is rapidly 

giving way to a new generation of systems: agentic AI. Unlike their predecessors, agentic AI systems 

do not merely respond to single queries. They autonomously plan multi-step tasks, invoke external 

tools, retain memory across interactions, pursue clinical goals, and execute sequences of actions with 
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minimal human intervention [3,4]. In doing so, they introduce a qualitatively different relationship 

between artificial intelligence and clinical decision-making — one that carries both extraordinary 

promise and profound risk. 

The pace of this transition is striking. The United States Food and Drug Administration had 

authorized over 500 AI-enabled medical devices by 2023, up from fewer than 10 in 2015, with an 

accelerating proportion exhibiting autonomous or semi-autonomous decision-making capabilities 

[5]. Concurrently, large language model-based agents such as GPT-4, Med-PaLM 2, and domain-

specific clinical AutoGPT derivatives have been deployed or piloted across radiology reporting, 

autonomous triage, ICU monitoring, and drug discovery workflows [6,7]. The global AI in healthcare 

market, valued at approximately USD 11 billion in 2021, is projected to exceed USD 187 billion by 

2030, driven substantially by agentic and autonomous system deployment [8]. These figures 

underscore not merely a technological trend but a structural shift in how clinical care is conceived, 

delivered, and governed. 

Yet the safety implications of this shift remain poorly understood. Agentic AI systems are 

architecturally more complex than single-turn AI tools, chaining together reasoning steps, external 

database queries, code execution, and iterative self-correction in ways that create new and 

compounding failure pathways [9,10]. A single-turn clinical AI that produces an incorrect output fails 

once. An agentic system that reasons incorrectly across multiple steps, queries the wrong medical 

database, misinterprets the retrieved result, and then acts on that misinterpretation before any human 

review can intervene, represents a categorically different safety challenge [11]. Furthermore, the 

phenomenon of hallucination — wherein AI systems generate plausible but factually incorrect 

outputs — takes on particular clinical danger in agentic pipelines, where hallucinated facts can 

propagate across reasoning chains, contaminate tool outputs, and inform consequential clinical 

actions [12,13]. 

Despite the urgency of these concerns, the literature addressing safety, hallucination, and failure 

modes specifically in agentic health AI remains fragmented. Existing reviews tend to examine either 

AI safety in healthcare broadly without distinguishing agentic from non-agentic systems [14,15], or 

hallucination in LLMs without grounding the analysis in clinical deployment contexts [16,17]. Safety 

frameworks developed for traditional clinical decision support systems do not adequately account 

for the autonomy, multi-step reasoning, and tool-use capabilities that define agentic architectures 

[18]. This leaves a critical gap: there is currently no comprehensive, structured synthesis of what is 

known about how agentic health AI systems fail, why they hallucinate, how severe the consequences 

are, and what mitigations are available or needed. 

This paper addresses that gap through a Systematic Literature Review conducted in accordance 

with PRISMA 2020 guidelines [19], synthesising peer-reviewed evidence published between January 

2019 and March 2025. The review is guided by three research questions: 

RQ1: What failure modes are documented in agentic health AI systems across clinical 

deployment contexts? 

RQ2: How does hallucination manifest in clinical agentic AI pipelines, and what are its 

documented consequences? 

RQ3: What safety frameworks and mitigation strategies currently exist for managing risk in 

agentic health AI? 

The main contributions of this study are as follows: 

• Failure Mode Taxonomy: Develops the first structured classification of failure modes specific to 

agentic health AI, identifying seven distinct categories spanning reasoning errors, tool misuse, 

memory failures, automation bias, adversarial vulnerabilities, and equity-related harms. 

• Hallucination Typology: Maps and classifies hallucination types as they manifest specifically 

within clinical agentic pipelines, distinguishing factual, contextual, citation, and numerical 

hallucination and their respective clinical risk profiles. 
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• Safety Framework Analysis: Systematically evaluates existing safety frameworks and mitigation 

strategies against the unique risk profile of agentic clinical systems. 

• Integrative Clinical Safety Model: Proposes a unified safety evaluation framework combining 

established patient safety theory with agentic AI-specific risk assessment, offering a practical tool 

for researchers, developers, and clinical governance bodies. 

The remainder of this paper is organised as follows. Section 2 provides background on agentic 

AI, its healthcare deployment contexts, the definition of hallucination in clinical settings, a 

preliminary taxonomy of failure modes, and the theoretical frameworks underpinning the review. 

Section 3 details the research methodology. Section 4 presents the empirical findings. Section 5 

provides a comprehensive discussion. Section 6 concludes the paper. 

2. Background and Definitions 

2.1. What is Agentic AI? 

Artificial intelligence systems can be broadly distinguished along a spectrum of autonomy, from 

narrow tools that perform single, well defined tasks to fully autonomous agents capable of 

independent goal pursuit across complex, multistep environments [20, 21]. Agentic AI occupies the 

advanced end of this spectrum. Unlike conventional AI systems that respond to isolated inputs and 

produce discrete outputs, agentic AI systems are designed to perceive their environment, formulate 

plans, execute sequences of actions, invoke external tools, and iteratively revise their behaviour in 

pursuit of a defined goal, often without requiring human intervention at each step [22, 23]. 

Several architectural properties distinguish agentic AI from earlier generations of AI tools. 

Agentic systems possess autonomy, the capacity to initiate and execute actions independently 

without explicit human instruction at each decision point [24]. They engage in multistep reasoning, 

decomposing complex tasks into sub goals and pursuing them sequentially or in parallel, often 

through chain of thought or tree of thought reasoning architectures [25]. They have tool use 

capabilities, enabling them to query external databases, execute code, retrieve documents, call APIs, 

and interact with digital environments beyond their base training data [26]. They maintain memory, 

both short term storage within a session and, in more advanced implem[20,21entations, long term 

memory that persists across interactions [27]. They are also characterised by goal directedness, 

orienting their actions toward achieving a specified objective rather than simply responding to a 

prompt [4]. 

These properties collectively set agentic AI apart from standard large language models used in 

single turn interactions, from clinical decision support systems that flag predefined conditions, and 

from AI copilots that assist but do not independently act. The distinction has direct implications for 

how these systems fail, how errors propagate, and how safety must be conceptualised and governed. 

Where a single turn large language model produces one output that a human evaluates, an agentic 

system may execute dozens of interdependent actions before any human review occurs, each step 

carrying the potential to introduce, amplify, or obscure error [28]. 

2.2. Agentic AI in Healthcare 

The deployment of agentic AI in healthcare is accelerating across a wide range of clinical and 

administrative domains. Early applications were primarily observational, with AI systems analysing 

imaging data or flagging abnormal laboratory values for human review [29]. The current generation 

of agentic health AI systems goes substantially further, autonomously planning diagnostic pathways, 

retrieving and synthesising clinical literature, drafting treatment recommendations, managing 

patient communication, and in some implementations directly interfacing with electronic health 

record systems and clinical workflows [30,31]. 

In radiology and medical imaging, agentic systems have been developed to autonomously triage 

imaging queues, generate preliminary radiology reports, flag critical findings, and route cases to 
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appropriate specialists [32]. In clinical decision support, large language model based agents have 

been deployed to synthesise patient histories, cross reference current symptoms against clinical 

guidelines, and generate differential diagnoses with supporting evidence [33]. In drug discovery, 

agentic AI systems autonomously design molecular candidates, predict pharmacological properties, 

retrieve relevant literature, and propose experimental protocols [34]. In intensive care and patient 

monitoring, agentic systems continuously analyse streams of physiological data, autonomously 

adjusting alert thresholds and predicting deterioration events [35]. In patient facing care, 

conversational agentic AI is being deployed for chronic disease management, mental health support, 

medication adherence monitoring, and post discharge follow up [36,37]. 

This breadth of deployment environments is significant because the risk profile of agentic health 

AI is not uniform across settings. Understanding the deployment landscape is therefore prerequisite 

to understanding the failure landscape, as the nature, severity, and likelihood of failures are deeply 

shaped by the clinical environment in which an agentic system operates [38,39]. 

2.3. Defining Hallucination in the Medical Setting 

Hallucination in AI systems refers broadly to the generation of outputs that are syntactically 

fluent and plausible but factually incorrect, unsupported by evidence, or entirely fabricated [16]. In 

general purpose AI applications, hallucination is a nuisance. In clinical AI applications, it is a patient 

safety hazard. A hallucinated drug dosage, a fabricated clinical trial citation, an incorrectly recalled 

contraindication, or a confabulated patient history can each directly inform clinical decisions with 

potentially serious consequences [40,41]. 

The medical setting amplifies the danger of hallucination along several dimensions. Clinicians 

and patients may not possess the specialised knowledge required to detect subtle factual errors in AI 

generated clinical content. The authority typically attributed to AI systems in clinical settings can 

suppress the critical scrutiny that might catch hallucinated outputs in other circumstances. And in 

agentic systems, hallucinated information generated at one step of a reasoning chain can propagate 

forward, contaminating subsequent steps and compounding into increasingly dangerous clinical 

recommendations [42,43]. 

To quantify the burden of hallucination across clinical agentic AI deployments, this review 

adopts the Clinical Hallucination Rate, expressed as a proportion of total system outputs: 

𝐻𝑟 =
𝑁ℎ
𝑁total

× 100 (1) 

where 𝐻𝑟 is the hallucination rate expressed as a percentage, 𝑁ℎ is the number of outputs 

classified as hallucinated by clinical expert review, and 𝑁totalis the total number of outputs generated 

by the system in the evaluation period. Across included studies, 𝐻𝑟was found to vary substantially 

by hallucination type and clinical domain, with numerical hallucination exhibiting the lowest 

detection rates relative to its clinical severity and citation hallucination exhibiting the highest surface 

plausibility scores among clinician reviewers, as summarised in Table 1.  

Four primary hallucination types are relevant to clinical agentic AI. Factual hallucination 

involves the generation of clinically incorrect information, wrong drug names, incorrect dosages, 

inaccurate diagnostic criteria, or false epidemiological statistics [44]. Contextual hallucination occurs 

when a system generates outputs that are factually accurate in general but incorrect given the specific 

patient circumstances [45]. Citation hallucination involves the fabrication or misattribution of 

references, generating plausible sounding but non existent clinical guidelines, trial results, or journal 

articles [46]. Numerical hallucination refers to errors in quantitative reasoning, miscalculating drug 

doses, misinterpreting laboratory reference ranges, or producing statistically incoherent risk 

estimates [47]. Each type carries distinct clinical risk profiles that will be examined in detail in Section 

4.3. 

2.4. Preliminary Taxonomy of Failure Modes 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 April 2026 doi:10.20944/preprints202604.1409.v1

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202604.1409.v1
http://creativecommons.org/licenses/by/4.0/


 5 

 

Before proceeding to the theoretical frameworks and methodology that structure this review, it 

is useful to introduce a preliminary classification of the failure modes that this paper identifies and 

examines. This taxonomy, developed through the systematic literature synthesis reported in Section 

4.4, organises documented failures in agentic health AI into seven distinct categories. Its introduction 

here is intended to orient the reader to the conceptual architecture of the review and to distinguish 

the types of failures unique to agentic systems from those shared with conventional clinical AI. 

Reasoning failures arise when a system's multistep clinical logic is flawed, producing 

conclusions that do not follow validly from premises, even when individual steps appear locally 

coherent [48]. Hallucination failures encompass the four hallucination types described above as they 

manifest within agentic reasoning chains, each contributing to 𝐻𝑟 as defined in Equation 1. Tool 

misuse failures occur when an agent incorrectly selects, queries, or interprets the output of external 

tools, calling the wrong medical database, misformatting an API query, or misreading retrieved 

results [49]. Memory failures involve the loss, distortion, or incorrect retrieval of patient specific 

information across an extended agentic interaction, particularly in long horizon clinical tasks [50]. 

Automation bias failures describe the tendency of clinicians to defer uncritically to agentic AI 

outputs, suppressing the human oversight that might otherwise catch system errors. The degree of 

automation bias present in a given clinical deployment is quantified using the Automation Bias Index:  

ABI =
𝐴AI − 𝐴human

𝐴human
(2) 

where 𝐴AI is the observed acceptance rate of AI generated clinical recommendations by 

clinicians in a given evaluation, and 𝐴human is the acceptance rate of equivalent recommendations 

attributed to a human clinician colleague under otherwise identical conditions [51]. An ABI greater 

than zero indicates the presence of automation bias, with higher values indicating greater uncritical 

differences to AI outputs relative to human generated equivalents. Adversarial and distributional 

failures include vulnerabilities to prompt injection attacks, performance degradation on out of 

distribution clinical inputs, and failures arising from training deployment environment mismatch 

[52]. Equity and bias failures refer to the amplification of demographic, racial, or socioeconomic 

disparities in clinical recommendations produced by agentic systems trained on historically biased 

data [53]. These seven categories are not mutually exclusive, and their full elaboration with 

supporting evidence and clinical examples is presented in Section 4.4.  

2.5. Theoretical Frameworks 

The analysis of safety, hallucination, and failure modes in agentic health AI is informed by three 

established theoretical frameworks drawn from patient safety science, systems engineering, and 

human factors research. Individually, each framework illuminates a distinct dimension of agentic AI 

risk. Collectively, they provide the multi layered analytical lens through which the findings of this 

review are interpreted. 

2.5.1. The Swiss Cheese Model of Clinical Error 

Originally developed by Reason [54] and widely applied in patient safety research, the Swiss 

Cheese Model conceptualises accidents as arising when failures across multiple defensive layers align 

to create an unobstructed pathway to harm. Each layer of defence is conceptualised as a slice of Swiss 

cheese, with holes representing latent vulnerabilities. An accident occurs not when a single layer fails 

but when the holes in multiple layers simultaneously align [55]. Applied to agentic health AI, the 

model is particularly instructive. Agentic systems introduce new layers into the clinical error 

landscape, layers that may have holes in novel and poorly understood locations. A reasoning failure 

that passes through a flawed tool call, is not caught by an inattentive clinician exhibiting automation 

bias, and reaches a patient without triggering any regulatory alert, represents precisely the kind of 

multi layer failure alignment the model predicts [54]. The model highlights the importance of defence 

in depth, the principle that safety cannot rely on any single layer, whether human or automated, but 

must be distributed across multiple redundant barriers, a concept quantified formally in Section 4.6. 
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2.5.2. Failure Mode and Effects Analysis in Health AI 

Failure Mode and Effects Analysis is a structured, prospective risk assessment methodology that 

systematically identifies potential failure modes in a system, their causes, their effects, and their 

severity [56]. Originally developed in aerospace engineering and subsequently adopted in healthcare 

for surgical and pharmaceutical safety, it provides a principled framework for mapping what can go 

wrong, how likely it is, and how severe the consequences would be. Applied to agentic health AI, 

this methodology offers a structured approach for systematically characterising the failure mode 

taxonomy developed in this review. For each of the seven failure categories, the analysis identifies 

the specific mechanisms of failure, the clinical environments in which they are most likely to arise, 

the severity of their downstream consequences, and the mitigations that could reduce their likelihood 

or impact [57]. The risk quantification instrument derived from this framework is introduced 

formally in Section 4.5. 

2.5.3. Human Factors and Automation Bias Theory 

Human factors research examines how the design of systems, tools, and environments shapes 

human performance, error, and safety [58]. Within this field, automation bias, the tendency to over 

rely on automated systems and to reduce active monitoring and critical evaluation when automation 

is present, is one of the most consistently documented phenomena in human computer interaction 

research [59]. Automation bias has been observed across aviation, nuclear power, and increasingly in 

clinical settings, where clinicians have been shown to accept incorrect AI recommendations at rates 

that would be unacceptable if the same recommendations came from a human colleague [60,61]. In 

the clinical setting of agentic health AI, automation bias is not merely a user behaviour problem, it is 

a system design problem. Agentic systems that present confident, fluent, well formatted outputs with 

high apparent authority are structurally more likely to elicit automation bias than systems that 

explicitly signal uncertainty or invite challenge, a pattern quantified using the ABI defined in 

Equation 2 [61]. The design of agentic health AI systems must therefore account for how human 

cognitive tendencies interact with system outputs, and safety frameworks must incorporate human 

factors principles alongside purely technical safeguards. The integrated theoretical framework 

synthesising these three perspectives as they apply to agentic health AI safety is presented in Figure 

1. 
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Figure 1. Integrated Theoretical Framework combining Swiss Cheese Model, Failure Mode and Effects Analysis, 

and Human Factors applied to Agentic Health AI Safety. 

3. Methodology 

3.1. Review Protocol 

This study adopts a Systematic Literature Review methodology conducted in accordance with 

the Preferred Reporting Items for Systematic Reviews and Meta Analyses 2020 guidelines [19], which 

provide a standardised framework for ensuring methodological rigour, transparency, and 

replicability in evidence synthesis. The review protocol was developed prior to data collection and 

guided by the Systematic Literature Review framework of Kitchenham and Charters [62], which 

defines systematic reviewing as a method for identifying, evaluating, and synthesising existing 

research through an explicit, reproducible, and comprehensive process. 

Four core principles governed the conduct of this review throughout all phases. Systematicity 

required the review to follow a structured, pre defined multi phase protocol encompassing search, 

screening, eligibility assessment, data extraction, and synthesis. Explicitness required that all 

methodological decisions, including database selection, search term construction, inclusion and 

exclusion criteria, and data coding procedures, be transparently reported in sufficient detail to allow 

independent audit and replication. Comprehensiveness required the search strategy to achieve broad 

coverage of the relevant literature across multiple disciplinary databases. Reproducibility required 

complete documentation of search queries, screening criteria, and data extraction instruments such 

that an independent research team could replicate the review process. 

The review addresses three research questions that were defined prior to the literature search 

and that structure the analysis throughout. RQ1 asks what failure modes are documented in agentic 

health AI systems across clinical deployment environments. RQ2 asks how hallucination manifests 

in clinical agentic AI pipelines and what its documented consequences are. RQ3 asks what safety 

frameworks and mitigation strategies currently exist for managing risk in agentic health AI. 

3.2. Search Strategy 

3.2.1. Database Selection 
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To ensure comprehensive and multidisciplinary coverage, the literature search was conducted 

across six primary databases selected for their relevance to the intersection of AI safety, clinical 

informatics, and healthcare technology research. PubMed serves as the primary repository for peer 

reviewed biomedical and clinical research, essential for capturing studies examining AI safety within 

clinical deployment environments and patient outcome literature. IEEE Xplore is the leading 

technical repository for AI systems research, machine learning safety, and autonomous systems 

engineering, capturing the computational and architectural dimensions of agentic AI failure. Scopus 

is a broad multidisciplinary database with rigorous indexing standards, providing coverage across 

computer science, engineering, health informatics, and policy research. ACM Digital Library 

specialises in computing and human computer interaction research, essential for capturing studies 

on automation bias, human factors in AI systems, and agentic system design. arXiv, specifically the 

cs.AI, cs.LG, and cs.CL subfields, was included to capture recent and pre publication research on 

large language model safety, hallucination benchmarking, and agentic AI architectures, given the 

rapid pace of development in this field where peer reviewed publication lags significantly behind 

technical progress. Web of Science is a multidisciplinary citation index providing coverage of high 

impact journals across AI, medical informatics, patient safety, and regulatory science. Google Scholar 

was employed exclusively for forward and backward citation tracking of key included studies, 

consistent with systematic review quality guidelines [63], and was not used as a primary search 

source. 

3.2.2. Search Query Construction and Search Recall 

Boolean search strings were constructed based on the three research questions, combining terms 

relating to agentic AI system types, healthcare and clinical deployment environments, and safety and 

failure related phenomena. The standardised query applied across all databases was as follows. 

("Agentic AI" OR "AI agent" OR "autonomous AI" OR "LLM agent" OR "large language model 

agent" OR "clinical AI agent" OR "autonomous clinical AI" OR "AI pipeline") AND ("healthcare" OR 

"clinical" OR "medical" OR "hospital" OR "patient" OR "diagnosis" OR "treatment" OR "radiology" OR 

"drug discovery" OR "electronic health record") AND ("safety" OR "hallucination" OR "failure" OR 

"error" OR "risk" OR "failure mode" OR "bias" OR "reliability" OR "trustworthiness" OR "adverse 

event" OR "patient harm") 

The search targeted Title, Abstract, and Keywords fields across all databases. To assess the 

comprehensiveness of the search strategy, the Search Recall Rate was calculated as follows: 

SRR =
𝑅𝑟
𝑅𝑡
× 100 (3) 

where SRR is the Search Recall Rate expressed as a percentage, 𝑅𝑟 is the number of relevant 

records retrieved by the search strategy across all six databases, and 𝑅𝑡is the estimated total number 

of relevant records available in those databases, approximated through forward and backward 

citation tracking of the final included corpus. An SRR approaching 100 percent indicates near 

complete coverage of the available relevant literature. The search strategy achieved an estimated SRR 

of 94.3 percent across the six primary databases, with the remaining gap attributable primarily to 

unpublished technical reports and preprints not indexed at the time of search.  

3.2.3. Date Range and Language 

The search was restricted to publications from January 2019 to December 2025. The 2019 lower 

boundary was selected to capture the period beginning with the emergence of transformer based 

large language models at scale, which represents the architectural foundation of contemporary 

agentic AI systems. All searches were restricted to English language publications. 
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3.3. Screening and Inclusion Criteria 

3.3.1. Inclusion Criteria 

Studies were included in the final corpus if they satisfied all of the following criteria. They were 

peer reviewed journal articles or conference proceedings published in indexed venues with 

demonstrated quality standards, published between January 2019 and December 2025, focused on AI 

systems exhibiting agentic properties including autonomy, multistep reasoning, tool use, or goal 

directed behaviour in healthcare or clinical settings, and reporting empirical findings, case studies, 

system evaluations, or structured analytical frameworks pertaining to safety, hallucination, failure 

modes, or risk in clinical AI deployment. 

3.3.2. Exclusion Criteria 

Studies were excluded if they focused exclusively on non-agentic, single turn AI systems 

without autonomous or multistep properties, addressed AI safety or hallucination in non-clinical 

domains without direct applicability to healthcare, were purely algorithmic or theoretical papers 

without applied clinical relevance, were conference abstracts, editorials, opinion pieces, or grey 

literature without peer reviewed empirical content, or were non English language publications. 

3.3.3. Screening Process 

The screening process was conducted in three sequential phases following PRISMA 2020 

guidelines. In the identification phase, all records retrieved from the six databases were merged and 

deduplicated using reference management software. In the screening phase, titles and abstracts of all 

unique records were independently screened against the inclusion and exclusion criteria. In the 

eligibility phase, full text articles of all records passing abstract screening were retrieved and assessed 

against the complete set of inclusion and exclusion criteria, with final inclusion decisions documented 

alongside explicit reasons for exclusion where applicable. The complete screening process is 

documented in Figure 2, which records the number of records identified, deduplicated, screened, 

assessed for eligibility, and ultimately included in the qualitative and quantitative synthesis. 

Figure 2. PRISMA Flow Diagram showing records identified, screened, assessed, and included. 

3.4. Data Extraction and Analysis 

3.4.1. Data Extraction Instrument 

A structured data extraction instrument was developed and piloted on a subset of five included 

studies prior to full application. For each included study, the following data elements were 

systematically extracted and recorded: bibliographic information, study design, clinical domain, AI 

system type, agentic properties present, failure modes documented, hallucination types reported 

classified using 𝐻𝑟 as defined in Equation 1, severity of documented failures, safety frameworks or 

mitigations described, and key findings relevant to each of the three research questions.  

3.4.2. Analysis Techniques 

Three complementary analytical methods were applied, each aligned to one of the three research 

questions. Thematic analysis was applied to synthesise evidence on documented failure modes for 

RQ1. An inductive coding approach was used in the first instance, with codes derived from the data 

rather than imposed from prior frameworks, to ensure that the taxonomy developed in this review 

reflects the full range of failures documented in the literature [64]. A structured classification matrix 

was developed to organise evidence on hallucination phenomena in clinical agentic AI for RQ2, 

classifying each documented hallucination instance by type, clinical domain, AI system architecture, 

detection method, and reported consequence, with hallucination burden quantified using Equation 

1 [65]. A framework mapping approach was applied to synthesise evidence on existing safety 

frameworks and mitigation strategies for RQ3, characterising each mitigation strategy by its 
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mechanism of action, the failure modes it addresses, the evidence base supporting its effectiveness, 

and its regulatory status [66]. 

4. Results: State of the Art 

4.1. Publication Trends 

The systematic literature search yielded a total of 1,847 records across the six primary databases, 

with an additional 23 records identified through forward and backward citation tracking. Following 

duplication, 1,614 unique records were retained for title and abstract screening. Of these, 487 records 

were assessed for full text eligibility, and 113 studies satisfied all inclusion criteria and were 

incorporated into the final synthesis, representing an estimated Search Recall Rate of 94.3 percent as 

defined by Equation 3. 

The temporal distribution of included studies reveals a pronounced and accelerating surge in 

research attention to safety, hallucination, and failure modes in clinical AI systems, with a particularly 

sharp inflection point identifiable in 2022 and a continued steep trajectory through 2024 and into early 

2025. Prior to 2021, the majority of relevant publications addressed AI safety in healthcare in general 

terms, without distinguishing agentic from non agentic architectures or systematically characterising 

failure modes specific to autonomous clinical pipelines [67,68]. The release of GPT-4 in 2023 and the 

rapid proliferation of large language model based agentic frameworks catalysed a new wave of 

research specifically examining the safety implications of autonomous, multistep AI behaviour in 

clinical settings [69,70]. 

In terms of sectoral distribution, radiology and medical imaging represented the most 

extensively studied clinical domain, accounting for approximately 28 percent of included studies. 

Oncology and clinical decision support collectively accounted for a further 24 percent of included 

studies, followed by drug discovery and genomics at 16 percent, intensive care and patient 

monitoring at 14 percent, and patient facing conversational AI at 11 percent [71,72]. Primary care, 

surgical assistance, and health administration collectively represented the remaining 7 percent, 

indicating that safety research has not kept pace with the expanding deployment of agentic AI across 

these domains [73]. The temporal distribution and sectoral breakdown of included studies are 

illustrated in Figure 3. 

 

Figure 3. Publication trend graph showing included studies by year 2019 to 2025 with sectoral distribution 

overlay. 
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4.2. Landscape of Agentic Health AI Systems 

The synthesis of included studies reveals a diverse and rapidly expanding ecosystem of agentic 

AI systems deployed or under active evaluation across clinical settings. These systems vary 

substantially in their architectural complexity, the degree of autonomy they exhibit, the clinical tasks 

they perform, and the risk profiles they generate. 

4.2.1. Current Agentic Systems in Healthcare 

Among the most extensively studied systems in the reviewed literature is Med-PaLM 2, which 

has been evaluated for autonomous clinical question answering, differential diagnosis generation, 

and medical licensing examination performance [74]. While Med-PaLM 2 demonstrated strong 

performance on structured clinical benchmarks, safety evaluations identified persistent hallucination 

risks in complex, multistep clinical reasoning tasks, with 𝐻𝑟values as defined in Equation 1 reaching 

clinically consequential levels in deployment proximate evaluations [11]. GPT-4 based clinical agents 

have been evaluated across a wide range of clinical tasks including autonomous radiology report 

generation, clinical note summarisation, treatment recommendation, and patient triage, with studies 

consistently demonstrating significant and clinically consequential hallucination rates [6,75]. 

LangChain based clinical agents built on GPT-4 have been piloted for autonomous electronic health 

record querying, clinical literature synthesis, and multistep diagnostic reasoning, with safety 

evaluations identifying tool misuse failures and memory failures as particularly prominent risk 

categories [76].  

BiomedGPT and related biomedical domain specific large language model agents have been 

developed to support autonomous analysis across multimodal clinical data including imaging, 

genomics, and clinical text [77]. Their multimodal agentic architecture introduces additional failure 

pathways relative to text only systems, including cross modal reasoning failures in which conclusions 

drawn from one data modality are incorrectly transferred to another. Clinical AutoGPT derivatives 

have been deployed experimentally for drug discovery pipeline automation, clinical trial matching, 

and care pathway optimisation [78]. These systems exhibit the highest degree of autonomy among 

reviewed clinical AI agents and correspondingly demonstrate the most complex and difficult to 

detect failure patterns in safety evaluations. In radiology, autonomous AI pipelines have been 

deployed across multiple health systems for CT and MRI triage, preliminary report generation, and 

critical finding notification [79,80]. 

4.2.2. Agentic versus Non Agentic Clinical AI Risk Profiles 

A consistent finding across included studies is that agentic clinical AI systems present 

qualitatively distinct risk profiles compared to non agentic single turn AI tools, beyond simple 

quantitative differences in error rates. Four dimensions of distinction are particularly significant. 

Error propagation in single turn systems is self contained, with each output subject to immediate 

human evaluation. In agentic systems, an error generated at an early reasoning step can propagate 

forward through subsequent steps, each building on the flawed foundation of the previous one, 

generating conclusions that may appear locally coherent while being systematically incorrect [81]. 

Reduced human oversight opportunities mean that agentic systems by design lower the frequency 

of human checkpoints in clinical workflows, so that errors may execute through multiple 

consequential steps before any human review occurs [28]. Tool amplification of errors occurs when 

an agentic system makes an incorrect reasoning step and then acts on that error through tool use, the 

tool's output lending spurious authority and apparent evidential grounding to what is fundamentally 

a reasoning failure [82]. Longer interaction horizons mean that agentic systems operating across 

extended patient interactions accumulate information that can itself become a source of failure, as 

early mischaracterisations of a patient's condition can silently shape subsequent reasoning in ways 

that compound over time [83]. 
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4.3. Hallucination in Clinical Agentic Pipelines 

Hallucination emerged as the most extensively documented failure phenomenon in the 

reviewed literature, appearing as a primary or significant secondary focus in 78 of the 113 included 

studies. The synthesis reveals that hallucination in clinical agentic AI is not a unitary phenomenon 

but a family of related failure types, each with distinct mechanisms, detection challenges, and clinical 

risk profiles. The Clinical Hallucination Rate defined in Equation 1 was found to vary substantially 

by hallucination type and clinical domain across the reviewed studies. 

4.3.1. Factual Hallucination 

Factual hallucination, the generation of clinically incorrect information, was the most frequently 

reported hallucination type across included studies, documented in 64 of the 78 hallucination focused 

papers [84]. Common manifestations include incorrect drug names, erroneous dosage 

recommendations, inaccurate diagnostic criteria, false epidemiological statistics, and misattributed 

clinical findings. In agentic systems, factual hallucinations are particularly dangerous when they 

occur early in a multistep reasoning chain, as subsequent reasoning steps treat the hallucinated fact 

as established and build upon it, generating a coherent but clinically dangerous cascade of 

conclusions [84]. Several included studies documented factual hallucination rates yielding 𝐻𝑟values 

that would be clinically unacceptable in routine deployment, with hallucinated content exhibiting 

high surface plausibility that made detection without specialist knowledge extremely difficult [85]. 

Particularly concerning was the finding that 𝐻𝑟 increased in agentic multistep reasoning 

environments relative to single turn evaluations of the same base models [44].  

4.3.2. Contextual Hallucination 

Contextual hallucination, generating outputs that are factually accurate in general but clinically 

incorrect for the specific patient under consideration, represents a more subtle and diagnostically 

challenging failure type than factual hallucination [41]. A clinical AI agent recommending a standard 

first line treatment that is contraindicated for a patient with a specific comorbidity or drug interaction 

profile is producing a contextual hallucination: the recommendation would be correct for a typical 

patient but is dangerously incorrect for this patient. Included studies found that contextual 

hallucination rates, and hence the contextual component of 𝐻𝑟 , were significantly elevated in 

scenarios requiring integration of information across multiple data sources [86].  

4.3.3. Citation Hallucination 

Citation hallucination, the fabrication or misattribution of clinical references, guidelines, or 

evidence sources, was documented in 41 of the 78 hallucination focused studies and represents a 

particularly insidious failure type in clinical environments [46]. Clinicians and patients are likely to 

treat cited evidence sources as authoritative, and the effort required to verify each citation in real 

clinical workflows may be prohibitive. Agentic systems that autonomously retrieve and synthesise 

clinical literature are architecturally capable of mitigating citation hallucination through Retrieval 

Augmented Generation, but included studies demonstrate that even systems using Retrieval 

Augmented Generation produce citation hallucinations, particularly when retrieved documents are 

ambiguous, contradictory, or peripheral to the query [87]. The clinical consequences of citation 

hallucination extend beyond individual patient care, as hallucinated citations embedded in AI 

generated clinical guidelines or educational materials could propagate incorrect evidence claims 

across clinical practice at scale, a systemic risk that several included studies explicitly identified as 

warranting urgent regulatory attention [88]. 

4.3.4. Numerical Hallucination 

Numerical hallucination, errors in quantitative clinical reasoning, was documented in 38 of the 

78 hallucination focused studies and carries acute patient safety implications in dosing, risk 
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stratification, and laboratory interpretation environments [89]. Included studies documented 

numerical hallucinations across a range of clinical quantitative tasks including drug dose calculation, 

body surface area estimation for chemotherapy dosing, cardiovascular risk score computation, and 

laboratory reference range interpretation. A particularly concerning finding across multiple studies 

was that numerical hallucinations in large language model based clinical agents frequently presented 

with high apparent confidence and syntactic precision, making them more rather than less difficult 

to detect through casual clinical review [90]. The four hallucination types, their clinical examples, 

detection difficulty, risk levels, and supporting references are summarised in Table 1. 

Table 1. Hallucination Types, Clinical Examples, Detection Difficulty, Risk Level, and Key References. 

Hallucination 

Type 

Clinical Example Detection Difficulty Risk 

Level 

Key 

References 

Factual Incorrect drug 

contraindication stated 

Moderate: requires 

specialist knowledge 

High [44,84,85] 

Contextual Correct treatment 

recommended for wrong 

patient 

High: requires full 

patient information 

Very 

High 

[41,86] 

Citation Non existent clinical 

guideline cited 

Low to Moderate: 

verifiable but effort 

intensive 

High [46,87,88] 

Numerical Incorrect chemotherapy 

dose calculated 

Low: arithmetically 

verifiable but often 

unchecked 

Critical [89,90] 

4.4. Full Failure Mode Taxonomy 

The thematic synthesis of included studies, applying inductive coding to documented failure 

instances across the 113 included papers, resulted in a structured taxonomy of seven failure mode 

categories specific to agentic health AI systems. This taxonomy represents the core original 

contribution of this review. While individual failure types have been described in isolated studies, 

no prior review has synthesised them into a unified classification framework grounded in systematic 

evidence. 

The compounding nature of failure cascades in agentic systems can be formalised using a 

probabilistic model of failure mode interaction. The probability that a failure cascade involving 

𝑛distinct failure mode categories will result in an undetected clinical error is expressed as:  

𝑃(𝐹cascade) = 1 −∏(1 − 𝑃(𝐹𝑖))

𝑛

𝑖=1

(4) 

where 𝑃(𝐹cascade)is the probability that at least one failure mode propagates undetected toward the 

patient, 𝑛is the number of distinct failure mode categories present in the clinical interaction, 𝑃(𝐹𝑖)is 

the individual probability of failure mode 𝑖occurring undetected in a given clinical interaction, and 

the product term represents the probability that all 𝑛 failure modes are independently avoided. 

Equation 4 demonstrates formally why cascade risk in agentic systems is substantially greater than 

the sum of individual failure mode probabilities: as the number of interdependent reasoning steps 
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and tool calls increases, the probability that at least one undetected failure propagates toward the 

patient grows toward certainty even when individual failure probabilities are low [84,91].  

4.4.1. Reasoning Failures 

Reasoning failures arise when an agentic system's multistep clinical logic is structurally flawed, 

producing conclusions that do not follow validly from their premises, even when individual 

reasoning steps appear locally coherent [91]. Unlike hallucination failures, which involve factually 

incorrect content, reasoning failures may involve factually accurate individual claims assembled into 

clinically incorrect conclusions. An agentic system might correctly identify that a patient has elevated 

inflammatory markers, correctly identify that the patient recently underwent surgery, and incorrectly 

conclude that post surgical inflammation explains the markers without adequately considering the 

differential diagnosis of sepsis. Included studies identified reasoning failures as particularly 

prevalent in complex, multistep diagnostic tasks requiring integration of probabilistic information 

across multiple clinical domains [92]. The chain of thought reasoning architectures used by 

contemporary large language model based agents appear to reduce but not eliminate reasoning 

failures, and several studies documented cases in which detailed, apparently rigorous reasoning 

chains nonetheless arrived at clinically dangerous conclusions [93]. 

4.4.2. Hallucination Failures 

As documented in Section 4.3, hallucination failures encompass factual, contextual, citation, and 

numerical hallucination types as they manifest within agentic reasoning chains, each measurable 

through the Clinical Hallucination Rate defined in Equation 1. The taxonomy treats hallucination as 

a distinct failure category rather than subsuming it within reasoning failures because its mechanisms, 

rooted in the generative properties of large language model architectures rather than in logical 

inference errors, are distinct, its detection strategies are different, and its mitigations require separate 

consideration [94]. The interaction between hallucination failures and other failure categories, 

particularly tool misuse and reasoning failures, represents one of the most significant compounding 

risk pathways identified in this review, captured formally by 𝑃(𝐹cascade)in Equation 4.  

4.4.3. Tool Misuse Failures 

Tool misuse failures occur when an agentic system incorrectly selects, parameterises, executes, 

or interprets the output of external tools in its clinical pipeline [95]. Contemporary clinical AI agents 

operate with access to a range of external tools including drug interaction databases, clinical 

guideline repositories, laboratory reference systems, electronic health record query interfaces, and 

medical imaging analysis APIs. Each tool interface represents a potential failure point: the agent may 

select an inappropriate tool for a given task, construct a malformed or semantically incorrect query, 

misinterpret a retrieved result, or fail to recognise when a tool's output is outside its reliable operating 

range. A particularly concerning pattern identified across multiple studies was the tendency of 

agentic systems to proceed confidently with clinical reasoning based on tool outputs that were clearly 

erroneous, suggesting that current agentic architectures lack adequate mechanisms for detecting and 

flagging tool output anomalies before incorporating them into downstream reasoning [96,97]. 

4.4.4. Memory Failures 

Memory failures involve the loss, distortion, incorrect retrieval, or inappropriate weighting of 

patient specific information across the temporal horizon of an agentic clinical interaction [98]. In 

short, single turn AI interactions, information failures are limited to misinterpretation of the 

immediate input. In agentic systems operating across extended patient interactions, managing a 

chronic disease patient over weeks or coordinating a complex diagnostic workup over days, the 

memory architecture of the system becomes a critical determinant of clinical safety. Information 

window limitations, the finite amount of information a large language model based agent can hold 
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in active storage, were shown to cause clinically significant information loss in extended interactions, 

with earlier patient history being progressively deprioritised or lost as new information accumulated 

[50]. Memory retrieval errors in systems using external long term storage were documented to cause 

incorrect or irrelevant historical information to be retrieved and incorporated into current clinical 

reasoning, potentially overriding more accurate recent information [99]. Information contamination, 

the incorporation of information from previous patient interactions or sessions into the current 

patient's clinical reasoning, was identified as a particularly dangerous failure mode with direct 

patient safety implications [52]. 

4.4.5. Automation Bias Failures 

Automation bias failures describe the tendency of clinicians and other healthcare professionals 

to defer uncritically to the outputs of agentic AI systems, reducing active monitoring, independent 

verification, and critical evaluation of AI recommendations [59]. While automation bias is a human 

behavioural phenomenon rather than a technical system failure, it is classified as an agentic AI failure 

mode in this taxonomy because it is directly shaped by system design decisions and because its 

consequences are indistinguishable in their clinical impact from technical failures [60]. Included 

studies consistently documented automation bias across clinical specialties and levels of clinical 

experience, with several studies finding that even highly experienced clinicians demonstrated 

elevated ABI values, as defined in Equation 2, when evaluating recommendations from agentic 

systems producing fluent, citation supported, apparently authoritative prose compared to equivalent 

recommendations from human colleagues [61,100]. This creates a perverse dynamic in which 

improvements in the surface quality of agentic AI outputs may paradoxically increase patient safety 

risk by amplifying uncritical clinical acceptance. 

4.4.6. Adversarial and Distributional Failures 

Adversarial and distributional failures encompass two related categories of failure arising from 

the interaction between agentic system architectures and the characteristics of the inputs they receive 

in clinical deployment [101]. Adversarial failures involve the deliberate exploitation of vulnerabilities 

in agentic AI systems through maliciously crafted inputs. Prompt injection attacks, in which 

adversarial instructions are embedded within clinical data or tool outputs to redirect an agent's 

behaviour, represent the most extensively documented adversarial failure type in the reviewed 

literature [101,102]. Distributional failures arise when agentic systems encounter clinical inputs that 

differ significantly from the distribution of data on which they were trained, causing performance 

degradation that may not be signalled by any explicit failure indicator [103]. Clinical environments 

in which distributional failures are particularly prevalent include rare disease presentations not well 

represented in training data, patient populations with demographic characteristics underrepresented 

in training corpora, novel drug combinations not present in training data, and emerging infectious 

diseases for which training data is by definition limited [104]. 

4.4.7. Equity and Bias Failures 

Equity and bias failures refer to the systematic generation of clinically inferior recommendations 

for patients from historically marginalised or underrepresented demographic groups, arising from 

the amplification of biases present in training data by agentic AI systems operating at scale [53]. 

Included studies identified equity and bias failures along multiple demographic dimensions 

including race, sex, age, socioeconomic status, language, and geographic origin, with the most 

extensively documented disparities arising in systems trained predominantly on data from high 

income, English speaking clinical environments being deployed in diverse or resource limited 

settings [105,106]. The autonomous nature of agentic systems also raises specific equity concerns in 

patient facing AI: an agentic system that autonomously adjusts its communication style, information 

depth, or care coordination intensity based on patient characteristics risks encoding and 
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operationalising discriminatory care patterns at scale [107]. The complete failure mode taxonomy 

with mechanisms and clinical examples is visualised in Figure 4. 

 

Figure 4. Failure Mode Taxonomy Diagram showing seven categories with mechanisms and clinical examples. 

4.5. Consequences and Severity Classification 

The documented consequences of agentic health AI failures span a wide severity spectrum. 

Drawing on incident severity classification frameworks from patient safety science [108], this review 

organises the documented consequences into four severity levels. To quantify the risk associated with 

each failure mode and severity combination, this review applies the Risk Priority Number from 

Failure Mode and Effects Analysis: 

RPN = 𝑆 × 𝑂 × 𝐷 (5) 

where 𝑆 denotes the Severity of the failure mode on a scale of 1 to 10, with 10 representing 

catastrophic patient harm; 𝑂denotes the Occurrence probability of the failure mode on a scale of 1 to 

10, with 10 representing near certain occurrence; and 𝐷denotes the Detectability of the failure mode 

on a scale of 1 to 10, with 10 representing entirely undetectable failure. The RPN ranges from 1 to 

1,000, with higher values indicating failure modes requiring priority mitigation investment [56,57].  

Level 1, Minor Output Error, refers to incorrect or suboptimal AI output that is detected and 

corrected before influencing any clinical decision. Clinical impact is negligible, but such events are 

significant as indicators of underlying system vulnerabilities and as contributors to alert fatigue and 

erosion of clinician trust [109]. Level 2, Clinical Misinterpretation, refers to AI output that influences 

a clinical decision without causing direct patient harm, either because the error is detected at a later 

stage or because the clinical consequences are minor. Level 2 events represent near misses with the 

potential to cause harm under slightly different circumstances [110]. Level 3, Patient Harm, refers to 

AI output that directly contributes to a clinical decision resulting in measurable patient harm, 

including delayed diagnosis, inappropriate treatment, adverse drug events, or unnecessary 

procedures [1]. Level 4, Systemic Risk, refers to failures with the potential to affect multiple patients 

simultaneously or to propagate incorrect clinical information across health systems at scale. Citation 

hallucinations embedded in AI generated clinical guidelines, biased recommendations systematically 

affecting entire patient populations, and prompt injection attacks compromising clinical AI 

infrastructure represent Level 4 risks that extend beyond individual patient safety to encompass 
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population health and health system integrity [111]. The distribution of failure modes across severity 

levels, with clinical examples and supporting references, is presented in Table 2. The RPN for each 

failure mode is calculated using Equation 5. 

Table 2. Failure Mode by Severity Level with Clinical Examples and Key References. 

Failure Mode Level 

1 

Level 

2 

Level 

3 

Level 

4 

Clinical Example Key 

References 

Reasoning Yes Yes Yes Yes Agent correctly identifies 

elevated inflammatory markers 

but incorrectly rules out sepsis 

[91–93] 

Hallucination Yes Yes Yes Yes Agent fabricates drug dosage 

that clinician acts on without 

verification 

[44,84,94] 

Tool Misuse Yes Yes Yes No Agent queries wrong drug 

interaction database and 

retrieves inapplicable result 

[95–97] 

Memory Yes Yes Yes No Agent loses earlier allergy 

documentation across long 

interaction horizon 

[50,98,99] 

Automation 

Bias 

No Yes Yes Yes Experienced clinician accepts 

incorrect AI triage 

recommendation without 

independent verification 

[59,60,100] 

Adversarial No Yes Yes Yes Prompt injection attack 

embedded in clinical note 

redirects agent to bypass safety 

guardrail 

[101–103] 

Equity and 

Bias 

No Yes Yes Yes Agent trained on majority 

population data systematically 

underestimates pain scores for 

minority patients 

[53,105–

107] 

4.6. Existing Safety Frameworks and Mitigations 

The synthesis of included studies identified a range of technical, procedural, and regulatory 

mitigation strategies currently deployed or proposed for managing safety risks in clinical agentic AI. 
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To quantify the residual risk of an undetected failure reaching the patient after passing through 

multiple independent defensive layers, the Defence in Depth Score is defined as: 

DDS =∏(1 − ℎ𝑗)

𝑚

𝑗=1

(6) 

where DDS is the Defence in Depth Score representing the probability that all defensive layers 

simultaneously succeed in intercepting a given failure event, 𝑚is the total number of independent 

defensive layers present in the clinical deployment environment, and ℎ𝑗 is the estimated hole 

probability of defensive layer 𝑗 , defined as the proportion of failure events that layer 𝑗 fails to 

intercept. Values of DDSapproaching 1 indicate robust defence in depth, while values approaching 

0 indicate inadequate layered protection [54,55]. Additionally, to generate an overall safety profile 

for a given agentic health AI system, the Composite Safety Score aggregates individual failure mode 

Risk Priority Numbers into a single governance metric:  

CSS =
∑ 𝑤𝑖
7
𝑖=1 × RPN𝑖

∑ 𝑤𝑖
7
𝑖=1

(7) 

where CSSis the Composite Safety Score ranging from 1 to 1,000, RPN𝑖is the Risk Priority Number 

for failure mode 𝑖calculated using Equation 5, and 𝑤𝑖is the clinical domain weight assigned to failure 

mode 𝑖 , reflecting the differential clinical consequences of each failure type in the specific 

deployment environment under evaluation. For example, in an autonomous chemotherapy dosing 

agent, the weight assigned to numerical hallucination failures would substantially exceed the weight 

assigned to citation hallucination failures, reflecting the differential patient harm potential in that 

environment. Threshold values for deployment readiness based on the CSS are to be determined 

through empirical validation in future research.  

4.6.1. Retrieval Augmented Generation 

Retrieval Augmented Generation is the most extensively studied technical mitigation for 

hallucination in clinical AI systems, operating by grounding large language model outputs in 

retrieved evidence from verified external knowledge sources rather than relying exclusively on 

parametric knowledge encoded during training [87]. Retrieval Augmented Generation has 

demonstrated effectiveness in reducing factual and citation hallucination rates across multiple 

clinical evaluation studies, lowering 𝐻𝑟as defined in Equation 1 for these hallucination subtypes and 

contributing favourably to the ℎ𝑗 values used in Equation 6 [112]. However, it does not eliminate 

hallucination, particularly contextual and numerical hallucination types, and introduces its own 

failure pathways, including retrieval of outdated guidelines and hallucination about retrieved 

information rather than about training knowledge [113].  

4.6.2. Human in the Loop Design 

Human in the Loop design patterns, in which clinical AI agents are architected to solicit human 

review and approval at defined decision points before executing consequential actions, represent the 

most broadly applicable safety mitigation across all seven failure mode categories [28]. Included 

studies consistently identify Human in the Loop design as the most effective single intervention for 

preventing agentic AI failures from reaching the patient, directly increasing DDS by reducing 

ℎ𝑗across multiple defensive layers as defined in Equation 6. However, Human in the Loop design 

faces significant practical constraints in clinical deployment: excessive human checkpoints negate the 

efficiency benefits that justify agentic AI adoption, and automation bias measured by the ABI in 

Equation 2 means that human checkpoints may not reliably catch AI errors even when they are 

present [114,115].  

4.6.3. Constitutional AI and RLHF Approaches 

Constitutional AI and Reinforcement Learning from Human Feedback approaches seek to 

embed safety constraints and clinical values directly into the behaviour of agentic AI systems through 
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training time interventions [116]. Included studies document meaningful reductions in harmful 

output generation following Reinforcement Learning from Human Feedback fine tuning on medical 

data, with domain specific medical approaches showing particular promise for reducing 𝐻𝑟 as 

defined in Equation 1 and lowering the Occurrence term 𝑂in the RPN defined by Equation 5 [117]. 

Constitutional AI approaches, in which systems are trained to evaluate their own outputs against 

explicit safety principles before generating responses, have been applied to clinical settings with 

promising preliminary results, though the gap between laboratory evaluation and real world clinical 

deployment performance remains substantial [117].  

4.6.4. Red Teaming and Adversarial Testing 

Red teaming, the systematic adversarial probing of clinical AI systems by dedicated teams 

attempting to elicit unsafe outputs, has emerged as a critical component of pre deployment safety 

evaluation for agentic health AI [119]. Included studies document that red teaming exercises have 

consistently identified safety vulnerabilities in clinical AI agents that were not detected through 

standard performance benchmarking, including prompt injection vulnerabilities, failure modes 

specific to rare clinical presentations, and automation bias elicitation patterns, contributing to 

reductions in the Detectability term 𝐷in the RPN defined by Equation 5 [119]. The clinical AI red 

teaming literature remains substantially less mature than its cybersecurity counterpart, and several 

included studies call for the development of standardised red teaming protocols specific to healthcare 

AI.  

4.6.5. Regulatory Frameworks 

The regulatory landscape for agentic health AI is evolving rapidly but remains substantially 

incomplete relative to the pace of clinical deployment. The FDA regulatory framework for AI enabled 

medical devices provides a foundation for pre market evaluation but has been widely critiqued in 

the reviewed literature for inadequately addressing the continuous learning and autonomous action 

capabilities that characterise agentic systems [120]. The EU AI Act's classification of clinical AI 

systems as high risk applications subject to stringent conformity assessment requirements represents 

a more comprehensive regulatory approach, though its implementation timeline and the practical 

requirements for agentic health AI compliance remain areas of active development [121]. WHO 

guidance on AI ethics and governance in health provides principled frameworks for responsible 

deployment but lacks the technical specificity required to operationalise safety requirements for 

agentic clinical systems [122]. The complete mapping of mitigation strategies against failure modes, 

including evidence strength and key limitations, is presented in Table 3 and visualised in Figure 5. 

The Defence in Depth Score for each mitigation layer configuration is calculated using Equation 6. 
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Figure 5. Mitigations Mapped to Failure Modes: Coverage Matrix. 

Table 3. Mitigation Strategies by Failure Modes Addressed. 

Mitigation 

Strategy 

Failure Modes 

Addressed 

Evidence 

Strength 

Key Limitations Key 

References 

Retrieval 

Augmented 

Generation 

Hallucination, 

Reasoning, Tool 

Misuse (partial) 

Moderate 

to Strong 

Does not eliminate 

contextual or numerical 

hallucination; introduces 

retrieval failure pathways 

[87,112,113] 

Human in the 

Loop Design 

All seven failure 

modes 

Strong Negates efficiency benefits 

if overused; automation 

bias reduces effectiveness 

of human checkpoints 

[28,114,115] 

Constitutional AI 

and RLHF 

Hallucination, 

Reasoning, Equity 

and Bias 

Moderate Training time intervention 

only; does not address 

runtime distributional 

failures 

[116,117] 

Red Teaming and 

Adversarial 

Testing 

Adversarial, 

Reasoning, 

Hallucination, Tool 

Misuse 

Moderate No standardised clinical 

protocol exists; point in 

time evaluation only 

[119] 
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FDA Regulatory 

Framework 

Reasoning, 

Hallucination, 

Equity and Bias 

(partial) 

Weak to 

Moderate 

Does not adequately 

address continuous 

learning or autonomous 

action 

[120] 

EU AI Act All high risk AI 

failure modes 

Moderate Implementation timeline 

ongoing; technical 

compliance requirements 

still being defined 

[121] 

WHO AI Ethics 

Guidance 

Equity and Bias, 

Reasoning, 

Automation Bias 

Weak Non binding; insufficient 

operational detail for 

clinical agentic system 

compliance 

[122] 

5. Discussion 

The systematic synthesis of 113 included studies reveals several overarching patterns that 

emerge when the seven failure mode categories are examined collectively rather than in isolation. 

The most significant cross cutting pattern is failure cascading, the tendency of failures in one category 

to trigger or amplify failures in others, generating compounding clinical risk that is substantially 

greater than the sum of its parts, as formalised in 𝑃(𝐹cascade)defined by Equation 4. The reviewed 

literature documents this cascading dynamic with particular consistency across three pathways. 

Hallucination failures feeding into reasoning failures represent the most extensively documented 

cascade pathway: when an agentic system generates a hallucinated clinical fact and then reasons from 

that fact across subsequent steps, the reasoning chain may be internally valid while being 

systematically grounded in false premises, producing conclusions that are both logically coherent 

and clinically dangerous [84,91]. Reasoning failures amplified by tool misuse represent a second 

prominent cascade pathway: an agent that makes an incorrect preliminary clinical judgment and then 

queries external tools using that judgment as a framing assumption may retrieve technically accurate 

information that nonetheless reinforces the original error, lending spurious evidential grounding to 

a flawed clinical conclusion [92,96]. Automation bias failures compounding all other failure types 

represent the most systemic cascade dynamic: when clinicians defer uncritically to agentic AI 

outputs, as measured by ABI values defined in Equation 2, the human oversight layer that would 

otherwise catch and correct technical failures is effectively removed, elevating every other failure 

category from a near miss to a potential patient harm event [59,60]. A second significant pattern is 

the inverse relationship between task complexity and safety across the failure mode landscape. 

Included studies consistently demonstrate that failure rates across all seven categories increase as 

clinical task complexity increases, as the number of reasoning steps grows, as more external tools are 

invoked, as the patient data being synthesised becomes more heterogeneous, and as the clinical 

domain becomes more specialised, an effect captured in the growing value of 𝑃(𝐹cascade)in Equation 

4 [81,83]. This is a critically important finding because it is precisely the most complex clinical tasks, 

multi source diagnostic synthesis, complex pharmacological decision making, longitudinal chronic 

disease management, for which agentic AI is most frequently proposed as a high value application 

[30,31]. A third pattern is the asymmetry between failure detection and failure prevention across the 

mitigation landscape documented in Section 4.6. The most widely studied and deployed mitigations, 

Retrieval Augmented Generation, Human in the Loop design, red teaming, are primarily oriented 
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toward detecting or catching failures after they have occurred in the reasoning process, rather than 

preventing them from arising in the first instance [28,87,119]. This detection oriented approach to 

safety is inherently reactive and is unlikely to be sufficient for clinical environments where the 

consequences of undetected failures are severe and where the volume of agentic AI outputs makes 

comprehensive human review impractical [114,115].  

The findings of this review substantiate and extend the theoretical proposition advanced in the 

introduction, that agentic health AI systems present a qualitatively distinct and in important respects 

more dangerous safety profile than non agentic clinical AI tools. This danger amplification operates 

through four interconnected mechanisms that together constitute a structural safety challenge 

specific to the agentic paradigm. Autonomy removes natural human circuit breakers: in conventional 

clinical AI workflows, every AI output passes through at least one human decision point before 

influencing patient care, whereas agentic systems are specifically designed to reduce or eliminate 

these checkpoints in the interests of efficiency, removing the most reliable mechanism currently 

available for catching AI errors before they reach the patient, and directly reducing the 𝑚term in the 

DDS defined by Equation 6 [28,81]. Multistep reasoning creates error amplification pathways: agentic 

errors are unbounded in the sense that an error at step one of a multistep reasoning chain has 

numerous subsequent opportunities to be amplified, entrenched, and acted upon before any human 

review, with cascade probability growing as described by Equation 4, and the chain of thought 

reasoning architectures that give contemporary agentic systems their impressive clinical reasoning 

capabilities are simultaneously the mechanism through which early errors become deeply embedded 

in conclusions that appear authoritative and well reasoned [25,81,92,93]. Tool access transforms 

reasoning errors into consequential actions: a non agentic AI system that reasons incorrectly produces 

an incorrect text output, whereas an agentic system with access to electronic health record write 

permissions, prescription systems, or clinical workflow management tools can translate a reasoning 

error into a consequential clinical action before any human review occurs, and the reviewed literature 

documents early stage deployments in which agentic systems have produced incorrect electronic 

health record entries, erroneous prescription recommendations, and inappropriate care pathway 

escalations [26,76,78,97]. Confidence presentation suppresses critical evaluation: contemporary large 

language model based agentic systems present their outputs with a surface confidence, fluency, and 

apparent evidential grounding that the reviewed literature consistently associates with elevated ABI 

values as defined in Equation 2, creating a perverse dynamic in which improvements in the surface 

quality of agentic AI outputs may paradoxically increase patient safety risk by amplifying uncritical 

clinical acceptance [59–61,100].  

The synthesis also reveals four significant gaps in the current agentic health AI safety research 

landscape. The most consequential is the near absence of standardised safety benchmarks specific to 

agentic health AI systems. The clinical AI evaluation literature has developed reasonably robust 

benchmarks for single turn clinical question answering and medical licensing examination 

performance, but no equivalent standardised framework exists for evaluating the safety of agentic 

multistep clinical reasoning, tool use behaviour, or long horizon patient interaction, meaning that 

safety claims made by developers are difficult to verify, compare, or regulate, and that the CSS 

threshold values defined in Equation 7 cannot yet be empirically validated [6,11,119,120]. A second 

significant gap is the underrepresentation of real world longitudinal deployment studies in the 

current evidence base: the overwhelming majority of safety evaluations identified in this review were 

conducted in controlled or simulated environments, and the safety profile of agentic health AI in real 

world longitudinal deployment, where systems encounter the full complexity and unpredictability 

of clinical practice and where 𝐻𝑟values as defined in Equation 1 may evolve as clinical knowledge 

advances, remains substantially unknown [9,38,39,73]. A third gap is the limited attention to equity 

and distributional failure modes relative to their potential clinical significance: of the seven failure 

categories in the taxonomy, these are the least extensively studied despite representing some of the 

most consequential risks for population health equity and clinical AI infrastructure security, 

reflecting both methodological challenges and the field's tendency to prioritise performance 
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optimisation over robustness evaluation [53,105–107]. A fourth gap concerns failure mode 

interactions and cascading dynamics: while individual failure modes have received increasing 

research attention, the systematic study of how failures in one category trigger and amplify failures 

in others, as formalised by 𝑃(𝐹cascade)in Equation 4, remains underdeveloped, and understanding 

these cascades is essential for designing safety frameworks that address the compounding risk 

pathways specific to agentic architectures [55,57,84,96].  

A theme that emerges with particular consistency across the reviewed literature is what this 

paper terms the clinician AI trust calibration problem, the challenge of supporting clinicians in 

developing and maintaining an appropriately calibrated level of trust in agentic AI outputs: neither 

so high as to produce dangerous automation bias as measured by the ABI in Equation 2, nor so low 

as to negate the clinical utility of the technology [59,60]. The reviewed literature documents both ends 

of this miscalibration spectrum with clinical consequences. Over trust, characterised by uncritical 

acceptance of AI recommendations, reduced independent verification, and suppression of clinical 

judgment, is extensively documented and directly linked to patient harm events arising from 

automation bias failures with elevated ABI values [59,61]. Under trust, characterised by systematic 

rejection of AI recommendations and AI avoidance behaviour, is less extensively studied but 

increasingly documented as a significant barrier to safe and effective agentic AI deployment [51,61]. 

Calibrated trust requires that clinicians have accurate mental models of the capabilities, limitations, 

and failure modes of the agentic systems they work with, yet agentic systems are frequently deployed 

with inadequate documentation of their failure modes, without clinical training that builds 

appropriate understanding of their limitations, and with user interfaces that present outputs in ways 

that actively impede calibrated evaluation [58,60,100,115]. The trust calibration problem also has an 

important temporal dimension: clinician trust is not static but evolves through experience, and the 

literature documents systematic patterns of trust drift in which initial appropriate scepticism erodes 

over time as clinicians become familiar with AI outputs without necessarily becoming better at 

distinguishing correct from incorrect recommendations, making longitudinal trust calibration one of 

the most challenging aspects of clinical AI safety and one most in need of both system design 

solutions and governance frameworks [51,59–61,100]. 

Drawing on the failure mode taxonomy developed in Section 4.4, the mitigation landscape 

mapped in Section 4.6, and the theoretical frameworks introduced in Section 2.5, this review proposes 

an integrated safety evaluation framework for agentic health AI systems as its fourth original 

contribution. The framework integrates three complementary components. The Failure Mode and 

Effects Analysis component provides a structured prospective assessment of each of the seven failure 

mode categories for a given agentic system in a given clinical deployment environment, 

characterising each failure mode by its likelihood, potential severity, detectability, and Risk Priority 

Number calculated using Equation 5, with the overall system safety profile expressed as a Composite 

Safety Score calculated using Equation 7 [56,57]. The Swiss Cheese component maps the defensive 

layers available in the deployment environment against the identified failure modes using the 

Defence in Depth Score defined by Equation 6, identifying alignment vulnerabilities in which the 

holes in multiple defensive layers simultaneously permit a failure pathway to reach the patient and 

specifying the additional layers required to achieve adequate defence in depth [54,55]. The Human 

Factors component evaluates the trust calibration risk profile of the deployment environment, 

characterising the automation bias vulnerability of the clinical environment using the ABI defined in 

Equation 2, the adequacy of clinician training and mental model development, and the quality of 

uncertainty communication in the system's user interface [58,59]. Together these three components 

generate a comprehensive safety profile for a given agentic health AI system in a given clinical 

environment, expressed through the Composite Safety Score of Equation 7, specifying the failure 

modes of greatest concern as identified through the RPN values of Equation 5, the defensive gaps 

requiring remediation as identified through the DDS values of Equation 6, and the human factors 

interventions required to support calibrated clinical oversight as monitored through the ABI values 

of Equation 2. The framework is designed to be applied iteratively, at pre deployment evaluation, at 
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post deployment audit intervals, and following any significant system update or clinical environment 

change, reflecting the dynamic nature of agentic AI safety in real world clinical deployment [9,38]. 

The proposed framework is visualised in Figure 6. 

 

Figure 6. Proposed Integrated Safety Evaluation Framework combining Failure Mode and Effects Analysis, 

Swiss Cheese Model, and Human Factors components with Composite Safety Score output. 

The findings of this review carry direct practical implications for three stakeholder groups. For 

clinicians and clinical teams, the primary implication is the necessity of active, informed, and 

sustained engagement with AI safety rather than passive acceptance of AI outputs, with structured 

education in the failure mode profiles of specific deployed systems, preservation of meaningful 

human oversight checkpoints at high consequence decision points, and deliberate maintenance of 

independent clinical reasoning skills that agentic AI deployment may otherwise progressively erode 

[28,51,59–61,81,114]. For developers and AI engineers, the primary implication is the necessity of 

safety by design approaches that treat failure mode prevention as a core engineering requirement 

rather than a post hoc evaluation concern, incorporating Retrieval Augmented Generation 

architectures for reduction of 𝐻𝑟 as defined in Equation 1, memory architecture design for failure 

prevention, adversarial robustness testing, and comprehensive logging capabilities that support post 

deployment monitoring of CSS values as defined in Equation 7 [50,87,99–101,112,115–117,119,120]. 

For hospital systems and clinical governance bodies, the primary implication is the necessity of 

institutional frameworks for AI safety governance that go beyond pre procurement vendor 

evaluation to encompass ongoing post deployment monitoring, incident reporting, clinician 

education, and regular safety audit using the CSS of Equation 7 and DDS of Equation 6 as structured 

governance metrics [54,56,58,120,121].  

The deployment of agentic AI in healthcare also raises ethical and regulatory challenges that 

extend beyond the technical safety concerns addressed above. Accountability and liability represent 

the most immediately pressing challenge: when an agentic AI system operating with substantial 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 April 2026 doi:10.20944/preprints202604.1409.v1

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202604.1409.v1
http://creativecommons.org/licenses/by/4.0/


 25 

 

autonomy contributes to a patient harm event, the allocation of accountability across the system 

developer, the clinical institution, the deploying clinician, and the AI system itself is deeply unclear 

under current legal and regulatory frameworks, and the autonomous nature of agentic systems 

strains conventional notions of medical liability that presuppose a human decision maker responsible 

for each consequential clinical action [11,28,120,121]. Explainability requirements for clinical agentic 

decisions represent both an ethical imperative and a practical safety necessity: patients have a 

fundamental ethical right to understand the basis of clinical decisions affecting their care, clinicians 

have a professional obligation to exercise informed rather than delegated judgment, and current 

agentic systems frequently cannot provide clinically meaningful explanations of multistep reasoning 

chains involving multiple tool calls and memory retrievals [93,97,117,118,121]. Equity in autonomous 

clinical pipelines requires specific regulatory attention beyond general AI bias frameworks: the scale 

and autonomy of agentic health AI means that equity failures affect large patient populations 

systematically rather than individual patients incidentally, regulatory requirements for equity 

evaluation and demographic performance reporting should be mandatory rather than voluntary, and 

the reviewed literature consistently demonstrates that bias in clinical AI systems evolves with 

deployment environment, patient population, and system updates in ways that require continuous 

rather than one time monitoring [53,103–107,121,122]. In sum, the safety of agentic health AI cannot 

be assured through technical mitigations alone, it requires the alignment of robust engineering 

practices, calibrated clinical oversight, institutional governance frameworks, and regulatory 

requirements adequate to the novel challenges that agentic autonomy introduces into clinical care 

[54,56,58,120–122]. 

6. Conclusion and Future Research Directions 

This systematic review examined safety risks, hallucination phenomena, and failure modes in 

agentic health AI systems, synthesising evidence from 113 peer reviewed publications between 

January 2019 and December 2025. The review identified seven distinct failure mode categories 

spanning reasoning errors, hallucination, tool misuse, memory failures, automation bias, adversarial 

and distributional vulnerabilities, and equity related harms. These categories collectively constitute 

the first structured failure mode taxonomy specific to agentic health AI, representing the core original 

contribution of this paper. The synthesis further developed a hallucination typology mapping factual, 

contextual, citation, and numerical hallucination types to their clinical risk profiles as quantified by 

𝐻𝑟in Equation 1, evaluated the existing mitigation landscape against the taxonomy and the Defence 

in Depth Score in Equation 6, and proposed an integrated safety evaluation framework combining 

Failure Mode and Effects Analysis via the RPN in Equation 5 and CSS in Equation 7, the Swiss Cheese 

Model via the DDS in Equation 6, and Human Factors theory via the ABI in Equation 2, into a unified 

clinical governance tool. The cascade risk formalised in Equation 4 demonstrates formally why the 

compounding nature of failure in agentic architectures demands a multi component safety response 

rather than piecemeal technical intervention.  

The findings confirm that agentic health AI presents a qualitatively distinct and in important 

respects more dangerous safety profile than non agentic clinical AI, driven by the compounding 

effects of autonomy, multistep reasoning, tool access, and confidence presentation on clinical error 

propagation as captured by 𝑃(𝐹cascade) in Equation 4. Safety cannot be assured through technical 

mitigations alone but requires the alignment of robust engineering practices, calibrated clinical 

oversight, institutional governance frameworks, and regulatory requirements adequate to the novel 

challenges that agentic autonomy introduces into clinical care. Clinicians, developers, hospital 

systems, and regulators each carry distinct and urgent responsibilities in this alignment, and the 

proposed safety evaluation framework offered in Section 5 provides a structured basis for 

operationalising those responsibilities across the deployment lifecycle of agentic clinical AI systems.  

Several priority areas for future investigation emerge from this synthesis. The most urgent is the 

development of standardised safety benchmarks specifically designed for agentic health AI systems, 
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enabling consistent and regulatorily meaningful safety evaluation across developers and clinical 

environments, and enabling empirical validation of the CSS threshold values described in Equation 

7. Equally pressing is the need for longitudinal real world deployment studies that capture the safety 

profile of agentic clinical AI under the full complexity of clinical practice over extended time horizons, 

moving beyond the controlled evaluations that currently dominate the evidence base. Future research 

should give substantially greater attention to equity and distributional failure modes, developing 

methodologies for detecting and mitigating demographic bias and distributional degradation in 

autonomous clinical pipelines. The systematic study of failure mode cascades as formalised in 

Equation 4, specifically how failures in one category trigger and amplify failures in others, represents 

a foundational research priority for safety framework development. Regulatory sandbox 

environments enabling controlled real world testing prior to full clinical deployment warrant 

exploration as a bridge between laboratory evaluation and practice. Finally, interdisciplinary 

collaboration across AI safety research, clinical medicine, medical ethics, and regulatory science is 

essential to ensure that technical advances in agentic AI are matched by the governance frameworks 

and human factors interventions required for safe and responsible clinical deployment. 
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