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Abstract: This survey paper focuses on area coverage and security aspects in wireless sensor networks.
It attempts to address the major critical issues related to both of them, and present solutions to address
them. In fact, the complete function of wireless sensor networks will only be practicable when both of
these issues have been taken into consideration in real-world applications, such as environmental mon-
itoring, precision agriculture, and surveillance, to name a few. Various strategic methods developed
for deploying sensors with two-dimensional, three-dimensional, deterministic, and nondeterministic
deployment analyses regarding their impact on coverage, connectivity, energy efficiency, and scalability
are discussed. This survey will also investigate the deployment of homogeneous and heterogeneous
sensors in wireless sensor networks, showing exactly how design criteria are influencing network
deployment, operations, and security. These will highlight some major security challenges, including
strong encryption, authentication mechanisms, intrusion detection, resource depletion, and node
compromise attack countermeasures. The findings provide insight into improving the reliability and
energy efficiency of WSNS, therefore forming a basis for further research and development into secure
and efficient deployment of wireless sensor networks.

Keywords: wireless sensor networks; coverage; security challenge; deployment strategies; sensor node
types

1. Introduction

A wireless sensor network (WSN) consists of wireless sensor nodes, each of which has data
storage, data processing, sensing, and communication capabilities. The capabilities of these networks
to monitor and collect data in different environments and on a varied basis have found intense
promotion. These include but are not limited to applications, such as environmental monitoring,
precision agricultural relationships, and surveillance. The developed WSNs can monitor conditions in
the environment, such as temperature, humidity, and pollutant levels, which are important data for
ecological research in addition to supporting disaster reduction. With precision agriculture, WSNs can
further monitor moisture in the soil, climatic conditions, as well as the presence of pests, thus improving
results in crop management and optimizing the use of resources with better yields. This will support
monitoring of large areas for defense activities, such as border patrol and battlefield surveillance.
Now, WSNs become an evolutionary paradigm for collecting and studying features of data, with
advances in MEMS technology, wireless communication, and digital electronics in conjunction with
their collaborative and self-organizing nature [1]. The growing interest and advancements in WSNs
are increasingly significant in modern technology due to their versatile applications and continuous
innovation. Initially conceived for military use, WSNs have now become integral to the Internet
of Things (IoT), supporting a wide array of applications in various sectors, such as environmental
monitoring, agriculture, urban development, healthcare, and industry. WSNs are adaptable because
their sensor nodes can sense, process, and communicate. Some of these include research into issues,
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such as energy efficiency, data management, and communication reliability. New research trends
are attracted by emerging technologies in machine and deep learning, 5G technologies, and edge
computing, which improve WSN functionality. These are capable of driving research trends that have
focused on performance optimization, energy sustainability, and integration with other technology
domains. The interest in WSNs that has been upheld all these years, and the diversity of its different
applications, make it relevant with a potential contribution to future technological landscapes [2].
Essentially, there are several challenges in WSN deployment that must be taken care of and which
are related to energy efficiency, security, and coverage. The region of interest should be guaranteed
to have coverage, but due to the static nature and limited sensing range of the sensor nodes, there
are usually gaps in sensing, making data collection unequal in most cases. The other significant
challenge lies in energy efficiency. Indeed, sensor nodes are normally powered by batteries, and
their deployment in hostile or inaccessible environments makes it impractical to replace or recharge
them regularly. Thus, this necessitates the prolonging of the lifetime of a network by reducing energy
consumption through efficient routing and data aggregation techniques. Security is equally important,
as WSNs are very vulnerable to diverse types of attacks, such as data interception or manipulation
in the nodes, potentially leading to the compromise of integrity or confidentiality of the transferred
information. Therefore, tight encryption and authentication protocols must be implemented to help
counteract such vulnerabilities. All these challenges must be addressed to guarantee successful WSN
deployment and operation, making them functional in the scenarios of various applications —from
industrial automation and environmental monitoring to other fields [3]. In WSNSs, the sensor nodes
can be considered as the elements that can influence or drive the whole design and functionality of the
network. On the other hand, based on their fabrication, sensor nodes can be broadly classified into
two categories, namely homogeneous and heterogeneous. Homogeneous sensor networks are built by
identical nodes with precisely identical hardware capabilities and energy resources.

Deployment Strategies

¢ Deterministic

¢ Non- Deterministic

e 3D Deployment

¢ Security Challenge and Solution

Sensor Node Types

¢ Homogenous Network
¢ Heterogenous Network
¢ Security Challenge and Solution

Figure 1. Classification of Deployment Strategies in Wireless Sensor Networks

This homogeneity makes the design and maintenance of the network easier and provides the same
performance at all nodes. However, homogeneous networks are prone to an early exhaustion of energy
in some nodes, normally those who become cluster heads more often as a result of their better energy
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status. On the other hand, heterogeneous sensor networks have different sets of nodes with disparate
values of energy and capacity. These networks normally consist of a mixture of basic sensor nodes and
more powerful cluster head nodes. Equipped with higher processing and communication capability, it
is possible for the cluster heads to undertake heavier data loads and increase transmission distances
without experiencing data exhaustion. This configuration could improve the energy efficiency of the
network, thereby increasing its lifetime. However, it can be difficult to cope with diversity in types of
nodes and maintain balanced energy consumption. This survey paper is therefore concluded in view
of the fact that homogeneous or heterogeneous sensor nodes are chosen depending on application
requirements while keeping in mind all trade-offs among energy efficiency, user-friendliness, and
cost used [4]. This survey study is being written because there are various important questions in the
subject that need to be explored and answered.

¢ In the context of cost, coverage, connectivity, energy efficiency, environment suitability, and
scalability, what are the most effective deployment strategies for WSNs?

¢ What is the impact of homogeneous and heterogeneous sensor nodes on the design, functionality,
and security of WSNs?

¢  Particularly in deployment, node types, and security, what are the main obstacles and potential
future research directions in WSNs?

Our study is motivated by many critical inquiries in the area that need to be investigated and
solved. In this survey paper, several possible deployment strategies are taken for review with respect to
consideration of cost, coverage, connectivity, energy efficiency, environment suitability, and scalability
for a variety of sensor node types. A clear structure of the paper is set out through two broad divisions:
Deployment strategies and node types of sensors. The classification (refer to Figure 1) covers all major
talks concerning design, functionality, security issues of WSNs, homogeneous and heterogeneous
WSNSs, and deterministic, non-deterministic, and three-dimensional (3D) deployment strategies. This
attempts to individualize the basic challenges and future research directions in WSNs by critically
analyzing these areas.

2. Classification of Deployment Strategies

The approaches of deployment can be factors that essentially affect the performance and efficiency
of Wireless sensor networks. In this section, three main strategies are analyzed: Deterministic, non-
deterministic, and 3D deployment, comparing them for various arguments, like cost of deployment,
coverage, connectivity, environmental suitability, energy efficiency, and scalability.

2.1. Deployment strategies

The sensor nodes can either be deployed at the same time or put in an area of separate coverage.
They can also be dropped from an aircraft, delivered by artillery shells, missiles, or rockets, or solely
deployed by humans or robots. The structure of the network may change once defined due to events,
such as the movement of sensor nodes, connectivity problems, their energy levels, malfunctions, and
tasks [1]. Another method is the use of 3D deployment strategies in volumetric coverage environments,
like underwater and industrial spaces, to increase the network’s spatial monitoring capabilities [5].
Deterministic deployment strategies, where nodes are located at a predefined location, provide high
coverage accuracy and network reliability, but may incur higher costs and complexity [6]. On the
other hand, nondeterministic deployment, characterized by the random placement of nodes offers
scalability and ease of deployment, especially in hard-to-reach or dangerous environments. However,
this approach can lead to coverage and inconsistent performance [7]. In addition to these strategies,
3D deployment techniques are crucial for applications that require volumetric coverage, such as
monitoring multi-level buildings, underwater environments, or industrial facilities. These methods
improve spatial coverage and address difficult deployment constraints, making them crucial for
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comprehensive environmental monitoring [8]. All three of these deployment strategies differ in
terms of deployment costs, coverage, connectivity, environmental suitability, energy efficiency, and
scalability. The choice of deployment strategy significantly impacts the overall effectiveness of WSNs,
influencing factors such as data accuracy, network robustness, and maintenance requirements [9].
Furthermore, advanced algorithms and techniques, including optimization methods and machine
learning, are increasingly employed to enhance deployment efficiency and adapt to dynamic conditions
within the monitored area [10]. In the following sections, we will analyze each deployment strategy:
deterministic, non-deterministic, and 3D deployment, focusing on aspects such as deployment cost,
coverage, connectivity, environment suitability, energy efficiency, and scalability. This analysis is
therefore going to provide overall information on their impacts on the performance of wireless sensor
networks. The comparative summary for the deployment strategies, as shown in Table 1, highlights
important features and performance indicators. This comparison tries to give a clear knowledge of
how each method performs in a variety of operational factors so as to help choose the best strategy for

particular WSN applications.

Table 1. Comparison of Deployment Strategies

ity through strategic
placement, even with
obstacles [6,15]

taining connectivity
due to random place-
ment; may need ad-
ditional sensors or
increased communica-
tion [20,23]

Aspect Deterministic Non-Deterministic 3D

Deployment Cost | Higher due to precise | Lower initial cost due | Significantly higher
planning, advanced to reduced planning due to specialized
sensors, and relay and simple setup [11, | equipment and pre-
nodes [11,12] 20] cise positioning tech-

niques [5,25,26]

Coverage Full coverage using Resilient coverage Ensures coverage in
optimal patterns (e.g., | due to random place- | complex 3D spaces
triangular lattices) but | ment, but higher sen- | using polynomial-
susceptible to cov- sor density is required. | time algorithms, dis-
erage holes due to Can utilize probabilis- | tributed algorithms,
placement errors and | tic models and mo- and multi-objective
failures [13,14] bile nodes to fill gaps | genetic algorithms

[13,20,21] [27-29]
Connectivity Guaranteed connectiv- | Challenges in main- Maintained through

truncated octahedron
placement and dis-
tributed deployment
algorithms [30,31]

Environment Suit-
ability

Suitable for con-
trolled, known en-
vironments with ob-
stacles. Optimized
placement for effi-
cient communication
[16,17]

Suitable for unknown,
hostile environments
where precise place-
ment is not feasible.
Adaptable and robust
to changes [16,17,20]

Suitable for complex
terrains like underwa-
ter and urban envi-
ronments but requires
line-of-sight and path-
loss considerations
[29,32]
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Aspect Deterministic Non-Deterministic 3D

Energy Efficiency Maximized through Challenges due to Achieved by mini-
strategic placement non-uniform distri- mizing active sensors
and optimized com- bution in random de- | while ensuring cov-
munication protocols. | ployment. Requires erage, using optimal
Reduced energy con- | efficient algorithms strategies and 3D-
sumption due to min- | for movement and Voronoi partitioning
imal node movement | energy management [33,34]

[9,15] [9,20]

Scalability Demonstrated Enhanced by exploit- | Enhanced through
through optimal node | ing spatio-temporal dynamic coordinate
placement strategies correlations and the systems and virtual
based on electrostatic | ability to deploy large | architectures for effi-
field theory for ef- numbers of nodes cient data routing and
ficient resource uti- without precise place- | management [33,35]
lization and network | ment [20,24]
performance [18,19]

2.2. Deterministic Coverage
2.2.1. Deployment Cost

Deterministic deployment strategies involve placing sensors in planned locations, which allows
for controlled sensor distribution and optimized energy management. This approach typically results in
higher implementation costs due to the precision and design required, as well as the potential increase
in hardware costs for more complex sensors and relay nodes. However, deterministic strategies can
achieve longer network lifetime by ensuring optimal coverage and energy efficiency [11]. Moreover,
although deterministic deployment methods provide optimal network configuration, they are often
impractical and expensive for large-scale wireless sensor networks and inaccessible for harsh regions
of interest [12].

2.2.2. Coverage

Optimal placement patterns, like a triangular grid, ensure effective coverage and connectivity in
wireless sensor networks despite potential placement errors and sensor failures. The deterministic
implementation uses optimal patterns such as a triangular grid to achieve complete coverage in the
monitored area. However, this approach can lead to coverage gaps due to placement errors and
sensor failures, which reduces the overall coverage quality [13]. Systematic placement of sensor nodes,
especially using a triangular grid pattern, ensures complete coverage and maintains connectivity
between nodes. This method is particularly effective when the communication area is equal to or
greater than three times the square root of the sensing area, which optimizes then number of sensor
nodes required and improves network efficiency and reliability [14].

2.2.3. Connectivity

In the deterministic use of wireless sensor networks, connectivity ensures that each sensor node
can transmit its data to a base station either directly or through multiple other sensor nodes. This
connectivity limit is critical to maintain data flow in the network and is typically achieved by placing
sensor nodes in a way that ensures communication between them even in the presence of obstacles or
different deployment patterns [6][15].

2.2.4. Environmental Suitability

This preplanned placement in deterministic deployment enables the placing of sensors at the best
places, which aids communication and makes the network connectivity better, even with obstacles
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in the detection field [16]. More importantly, good planning of the node’s placement is important for
sustainability to the environment. This ensures optimal coverage and efficient use of resources, which
is important for monitoring critical parameters such as temperature, humidity, and gas concentrations
in the warehouse environment, promoting sustainable and efficient operations[17].

2.2.5. Energy Efficiency

Energy efficiency can be maximized through strategic placement and optimized communication
protocols. Predefined sensor locations and controlled deployment processes reduce the need for
extensive movement and relocation of nodes, thus saving energy. By optimizing the initial layout
based on geometric patterns or algorithms, deterministic deployment ensures efficient use of energy
resources, which improves overall network performance and longevity [9]. In addition, deterministic
deployment strategies in WSNs optimize sensor placement to minimize redundant data transmission
and increase network lifetime, which is critical to maintaining network coverage and connectivity
constraints. This approach significantly reduces the energy consumption of sensor nodes, ensuring
efficient communication paths and reducing the need for frequent reconfiguration [15].

2.2.6. Scalability

One of the aspects pointing toward the scalability of WSNs is optimal node placement strategies.
Massive networks have optimal node deployments to ensure that the least node utilization can be
achieved while ensuring effective coverage and connectivity. Electrostatic field theory rules govern
how to excel at the best way of assigning nodes, getting stronger with the number of nodes in a
network. That will ensure efficient traffic and data flow utilization in large and complex environments.
With this approach, deterministic deployment is scaled in large wireless sensor networks, where
efficient resource utilization and network efficiency are realized using deterministic deployment
[18]. In addition to that, energy scalability can be improved by the placement of sensor nodes with
deterministic deployment, which reduces redundant data transmission and ensures improvement
in overall network efficiency. This method ensures the minimization of energy consumption while
maintaining effective coverage and connectivity, which is essential for scalable and sustainable WSN
operation [19].

2.3. Non-Deterministic Coverage
2.3.1. Deployment Cost

The strategies of non-deterministic deployment involve random placement of the sensors, and
these require less preparation and set-up. Because of that, it will have lower initial deployment costs.
This technology avoids the logistical constraints associated with deterministic deployment and is
frequently utilized in harsh or hostile locations where manual sensor placement is impractical. To
provide sufficient coverage and network lifespan, more sensors must be deployed because randomness
might result in energy imbalances, coverage gaps, and inefficiencies. While there may be immediate
savings, these savings may be outweighed by long-term operating expenses and the requirement for
additional sensors [11]. Moreover, a WSN with randomly deployed sensor nodes performs worse than
one with deterministic deployment; more sensor nodes are frequently needed, and they may need to
be reallocated to fill in gaps, which raises overall costs and energy consumption [20].

2.3.2. Coverage

When we use non-deterministic, or random, deployment, which sets up sensors according to a
uniform Poisson process, we can naturally account for sensor failures and placement errors. It offers a
more resilient and flexible coverage, even though it typically needs a larger sensor density to provide
the same coverage as deterministic deployment [13]. One of the main challenges in non-deterministic
deployment is reaching optimal coverage and connection. Since nodes are dispersed at random, it
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is essential to make sure that every location within a field of interest (Fol) is covered. Commonly
used methods include using mobile nodes to bridge service gaps and probabilistic coverage models
[20]. Furthermore, non-deterministic deployment is applied in settings where it is impossible to
precisely manage the location of sensors because of things like hostility or inaccessibility. Uneven
sensor distribution and coverage gaps may result from this kind of deployment, requiring the use
of extra techniques or algorithms to guarantee adequate coverage. To efficiently maintain coverage
and connectivity even in uncertain circumstances, it is important to find solutions that can handle
the problem of ensuring barrier coverage, where sensors are installed to monitor boundaries against
infiltration [21].

2.3.3. Connectivity

In most cases, network connectivity is often ensured but with challenges when non-deterministic
deployment strategies are used. The random deployment could result in a higher chance of discon-
nected nodes; therefore, more sensors are needed or there is more communication overhead to have the
wireless sensor network connected. Good connectivity in non-deterministic deployment is desirable
[22]. Fast deployment of numerous nodes without perfect placement enhances scalability and is very
useful for large and complex systems [20]. It is pointed out that, for instance, in non-determined de-
ployments, how many WSNs interconnect with each other depends on a number of nodes, the range of
communication, and the topology of this network. Regarding these kinds of scenarios, research shows
that the network mostly includes some isolated nodes and areas with a Giant Connected Component.
By analyzing the relationship between node density and communication radius, it was found that the
connection increases rapidly within a key communication radius during an interval, which provides a
fully connected network. This understanding helps to achieve requisite connectivity levels with high
effectiveness by tuning deployment parameter [23].

2.3.4. Environment Suitability

Non-deterministic deployment scenarios often find applications in placing sensors around unex-
plored land, hazardous urban zones, harsh fields, or disaster-affected areas. In general, the stochastic
nature of the places where the sensors land in such a stochastic sensor placement may introduce some
difficulty in maintaining proper network connectivity or providing proper coverage [16]. However,
non-deterministic policies seem to work well in the harsh conditions of a warehouse deployment.
Although it would be necessary to deploy more redundant nodes to achieve complete coverage,
this technology is affordable and appropriate for settings where accurate placement is difficult. The
network can self-organize itself and adapt in order to effectively cover this type of region [17]. Since
non-deterministic systems are more flexible and resilient right from the start than deterministic, they
are by themselves more reliable and can handle the. The network can adapt to its environment for any
occurrence of an obstacle or alteration in the course of circumstances, since the nodes do not have fixed
positions. The ability enables the network to scale since it can therefore work correctly in dynamic
environments. Moreover, the random distribution of the nodes has made the net robustly resilient
against the failure of nodes because, generally, there are likely to be overlapping coverage areas that
will make up for the lost nodes [20].

2.3.5. Energy Efficiency

Energy efficiency is due to the nature of the environment, unexpected and frequently hostile, in
non-deterministic deployment scenarios such as harsh fields or disaster zones. In case of random
deployment of mobile sensor nodes, the distribution will not be uniform; therefore, this will increase
energy consumption by having the nodes move a lot to get the needed coverage and connectivity.
To ensure longer operational lifetimes for the sensor network under such demanding conditions,
efficient methods are needed to minimize the energy consumed during the deployment phase [9]. In
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non-deterministic deployments, energy efficient algorithms also control power usage by scheduling
sleep, compressing data, and optimizing routing to increase network lifetime. These tactics guarantee
that overall energy usage stays within reasonable bounds even with an increase in the number of
nodes [20].

2.3.6. Scalability

It effectively addresses the scalability of non-deterministic deployment in WSNs by studying
the spatio-temporal correlations. In this regard, dense deployment of sensor nodes implies strongly
correlated observations in both the temporal and spatial dimensions. This relation makes it possible to
develop efficient, scalable communication protocols with an increasing number of sensor nodes by
using non-deterministic deployment. scalable, energy-efficient, and dependable data transmission
across large-scale by taking use of these correlations [24]. Furthermore, the scaling benefits of non-
deterministic deployment are significant in harsh environments. These methods entail spreading
sensor nodes at random throughout a Fol, which is frequently required for applications including
environmental monitoring, military surveillance, and disaster monitoring. Using simulation tools like
NS-3, MATLAB, OMNeT++, one can get to the scalability of non-deterministic deployment because it
involves evaluation against more than one performance measure: coverage ratio, connectivity, and
energy consumption per node. It gives a good idea about understanding scalability in depth and how
to maximize it [20].

2.4. Three-Dimensional Deployment
2.4.1. Deployment Cost

Three-dimensional sensor node deployments require more advanced equipment and accurate
positioning methods than 2D deployments, the cost of implementing WSNs in 3D environments is
much higher. In complicated contexts like underwater monitoring and urban infrastructure surveil-
lance, which need for sophisticated planning and sensor placement procedures to provide optimal
coverage and connectivity [25]. In order to manage these increased costs, Nasri and Mnasri [5] stress
the significance of cost-effective deployment strategies. This becomes more so in the cases of 3D
terrains, where all the costs are incurred in having to partition the region of interest into easy-to-
comprehend sub-regions and then calculate the optimum number and positions for the sensor nodes.
The relationship of costs comes in with the difficulty of the terrain and how sophisticated algorithms
are required to handle uneven topography [26].

2.4.2. Coverage

The coverage problem is making sure that sensor nodes sufficiently cover each point in a 3D
sensing field. Huang and Tseng [27] introduced a polynomial-time solution that converts the problem
from 3D to 2D and back to 1D space, allowing for quick coverage verification in 3D networks. Watfa and
Commuri [28] presented a distributed method to select a subset of operational nodes for full coverage,
reducing the number of active nodes required while maintaining thorough 3D coverage. Unaldi and
Temel [29] came up with a way to use wavelet transform-based mutation operators and multi-objective
genetic algorithms to get the most coverage and network connectivity in 3D environments.

2.4.3. Connectivity

In 3D WSNSs installations connectivity is a must for the operation of a network. In order to
guarantee connectivity when a truncated octahedron placement technique is utilized, Alam and Haas
[30] suggested that the transmission range must be at least 1.7889 times the sensing range. The paper
by Fu and Yang resolves this problem by integrating Digital Elevation Model (DEM) data in the
construction process to build up a realistic 3D surface model. The greedy algorithm and the DEM
probability coverage model are used in this paper to improve deployment strategies even more by
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taking into account the effects of signal loss and terrain obstruction. Greedy algorithm is used for
optimal placement of nodes, focusing majorly on maximizing coverage but reducing deployment costs.
The program will systematically pick places for deployment that would include the maximum number
of grid points. The program efficiently treats the intricate data existing in real 3D environments.
Results from simulations showed this strategy improved tremendously in terms of the coverage rate
and cut computing costs compared to traditional algorithms. The combination of DEM data together
with the implementation of such a Greedy algorithm guarantees strong connectivity of the network
and effectively overcomes the challenges of 3D terrains [31].

2.4.4. Environment Suitability

To make 3D deployment suitable for WSNSs, it is necessary to handle the difficulties presented
by complicated topography and provide dependable communication. In their 2014 paper, Unaldi
and Temel [29] explored the application of multi-objective genetic algorithms to sensor placement
optimization, considering path-loss and line-of-sight factors that are crucial in harsh environment.
Saad and Senouci [32] highlights the significance of considering environmental suitability when
deploying 3D wireless sensor networks. The authors discuss the intricacies of real-world applications,
highlighting that conventional approaches typically depend on idealized environmental conditions
that may not yield practical outcomes. The authors present a Bresenham line-of-sight based coverage
model that integrates the terrain’s structure with actual sensor behavior to achieve a more accurate
representation of coverage. This model allows for the re-formulation of the 3D deployment problem
by taking into account features like as obstructions, holes, and varying elevation. These factors are
essential in selecting appropriate areas for deployment. The method utilizes a multi-objective genetic
algorithm that incorporates adaptive and guided genetic operators. These operators are tuned using
approaches such as search space reduction and sampling-based evaluation. Extensive simulations
confirm that this strategy improves coverage and saves deployment costs. Additionally, it guarantees
appropriate sensor placement in locations with diverse and difficult topographies, making it ideal for
realistic 3D WSN deployments. To make 3D deployment suitable for WSNs, it is necessary to handle
the difficulties presented by complicated topography and provide dependable communication. Unaldi
and Temel [29] explored the application of multi-objective genetic algorithms to sensor placement
optimization, considering path-loss and line-of-sight factors that are crucial in harsh environment. Saad
and Senouci [32] highlighted the significance of considering environmental suitability when deploying
3D wireless sensor networks. The authors address the difficulties that occur in real-world applications,
stating that typically, such algorithms rely on idealistic assumptions about the environment and
frequently fail to produce realistic results. In this paper, the authors introduce a Bresenham line-of-
sight-based coverage model combining the terrain structure with realistic sensor behavior in modeling
coverage. This model enables the reformulation of the 3D deployment problem with features such
as obstructions, holes, and variations in elevation. All these factors are very important in the choice
of areas to be deployed. The approach uses a multi-objective genetic algorithm with adaptive and
guided genetic operators. These genetic operators are fitted through reduction of the search space and
other sampling-based evaluation methods. Extensive simulations show that this strategy improves
the coverage and reduces the deployment costs. Moreover, this approach ensures proper placing of
sensors in sites with various and harsh topographies, making it very suitable for realistic 3D WSN
deployments.

2.4.5. Energy Efficiency

In 3D wireless sensor networks, energy can be saved by using fewer active sensors while still
covering the entire area. Watfa and Commuri [33] developed techniques and algorithms that switch
off extra sensors and activate backup ones to fill in gaps when sensors fail. In order to minimize
active nodes while maintaining comprehensive coverage, Gou et al. [34] addressed energy-efficient
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coverage in 3D heterogeneous networks using 3D-Voronoi partitioning and the K-means algorithm.
This allowed the network to operate longer and showed increased sustainability and efficiency.

2.4.6. Scalability

The scalability of WSNs for 3D deployment is enhanced through dynamic coordinate systems and
virtual architectures that enable efficient data routing and management of large-scale node collections
while maintaining energy efficiency. Watfa and Commuri [33] highlighted the importance of these
systems in managing scalability challenges. Reddy and Chandra [35] introduced the 3D-DV-CD
algorithm, which integrates Coplanarity Degree (CD) into the traditional 3D-DV-Hop method to
improve positioning accuracy and extend coverage by promoting unknown nodes to helper anchor
nodes, addressing scalability issues effectively in 3D WSNs.

3. Security Challenge and Solutions

The deployment of WSNs faces significant challenges in security due to inherent limitations in
computation power and energy, which make them very vulnerable, problems that include securing the
channel or protection against unauthorized access, ensuring the integrity and confidentiality of the data.
For instance, Monali et al. [36] discussed multi-tier security that should be integrated into WSNSs, strong
encryption and authentication mechanisms at the same time. Additionally, Obodoeze [37] discussed
how the deployment in sensitive environments, like the Niger Delta oil fields, exacerbates these security
issues and calls for practical architectures that address both energy consumption and security threats.
Advanced solutions, such as machine learning, have thus been proposed in combating these challenges
by enhancing detection with decision-making intelligence and reducing security management costs[38].
According to Saidi et al. [39], game theoretic based approaches can be successfully merged with the
cryptographic techniques to handle such DoS attacks and other malicious behaviors, which would
provide a comprehensive security strategy. While several security attacks are brought about by the
deployment of WSNs, a multi-layer approach, in general, can offer solutions that would be sufficiently
robust, facilitated with the assistance of advanced technologies like machine learning and game theory,
besides conventional cryptographic methods. After this broad discussion on the general security
challenges in WSN deployments, the discussion will be narrowed down to those specific security
challenges related to deterministic and non-deterministic and 3D deployment. Each one of these
different deployment methods opens into a separate set of vulnerabilities and attack vectors, and
requires distinct security measures to ensure network integrity, confidentiality, and availability. Table
2 summarizes some of the latest research works from the years 2023 and 2024, where these security
challenges were deeply discussed and many recent advances in this domain are presented.
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Table 2. Overview of Research Papers on Security Challenges in Different Deployment Types (2023-2024)

Authors

Date Deployment Type

Security Challenge Ad-
dressed

Proposed Solution

O. Embarak, et 2023 Deterministic DoS (e.g., jamming, re- ML-based IDS for DoS detec-

al.[41] source depletion) tion and mitigation.

A. Bassey, et 2023 Deterministic Physical tampering, key Probabilistic key manage-

al[42] compromise ment using ECC and XOR
operations.

A. Boualem, et 2023 Deterministic Targeted, unpredictable Hybrid Fuzzy-Possibilistic

al[43] attacks model for node scheduling.

A. Khan, et 2024 Deterministic Clone attacks, intrusion Aperiodic tiling to create un-

al[44] detection predictable sensor deploy-
ments.

Medina, F., et 2024 Deterministic Coverage holes, network Combine deterministic and

al[45] disconnection random deployment for cov-
erage.

H. Bian, et al[46] 2024 Deterministic Malicious control, data Situ-Oracle framework using

leakage RNN models for secure anal-

ysis.

Elsayed et 2024 Deterministic Node capture, tampering, TD3 with sensor fusion

al.[47] eavesdropping (NCNN) for real-time threat
response.

L. Desgeorges, 2023 Non Deterministic = Anomalies in SDN control Dual-controller with ML-

et al[53]

based anomaly detection.

S. Sharma, et 2023 Non Deterministic = General security threats Dragonfly algorithm for trust-
al[52] based node security.

P. Arunkumar et 2024 Non-Deterministic =~ General Security threats =~ Bat algorithm with Q-
al[51] learning for secure routing.
A. Shah, et 2023 Deterministic & DoS: Denial of Sleep ILSM combining RWM and
al[40] Non Deterministic GWO to optimize routing

and energy use.

P. Sebothoma, et
al[48]

2023 Deterministic &

Non Deterministic

DoS: Denial of Sleep

DSD-RSA algorithm for at-
tack prevention and energy
optimization.

V. Prakash, et
al[49]

2023 Deterministic &

Non Deterministic

General security chal-

lenges in WSNs

Bio-inspired ACO and PSO
algorithms for secure node
placement.

S. Khan, et 2024 Deterministic & Black-hole, gray-hole, ANN model to detect and
al[50] Non Deterministic =~ wormhole mitigate routing attacks.
S.Suma Christal 2023 3D Deployment Intrusion, wormhole, IP  Blockchain-based  routing
Mary, et al[54] spoofing with XOR hashing.

Y. Kim, et al[55] 2024 3D Deployment Deployment errors Simulate 3D terrains to im-
prove key distribution robust-
ness.

A. Afghan- 2024 3D Deployment Security challenges in 3D PO-3DVOR algorithm for op-

toloee, et al[56] deployment timized sensor placement.

S. Hafeez[57] 2024 3D Deployment DDoS, spoofing, message Blockchain for secure UAV

injection

communication and authen-
tication.

3.1. Deterministic Deployment Security Challenge

Security is inherently more manageable in deterministic WSN deployment due to the planned

and controlled placement of the sensor nodes. This structured approach allows the implementation

of a predefined protocol of security against the specific locations of nodes, which may be devised

in a manner such that each node can be protected adequately from all sorts of potential threats. It
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makes the network topology predictable because of the deterministic deployment, which will go a long
way in efficient network design. This would, in turn, possibly offer a very good scope for encryption
mechanisms, authentication techniques, and intrusion detection systems for effective monitoring and
responding to certain areas. Shah et al. also pointed out in this paper that knowledge of the exact
positions of the nodes permits network designers to look ahead and mitigate potential security risks-
connected with unauthorized access or data interception-through reinforcements on critical points
in the network. Thirdly, deterministic deployment makes possible the establishment of more secure
communication paths that are less allergic to attacks, given that, with nodes located at fixed positions,
routing protocols are allowed to be optimized to ensure both safety and efficiency. The type of attack
discussed in this paper is the "denial-of-sleep" attack. Since this type of attack aims at depleting the
energy resources of sensor nodes by keeping them away from entering a low-power sleep state, thus
exhausting fast and accelerating its failure, the proposed security model would help in sustaining
WSN by mitigating such attacks via optimization of routing paths with significant improvement
in energy efficiency at each node [40]. As discussed by Abu Said [41], the case of deterministic
deployment regarding WSNs in the context of Industry 4.0 faces specific security problems, especially
regarding the protection against Denial-of-Service attacks. It is easier for attackers to take advantage of
the network predictability by searching for specific nodes as potential targets inside a deterministic
setup-that is to say, sensor nodes are placed in known, fixed positions-in order to mount DoS attacks
based on jamming, resource depletion, or selective forwarding. Deterministic deployment is highly
structured and predictable; therefore, it is more susceptible to this kind of attack because finding
and dislocating crucial nodes becomes simple for any adversary. This stresses the need for a strong
intrusion detection system (IDS), built on machine learning techniques for monitoring and scrutinizing
patterns in network traffic. These systems can detect and mitigate DoS attacks by incorporating
learning units in space and time; hence, this provides the WSNs deployed in deterministic patterns
with unparalleled security. This approach provides a scalable and resilient solution that would
guarantee the integrity and availability of industrial networks against potential cyber threats. This,
however, leads to huge security implications in a deterministic deployment where sensor nodes are
placed at strategic, pre-determined positions within WSN, opening adversaries that might physically
tamper with or target nodes to damage the network in that predictability in node positioning. The
importance of robust key management systems in mitigating such risks has been highlighted in Bassey
et al. [42]. The proposed model relies on a probabilistic key management approach, which introduces
randomness into the generation and distribution of keys, making it more secure since attackers cannot
predict or intercept communication. Moreover, elliptic curve cryptography (ECC) plays a major role
in the key management process and, hence, reinforces security to such an extent that even when an
attacker has compromised components of the network, he or she would have a very hard task trying
to reverse-engineer the keys in use. As such, this balances the solving of inherent security challenges
of deterministic deployment pertaining to both computational efficiency and robust security. Adda
et al. [43] proposed the solution targeted to enhance security in deterministic deployments of WSNs
leverages the predictability of node placement to realize robust strategies for coverage while mitigating
security risks. This is achieved by optimizing a hybrid Fuzzy-Possibilistic model for node scheduling
and state transitions to ensure that only the bare minimum number of nodes SB needs to be active at
any instant of time to accomplish coverage and connectivity. It employs fuzzy logic and possibility
theory to model uncertainties in node energy reserves and communication capabilities to guarantee
the integrity of the network against possible security threats. The model considers the problem of
finding the optimal set of nodes to activate, considering the trade-off between energy efficiency and
spatial coverage. In such a way, it minimizes the likelihood for an adversary to successfully target
critical nodes, enhancing network security. Besides, in its adaptability to changes in the environment,
the network becomes resilient against disruptions caused by both external attacks and internal failures.
Deterministic node deployment followed by grid patterns such as square, hexagonal, or triangular
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layouts. In particular, an attacker can easily exploit the predictability of the sensor placement in
deterministic deployments to map out sensor positions without much ado; hence making any planned
attacks-from clone and selective forwarding to others-easier to carry out. Ayaz and Gabe [44] enhanced
security by including aperiodic tiling, which brings both complexity and randomness into the sensor
deployment and thus increases distinctive difficulty for attackers to predict sensor positions in order
to effectively compromise the network. In fact, deterministic deployment of nodes in WSNs has
great importance for the subsequent security and reliability of Industrial Internet of Things (IloT)
systems under extreme conditions, such as [46] underground mining. According to Medina et al.
-iteMedina2024, deterministic deployment involves an intentional placement of sensor nodes at fixed
predefined positions within the mine, for example, at tunnel crossings and changes in slope and work
faces. That would be useful, because this approach would imply having the main advantages in
terms of full control of coverage and connectivity, often highly required in monitoring hazardous
environments such as underground coal mines due to the presence of explosive atmospheres. The
deterministic approach provides increased security since it would be less likely for coverage holes to
occur, while at the same time connectivity within the sensor network is assured-even against the failure
of sensor nodes. By carefully considering node placement, both the network covers optimally using a
minimum number of sensors; that itself minimizes cost and actually simplifies the deployment process.
Moreover, with this approach, every critical area is monitored continuously giving early warnings
and hence minimizing the risk of explosive gases. This study emphasizes the integral deployment
strategy while integrating the deterministic deployment with random deployment methodologies in
satisfying the complex mine environments with different coverage and connectivity requirements while
increasing the general safety and efficiency of the monitoring system. Because of predefined location
of deterministic deployment, it would also enable thorough control over the network topology critical
to mitigation against such fundamental security risks as coverage holes and network disconnections.
As Bian et al. [46] discussed in their paper, in turn, pre-planning locations of sensor nodes reduces the
possibility of adversaries easily identifying and accessing weak points in the network. This allows
for the integration of robust security mechanisms, for which the uniform structure of the network
makes encryption, authentication, and routing mechanisms easier to apply. It naturally follows that
the regularity of a deterministic approach in deployment enhances WSN resilience against physical
tampering and cyber-attacks, enabling a more secure and reliable network infrastructure. In this
regard, deterministic deployment in WSNs requires security to be paramount, especially when nodes
must be placed at pre-determined positions and most vulnerable to specially targeted attacks. Based
on the algorithm proposed in the referenced work integrating Twin Delayed Deep Deterministic Policy
Gradient (TD3) with Nvidia Convolutional Neural Network (NCNN), this paper proposes that it
can be adapted for deterministic deployment security enhancement. By leveraging TD3 that refines
decision-making in real-time, it can make dynamic adjustments against potential threats, thereby
making it hard for attackers to potentially exploit known deployment patterns. On the other hand, a
sensor fusion technique adopted by the combination of data from multiple sensors such as the Camera
and LiDAR provides a more comprehensive environmental understanding and, hence enables the
detection of anomalies and unauthorized activity that compromises the network. In this respect, this
real-time adaptability combined with multi-sensor data fusion enhances deterministic deployment for
security and makes such a network resilient to various attacks, even if the strategy of its deployment
is known [47]. Sebothoma et al. [48] produced an algorithm called DSD-RSA that does well in
structuring the nature of the network in deployments that are deterministic, with the sensor nodes
being deployed according to a certain kind of plan. With the placing of nodes at exact locations, the
algorithm must execute proper resource management and establish secure channels of communication.
A full predictable layout allows it to use the S-MAC protocol in a manner that optimally coordinates
sleep cycles on nodes to avoid unnecessary energy consumption. Furthermore, in this manuscript, AES
and RSA are used so that data transmission is secure and reliable, as encryption and key management
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are performed according to the consistent topology of the network. This methodology increases the
resiliency of the network against Denial of Sleep (DoSL) attacks and enhances the overall performance
with reduced latency and high throughput according to a controlled deployment scenario. In the
case of WSN deterministic deployment, sensor nodes are deployed at strategic locations to ensure
optimal coverage and connectivity. The paper by Prakash et al. [49] discussed various bioinspired
optimization techniques that could be used to further optimize the node placements at their optimal
locations in a deterministic deployment, such as Particle Swarm Optimization (PSO) and Ant Colony
Optimization (ACO). It aims at leveraging deterministic deployment’s structured nature in optimizing
network performance for the determination of the location of each node to attain maximum coverage
with minimum energy consumption. The predictable node layout allows easier implementation
of security protocols since the network topology is known and can be factored into the design of
secure communication pathways. Deterministic deployment allows for an environment where the
usage of bio-inspired techniques guarantees high levels of network security while ensuring optimality
in the use of resources, subsequently ensuring that the network remains resilient against possible
security threats. According to Khan et al. [50], in deterministic WSN deployment, sensor nodes are
deployed according to a predefined pattern, such as grid or hexagonal configurations, sometimes
driven by needs linked to the environment where sensors will be deployed. On one side, this kind
of deployment surely grants the best coverage and connectivity possible; on the other side, there is
some security vulnerability that an attacker can exploit. The main threats towards security include
predictability in node location that may enable adversaries to strategically attack, such as physical
tampering or capture, which compromises critical data, or even insert malicious nodes into the network.
Deterministic deployment may also be more susceptible to routing attacks such as the sinkhole or
wormhole attacks, where an adversary leverages the predictability in node deployment to compromise
routing decisions. Various security mechanisms have been presented in the literature to mitigate these
threats: robust authentication protocols, intrusion detection systems, and secure routing techniques
have been designed to compensate for the weaknesses brought about by deterministic deployment. In
fact, Artificial Neural Networks (ANNs) has been used in the improvement of anomaly detection and
securing the communication paths in deterministic WSN by adapting to the predictable nature of the
network topology and identifying deviations which could indicate an attack.

3.1.1. Conclusion

While deterministic deployment has many advantages, such as controlled node placement in
WSNs and optimized network design, it has also unique challenges in terms of security. Predictable
node locations improve efficiency in routing and energy management but make the network prone to
certain types of attacks, including Denial-of-Service, physical tampering, and routing attacks. These
threats arise since the mapping of topology and the selective destruction of critical nodes are pretty
easy to be performed by adversaries. However, this risk can be mitigated through appropriate security
protocol deployment: encryption, intrusion detection system, and key management techniques-
benefiting from the structured nature of deterministic deployments. Other more resilient techniques for
dealing with possible cyber threats in deterministic deployments include aperiodic tiling, bioinspired
optimization, and machine learning-based intrusion detection systems. Deterministic deployment
leads to higher exposure in certain types of vulnerabilities, but with the right security mechanisms in
place, it can guarantee a much secure and more efficient WSNs.

The analyses done on deterministic deployment in WSNs have shown certain interesting trends
during the years 2023 and 2024 that shows in Figure2 . In the year 2023, there were 3 papers solely
focused on deterministic deployment, and an equal number of papers using both the deterministic and
non-deterministic approaches under the method of deployment. This hence means that, within this
year, the researchers were indeed looking into the advantages of both planned and hybrid deployment
strategies. In deterministic deployment, sensor nodes are placed in a pre-planned structured manner;
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hence, more control over network topology is manifest, and hence, addressing several challenges-
security, energy efficiency, and connectivity-can be much more easily achieved. By 2024, interest
had grown for deterministic deployment, since now 4 papers focused on this topic. On the other
hand, papers discussing both approaches totaled only 1 in that year, indicating perhaps that work
was narrowing to more pure research on deterministic methods. This might denote the strength
of the deterministic method of deployment strategy, since it develops a regular network topology
that can be optimized for security protocols, intrusion detection systems, and energy conserving
techniques. The increasing interest in deterministic deployment reflects the relevance of the latter to
applications whose operative necessities include network reliability, efficiency, and security. In such a
context, deterministic approaches can turn out to be an essential solution to increase the scalability
and robustness requirements imposed by different industries on evolving sensor networks, ranging
from environmental monitoring and industrial automation up to healthcare. These upwards research
trends could be indicative that deterministic deployment will play a determining role in the near future
regarding WSN design and implementation.

. Deterministic Deterministic & Non-Deterministic

1 Number of Papers
6 -

2023 2024
Year

Figure 2. Number of Papers for Deterministic Deployment for 2023 and 2024

3.2. Non-Deterministic Deployment: Security Challenge

In contrast to deterministic deployment, non-deterministic node deployments are an even more
challenging task for network efficiency and security because of their random manner of placing sensor
nodes. Sebothoma [48] proposed that in such scenarios the algorithm DSD-RSA will adapt, showing
elasticity in securing a network even when node placement cannot be accurately predicted. The
algorithm seeks to conserve power with no compromise in protection against DoSL attacks using the
S-MAC protocol by varying the sleep cycles according to the real-time conditions. More specially,
the use of AES and RSA mechanisms for data encryption and key exchange is very essential in this
aspect, which maintains data integrity and confidentiality in a dispersed and irregular topology
network. This flexibility makes the DSD-RSA algorithm a competitive candidate in nondeterministic
WSN security, where conventional security measures could be inflexible. The paper by Prakash et
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al. [49] addressed these challenges by employing bio-inspired approaches such as ACO and PSO,
which are designed to optimize the network despite the randomness. For security, non-deterministic
deployments require robust algorithms that can adapt to the irregular distribution of nodes to ensure
secure data transmission and efficient energy use. The paper highlights that Swarm Intelligence
techniques, particularly ACO and PSO, are effective in optimizing these networks by enhancing
coverage and connectivity while simultaneously maintaining security. These algorithms dynamically
adjust to the network’s topology, allowing them to respond to potential security threats like data
breaches or attacks that exploit the random placement of nodes. The proposed solution by Adda et al.
[43] addressed intrinsic uncertainties with the node placement so as to effectively secure the network
for nondeterministic deployments in WSNs. As a matter of fact, a hybrid Fuzzy-Possibility model such
as that proposed in this paper is best for such an environment where the exact position and status of
sensor nodes cannot be predicted. This model performs dynamic scheduling of active and passive states
of nodes using a fuzzy logic-possibility theory combination to enable the network to dynamically adapt
to ever-changing environmental conditions and their potential threats. In this model, a probabilistic
decision-making process is used in choosing the most reliable nodes for activation that can guarantee
continuous coverage while reducing any possibility of coverage holes or weak points that may be
used by the attackers. Moreover, the flexibility of the model in applying uncertainty provides a robust
solution for non-deterministic deployment because it can adapt to changes in network topology and
maintain the network even when there will be unpredictable environmental factors. This approach
does not only protect the network against potential intrusions but also prolongs its lifetime through
energy consumption optimization across the network. Non-deterministic deployment means tasks
are complex to manage where the placement of sensor nodes is random or semi-random. It discusses
that such node placing, being highly unsure, may lead to non-uniform coverage and hence introduce
some vulnerabilities, like sensing holes, into the system that can be compromised by adversaries.
This is because the fixed topology of the network demands runtime adaptive security measures to
dynamically alter their decisions against changes in conditions and potential threats. For instance,
optimization techniques like Grey Wolf Optimization (GWO) need to be integrated for enhancing
security while carrying out non-deterministic deployments, as routing paths and node movements for
better management to reduce vulnerabilities will be facilitated. Adapting to node distribution according
to a random process, this automatically will demand the use of robust encryption and authentication
protocols that can work optimally under network topology uncertainties. The paper points out that the
prime essentials in keeping the network resilient against attacks-when node position and connections
are not predetermined-develop security strategies that can adapt to non-deterministic deployment
uncertainties [40]. The security of non-deterministic deployment in Software-Defined Networking
(SDN) is particularly challenging due to the inherent unpredictability in the control plane’s decision-
making process. Desgeorges et al. [53] proposed a dual-controller architecture to enhance the security
of SDN by detecting anomalies in the non-deterministic decisions made by the primary controller.
The architecture consists of a nominal controller responsible for network operations and an observer
controller that monitors the primary controller’s activities to identify any anomalies. The anomaly
detection process involves evaluating the likelihood of decisions using machine learning algorithms
such as Probabilistic Finite Automaton (PFA), Hidden Markov Models (HMM), and Recurrent Neural
Networks (RNN). These algorithms assess both the performance and the structure of decisions,
allowing for the detection of deviations from expected behavior. This approach helps in mitigating
risks associated with malicious attacks that exploit the non-deterministic nature of SDN control planes,
ensuring a more robust and secure network environment. Sharma et al. [52] analyzed some of the
security challenges and their solutions in the case of non-deterministic deployment in WSNSs. In the
nondeterministic deployment method, sensor nodes are scattered all over the target area in a random
way, which may lead to irregular coverage. As there is no predetermined placement of nodes, it
attracts more security threats. Based on this, the authors propose the Dragonfly Algorithm, which
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will enhance the security of wireless sensor networks by emphasizing trust management among
nodes. This approach evaluates node and route reliability in the network to avoid the malicious
activities of fictitious data injection and node compromise, usually occurring in non-deterministic
deployment. The proposed model, therefore, uses machine learning and swarm intelligence to adapt
dynamically to changes in the network for better security and lifetime of the network. Arunkumar
[51] proposed the Modified Bat-Q-learning algorithm, considering major challenges of secure and
accurate node localizations in the nondeterministic deployments of WSNs. The modified bat algorithm
applies to optimize node placements for better localization accuracy, while Q-learning introduces a
state-action-reward mechanism to efficiently locate nodes as well as ensuring secure communication.
This approach exploits the natural behavior of bats in optimizing and allows a faster convergence
toward the optimal solutions that extend the network’s lifetime. The combined usage of MBQ further
provides enhanced energy efficiency along with secure routing, especially in those scenarios where
random node deployment is done without any predetermination of node positions. The experimental
results show that the proposed MBQ algorithm performs better compared to existing techniques on
packet delivery rate, latency, energy consumption in network lifetime. Non-deterministic deployment
of WSNs, where sensor nodes are spread randomly or dynamically in the target area, involves different
security issues compared to deterministic deployment. Khan et al. [50] addressed that the randomness
of node placement strengthens the resistance of the network to some assaults that are predictable, like
those against particular nodes depending on their location. On the other hand, this type of deployment
strategy brings about a more difficult network topology to handle and secure. In particular, the most
vulnerable attacks against routing protocols are black-hole or gray-hole attacks, where compromised
nodes advertise themselves as an optimum path attracting traffic and then discard or alter the data.
Herein, the uncertainty and non-predictability of node locations in non-deterministic deployments
make the application of traditional security measures challenging since network topology may change
very frequently. To address these challenges, several sophisticated security schemes, based on machine
learning methodologies such as ANNSs, have been developed. These methods learn and adapt in the
dynamic nature of a non-deterministic WSN. The protocol will be empowered with robust solutions
against the detection and mitigation of routing attacks through continuous monitoring of network
traffic. Additionally, it will be capable of identifying anomalous behavior that might indicate potential
infringements in security.

3.2.1. Conclusion

The deployment of a WSN in a non-deterministic manner may lead to many serious security
issues, since it is not predictable exactly where these nodes would lie after their deployment. The
randomness in deployment will make the network prone to several vulnerabilities, such as coverage
gaps resulting in an increase in feasibility for several types of attacks like DoS, black-hole, and grey-
hole. However, innovative solutions using bio-inspired optimization algorithms such as ACO and PSO,
and the application of robust protocols of encryption help attenuate these challenges by dynamical
adaptation to the irregular topology of the network. Other advanced techniques involve intrusion
detection systems based on machine learning and hybrid models, among them Fuzzy-Possibilistic,
approaches that amplify the security with efficiency in non-deterministic deployments. The solutions
make sure that WSNs can work in environments that are hard to predict. They do this by using a mix
of flexible and adaptive security strategies. This makes the network last longer without interruptions
by protecting the data integrity and privacy.

The research on non-deterministic deployment in WSNs presents a remarkable turn of the tide
of interest from 2023 onwards. This year, there are 3 papers strictly devoted to non-deterministic
deployment; the other 3 papers address both the deterministic and non-deterministic strategies that
shows in Figure 3. Non-deterministic deployment features the random or probabilistic distribution of
nodes. It is usually preferred because of its flexibility, especially in dynamic environments, where pre-
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planned deployment cannot be made effectively or involves too much cost. Considering that in 2023,
an increasing amount of research is being done, one can say that the deployment strategy will adapt
to completely unpredictable scenarios by offering solutions for ad-hoc networks, large-scale environ-
mental monitoring, or disaster recovery situations. However, the research focus on non-deterministic
deployment appears diluted in 2024. There was only one paper solely focused on nondeterministic
deployment, and similarly only one examining the combination of deterministic and nondeterministic
approaches. This fall may mean that researchers are developing a taste for more regularized methods
of deployment or perhaps maturation of research in the nondeterministic techniques whereby major
challenges like coverage, energy efficiency, and security have already been adequately addressed. With
a lower number of papers, non-deterministic deployment retains importance in scenarios where flexi-
bility and adaptability are needed-for example, when node placement for environmental parameter
monitoring is neither feasible nor effective. Ongoing investigations, though at a lower pace, on hybrid
deployment methods that combine deterministic with non-deterministic approaches would hint at the
fact that non-deterministic strategies are still considered complementary to the more controlled ones
for the purpose of ensuring maximum coverage while reducing vulnerabilities. Non-deterministic
deployment is most likely to remain relevant as the WSN technology evolves, in areas that require
rapid deployment and dynamic adaptability.

. Non-Deterministic Deterministic & Non-Deterministic

™ Number of Papers
6 -

2023 2024
Year

Figure 3. Number of Papers for Non-Deterministic Deployment for 2023 and 2024

3.3. 3D Deployment Security Challenge

Mary et al. [54] addressed the security challenges of 3D deployment in WSNs, proposing an
innovative framework using blockchain technology to secure data routing across the network. The
network manages its complex 3D topology by using Voronoi cell architecture with dynamic and
uncertainty principle-based secured selection of mobile cluster heads. These cluster heads provide
stability to the network and establish secure communication between sensor nodes and the base
station. Due to the use of a lightweight XOR-based hash function, data packets are securely routed
and encrypted in such a way that it makes the sensor network resistant to several types of attacks,
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even those against its own 3D structure. The use of blockchain enhances security through the tamper-
proof record of all exchanges of data to prevent unauthorized access and maintain network integrity
operating in a 3D environment. This approach enhances the overall security of the network and
provides the highest energy-efficient consumption, hence prolonging its life. Kim et al. [55] proposed
a new approach to enhance the security set in 3D deployment environments of WSN by addressing
one of the most impactful factors of deployment errors on location-based pairwise key predistribution
protocols. For evaluating the occurrence of deployment errors due to real-world terrains-like hills
and mountains with physical factors like gravity and air resistance, the authors propose a detailed
simulation framework. This study analyzes the performance of some important key predistribution
protocols under these conditions and identifies some critical environmental factors which can minimize
deployment errors and subsequently improve network connectivity and security. It highlights that
solution schemes in the deployment phase must consider 3D terrain features and other external physical
factors for key predistribution to be resilient against potential security threats in non-deterministic
large-scale WSN deployments. The PO-3DVOR algorithm enhances the security of 3D deployment
through a purpose-oriented weighted coverage (PWC) estimation, which considers sensor visibility,
environmental obstacles, and legibility of the space to make an optimal sensor placement for a security
threat in an area where coverage is most critical. The deployed network is further made secure
by the algorithm through a movement strategy inspired by adjusting sensor positions in relation
to their proximity to obstacles and the need for coverage in low-legibility areas. The effectiveness
of this algorithm in adapting to complex 3D environments-with its focus on maximizing coverage-
thereby assures it of enhancing security for multitype sensor networks [56]. In her thesis, entitled
"Blockchain-based Secure Unmanned Aerial Vehicles (UAV) in Network Design and Optimization,"
Hafeez [57], proposed a blockchain-based solution to improve the security of 3D Deployments of UAVs
through blockchain for the solution of natural vulnerabilities within the UAV Networks. Currently,
she has presented a framework known as BETA-UAV in her thesis, which utilizes the cryptography
and immutability features of blockchain for securing communication and data transmission in UAV
networks. This is particularly effective in 3D deployment, since the complexity and openness of such
an environment make the network more vulnerable against some sort of attacks, mainly Distributed
Denial-of-Service (DDoS), spoofing, and eavesdropping. The implemented blockchain within the
BETA-UAV further ensures that all transactions and communications within the UAV network are
securely recorded in a tamperproof ledger, enabling secure authentication and integrity of data, making
it resilient to cyber threats. Thus, this can critically enhance the security and reliability for 3D UAV
operations.

3.3.1. Conclusion

Eventually, 3D deployment in WSNs opens very special security issues due to the complexity
of the environment. However, novel solutions reside in blockchain technology, key predistribution
protocols, and advanced algorithms that befit the mitigation of these risks. Mary et al. [54] suggested
a blockchain-based system that protects data routing from tampering with simple XOR-based hash
functions and built-in security through Voronoi cell architecture. Kim et al. [55] talked about how
important it is to think about physical factors like terrain in 3D environments. This makes sure that
key predistribution protocols are resilient against mistakes that could happen during deployment.
The PO-3DVOR algorithm develops the heuristics of sensor placement further, considering changes
due to obstacles in the environment. Simultaneously, blockchain-based solutions, such as BETA-UAYV,
provide robust security to UAVs in their deployments within 3D spaces. All these techniques ensure
secure communication of data with integrity and resilience against cyber threats at all levels, thereby
enhancing the security and dependability of 3D WSN deployments. Research on 3D deployment in
WSNs shows an increasing trend of interest in the advanced deployment strategy from 2023 to 2024
that shows in Figure 4. While in the year 2023, only one paper reported 3D deployment, hence, it was
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relatively in the infancy stage. In 2024, however, it has risen to 3 papers, indicating clear attention
and recognition of advantages by researchers towards 3D deployment in WSNs. In this respect, 3D
deployment of sensor nodes in a three-dimensional space rather than on the traditional 2D plane
can bring a wide advantage when coverage and connectivity come at stake in very lengthy scenarios
beyond flat surface environments. This kind of deployment finds great relevance for scenarios such
as multi-story building monitoring, underwater networks, aerial systems, and complex industrial or
geological environments where the traditional 2D methods might fall short. This can be evidenced by
the increased trend of research outputs, ranging from 2023 to 2024. In fact, 3D deployment is presenting
a feasible solution that can enhance coverage and network performance in difficult environments. It
deploys all the spatial dimensions in the efficient deployment of sensors, which improves connectivity
and affords more flexibility in handling node coverage challenges, communication reliability, and
energy efficiency. As WSNs are being extended to more sophisticated application scenarios, three-
dimensional deployment is at the point of view of a researcher while optimizing network design for
real-world, three-dimensional environments.

. 3D Deployment

T Number of Papers
3=

2023 2024
Year

Figure 4. Number of Papers on 3D Deployment for 2023 and 2024

4. Sensor Node Types

Knowing the various types of sensor nodes in WSNs is important for understanding how and
why they might be deployed and operated. The basic elements of WSNs, called sensor nodes, are by
nature very different and have specific functions and capabilities within the network [1]. Sensor nodes
differ by several orders of magnitude concerning their power consumption, computational capacity,
and communication range. Generally, they are designed to perform specific tasks such as sensing, data
processing, and communication [58]. As defined by Mhatre and Rosenberg [4], homogeneous sensor
nodes have the same configuration in hardware and software, thus ensuring predictable performance
across the network as well as ease of design and management. Heterogeneous sensor nodes, on the
other hand, consist of some advanced and some normal nodes with a wide range of resources—a
better microprocessor and more memory. This allows them to offload processing duties that would
otherwise wear down the network, increasing its longevity and reliability [69]. Both homogeneous
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or heterogeneous, these sensor nodes must be strategically deployed in order to optimize network
coverage, connectivity, and energy efficiency. This will allow different applications, like military
surveillance and environmental monitoring, to have their unique needs met [70]. Recognizing these
differences facilitates the design of reliable and effective WSNs that are suited to a range of operational
needs [72]. A detailed look at the differences between homogeneous and heterogeneous networks is
shown in Table 3. The table also explains the standards used to group different kinds of sensor nodes

in WSNE.
Table 3. Comparison of Homogeneous and Heterogeneous Networks

Aspect Homogeneous Network Heterogeneous Network

Definition Nodes have the same function | There are two or more classes
and are interchangeable of nodes categorized by both

function and utility

Connectivity Optimized by equal node de- Enhances connectivity with
grees, long girths, and short low-power nodes within a
path-sums, ensuring efficient macro cell network, reducing
and stable communication dead zones

Energy Efficiency | Limited by uniform energy con- | Utilizes nodes with varying en-

sumption across all nodes, lead-
ing to early power depletion in
some nodes

ergy levels, extending network
lifespan and reducing energy
consumption by 40%

Node Composition

Nodes with identical hardware
and software configurations,
ensuring uniform performance.
Identifying key nodes is crucial
for network stability, using di-
verse evaluation methods

Includes normal nodes
(resource-constrained) and het-
erogeneous nodes (enhanced
resources), improving reliability

Node Deployment

Identical nodes deployed de-
terministically or randomly to
ensure adequate coverage and

Strategic placement of station-
ary and mobile nodes to opti-
mize coverage and network

lifetime

connectivity

4.1. Homogeneous Networks

Homogeneous networks have nodes that perform the same function within them. Each user
is interchangeable with the next, in terms of the basic tasks they carry out. For example, every
phone in a landline network serves essentially the same purpose as every other, and most people buy
telephones for similar purposes. Broadly speaking, the networks used for telecommunications are
often homogeneous [59].

4.1.1. Communication

Homogeneous networks do have inherent structural features that maximize communication
within them. To explain this in greater detail, homogeneous networks are intended to provide maximal
synchronization and robustness against attacks by maximizing node degrees, girths, and short path
sums. Improved synchronizing capabilities and robustness show that this kind of structural uniformity
does allow effective and stable communication across a network. Because of these characteristics,
homogeneous networks are especially useful for applications like brain-network research and informa-
tion transmission in social networks that require for dependable and persistent communication routes
[60].

4.1.2. Energy Efficiency

Homogeneous network often suffers from the problem that all nodes have uniform energy
consumption in order to improve energy efficiency, making farthest nodes from the Base Station die
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prematurely. Thus, the energy efficiency is of concern in this case due to the uniform capabilities
of all the sensor nodes with limited battery capacity. Among these techniques, arguably the most
popular method applied to enhance energy efficiency is the Low Energy Adaptive Clustering Hierarchy
(LEACH) protocol. In effect, LEACH basically organizes sensor nodes into clusters and selects a cluster
head with the help of a probabilistic approach; later, this cluster head collects the data and transmits it
to the base station. Although there are advantages of a homogeneous system in LEACH, it still has
inefficiencies with respect to energy use. This is because every node consumes energy at an equal rate,
resulting in a uniform depletion of energy resources throughout the network. Therefore, it is crucial to
develop energy-efficient protocols that limit energy usage and extend the lifespan of homogeneous
network in order to ensure their effectiveness [66]. Vipan and Ankit [68] proposed a new method
of making homogeneous networks more energy efficient. They suggested the selection of a cluster
head most suitable for them by using the Artificial Hummingbird Algorithm in its place. Started with
the perception of various aspects like residual energy, intra-cluster distance, and balanced cluster
formation, MAHA-EECHS can effectively extend the total lifespan of the network by reducing average
energy consumption. It has been noticed that the MATLAB simulations showed MAHA-EECHS
performance superior to the current algorithms in terms of energy efficiency and life span of the first
node in the network.

4.1.3. Node Composition

In a homogeneous network, all nodes usually make up the node composition with the same
hardware and software configurations. Having nodes that are identical in sensing, processing, and
communication means that it can work at constant performance. The consistency that comes with this
makes the designing, managing, and optimizing of a network easier since one is able to predictively
control the behavior of nodes and usage of resources. Homogeneous networks ensure consistency
in data gathering and processing, which is particularly useful in applications like surveillance and
environmental monitoring [61].

4.1.4. Classification of Critical Nodes

Understanding and controlling the stability and functionality of networks means finding their
critical nodes in homogeneous networks. Important nodes are very powerful; removing an important
node could harm the network. There are a variety of ways to consider these critical nodes, but this
can be categorized into five aspects: node operations, node feature vectors, node neighbors, node-to-
node paths, and multiple indications. All proposed methods have a special advantage and peculiar
challenges. Central nodes in homogeneous networks can be used in a variety of ways, such as epidemic
management, rumor mitigation, strategic marketing, and basic protein discovery. The protection of
these critical nodes enhances the reliability and overall stability of the network [62].

4.1.5. Node Deployment

The deployment of nodes in homogeneous networks is very important to achieve full cover-
age and connectivity in WSN. All the sensor nodes in these networks have the same functional-
ity /characteristics and are deployed in such a way as to optimize both area coverage and network
performance. The deployment tactics may be either deterministic or random, depending on the
application and the environmental requirements. On the other hand, random deployment scatters
nodes in the area of interest in an unbiased manner, causing most of the time, voids created in the
network and a possible imbalance of the number of nodes. For instance, deterministic deployment
can be done by arranging nodes either in a regular grid or a triangular lattice, while not varying from
a given configuration. The idea behind efficient deployment is that the number of nodes should be
kept to a minimum subject to constant sensing of full coverage and connectivity, thereby optimizing
energy consumption and hence increasing the lifetime of the network. Determining their placements
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in such a way that no region is left uncovered at any time and the network works at all times requires
much more sophisticated methods for efficient deployment, including force-based and grid-based
procedures [63].

4.2. Heterogeneous Networks

A heterogeneous network comprises two or more classes of nodes, which are categorized based on
the utility and function. The nodes perform different functions as opposed to homogeneous networks.
One good case is the Honeybook marketplace network whose event planners, photographers, and
florists reveal different behaviors. Similarly, the eBay’s network serves buyers and merchants for
fundamentally different purposes. The network’s adaptability and robustness are improved by this
diversity; however, it also introduces complication in optimization and management [59].

4.2.1. Communication

A heterogeneous network (HetNet) is a traditional macro cell network that has different kinds
of low-power nodes (LPNs) dispersed within it. These LPNs, like micro base stations, pico eNBs,
home eNBs, and distributed antenna systems, improve connectivity by reducing dead zones and
traffic hotspots through targeted coverage. This deployment method guarantees a network that is both
efficient and robust, thereby addressing the exponential increase in mobile data traffic demands [64].
Singh and Chand [65] presented a multilevel heterogeneous network model to improve communication
efficiency in WSNs. In this model, multiple levels of node heterogeneity are allowed; each level
corresponds to different energy capacities of the sensor nodes. It is possible to make the HEED
(Hybrid Energy-Efficient Distributed) clustering protocol work with a multilevel structure, which
makes communication better in this mixed network. In the process of making a clustering decision,
it puts into consideration node residual energy, node density, average energy, and distance to the
base station. By this, it ensures that the cluster head is picked on the basis of all these factors, hence
efficiency and reliability in communications. The approach not only balances the dissipation of energy
across a network, thus avoiding energy holes, but also greatly extends the lifetime of a network by
reducing the energy dissipation rate with increasing heterogeneity. Another way this model achieves
effectiveness is through the use of fuzzy logic in refining the choice of cluster heads for improved data
aggregation and transmission efficiency.

4.2.2. Energy Efficiency

In comparison to homogeneous systems, heterogeneous network significantly extend the net-
work’s overall lifespan and reduce energy consumption by about 40% by utilizing nodes with varying
energy levels and capabilities, such as advanced nodes with higher initial energy. The research au-
thored by Saravanakumar and Susila [66] demonstrates a noteworthy enhancement in the energy
efficiency of heterogeneous WSNs as compared to homogeneous systems. The authors suggest an
improved iteration of the Low Energy Adaptive Clustering Hierarchy (LEACH) protocol, referred
to as LEACH-Heterogeneous. This strategy involves the inclusion of nodes with different starting
energy levels, where a certain proportion of nodes (10% in this investigation) have higher initial
energy relative to the rest of the nodes. The simulation findings indicate that the use of this mixed
architecture can enhance energy efficiency by up to 40% and prolong the lifespan of the network. The
LEACH-Heterogeneous protocol enhances energy efficiency by dynamically forming and re-forming
clusters based on the remaining energy of nodes. This strategy efficiently minimizes energy usage and
extends the lifespan of the network by optimizing the utilization of high-energy nodes. This results in
a more even distribution of energy and a decrease in overall energy consumption. Purkar and Desh-
pande [67] proposed an energy-efficient, cluster-based protocol for heterogeneous WSNs; it is called
EECPEP-HWSN. This new approach has been proposed to enhance the energy efficiency, stability,
and network lifetime of HWSNs themselves by using three levels of sensor nodes: normal, advanced,
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and super nodes. During the cluster head selection process, parameters such as initial energy, hop
count, and residual energy of the nodes are considered in real-time. This makes sure that only the
most appropriate nodes are elected to become cluster heads, balancing load across a network and
significantly reducing energy consumption, which prolongs the lifespan of a network with improved
throughput. Compared to traditional protocols like LEACH, DEEC, and SEP, EECPEP-HWSN has
high improvements considering energy efficiency and network performance, thus remaining a robust
solution for HWSNs that have an energy constraint.

4.2.3. Node Composition

The more expensive and powerful heterogeneous nodes process all tasks, including data filtering,
fusion, and transportation. Heterogeneous nodes have advanced processing resources, higher energy
capacity, and communication features such as high-bandwidth, long-range transceivers. Heteroge-
neous nodes greatly enhance the performance of the network, extending the lifetime of the network,
improving the reliability of data transfer, and reducing latency. These nodes frequently serve as
mediators that gather data from regular nodes and transport it efficiently to the sink, hence reducing
energy consumption and prolonging the operational lifespan of the network. Maximizing the benefits
and maintaining robust and efficient network performance requires strategically deploying these
diverse nodes, which have been optimized for different network parameters [69].

4.2.4. Node Deployment

A heterogeneous network in WSNs is composed of sensor nodes of diverse sorts, each with
distinct capabilities, energy levels, and functionality. Heterogeneous networks utilize a combination of
sensor nodes to enhance performance and cost-effectiveness, in contrast to homogeneous networks
where all nodes are identical. These nodes can include of energy-efficient sensors for simple data
gathering and highly capable nodes for data analysis and communication. The deployment of these
nodes considers aspects such as energy consumption, coverage area, communication range, and
application-specific needs. For example, strategically positioning high-power nodes can guarantee
reliable data transmission over long distances, while dispersing low-power nodes can efficiently cover
large areas. The variable composition of nodes in the network allows for improved adaptation to
various surroundings and application requirements, thereby boosting the overall functionality and
lifespan of the WSN. In addition, the use of movable nodes such as Unmanned Aerial Vehicles (UAVs)
or robots provides flexibility by enabling the nodes to shift their positions dynamically. This ensures
that optimal coverage and connectivity are maintained even when environmental circumstances vary
[70]. Halder and Dasbit [71] presented a scheme in which both Sensor Nodes (SNs) and Relay Nodes
(RNs) are deployed in a predetermined manner with the view of ensuring uniform distribution of
energy across the network. Unlike in homogeneous networks, where every node performs the same
task, heterogeneous networks deploy nodes with different roles: some sensing, others relaying data.
This differentiation enables the network to balance energy consumption better since RNs are concerned
with the more power-consuming operation of data transmission. Deploying RNs in areas of the site
that have a greater quantity of data traffic reduces the "energy hole" problem facing nodes nearer the
sink, which outspend their energy due to higher relay loads. The proposed deployment strategy not
only increases the lifetime but also ensures coverage and connectivity, thus overall keeping the network
operational for a longer duration. Simulation results show that this approach performs far better than
traditional homogeneous deployment strategies, therefore proving the fact that heterogeneous node
deployment indeed performs better in improving the overall performance of WSNs.

4.2.5. Classification of Critical Nodes

Aspects of heterogeneous wireless sensor networks (HWSNs) include the range of sensor nodes
that are used, each with unique functionality, power supply, and capacities. One of these features is
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sensor diversity, which improves network monitoring by allowing different sensors to gather different
kinds of data, such as motion, temperature, and humidity. Deployment plans take into account several
elements, including energy efficiency, coverage, and connection, to satisfy specific requirements. Since
most sensors have a certain amount of battery life, energy management is essential to extending the
lifespan of the network. Adapting to changes in sensor node status, such as nodes going into sleep
mode or needing to be recharged, is part of the network dynamics component. Furthermore, the
network design can be layered, combining multiple levels including physical, data link, and network
layers to suit diverse applications and quality of service (QoS) requirements, or hierarchical, with
clusters overseen by cluster heads. These elements work together to enhance HWSNs’ performance,
adaptability, and dependability, which qualifies them for a range of uses including security, healthcare,
and environmental monitoring [72].

4.3. Security Challenge and Solutions

The security challenges governed by the very nature of this technology have to be surmounted by
WSNSs through the fast deployment and growth into different applications. These threats on security
of different types are faced by these networks owing to their very nature: decentralized and bound by
resource constraints [73]. All these types of networks pose distinct security challenges: homogeneous
networks, where sensor nodes are similar; heterogeneous networks, where the nodes have various
capabilities; and highly cluster-based homogeneous networks demand higher security to be guarded
against a possible intrusion through the communication protocol [74]. On the other hand, the use of
high-end sensor nodes increases the quality of privacy and the efficiency of message distribution in
heterogeneous networks [75]. Secure routing in WSNs is a must to protect them from malicious attacks
and resource-constrained environments [76]. Moreover, effective key management schemes that take
into account the position data of sensor nodes have been proposed to reduce security risks in those
environments [77]. These security challenges must be dealt with using innovative solutions so as to
not only ensure reliability but also functionality of homogeneous and heterogeneous networks. This
survey was done by taking into consideration imperative research papers from 2023 and 2024. An
imperative area taken into consideration when compiling the survey was the identification of critical
security challenges, types of attacks, and proposed solutions. Table 4 and Table 5 below in this section
illustrate some security challenges and homogeneous as well as heterogeneous network solutions.

4.4. Homogeneous Network Security Challenge

In the past few years, homogeneous security in WSNs has received increased research, especially
in the publications of 2023 and 2024. All papers nearly cover most of the security categories that are of
importance to the protection of WSNs. Advanced machine learning techniques and hybrid models
emphasize intrusion detection to identify and mitigate a wide variety of cyber attacks, including DoS
and gray hole attacks. Resource optimization strategies are probed to avoid resource depletion attacks,
ensuring efficient energy management and the longevity of the network lifespan. Novel algorithms
and protocols that enhance detection and response capabilities are utilized in mitigating malicious
node attacks, including Sybil attacks, black holes, and false data injections. Elliptic curve cryptography
and improved techniques of encryption strengthen key management against brute-force attackers
and compromise. This can also include the integration of traditional cryptographic algorithms with
Quantum Key Distribution to fight quantum threats and challenges that quantum computing will
pose in the near future. All these studies, at last, collectively underscore the need for an integrated
strategy to ensure comprehensive and resilient security in a homogeneous network. The various
security categories explored in greater detail in the next sections are: Intrusion Detection, Resource
Optimization, Malicious Node Attack, Key Management, and Quantum Threats.The critical areas with
regards to the homogeneous network environments where security measures are necessary are shown
in Figure 5. Each of these categories represents a significant part of network security that must be
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covered to maintain the integrity, confidentiality, and availability of the network. Table 4 summarizes
a wide range of research papers published in 2023 and 2024. The papers present various security
challenges in homogeneous networks; this includes details about the authors, date of publication,
addressed security challenge, and proposed solutions. This classification, in homogeneous networks,
further helps realize how various techniques and approaches contribute towards mitigating these
security concerns.

Intrusion Resource
Detection Optimization

Malicious Key

Node Attack Management

Quantum
Threats

Figure 5. Security Challenge in Heterogeneous Network

4.4.1. Intrusion Detection

Intrusion Detection is a very important feature that provides security to WSNs in homogeneous
network environments in which all nodes share similar features and vulnerabilities. The need for
monitoring system traffic for possible hazards and suspicious activities includes Denial of Service
(DoS) and requires the implementation of Intrusion Detection Systems (IDS). These attacks can be
in the form of flooding, gray hole, black hole, and Time Division Multiple Access (TDMA) into the
network and each may cause serious threat to the integrity of data and performance of the network.
Effective IDS can help reduce such threats by appropriately detecting and responding to the intrusions.
Many research papers have been published that intend to enhance systems for intrusion detection
in WSNs. Sharma and Bhardwaj [84] dealt with an effective way to protect the WSNs deployed in
agricultural scenarios from the various cyber attacks. It focuses on distributed denial-of-service (DoS)
attacks, which cover flooding, gray hole, black hole, and TDMA attacks. The proposed framework
using machine learning techniques like decision tree classifiers, Gaussian Naive Bayes, and random
forest classifiers provides the detection and mitigation of these attacks by enhancing the security
and resilience of WSNs in terms of prudent agriculture monitoring and assured integrity of the data.
Sedhuramalingam and Kumar [87] enhanced intrusion detection in WSNs using a hybrid model. Their
proposed model, HGFSO-DLIDS, is a hybrid of deep learning techniques like Deep Convolutional
Neural Networks (DCNN) and Bidirectional Long Short-Term Memory (BiLSTM), with Felis Margarita
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Swarm Optimization (FMSO) and Grampus Optimization Algorithm (GOA). The reason these methods
are combined is for enhancing the performance of IDS by hyperparameter optimization and deep
learning to achieve accurate classification. This will lead to high accuracy in detection and fewer false
alarms compared to traditional approaches [88]. Most of the works discussed in Sahaya and Jasvant
[89] dealt with several types of attacks against WSNs, such as routing attacks including sinkhole and
selective forwarding, node capture, and physical attacks. Through the use of Mutual Information
(MI) analysis, they proposed a method for detecting such intrusions by identifying critical nodes
and anomalies within the network so that the overall security and robustness of WSNs are enhanced
against malevolent activities, leaving them with stronger protection against an extensive variety of
threats.

Table 4. Overview of Research Papers on Security Challenges in Homogeneous Networks (2023-2024)

Authors Date Security Challenge Ad- Proposed Solution
dressed
Z. Teng, et al.[91] 2023 Malicious Node Attack TS-BRS reputation

model using time
series analysis

Z. Ahmad Mir, et 2023 Malicious Node Attack Gray Wolf Optimiza-

al.[92] tion (GWO) for re-
source allocation and
node placement

L. Tan, et al.[79] 2023 Key Management Elliptic curve cryptog-
raphy with AVL search
tree and LEACH
model

S. Urooj, et al.[80] 2023 Key Management ECC with AES and
clustering  through
LEACH protocol

Alghamdi, et al.[81] 2023 Key Management SPAR-SSO protocol us-
ing connection quality
estimation and power-
aware routing

L. H. Alhasnawy, et 2023 Quantum Threats BB84 protocol with

al.[83] AES algorithm for
quantum key distribu-
tion

G. Mehta, et al.[93] 2023 Malicious Node Attack Improved LEACH pro-
tocol for detection and
mitigation

Y. Zhang, et al.[90] 2023 Resource Optimization WSN technology with
Al for home safety
monitoring

I. Sharma, et al.[84] 2024 Intrusion Detection Machine learning

framework with de-
cision tree, Gaussian
Naive Bayes, and
random forest

C. Puttaswamy, et 2024 Malicious Node Attack Fuzzy logic for cluster
al.[94] head selection and hy-
brid RSA and AES en-

cryption
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Table 4. Cont.
Authors Date Security Challenge Ad- Proposed Solution
dressed

M. A. Vieira, et al.[95] 2024 Malicious Node Attack ARC-LEACH protocol
with anomaly report
cycling

K. Sedhuramalingam, 2024 Intrusion Detection Hybrid GFSO model

et al.[87] with DCNN and BiL-
STM

J. Dr. Lohith], et al.[88] 2024 Intrusion Detection Quad LEACH protocol
with integrated secu-
rity agents

M. Sahaya, et al.[89] 2024 Intrusion Detection Mutual information

analysis for detecting
critical nodes and
anomalies
Venckauskas, et al.[98] 2024 Key Management Encrypted tunnels, pe-
riodic key exchanges,
and sender’s message
authentication code

S. Khan, et al.[99] 2024 Malicious Node Attack ANN-based detection
with CICIDS2017
dataset

P. Vennam, et al.[96] 2024 Malicious Node Attack SS-ChOA for secure

Cluster Head selection
and routing
M. Shanmathi, et 2024 Malicious Node Attack CNN-FL for node
al.[97] categorization and
NGO-optimized
routing strategy

4.4.2. Resource Optimization

In homogeneous networks, where nodes have similar capabilities and resources, resource op-
timization forms a very important part of the assurance of the longevity and efficiency of WSNs.
Accordingly, optimization of the usage of resources, in particular energy, in a WSN context is required
to help preserve network functionality and hence prolong operational life. Resource optimization is
the procedure of eliminating unnecessary transmissions and efficiently handling computational loads
to maximize network efficiency and minimize energy consumption. Zhang and Jing [90] explored the
potential of Al, combined with WSN technology, in improving the efficiency of home safety monitoring
systems. Although the paper does not explicitly describe different types of attacks, it IS emphasized
that resource optimization in WSNs is very essential. For example, energy drain represents a particular
form of attack designed to drain the battery life of sensor nodes by ensuring that they don’t stop
sending data. Such an attack could rapidly drain the resources of a network, causing system crashes
and reducing the reliability of home safety monitoring. Resource optimization is important in this
context for the effective use of sensors to ensure sustained performance and high reliability with regard
to home-safety monitoring. The primary goal is to achieve efficient usage of resources and energy
by utilizing Al technologies so that the network’s capacity for monitoring residential environments
efficiently is enhanced. This approach avoids any potential risks through strategies aimed at reducing
unnecessary data transmission and balancing computational demand across the network. Ultimately,
this enhances overall security and ensures better performance of WSNs in home safety applications.
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4.4.3. Malicious Node Attack

Malicious node attacks are one of the most serious issues threatening the integrity and reliability of
WSNSs, in which the misbehaving nodes inject false data, utilize excessive resources, or exhibit random
behavior to undermine network operations. A number of mechanisms have been introduced to help
counter these threats and improve security. Zhijun Teng et al. [91] focused on just one kind of problem:
Malicious node attacks, more specifically called ‘false data injection’. This method entails the injection
of fake information by compromised nodes to disrupt network operations and reduce performance.
The study seeks to maintain the accuracy and reliability of data transmission within the network by
identifying and isolating malicious nodes with a Bayesian reputation evaluation model. Mir and Yadav
[92] addressed resource depletion attacks, which are a subset of malicious node attacks. The goal of
these attacks is to deplete the resources of network nodes, resulting in network disruption. The authors
suggest that Gray Wolf Optimization (GWO) be implemented to improve security management by
optimizing resource allocation, node placement, and data transmission efficiency, therefore effectively
mitigating the effects of malicious attacks [93]. Puttaswamy and Shivaprasad [94] reviewed a variety
of malicious node attacks, such as spoofing, Sybil attacks, selective forwarding, and replay attacks.
The authors implement an advanced cluster head selection mechanism that is integrated with a hybrid
and lightweight encryption technique to mitigate these threats, thereby guaranteeing energy-efficient,
secure, and dependable data transmission in WSNs. Vieira and Liu [95] focused on black hole attacks
in which malicious nodes discard all data packets destined for the base station. This work proposed
ARC-LEACH (Anomaly Report Cycling LEACH), a new enhancement of the LEACH protocol. This
protocol detects a black hole attack using rotating cluster heads and sending blacklist messages from
the base station to isolate and neutralize malicious nodes. Khan and Khan [50] employed artificial
neural networks (ANNSs) to identify routing attacks, including black hole, gray hole, and wormhole
attacks. The potential of ANN-based techniques to improve the security of WSNs is demonstrated by
the proposed method, which employs feed-forward ANNs to model the dynamic behavior of WSNs
and identify these threats with high accuracy. The ADLFAHA algorithm, which is introduced by
Vennam and Mouleeswaran [96], addressed both black hole and Denial of Service (DoS) attacks. The
network resilience and reliable data transmission are enhanced by this method, which emphasizes
secure Cluster Head (SCH) selection and secure routing to prevent malicious nodes from intercepting
or overwhelming network traffic. Finally, Shanmathi and Sonker [97] addressed malware node attacks,
which involve manipulating compromised nodes, eavesdropping, or denying service to data packets.
They suggested using a Neuro Genetic Optimizer (NGO) with a Convolutional Neural Network with
Fuzzy Logic (CNN-FL) to classify nodes and optimize routing paths. This approach has the potential
to substantially enhance packet delivery ratio, reduce latency, and minimize energy consumption.
These studies, taken as a whole, bring into relief the ingenuity of approaches and varied strategies
being worked on to secure WSNs against malicious nodes and ensure efficient functioning of network
operations on the one hand and robust security on the other.

4.4.4. Key Management

One is aware that effective key management strategies will enable data integrity, confidentiality,
and prevention from unauthorized access. Some methodologies have been explored with regard to
the challenges in the process of key management due to compromise attacks, side-channel attacks,
and brute-force attacks. Tan and Zheng [79] addressed compromise attacks in the context of WSNSs.
Such attacks may further result in the compromise of nodes, disruption of data integrity, fraudulent
data insertion, or monitoring of data, thus wasting network resources. Such threats impart a need to
present an effective key management system that is equipped with elliptic curve cryptography, having
an AVL search tree and a LEACH model as mitigates. This combination greatly improves security
by reducing computational overhead, energy consumption, and memory usage, thus providing an
effective way to protect against compromise attacks. Urooj and Lata [80] dealt with the issues of
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side-channel attacks and brute-force attacks over the key management framework. The authors
suggest a hybrid cryptography algorithm that combines Advanced Encryption Standard (AES) and
Elliptic Curve Cryptography (ECC) to improve the energy efficiency and security of WSNs. By
utilizing the capabilities of both ECC and AES, this method guarantees secure and efficient data
encryption, providing robust protection against these types of attacks. Alghamdi and Al Shahrani
[81] defined side-channel attacks as exploits that glean information from the physical implementation
of a system and not through vulnerabilities of the algorithms. This can involve monitoring power
consumption variations, electromagnetic emissions, or even change in timing. Brute-force attacks are
computationally intensive and time-consuming, particularly as key lengths increase, as they involve
the systematic testing of all potential keys or passwords until the correct one is identified. Vencauskas
et al. [98] engaged with highly important issues of communication security in-vehicle wireless
sensor networks, which mitigation strategies emphasize resisting brute-force attacks through efficient
key management. In this sense, the proposed framework incorporates improved key management,
whereby periodic cryptography key exchanges minimize the window of opportunity where an attacker
can use any single key and frequently change keys. This also includes a secure generation of new
session keys, followed by encryption for distribution across the network to ensure key exchange
in confidentiality and integrity. Within the framework lies a Message Authentication Code (MAC)
that confirms communication authenticity, adding an extra layer of security against unauthorized
access. It enhances the overall security of the in-vehicle wireless sensor network, since it corrects
these key management problems, hence defending against brute-force attacks and other key-related
vulnerabilities. The following studies, however, make it clear that diverse strategies and innovative
approaches are being worked out for the key management in WSNs to ensure efficient network
operation with robust security in the presence of various types of attacks.

4.4.5. Quantum Threats

As quantum computers further develop, the potential for solving complex mathematical problems
underlying many current cryptographic algorithms will compromise the confidentiality and integrity
of data in these networks. For this reason, emerging threats have to result in new cryptographic
techniques resilient to quantum computational capabilities. Another work on the topic of quantum
threats in WSNs [83] proposes a hybrid security solution that integrates the Advanced Encryption
Standard (AES) and algorithm with Quantum Key Distribution (QKD). On top of that, QKD makes
use of quantum mechanics principles to generate secure cryptographic keys. AES is utilized for data
encryption in the network. This implies, according to quantum properties, such as the no-cloning
theorem and the principle of quantum superposition, with the BB84 protocol, the key distribution
process of will be able to recognize someone trying to listen in. The solution incorporates QKD into
AES and hence improves the total security of any WSN against possible quantum attacks. QKD is
resilient key distribution, secure in the presence of quantum computers. QKD generates encryption
keys that are employed to encrypt data with AES, guaranteeing that the encryption keys will remain
secure even if adversaries possess quantum computational capabilities. With this mixed method, the
network is protected against both future quantum threats and current computational attacks. It offers
a complete way to protect WSNs in a threat landscape that is always changing.

4.4.6. Conclusion

In summary, the research conducted on homogeneous security WSNs between 2023 and 2024
encompasses a wide range of security categories. Eight papers contributed different effective detection
and mitigation techniques against various threats, among them Sybil attacks, black holes, and false data
injection. Most of the researches were focused on Malicious Node Attacks. The other important area
was intrusion detection, where four papers elaborated on the use of hybrid systems and novel machine
learning models in detecting and forestalling such attacks as DoS and gray hole. Four papers also
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extensively dealt with key management, featuring robust cryptographic solutions against brute-force
attacks and compromise. One paper each discussed resource optimization and quantum threats. The
strategies on the efficient use of resources in fighting against depletion attacks and quantum key
distribution to counter potential quantum computing threats were highlighted. Last but not least,
the integrity of science research was protected from publication and peer review integrity attacks
through setting up robust peer-review procedures and post-publication review mechanisms. These
various studies highlight the multi-dimensional approach required in order to achieve full security in
homogeneous WSNs. The categories and the number of papers which cover each security concern are
represented in Figure 6.

T Number of Papers
8 —

. i imizati s
\ntrusion Detection Resource Optimization ManciO\r{S Node Attack Key Management Quantum Threats
atennrv

Figure 6. Frequency of Categories Research Papers

4.5. Heterogeneous Network: Security Challenges

The heterogeneous networks, which combine many varieties of sensor nodes with enormous
differences in capabilities, are vulnerable to quite different security issues and opportunities. Sophisti-
cated algorithms are needed to optimize the interactions between various node types for handling
the network efficiently. The communication should be secure by including full encryption and au-
thentication procedures to avoid vulnerabilities as much as possible. Protection against sophisticated
attacks, thus, calls for advanced security measures, hence the need for intrusion prevention and
anomaly detection. In the case of a unified security framework enables a defense strategy scalable
for heterogeneous networks since customization of this architecture is done in accordance with their
heterogeneous nature. Security should go hand in hand with energy efficacy, ensuring the network’s
longevity and effectiveness in real-world applications. The critical areas in homogeneous network
environments where security measures are essential are illustrated in Figure 7. Network manage-
ment, privacy and data protection, communication security, advanced Security techniques, security
Framework and energy efficiency are the main challenges identified. The integrity, confidentiality,
and availability of the network must be preserved by addressing each of these categories, which each
represent a substantial aspect of network security. Table 5 represents a collection of various research
works published in the years 2023 and 2024. The papers target different security challenges that occur
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in heterogeneous networks, along with their authors, publication date, addressed security challenge,
and proposed solution. The classification makes it easier to identify how various techniques and
approaches keep on contributing towards mitigating the above-mentioned different security issues
occurring within independent homogeneous networks.

Network Privacy and Data
Management Protection

Advanced
Security
Techniques

Communication
Security

Security
Framework

Energy Efficiency

Figure 7. Security Challenge in Homogeneous Network

Table 5. Overview of Research Papers on Security Challenges in Homogeneous Networks (2023-2024)

Authors Date Security Challenge Ad- Proposed Solution
dressed
Jing Li, et al.[101] 2023 Network Management Rule-based reasoning

using description logic
for predicting network
security situations

Lianwei Qu, et al.[102] 2023 Privacy and Data Protection =~ HNPP model with dif-
ferential privacy and
random perturbations
for secure network
publishing

Y. Hu, et al.[103] 2023 Privacy and Data Protection ~ Distributed Weighted
Classification Method
for network slicing in
Space-Air-Ground in-
tegrated networks
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Z.Han, et al.[104]

2023

Communication Security

Game theory-based op-
timization for chan-
nel access attack de-
fense in UAV-aided
networks

V. Boucek,
Husék[105]

M.

2023

Network Management

Graph-based tool for
recommending similar
devices to analyze cy-
ber attack impact

Xabier, et al.[106]

2023

Network Management

Federated Learning
with  unsupervised
device clustering for
network anomaly
detection

Junkai Yi, Lin

Guo[107]

2023

Network Management

AHP-based evaluation
with XGBoost for net-
work security assess-
ment in [IoT

J. Zhang, et al.[108]

2024

Advanced Security Threats

Attention sharing
mechanism for do-
main adaptation in IoT
intrusion detection

Changkui  Yin,
al.[109]

et

2024

Privacy and Data Protection

STLLM-ECS frame-
work  with  edge
computing for secure
PM2.5 level forecast-
ing

D. Bhanu, et al.[110]

2024

Energy Efficiency

OECS-RA for optimal
cluster head and
secure-hop selection in
WSNss

W. Wang, et al.[112]

2024

Network Management

VHetNet-enabled AFL
framework with CA2C
algorithm for anomaly
detection in IoT

Wenbo
al.[108]

Zhang,

et

2024

Advanced Security Tech-

nique

vBiLSTM and KGC-N
model for network
security knowledge
graph completion

T. Quinn, et al.[114]

2024

Security Framework

PoC trust management
for routing in software-
defined wireless net-
works

W. Yu, et al.[115]

2024

Security Framework

DevSecOps and AIOps
for continuous security
monitoring in substa-
tion networks

J. Li, et al.[116]

2024

Privacy and Data Protection

DL-based caching
framework with differ-
ential privacy for IoT
network caching

Q. Zhang, et al.[117]

2024

Communication Security

AHTST strategy
with Lyapunov opti-
mization for secure
heterogeneous traffic
transmission
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4.5.1. Network Management

Li and Huang [101] focused on security management challenges in an IoT context within power
systems. As noted by these authors, network environments become easily susceptible to intrusion
assaults or Trojan horse viruses, which gets further aggravated by the dynamic nature and expansion
of IoT devices. They propose a rule-based reasoning approach that exploits multi-source knowledge
to improve the management of security. The model is designed for a much more effective prediction
of network security situations, which can be achieved by incorporating description logic-based lan-
guage into it and designing the reasoning rules implemented in order to complement the semantic
representation of security data. Compared to conventional methods, such as the entropy method, this
innovative approach provides practical guidance for network security management that is significantly
more effective. Consequently, the paper makes a valuable contribution to the field by providing a
strong framework for security administration in the constantly changing environment of IoT networks.
Boucek and Husak [105] presented a prototype tool that would enhance network security management
by recommending similar devices close to a compromised machine. It calculates the similarity score
and recommends the devices likely to be targeted after an initial exploitation, using contemporary
graph-based technologies to efficiently store and query network data. This is particularly useful for
detecting and containing very fast-spreading malware, such as ransomware, which uses a variety of
attack vectors including social engineering. It can identify at-risk devices automatically; this greatly
aids in vulnerability management, impact assessment, early warning, and digital forensics. In that
sense, it lays the efficient groundwork for proactive network security management. The proposed
system provides practical guidance for securing network environments, considerably reduces the
workload of security operators, and speeds up incident response times. In the context of anomaly
detection, Xabier and Jose [106] presented a clustered federated learning architecture for network
anomaly detection over large-scale heterogeneous IoT networks. Federated learning is used in the
architecture to build unsupervised models that can discover unknown network anomalies, which may
portend security breaches. Going ahead to decentralize model training across nodes eliminates the
need for central data aggregation, thus ensuring data privacy, and solves the challenge of big and
heterogeneous IoT networks. The federated learning approach clusters IoT devices with similarities in
order to allow more efficient and speedy detection. This will ensure that network management systems
detect strange behavior of the network within a very short time, so fixing is quick. The architecture
improves the general resilience and security level for IoT networks, letting real-time threat detection
execute immediately after that; it empowers strong, scalable network management. Yi and Lin [107]
focused on the solving of network security problems to enhance situational awareness in Industrial In-
ternet of Things (IloT). They identified a wide variety of cyber-attacks, including DDoS, DoS, backdoor,
injection, MitM, password, ransomware, scanning, and XSS, which exert jeopardies in terms of stability,
confidentiality, integrity, and availability concerning IloT systems. They put forward a New Network
Security Situation Assessment (NSSA) model based on the Analytic Hierarchy Process (AHP) and
Extreme Gradient Boosting (XGBoost) to counter these threats. In the proposed model, considering
the unique security requirements of the IIoT system, the security situation is assessed quantitatively.
It uses the balanced data sampling technique, AUOS, to handle the challenge of imbalance attack
traffic data; therefore, ensuring an accurate detection and classification of attacks. It provides a rich
situational awareness framework that lets security analysts have complete views, assessment, and
understanding of the security posture of IIoT networks in real-time, and hence it enables proactive
and informed decision-making protection of the industrial operation. This will be achieved via these
methodologies.

4.5.2. Privacy and Data Protection

The main purpose of Qu and Wang’s work [102] is to solve the problem of privacy leakage in
the process of publishing heterogeneous network data. The main problem is the leakage of private
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data brought on by background knowledge attacks. In such an attack, sensitive data is inferred
through prior knowledge provided. In this proposal, it would consist of the transformation into
homogeneous networks equivalent to heterogeneous networks and the application of differential
privacy techniques with random disruptions. This approach has a good balance between data usability
and privacy, as it ensures protection of sensitive information during data transmission and publication.
Experimental analysis across real datasets has shown quite clearly that this framework is efficient,
both in preserving privacy and ensuring data utility together with high original edge retention and
clustering precision rates. Hu and Shi [103] studied edge computing to reduce privacy leakage during
data transmission in a heterogeneous network. Data leakage, as the primary attack type, is addressed
during the centralized process of training. This happens with the transfer of large volumes of data
from sensors to a central cloud. In order to mitigate this issue, they suggest the Spatio-Temporal
Large Language Model with Edge Computing Servers (STLLM-ECS) framework, which partitions
the network into subgraphs, which allows localized data processing and reducing the possibility
of privacy violations. This approach improves security by minimizing the necessity for extensive
data transmission across potentially vulnerable networks and retaining data in immediate access to
its source. In another contribution, Yin et al. [109] identified data leakage during transmission as a
major security concern. This kind of attack is due to the transfers of large datasets from the sensors
to some central cloud, hence increasing the risk of interception and access by entities with malicious
intentions. They proposed a secure transmission framework using Edge Computing Servers for the
same. Locally processing and training data at the edge reduces the need for extensive data transmission.
This method effectively mitigates the risk of data leakage and improves data security, guaranteeing
that sensitive information remains safe during forecasting operations. This decentralized processing
not only enhances the efficacy and accuracy of PM2.5 predictions by leveraging local computational
resources and reducing latency, but also secures data. Li and Feng [116] focused on privacy leakage
during model training and transmission in heterogeneous networks. They emphasized two kinds
of attacks: White-box, under which attackers could acquire the model’s parameters, and black-box
attacks, whereby attackers repeatedly query to extract sensitive information. Their proposal is for a
framework with differential privacy techniques to mitigate such threats. These techniques introduce
disturbance to data, thereby guaranteeing the privacy and security of user information. Furthermore,
a boosting incorporated method improves the caching model’s robustness and accuracy. This method
effectively balances the necessity for privacy protection with the preservation of high performance in
heterogeneous IoT network caching.

4.5.3. Communication Security

Han et al. [104] focused on the Channel Access Attacks (CAA) problem in 6G networks, paying
special emphasis to UAV-aided heterogeneous networks. Such attacks will greatly degrade the
performance of a network due to the jamming of a channel or flooding it with useless data packets,
hence causing a disruption in communication. The authors propose a smart optimization framework
using methods from game theory, such as potential games, Stackelberg games, and coalition games,
in resource-management tasks concerning the efficient handling of such concerns. In the paper,
the proposed mechanism improves communication security by optimizing channel access, power
control, and link selection to guarantee reliability and good performance of the network under attack.
The proposed strategies improve the overall security and effectiveness of the network by ensuring
optimum Aol, productivity, and latency. It improves the resilience of the network against CAAs. In
another study [117], the problem being addressed is eavesdropping attacks in a wireless multiuser
uplink heterogeneous network. This network consists of Age-of-Information (Aol)-oriented and
throughput-oriented users. Unscheduled users may potentially act as eavesdroppers. The authors
have implemented a security scheme in the physical layer to address this problem; it works by
creating noise and using Time-Division Multiple Access (TDMA) to protect the secret keys during
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transmission. A few countermeasures are made to protect a channel access attack and achieve no
break into communication channels. They incorporate encryption, secure access protocols such as
physical layer security techniques, and other techniques to ensure that data remains confidential and
secure from surveillance and other malicious activities. The adaptive strategies in this paper have the
potential for greatly reducing Aol while attaining a high rate of secrecy as a strong defense against
attacks aimed at accessing the channel.

4.5.4. Advanced Security Techniques

Zhang and Li [108] used advanced security techniques with Al and machine learning to protect
IoT networks from sophisticated cyber-attacks. The authors consider the challenges of the diverse and
dispersed character of IoT devices, which frequently adhere to distinct data distributions. Specifically,
the framework domain adaptation approach and an attention-sharing mechanism make the intrusion
detection model fit various IoT environments. This forms a ground for detecting and mitigating many
other types of attacks related to backdoor intrusions and password breaches. The methodology assures
that data from different IoT devices can be projected in a unified space so as to enhance accuracy
and reduce biases in predicting threats. Results from experiments showed that the framework was
better than traditional methods because it could adapt to different network environments and keep
security strong in a wide range of IoT situations. The integration of Al and machine learning is a
demonstration of the advancement in security techniques created specifically for the dynamic and
evolving landscape of IoT networks. Zhang and Wenbo [113] also made contributions to the field
by further addressing the issue of incomplete and fragmented cybersecurity knowledge graphs. In
contexts of cybersecurity, it is a result of deficiencies that exist in current text encoding models resulting
in inadequate reasoning capability. It would hence propose a solution incorporating a Knowledge
Graph Completion model (KGC-N) together with advanced Al techniques for processing and encoding
textual data. This is achieved by combining word2vec and BiLSTM models. This model enhances
the accuracy and efficiency of knowledge graph completion by utilizing graph attention networks
to enhance the fusion of neighborhood features. These methods are a component of sophisticated
security measures that utilize Al and machine learning to enhance comprehension and mitigation of
cyber threats by offering a more comprehensive and precise representation of cybersecurity knowledge.
Those studies altogether underline the fact that Al and machine learning play a very important role in
enhancing cybersecurity measures. These works offer robust frameworks efficient in threat detection
and mitigation, as they meet the distinct challenges of IoT environments with modern methods of data
processing. Using cutting-edge methods such as domain adaptation and knowledge graph completion
shows how Al-driven methods can protect the safety and integrity of complicated network systems
from new cyber threats.

4.5.5. Security Framework

Yu and Qian [115] provided countermeasures against cybersecurity threats that significantly
impact the stability of substation networks, further decentralizing the discipline. Such attacks have
strong potentials for operational failures and outages by disrupting critical infrastructural setup. In
light of it, the authors propose a framework combining DevSecOps with AIOps to mitigate such
risks. This framework includes orchestrated response mechanisms, automated threat detection, and
continuous security monitoring. The framework makes substation networks safer by incorporating
security into development processes and using Al for real-time operations. It does this by ensuring
strong governance and proactive defense against sophisticated cyber threats. In a recent study, Quinn
and Shah [114] focused on the homogeneous security of WSNs. This work has been useful in giving
insight as to why WSNs are vulnerable to different security threats. Great emphasis is placed on the
prevalence of Malicious Node Attacks by the various papers that propose different innovative strategies
to detect and mitigate such threats as Sybil attacks, black holes, false data injection, etc. Such systems
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emphasize the success rate of intrusion detection systems that could have sophisticated machine
learning models in detecting and preventing DoS and gray hole attacks. In this research, a very critical
element of key management is being presented in which cryptographic solutions against brute-force
attacks or compromise are proposed. The research investigates strategies for resource optimization to
prevent resource depletion assaults and guarantee the effective use of network resources. Quantum Key
Distribution (QKD) is implemented to safeguard against potential quantum computation capabilities.

4.5.6. Energy Efficiency

Bhanu and Santhosh [110] focused on solving the dual challenges of energy efficiency and security
in Heterogeneous Wireless Sensor Networks (H-WSNs). The various attacks considered here are
mainly based on node capture, where the malicious entities compromise the sensor nodes to disturb
the functionality of the network. In such threats, the proposed OECS-RA algorithm improves the
resiliency of the network by optimizing its energy consumption through efficient clustering and routing
mechanisms. It efficiently defends against different types of attacks, including denial-of-service and
wormbhole attacks, through their secure-hop selection scheme in protecting data transmission. The
algorithm’s energy-efficient clustering and strong security measures in the network enable improved
throughput, dependable communication, and extended lifetime. Thus, this method can have appli-
cations, particularly in real-time fields like medicine and transportation, also business where energy
efficiency is combined with issues of a high level of security.

4.5.7. Conclusion

The variety of topics covered in these different themes—including network management, privacy
and data protection, communication security, advanced security techniques, security frameworks,
and energy efficiency come together to provide a comprehensive overview of present-day develop-
ments and challenges in the cybersecurity domain. Some of the novel approaches at work include
federated learning, multi-sensor data fusion, and rule-based reasoning for improving resiliency and
efficiency in network management against novel cyber threats. The goals of research into privacy
and data protection are to avoid possible leakage of privacy and ensure secure transmission of data
through differential privacy, edge computing, and other deep learning-based frameworks. Security
communication research investigates strategies for defense against eavesdropping and channel access
assaults through game theory for resource optimization and the approaches of physical-layer security.
Advanced security techniques leverage domain adaptation and knowledge graph completion, applied
to mitigate IoT challenges. Enhanced by Al-based machine learning, threat detection is improved.
Security frameworks deal with solutions holistically, emphasizing governance and interoperability;
they encompass a wide array of respective mechanisms for security. Energy efficiency research in
recent times has focused on the optimization of energy consumption and enhancement of security in
heterogeneous WSN through algorithms that integrate energy-efficient clustering with robust security.
Therefore, these studies also put an emphasis on the fact that interdisciplinary approaches and innova-
tion are continuous for the improvement of security, efficiency, and resilience of modern networked
systems. The categories and the number of papers covering each security concern are depicted in
Figure 5.


https://doi.org/10.20944/preprints202505.0438.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 7 May 2025 d0i:10.20944/preprints202505.0438.v1

38 of 45

Network Management

Privacy and Data Protection

Security Frameworks

Category

Communication Security

Advanced Security Techniques

Energy Efficiency

1 1
0 2 4
Number of Papers =
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5. Conclusion

There are several challenges and problems associated with the WSN deployment process, which
are mainly related to energy efficiency, security, and coverage effectiveness. These issues need to
be addressed for better functionality and reliability in WSNs regarding applications such as envi-
ronmental monitoring, precision agriculture, and surveillance for effective performance. In view of
defending against these vulnerabilities, there is an acute need for robust protocols for encryption
and authentication. Further research and innovations in WSN capabilities once again stress their
importance in modern data collection and analysis. This offers a lot of insight and solutions to enhance
understanding in the classification of sensor nodes and the deployment strategies for WSNs towards
more efficient and resilient network design in the future.
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