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Abstract: Wireless Sensor Networks (WSNs) are commonly used to gather and transmit data to an application.

These applications may have specific Quality of Service (QoS) requirements, such as delay, jitter, and packet loss,

etc. In large networks, data transmission to a sink node requires multi-hop routing. It is important to understand

how routing protocols designed for WSNs can meet QoS requirements that involve multiple constraints, typically

end-to-end constraints. Our paper briefly analyzes a set of protocols, including the standardized Routing Protocol

for Low-Power and Lossy Networks (RPL). In RPL, a Destination-Oriented Directed Acyclic Graph (DODAG) is

used to transmit data from sources to a border router. The routing structure is computed based on an Objective

Function, which may be defined for a single QoS metric and not reflect multiple constraints. An analysis of

QoS-constrained routes is proposed to demonstrate that multi-constrained QoS routes from sensors to the sink do

not always form an incast tree. Instead, a hierarchy, which is a generalization of trees, is the appropriate route.

QoS-aware hierarchies can be implemented by a set of DODAGs. However, due to the complexity of computation,

the protocols must be adapted accordingly to ensure practical implementation. We propose offloading the hard

computation tasks to edge servers.

Keywords: wireless sensor network; routing; quality of service; multi-constrained optimization; offloading; MEC

architecture

1. Introduction

Quality of Service (QoS) is a well-known concept that ensures that the parameters and conditions
desired by service users are met. For instance, in cloud computing, the QoS refers to the performance,
reliability, and availability levels that an application and the underlying platform or infrastructure
provide [1]. QoS targets play a crucial role in decision-making related to cloud system management,
capacity allocation, load balancing, and admission control. A service level agreement (SLA) between
the service provider and the user typically outlines the services to be delivered and the expected
performance metrics. An SLA can also specify how this performance will be measured and the
penalties for failing to meet the agreed-upon levels.

In wired communication, such as in telephony, QoS describes various requirements, including re-
sponse time, the probability of communication interruptions and losses, signal-to-noise ratio, crosstalk,
echo, and loudness levels, among others. Recommendations for these QoS aspects can be found in an
International Telecommunication Union (ITU) document [2].

Within communication networks, QoS outlines the essential requirements the network must
provide to ensure satisfactory service for users. It can be specified by conditions that must be met for
effective communication between a source and a destination [3]. The requirements for QoS vary across
different applications, and specific challenges may arise within large backbone networks, as well as in
inter-domain and intra-domain sections (cf. examples in [4,5]), and Local Area Networks.

QoS within wireless Local Area Networks (LANs) is concerned with ensuring optimal network
performance following user-defined requirements. Solutions mainly revolve around prioritizing traffic
types and allocating resources to accommodate varying transmission needs, such as data, voice, and
video. IEEE 802.11e standards, in particular, introduce modifications to the Medium Access Control
(MAC) layer by establishing distinct priority levels—referred to as access categories—for effective
classification and scheduling of traffic. Through the implementation of Enhanced Distributed Channel
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Access (EDCA), which utilizes a modified version of the widely utilized Carrier Sense Multiple Access
with Collision Avoidance (CSMA/CA) mechanism, high-priority traffic has a significantly increased
probability of successful message transmission to the coordinating access point [6].

Several tools at different layers of the OSI protocol help service providers ensure QoS for users
with distinct requirements. Traffic Engineering (TE) manages queues with priorities and various
packet-forwarding strategies, typically at the MAC layer.

Our paper focuses on QoS-aware routing, which aims to compute routes that guarantee specific
QoS criteria. When multiple quality criteria are involved, QoS routing from a source to a destination
leads to the multi-constrained (optimal) path problem (MC(O)P). In this context, the goal is to find a
feasible path that meets the QoS constraints. This problem is NP-complete, meaning that the solutions
proposed in the literature can be time-consuming, and there is no certainty of finding a solution even
if one exists.

The most well-known efficient algorithm for exact resolution is SAMCRA, proposed in [7].
Another algorithm, TAMCRA [8], which limits the number of examined paths, performs computations
with a finite, small probability of missing a path that satisfies all constraints. This study focuses on
QoS routing challenges in Wireless Sensor Networks (WSNs).

WSNs gather data to transmit to applications requiring specific QoS standards, including band-
width, delay, jitter, and packet loss. Data must be sent to a sink node, base station, or border router for
further processing. Common applications include environmental monitoring, health tracking, and
anomaly detection in real-time surveillance and alert systems. Additionally, WSNs may collaborate
with control panels in Cyber-Physical Systems (CPSs). Wireless Multimedia Sensor Networks (WM-
SNs) can facilitate new applications in healthcare, traffic monitoring, and CPSs. They allow for the
visualization of rich content and support complex tasks such as identification and tracking.

Several tools in different OSI protocol layers help the service providers ensure QoS for various
users with distinct requirements. Tools exist in the MAC layer; Traffic Engineering (TE) manages
queues with priorities, different packet forwarding strategies, etc. (cf. in Section 2). Here, we focus on
the QoS-aware routing to compute routes that offer guaranteed end-to-end QoS values. If there are
multiple quality criteria, the QoS routing from a source to a destination leads to the multi-constrained
(optimal) path problem (MC(O)P). In MCP, a feasible path concerning the QoS constraints is asked.
Since this problem is NP-complete, the solutions proposed in the literature are time-consuming, and
there is no guarantee of finding a solution even if the problem is feasible.

The rest of the paper is organized as follows. The next section enumerates selected, related studies
from the large related work. Section 3 gives our model for the multi-constrained path computation
and highlights its main problems. Our propositions are presented in Section 4. A comparison of
the proposed quasi-optimal DODAG computation with two heuristic computations can be found in
Section 5. Conclusions and perspectives close this work.
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Table 1. Key Literature in QoS for WSNs and Related Domains

Reference Main Contribution Limitations/Gaps
Mahadevan et al.
[1999]

Introduced IntServ and DiffServ,
foundational QoS architectures for
TE.

IntServ is resource-intensive and
non-scalable for WSNs; DiffServ
lacks fine-grained control in low-
power devices.

Cisco [2017] Differentiated Services (DiffServ) ap-
proach for prioritizing traffic classes
to meet QoS requirements.

Less suited for resource-constrained
WSNs; focused on Internet-scale net-
works.

Karakus et al. [2017] Provided a detailed overview of
SDN architecture for centralized and
programmable flow management to
enhance QoS.

Overhead in resource-limited WSNs
and latency in centralized SDN de-
signs.

Mostafaei et al. [2018] Highlighted SD-WSN improve-
ments via OpenFlow for QoS pro-
visioning in resource-constrained
environments.

Design flaws identified in SDN-
based WSNs, with high computa-
tional overhead.

Samridhi et al. [2020] Compared SDN-enabled WSNs to
conventional WSNs using RPL pro-
tocol; identified overhead trade-offs.

Limited to small-scale testbeds; lacks
large-scale experimental results.

Chandnani et al.
[2023]

Proposed a hybrid protocol for data
aggregation and reactive routing to
improve QoS at the network layer.

Primarily simulation-based; lacks
implementation in diverse environ-
ments.

Lenka et al. [2022] Suggested k-means clustering with
fuzzy inference-based CH selection
for IoT-enabled WSNs to enhance
QoS.

Computational complexity of CH se-
lection in resource-constrained net-
works.

Benelhourri et al.
[2023]

Proposed an evolutionary genetic al-
gorithm for CH selection in hierar-
chical WSN routing.

Energy overhead during evolution-
ary optimization; potential scalabil-
ity issues.

Gantassi et al. [2021] Combined K-means clustering with
a mobile data collector (MDC) for
QoS improvement in large-scale
WSNs.

MDC introduces additional com-
plexity and latency; mobility opti-
mization is not addressed.

Ghawy et al. [2022] Developed a multi-path protocol us-
ing Particle Swarm Optimization
(PSO) for traffic fairness and load
balancing in WSNs.

PSO may require high computation
time; lacks real-world testing on dy-
namic WSN topologies.

Pundir et al. [2021] Systematic review of ML applica-
tions in QoS provisioning, offering
a comprehensive framework for per-
formance parameter evaluation.

Few real-world implementations; fo-
cus on theoretical aspects of ML in
WSNs.

Afroz et al. [2021] Proposed an energy-efficient MAC
protocol using Q-Learning and adap-
tive modulation for QoS improve-
ment.

Limited to specific scenarios; may
lack scalability in diverse WSN ap-
plications.

Singh et al. [2024] Introduced reinforcement learning
for multi-objective QoS optimization
in edge-enabled WSN-IoT systems.

High computational demand for re-
inforcement learning in real-time set-
tings.
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2. Related Work

Table 2. Summary of Literature Review on QoS in WSNs and IoT.

Ref. Objectives Strength Limitations
[9] Propose IntServ and

DiffServ for QoS-
aware networking.

Differentiated Services
offer scalable and
cost-effective QoS mecha-
nisms.

IntServ is resource-
intensive and not scalable
for WSNs. DiffServ is
less suited for WSN
constraints.

[10] Overview of SDN
concepts and advan-
tages for TE.

Centralized control and
programmability for op-
timized resource alloca-
tion.

SDN introduces addi-
tional overhead and
centralized failure risks.

[11] Hybrid protocol for
routing and data ag-
gregation in WSNs.

Enhances routing effi-
ciency and data collec-
tion.

Not explicitly tested for
energy efficiency in large-
scale deployments.

[12] Propose hierarchical
routing for IoT us-
ing k-means cluster-
ing and fuzzy infer-
ence.

Effective cluster head se-
lection and reduced intra-
cluster communication.

May involve high compu-
tational costs in CH selec-
tion.

[13] Genetic algorithm for
cluster head selection
in WSNs.

Energy-efficient CH selec-
tion and routing.

Fitness function tuning
can be computationally
intensive.

[14] QoS optimization in
6G-enabled WSN-IoT
using reinforcement
learning.

Pareto-optimal solutions
for multiple QoS metrics.

Complexity of simultane-
ous multi-objective opti-
mization.

[15] Systematic review of
ML-based QoS tech-
niques in WSNs.

Comprehensive analysis
of QoS parameters and
frameworks.

Focuses on literature re-
view without detailed im-
plementation.

Traffic Engineering (TE) proposes several tools to help the QoS in networks. Notable examples,
for instance, the classification of flows, the class-based or priority-based, policy-based scheduling
to handle queues, or the flow rate limitations to avoid congestion (e.g., flow control in TCP and
traffic shaping). For reliable communication, acknowledgment-based solutions exist in TCP and the
CSMA/CA mechanism to avoid packet losses. Multi-path routing and duplicating messages using
independent routes can improve fault tolerance and reliability. Intserv and Diffserv [9] are the most
known QoS-aware solutions. Integrated Services (IntServ) is based on an individual reservation
of resources for each flow using the Resource Reservation Protocol (RSVP). In this architecture, all
nodes must implement it and store many states for communications. Hence, this solution is not
scalable, needs high resource consumption on the network nodes, and can not be applied in WSNs.
Differentiated Services or DiffServ is a more affordable solution to meet the QoS requirements on the
Internet. The DiffServ approach operates on the principle of traffic classification, ensuring preferential
treatment for higher-priority traffic classes [16].

The concept of Software Defined Networking (SDN) enables advanced, software-supported
mechanisms. According to [10], SDN is centralized, giving controllers global visibility of the network.
It is programmable, separates the data and control planes, and optimizes flow management and
resources. QoS provisioning becomes simpler and more practical for network administrators using the
OpenFlow standard. In SD-WSNs, the SDN concept proposes the remote configuration of forwarding
elements with forwarding rules for data packets of different flows. The computation is centralized in
the control plane and can improve the operation of WSN [17]. The performance of the conventional
WSN networks using the RPL protocol and the SD-WSNs are compared in [18]. The experimental
results confirm the expected overhead required in an SD-WSN and indicate some design flaws in an
SDN architecture. A review of the TE tools in classic networks and Software Defined Networks can be
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found in [19]. Since sensors have limited capacities and energies, resource-intensive solutions of TE can not be
applied in WSNs.

In WSNs, sensors may be far from the sink, gateway, and BR, and multi-hop communication is
needed with sensors that are often routers as well. Wireless sensors are restricted in energy, band-
width, computing capacity, and storage. WSNs can be installed in difficult, harsh, or even hostile
environments. Sensors can expire, be destroyed, or leave the network. Robustness is needed 1) to
cover the area (eventually multiple times) and 2) for communication (to ensure a redundant topology
and possible self-repair mechanisms). Therefore, routing is a delicate operation. For QoS in a sensor
network, data aggregation and appropriate routing play an important role. The research presented
in [11] introduces a hybrid protocol for data aggregation and routing at the network layer, which
enhances both data collection methodologies and the performance of a reactive routing protocol.

One of the most important applications of WSNs is in the Internet of Things (IoT). The authors in
[12] state that intelligent WSN routing is necessary for IoT to improve QoS. A hierarchical organization
is proposed: k-means clustering is used, and in each cluster, a Cluster Head (CH) is selected using
a fuzzy inference system. The sensors send data packets to its CH, and CH nodes send them to the
sink node. To select appropriate CHs, an evolutionary (genetic algorithm) based routing algorithm
with a new fitness function is proposed in [13]. The study in [20] presents a hybrid protocol that is a
combination of the K-means method and mobile data collector (MDC) to improve the QoS of clustering
protocols in Large-Scale Wireless Sensor Networks (LSWSNs). The objective is to enhance the election
of CH (to reduce energy consumption in CHs). In addition, a mobile data collector is used as an
intermediate node between the CH and the BS. For WSN-based IoT applications with a large volume
of traffic loads and unfairness in network flow, a Particle Swarm Optimization (PSO) is proposed to
develop a multi-path protocol [21].

The literature contains several propositions using Machine Learning (ML) techniques for QoS.
ML is a good technique that improves with training, study, observation, or past data and predicts
the outcome or behavior based on the collected data. A systematic review is presented in [15]. This
study also provides a framework for the performance parameters. The QoS parameters are scalability,
throughput, energy, latency, packet loss ratio, packet error ratio, reliability, availability, maintainability,
bandwidth, jitter, cost, bit error rate, periodicity, priority, deadline, confidentiality, integrity, safety, and
security.

In the realm of next-generation 6G-enabled devices, QoS is critical. It ensures exceptional network
performance and significantly enhances the end-user experience. A reinforcement learning-enhanced
multi-objective optimization for QoS management in edge-enabled WSN-IoT is proposed in [14].
The concerned objectives, such as energy use, latency, throughput, and coverage, are simultaneously
optimized to obtain Pareto-optimal solutions.

2.1. QoS Routing Protocols

Comprehensive surveys have been conducted to review QoS-aware routing protocols for WSNs
[22–24]. Figure 1 presents a classification of various protocols. This classification distinguishes
between hard and soft QoS requirements, as well as probabilistic and deterministic models. Another
classification in [25] categorizes protocols into data-centric, self-organizing, hierarchical, location-
aware, network flow, and QoS-aware categories.
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Figure 1. A classification of QoS routing in [22]

QoS requirements are typically based on multiple parameters or metrics. Desired QoS outcomes
can be expressed as constraints, indicating that the relevant QoS parameters must fall within specified
intervals. A set of these constraints is the most straightforward way to describe QoS. Additionally,
objective functions can be formulated to identify the preferred paths.

In [26], the authors distinguish primary and composite metrics. The combination of multiple
primary routing metrics gives a composite one that can lead to the optimization of more than one
performance aspect. The proposed combinations are a weighted sum or a lexical combination of
primary metrics. This latter needs a clear prioritization of the metrics inspected with strict priority.
The paper [27] specifies simple routing metrics and some combinations to create combined, composite
routing metrics. Based on a routing algebra, the authors prove that the routing protocol converges to
optimal paths and can be used successfully in the RPL protocol.

RPL is a standard routing protocol that builds a multi-hop, tree-based mesh topology over lossy
links. It primarily facilitates the transmission of data from sources or sensors to sinks or Border Routers
(BRs). This standard IPv6 routing protocol defines the distributed construction of routes through an
objective function (OF), which is responsible for selecting the optimal links for the route map. However,
RPL is susceptible to challenges associated with mobility and reliability.

An efficient, adaptive link-quality estimation (LQE) is essential to select the best routing path
under time-varying network conditions. A reinforcement learning-based link quality estimation can
be found in [28]. In [29], for the multi-constrained QoS routing in Low-Power and Lossy Networks
(LLNs), using RPL, a new Objective Function (OF) and two heuristic routing algorithms with QoS
constraints for LLNs are proposed. The non-linear length can consider any number of metrics and
constraints for QoS routing, and it is defined as follows.

Definition 1. Let w⃗(e) and L⃗ be the vector of K link values in the edge e and the vector of the tolerated K values
on the QoS paths. The non-linear length (NL) of a path P is a scalar

wNL(P) = max
i=1,..K

∑e∈P wi(e)
Li

2.1.1. Non-Linear Length and RPL Related Protocols in WSNs

The authors in [30] compute an auxiliary edge weight wa(e) = maxi=1,..K
wi(e)

W for each edge e
with a constant value W. As indicated in the paper, it is possible to replace this constant by Li. One can
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consider the auxiliary weight as a ”projection” of the non-linear length on the edge. A shortest path
calculation is performed using this weight to find the QoS paths.

A method compatible with RPL and based on the non-linear length has been formulated in [29].
In the DODAG construction, each node is supposed to store the weight vector computed from the sink
to this node (the DIO message contains the cumulated weight vector). The node is the preferred parent
among the feasible ones, ensuring the node’s minimal non-linear length. The decision is sent to the
neighbors. This algorithm connects all nodes in the sub-tree rooted at the node to the root with the
same path (which is not always a feasible solution for certain nodes).

[31] discusses modifications to determine the best paths for all nodes, ideally arriving at an
optimal solution. The primary changes involve a mechanism based on deferred decisions. Nodes need
sufficient time to gather alternative paths from potential parent and child nodes. This approach ensures
that all necessary information is available for making optimal decisions. Note that this solution requires
significant computing power and adds important delays before the system’s reaction. Additional
changes are also discussed by limiting the number of examined paths by an integer value k (similarly
to the computation in [8]). The results illustrate that the exact route computation is not recommended
with the resources of LLNs.

Key issues related to our topic include the infeasibility of QoS requirements, inadequate formu-
lation, oversimplification, the homogenization of heterogeneous cases, dynamic networks, unstable
routes, and severe overload, among others.

Noteworthy solutions to address these issues include traffic classification, prioritization, central-
ized computation, leveraging fog and edge resources, hierarchical organization, clustering, machine
learning techniques, and multi-path routing.

The following section specifies the purpose of our recent investigation on the QoS routing in
WSN.

3. Model & Problem Formulation

A graph model represents the network topology to formulate the fundamental routing decision
problem.

3.1. Graph Model

We suppose wireless communication. The graph nodes correspond to sensors, relays, actuators,
sinks, etc. To simplify, we suppose the sources are sensors, which can also be relays, and the sinks are
gateways/Border Routers. Two nodes can directly communicate within each other’s communication
range. In large networks, sending messages directly to sinks is impossible, and multi-hop communica-
tion is necessary. We suppose symmetric communication links. Under this hypothesis, the topology is
represented by an undirected graph G = (V, E) (a digraph is in the case of asymmetric links). Positive
values of QoS-related metrics are associated with the edges in E. Note that important QoS-related
metrics and constraints, such as the remaining energy and the state of the routers, can also be used for
routing. However, this study focuses only on the QoS path computation based on link values.

Table 3. Glossary of Modeling Terms

Term Description

G = (V, E) An undirected graph representing the topology (a digraph is in the case
of asymmetric links).

w⃗(e) The vector of K link values in the edge e.
L⃗ The vector of the tolerated K values on the QoS paths.
wNL(P) The scalar non-linear length of a path P .
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The most commonly used metrics and their types are mentioned in the RFC6551 [32]. Metrics
can be either aggregated or recorded. The values characterizing a path can be derivative, cumulative
values from the link values. In a nutshell, metrics are categorized into

Additive metrics: the value associated with the path is the sum of the link values ( e.g., the delay).
Multiplicative metrics: the path value is the product of the link values (e.g., the probability of the

transmission without losses).
Bottleneck-type metrics: the most critical link value characterizes the path. (e.g., the bandwidth).
Our work focuses on aggregated additive metrics. The routing decision aims to find QoS-aware

paths (a set of paths) from the sources to the sinks. This objective is formulated mainly in two ways.

3.2. Multi-Objective vs. Multi-Constrained Routing

In the multi-objective formulation, more than one objective function is established to be optimized
simultaneously. For instance, one is to minimize the cost, and the other is to maximize the bandwidth.
These objectives can be contradictory; the path that minimizes cost may not be the best for bandwidth,
and vice versa. A solution is considered Pareto optimal if no objective can be improved without
compromising at least one of the others. There may be several Pareto optimal solutions for a given
problem. Readers can find related routing analyses in [33] and examples in [34]. Additionally, multiple
metrics can be combined into a composite metric, allowing multi-objective research to be reformulated
as a single-objective optimization problem.

Multi-constrained routing is a key driver to support QoS for real-time multimedia applications in
wireless mesh networks (WMNs) [34]. The model corresponds to the well-known multi-constrained
path problem (MCP). The objective of MCP is to find a feasible (or, in some cases, optimal) path
concerning a set of QoS constraints. Since this problem is NP-complete, the solutions proposed in the
literature are either time-consuming or do not guarantee finding a solution, even if the problem is
feasible. Some of the most efficient algorithms are the mentioned SAMCRA and TAMCRA algorithms.
Examples of routing protocols can be found, for instance, in [29,35].

The paper by Shin et al. [34] is notable for proposing a multi-constrained routing protocol that
identifies problematic links responsible for QoS degradation and replaces them with an alternative path
through a local repair mechanism. Multiple objectives and constraints can be integrated to delineate
the goals of the routing process [36].

3.3. Targeted Challenges

We are focusing on the problem of the multi-constrained routing from sensors to sinks/BRs.
Since the RPL protocol is a standard, our investigation is mainly concerned with this protocol. RPL
constructs a strict, tree-like, destination-oriented, directed acyclic graph for routing. The set of paths
from the sensors to the sink/BR comprises a directed incast route. It is known that, under multiple
QoS constraints, it is not always a directed tree [29].

Challenge 1: A unique DODAG can not satisfy the QoS from all sensors.
A single DODAG may not always be sufficient for multi-constrained QoS routing in a given WSN
and QoS requirement. Figure 2 illustrates that a DODAG can not work for all nodes, even in a small
domain. Suppose we have two additive QoS parameters (e.g., delay, cost). The maximal tolerated
values (the QoS limits at BR) are LT = (13, 13), and the link values are indicated in the figure. Only
the indicated blue and red QoS paths from nodes E, F, and G to BR can be used. There is no single
QoS-compatible DODAG from these nodes to the BR. Nodes B, C, and D are in both QoS paths; they
can use the blue or red path to send messages to the BR. Conversely, the routing decision for messages
coming from children is not simple at these nodes. For instance, at node C, messages from node E
must be outed to node D, but messages from F must be transmitted to B.
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Figure 2. An example of QoS-aware paths from sources to a BR

Challenge 2. Paths from sensors far from the BR may not meet QoS demands.
Let LT = (11, 11) represent the vector of the QoS requirements in the network shown in Figure 2. None
of the routes from nodes E, F, and G to the BR fulfill this QoS requirement. Routes from nodes E, F, and
G to the BR satisfy this QoS requirement.

Challenge 3: The optimal DODAG under QoS constraints is NP-hard.
Assuming that distances are calculated using a non-linear length function based on multiple additive
metrics, the DODAG can be viewed as a minimum cost diameter-constrained arborescence directed
from its non-root nodes (sources) to the root node (BR). The undirected version of this problem, which
involves only one additive hop distance, is known to be NP-hard [37]. Furthermore, the minimum cost
r-arborescence problem, where r refers to the root node, is also NP-hard [38]. We conjecture that the
problem of directed diameter-constrained r-arborescence using non-linear weights is also NP-hard.

4. Propositions

Recognizing that RPL is the standard routing protocol for LLN, this study aims to enhance
its applicability in challenging QoS routing conditions through targeted modifications. One viable
solution to mitigate the challenges associated with device limitations in WSNs is to offload tasks
to external devices. This approach not only optimizes performance but also extends the network’s
capabilities.

4.1. Architecture for Offloaded Route Computation

While cloud resources are frequently utilized in various applications, their physical distance from
WSN devices can result in unacceptable latency for applications that require stringent QoS. The issues
inherent in cloud computing are emphasized in [39]. Data centers often struggle to accommodate the
rapid growth of extensive data volumes.

The computational load at the data centers is reduced by solving problems locally, following the
Fog and Edge Computing technique, which can also provide a distributed, reduced computational
load at the data center networks. Mobile Edge Computing (MEC) is a promise for offloading tasks
with stringent delay requirements and computing at the edge of networking technology. Figure 3
depicts a potential global architecture for this model. MEC seeks to leverage the physical proximity to
end devices, thereby minimizing latency, ensuring efficient network operations, and enhancing the
overall user experience.
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Figure 3. Global architecture of Cloud-MEC-IoT systems [40]

A review paper [41] presents the research status of task offloading in WSN in an edge computing
environment. As indicated in [42], computation offloading using MEC can help notably the tasks of
smart and mobile nodes. It can significantly improve the performance of WSN, taking the functions of
computation and based on energy and storage services of edge servers.

The deployment of Edge Computing produces new challenges. Since the applied architectures and
task offloading strategies can impact the applications’ performance differently, finding good parameters
for scheduling the offloaded tasks on the edge-cloud system is a challenging optimization [43,44].
Energy-efficient computation offloading decisions are also challenges. In [40], a cloud-assisted edge
computing framework in an IoT environment is presented. A comparison of Fog Computing, Cloudlet,
and Mobile Edge Computing implementations can be found in [45].

4.2. Centralized Route Computation, Protocol CeRPL

Since the computation of QoS-aware paths can be expensive and an important quantity of paths
may exist, the distributed computation of the DODAG by the small elements is difficult, and feasible
paths can be lost with the local parent selections. Moreover, in the case of conflicts (e.g., when paths
from different children need different parents, cf. the example illustrated in Figure 2), a broad overview
of the domain can be useful.

Offloading the computation of a good (possibly optimal) DODAG or a good set of DODAGs
satisfying the QoS requirement between the BR and the source nodes is a promising solution. The
functioning and computation separation is founded on the following elements.

1. QoS aware route computation based on the topology graph and the QOS requirement.
2. Configuration/reconfiguration of the network.
3. Monitoring of the network, advertisement of changes.
4. Functioning, data gathering using the classic mechanism of RPL.

4.2.1. Route Computation

Since the optimal DODAG computation is NP-hard, the computation targets a ”good” solution.
The offloaded computation has three steps:

1. Computation of paths corresponding to the QoS requirement,
2. Construction of DODAG(s) from the paths.
3. Adding redundancies to ensure robustness.
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Conceptually, the following categories of paths are distinguished:

• feasible paths, those that correspond to the end-to-end constraints,
• dominated paths, those that are dominated (in the sense of Pareto), and
• ready paths, those that can not have feasible successors by adding adjacent edges.

Corresponding to the first step, Algorithm 1 in the Appendix describes the centralized computation of
the QoS-aware paths in the reverse direction: from the sink/BR to the sources. The direction of the
paths is changed at the end of the computation.

The algorithm stores in an array the feasible paths from the BR to the nodes The element P[n]
contains the paths for the noden. Initially, a fictive, zero-weighted path is created for the BR. It is
marked as not ready. Then, a loop ”while” iterates over the nodes and the paths to the nodes. If a
path is not ready, its successor paths are created. If a successor path is feasible, it is stored for its
”destination” node. It is indicated as a dominated path if another path at the last node dominates the
new path. A new path is always stored as a ”not ready” path (its possible successors must be analyzed
later). Not feasible paths are not stored. After the evaluation of its successors, a path becomes ”ready”
to avoid useless future assessment. A faster version of the computation can be obtained by restricting
it to store only the non-dominated paths instead of all feasible paths. In this case, the dominated paths
are not marked but deleted (Lines 28-29).

Based on the set of feasible paths, the second step concerns the construction of the DODAGs.
First, a first arborescence is built. The optimal DODAG (or the set of DODAGs) is difficult to compute;
all feasible path combinations must be examined. To avoid this, a greedy algorithm is applied (cf.
Algorithm 2). The set of stored paths of the nodes is examined, and the paths are examined in increasing
order of minimal non-linear lengths. If there is no conflict between the DODAG under construction
and the candidate path, the path is added to the DODAG.

The conflict is detected as follows:
a) A common prefix of the path and the DODAG is computed starting from the BR. Let LN be the last
node of this prefix (if there is no common prefix, LN = BR).
b) The second part from LN of the new path is analyzed. There is a conflict if there is a common node
with the DODAG.
If no conflict is detected, the path is added to the DODAG. The result is an acyclic graph directed from
the BR to the leaves. For RPL, the direction of the arcs is reversed.

A conflict is illustrated in Figure 4. Adding the path P2 to the existing DODAG makes the routing
decision impossible at the node f . To satisfy the QoS constraint, the parent node on the path from d
to the BR is c, and from h, the parent is the node e. The indicated paths can not belong to the same
DODAG. If the computed DODAG does not cover all nodes having a feasible path in the domain, new
DODAG(s) must be constructed using the same algorithm but based only on the node’s feasible paths.

b

c e

f

g

P2

BR

d h

a

P1 on the
DODAG

Figure 4. Conflict between a path P2 and another P1 existing one on the DODAG
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In the next part of the construction, redundancies are added to the trees to help the local repair
mechanism while operating the routing. Paths from the leaves up to the BR are examined to search
for alternative parents. Let a be a node on the examined path with rank k (the node’s rank is its hop
distance from the BR). Let L⃗a be the vector containing the maximal link values from the leaves in the
sub-tree rooted in a. Let b an adjacent node of a on a path different from the path of a with a rank at
most k. Let L⃗a,b and L⃗b be the vector of QoS metrics on the arc (a, b) and on the path from b to the BR
respectively. Suppose that L⃗ gives the end-to-end QoS requirement. If L⃗a + L⃗a,b + L⃗b ≤ L⃗, then the arc
(a, b) can be added to the DODAG as an arc going to an alternative parent node (to the node b). The
computation is given by the pseudo-code of Algorithm 3.

4.2.2. Configuration of the Network

The network must be (re)configured initially or later when modifications occur and a new set of
DODAGs is available. The reconfiguration must delete some old connections and set up the new ones.
A good reconfiguration process should not interrupt the existing communications to the BR, and it
should be as fast as possible. Some studies can be found on the reconfiguration process for paths and
trees (multicast trees in optical networks) [46,47].

The reconfiguration generally follows a schedule. A subset of (independent) nodes can be
reconfigured at each step. The list of nodes to be reconfigured (gray nodes in Figure 5) is given. In
the complementary node-set, the nodes have the same parent configuration in the two DODAGs. A
particularity of the DODAGs is that the new configuration setup simultaneously removes the old one.
The existing traffic will not be interrupted while the new connection is established.

The edge servers calculate the new DODAG. We suppose that this DODAG contains a feasible
path to each covered node. The old version is also available on the server if it is a reconfiguration.
Figure 5 shows the two (Old and New) topologies. Let the reconfiguration be considered. As the figure
indicates, a subset of nodes must be reconfigured, while others can keep their old configuration. (The
first configuration is a particular case; all nodes must be changed.)

NewOld

BR

A B C D

E F
G

H

I

J
K

BR

A B C D

E F
G

H

I

J
K

L L
M M

N N

X

Figure 5. Reconfiguration of a DODAG

A greedy, priority-based, and downstream reconfiguration is proposed. The procedure starts
from the BR, configuring the nodes to be modified rank par rank. First, the nodes without parents
must be configured. This downstream method does not interrupt the sending of messages to the BR: at
each step, a path is established between the nodes in the Old DODAG and the BR.

4.2.3. Monitoring of the Network

The WSN must guarantee operation without interruptions and meet the QoS requirements for
QoS-aware applications. If there are topology changes (due to mobility, disappearance of nodes, or
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important changes of QoS link values), advertisements for the edge servers are needed. If a local repair
can correct the problem, no intervention is needed from the servers. The changes are indicated thanks
to monitoring. Since the availability of the nodes and the quality of the communications (the link
values) should be controlled, active monitoring is applied [48]. To balance the power load of monitors,
an alternated and scheduled set of active monitors is applied [49]. The measured values are sent to the
BR (and edge servers) using a dedicated simple DODAG.

4.2.4. Functioning

When the RPL Instances and DODAGs are configured, the network works as a 6LowPAN network
and the data gathering and sent to the BR correspond to the normal functioning of RPL.

Note that the protocol is suitable for applications where finding multiple feasible paths is impor-
tant (e.g., networks where fault tolerance or alternative paths are needed).

5. Experimental Analysis of Algorithms

We tested three solutions: the offloaded computation of the quasi-exact solution described in the
previous sections (indicated as EX in the following) and two constructions based on different objective
functions: the auxiliary weight-based construction of a DODAG [30] (indicated as heuristic H1), and
the construction using the non-linear length of the paths to parent nodes [29] (indicated as H2 in the
following). The two DODAG constructions were realized in parallel with the offloaded computation
(by simulating the cooperation of nodes and not in a network simulator).

For the objective function of H1, we assumed that the auxiliary weights could be used as a simple
additive metric, and a shortest path tree rooted at the BR was computed. For H2, we assumed that
all cumulative non-linear lengths at the potential parent nodes are available, and the parent with the
minimal non-linear length is selected for each node. The WSN topology was generated as follows:

1. the coordinates of the nodes have been generated randomly inside a square
2. the links between the nodes within each other’s communication range have been created, and k

independent random link values have been associated with each link.

For the algorithms, we used C++ and the Leda library [50].

5.1. Parameter Settings

Some parameters of the topology were variable: the dimension of the square, the number of nodes
inside the square, the number and the position of the BRs, and the communication range of the nodes
(we supposed homogeneous ranges).

The number of links in the graphs was not deterministic since the node’s positions were generated
randomly. Moreover, we generated k uncorrelated random link values from an interval (minv, maxv),
and a tolerated maximal QoS value L was also defined for each computation. In each experiment
presented hereafter, we indicate the varied values.

5.2. Runs & Results

5.2.1. Effect of the Harshness

In the first case, we examined the results of the three DODAG computations regarding the
harshness L. The WSNs were placed inside a square of 100 * 100, and the communication range of
nodes was 20. The random topologies were generated with 60 nodes (including a fixed BR in the center
of the network). All link parameters were set using the uniform distribution from the interval (0, 5).
The QoS requirement L varied from 9 to 14. For each configuration, the computations were performed
20 times. The results in Tables 4 and 5 are average values of 20 runs. The tables illustrate the loss of
QoS-aware sensors using the greedy heuristic algorithms compared to the exact solution. The spanning
trees (the DODAGs) computed by the greedy algorithms cover all accessible sensors, but some sensors
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can not meet the QoS requirement. It is also shown by the maximal non-linear lengths, which can be
important for these sensors. The best paths can not always be grouped into one DODAG, probably
because paths cross (cf. Figure 4). Note that in the offloaded exact computation, further DODAGs can
be computed, and all ”feasible” nodes can be covered. The table indicates only the number of nodes
covered by the first DODAG.

Table 4. Number of nodes with feasible and non-feasible paths by varying the QoS requirement L

L Connected feasible non-feasible nodes in the non-feasible non-feasible
to the BR nodes (EX) nodes (EX) first DODAG nodes using H1 nodes using H2

9 55,85 41,9 13,95 35,9 17,25 15,3
10 55,85 41,85 14 37,1 16,2 14,85
11 56,1 49,1 7 40,75 10,9 8,5
12 56,7 52,65 4,05 45,45 6,1 4,9
13 55,85 50,95 4,9 43,25 6,5 5,85
14 57 53,9 3,1 44,95 3,9 3,7

Table 5. Non-linear lengths by varying L

L avr NL avr NL avr of max max NL avr NL avr of max NL max NL
with EX with H1 NLs in H1 with H1 with H2 NLs in H2 with H2

9 0,86868405 0,7970677 1,7778945 2,70073 0,7702697 1,7467435 2,62914
10 0,86217155 0,7661964 1,6855505 1,70626 0,7437832 1,600896 3,07739
11 0,8869539 0,6627487 1,4499615 2,06338 0,6373038 1,3756695 2,01094
12 0,8927291 0,5788719 1,28033855 2,29483 0,5586699 1,2328301 2,36877
13 0,8978134 0,59460195 1,2450855 2,34292 0,5738024 1,21144645 2,35253
14 0,90484325 0,52155955 1,2165917 1,81337 0,5088827 1,1766933 1,80848

Figure 6. Number of feasible / non-feasible source nodes with different QoS requirements L

5.2.2. Effect of the Number of QoS Parameters

In this paragraph, the number of the additive link parameters was varied. As in the previous
case, 60 nodes with a communication range of 20 were randomly placed inside a 100 * 100 square.
The existing links were associated with 2,3,4, and 5 uncorrelated values. Each value was randomly
generated from the interval (0, 5), and the QoS requirement L for the paths was equal to 10. The results
in Table 6 are also averages of 20 runs. The first part of the table indicates the average number of
feasible and dominated paths during the computation. The second part shows the performance of the
three algorithms.
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Table 6. Number of feasible and non-feasible nodes/paths by varying the number of parameters

number feasible dominated
of par paths paths

2 2490,2 657,5
3 666,5 165,7
4 404,5 71,4
5 382,65 57,8

number feasible nodes in feasible non-feasible feasible non-feasible
of par nodes (EX) DODAG nodes (H1) nodes (H1) nodes (H2) nodes (H2)

2 43,65 39,85 40,85 15,95 42,55 14,25
3 36,95 32,9 31,9 24,15 35,35 20,7
4 34 30,6 30,45 25,55 33,05 22,95
5 31,35 28 27,85 29,1 29,45 27,5

Following the results in Table 6, the number of uncorrelated QoS parameters influences the
number of feasible solutions. Increasing this number from 2 to 5 shows that the number of overall
feasible paths decreases. In parallel, we can observe from Table 7 that the non-linear lengths from the
source to the BR increase by increasing the number of parameters. That is, there are fewer and fewer
paths that can satisfy the QoS constraints simultaneously by increasing the number of constraints.

Table 7. Non-linear lengths depending on the number of QoS parameters

number feasible avr NL avr NL max NL avr NL max NL
of par paths (EX) with EX with H1 with H1 with H2 with H2

2 43,65 0,86887645 0,76564 1,6954283 0,73822055 1,60968735
3 36,95 0,86503695 0,88879065 1,809788 0,8404888 1,737761
4 34 0,85768205 0,9211531 1,842404 0,88596795 1,727532
5 31,35 0,85400845 1,08513055 2,2432795 1,04401305 2,0862665

Figure 7. Number of feasible / non-feasible nodes depending on the number of QoS parameters

5.2.3. Effect of the Number & Placement of BRs

If there are multiple BRs, the data satisfying the defined QoS requirement can be collected
from a larger set of sources (sensors). The QoS-aware paths can cover more sensors. If the BRs are
placed carefully, the number of sources covered by QoS-aware paths linked to at least one BR can be
considerably increased. Careful sizing of data collection involves a thorough analysis of the network
geometry (the number and placement of sensors, communication ranges, and existing links). Based
on these elements and the QoS requirement, the number and position of the BRs needed can be
determined. Methods such as the well-known K-means and/or the distance-based decomposition
of Voronoï can be useful. In our work, we limited the analysis to two simple cases. In all cases, the
dimension of the observed square was 100* 100. In the first case, 60 sensors with a communication
range of 25 were installed. The nodes were highly connected, the first column in Table 8 indicates that
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the number of sensors not connected to the (first) BR can be neglected. There are approximately 50
feasible nodes with only one BR, and the number can reach 57-59 (on 59 nodes) with multiple BRs.
Since there are several feasible nodes with only one BR, the improvement by applying further BRs is
slight. The right part of Table 8 illustrates the cases where four BRs were added successively to the
same network. This part indicates the detailed progression corresponding to the last line in the left
part of the table. The second experiment concerned 120 nodes with a small communication range (12
here). As the results indicate, an important set of nodes is not connected to the first BR. First, only 20 -
25 nodes are feasible on 120 nodes. Using 2 to 4 BRs, the number of feasible nodes and the number of
nodes in the first DODAG computed by the offloaded algorithm increase considerably.

Table 8. Illustration of the effect of multiple BRs

1st case number not conn. feasible with feasible active coverage nodes
of BRs to the first BR the first BR finally BRs from 4 successive in DODAG

nb of 1 0 57,05 57,05 1 48,3 50,55
nodes=60 2 1,35 50,2 57,5 2 58,05 48,55

3 4,3 46,8 57,9 3 58,05 46,35
range=25 4 5,1 48,3 59 4 59 53,5

2nd case number not conn. feasible with feasible active coverage nodes
of BRs to the first BR the first BR finally BRs from 4 successive in DODAG

nb of 1 48,15 25,35 25,35 1 21,5 22,65
nodes=120 2 54,85 19,5 39,8 2 41,85 27,1

3 67,95 20,7 43,3 3 61,15 28,35
range=12 4 56,8 21,5 82,35 4 82,35 45,9

Figure 8. The effect of the number of BRs depends also on the QoS requirement

6. Conclusions & Perspectives

Since computing QoS paths matching several constraints is hard for small devices, offloading
from sensors executing RPL to edge servers is a solution. Even though the calculations are generally
difficult, they are feasible in the edge servers for several hundred nodes. If the QoS requirement is
relatively low and/or the density of the nodes is high, the number of feasible paths is high. Limiting
the number of feasible/dominated paths can accelerate the computation of a near-optimal DODAG.

Tests comparing three DODAG computations show that combined-length-based and classic
DODAG constructions can introduce loss of feasible QoS paths. Quasi-optimal computation can lead
to path crossings (which is impossible with a simple DODAG in RPL). To solve the conflicted routing
problem in the cases of path crossing, multiple DODAGs must be used.

The tests also indicate that dimensioning a WSN under QoS agreement is a careful task. The
topological data, the density of the nodes, the intensity of the interference, etc., need prudent analysis.
The performance of the network can be improved, the asked QoS can be ensured by increasing the
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number of equitably placed BRs. The offloaded computation can also solve the dimensioning and the
calculation of good sensor clusters when multiple BRs are available.

Future investigations can improve the offloaded computation.
If the number of feasible and/or non-dominated paths is important, a k-limited, TAMCRA-like com-
putation can alleviate and accelerate the DODAG computation. Future analysis is needed to decide
when the alleviation is needed (e.g., by finding a threshold).
The optimal DODAG computation based on the optimal paths is an NP-hard task. Further investiga-
tions are needed to find good heuristics.
For the reconfiguration of large networks a fast method is needed to schedule the changes without
losing communications.

Appendix A

Algorithm 1 Computation of the QoS aware paths

Require: h The topology graph G = (V, E), with the coordinates (xn, yn) of the nodes n ∈ V, and a

vector w⃗e of QoS values of edges e ∈ E
Ensure: An array P of sets Pn of feasible paths from the BR to each node n ∈ V \ BR

1: global variables
2: complete, bool
3: n, v, w, node
4: e, edge
5: OP, NP, Path
6: P[|V|], array of set of Paths

7: for all n ∈ V do
8: Pn ← ∅
9: end for

10: create a fictive path PA f with the single node BR
11: PBR ← PA f
12: complete← false
13: while ¬complete do ▷ While there are not yet evaluated paths
14: complete← true
15: for all n ∈ V do
16: set of edges A← adjacent_edges(n)
17: for all path OP ∈ Pn do
18: if viewed(OP) then
19: break
20: end if
21: for all edge e ∈ A do
22: w← target(e)
23: NP← concatenation(OP, e) ▷ a new path
24: if f easible(NP) then
25: if dominated(NP) then
26: mark_dominated(NP) ;; mark NP as dominated
27: end if
28: add(P[w], NP)
29: mark_dominated_paths(P[w], NP) ▷ mark paths dominated by NP
30: complete← false
31: end if
32: end for
33: mark_viewed(OP)
34: end for
35: end for
36: end while

return P
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Algorithm 2 Computation of the DODAG(s)

Require: The topology graph G = (V, E), the array P of set of QoS paths per nodes
Ensure: A set of DODAGs SD

global variables
a, n node
QoSN node set
PA, PF , PR Path
D graph ▷ DODAG: a directed graph D = (VD, ED)
SD set of graphs ▷ The resulted DODAGs
QoSN ← ∅
for all n ∈ P do ▷ For the nodes covered in P

QoSN ← QoSN
⋃{n}

end for
SD ← ∅ ▷
while QoSN ̸= ∅ do

VP ← ∅ ▷ A new empty DODAG
for all n ∈ QoSN do

if n /∈ VP then
PA← nil
while PA = nil ∧ Pn ̸= ∅ do

PA← minN L(n) ▷ the path with minimal non-linear length
PF ← commonpre f ix(D, PA)
PR← di f f erence(P, PF) ▷ The part of PA after PF
a← common− node(PR, D) ▷ PA crosses D in a
if ∄ a then ▷ There is no conflict

VD ← VD
⋃{nodesinPR}

QoSN ← QoSN \ {nodesinPR}
ED ← ED

⋃{edgesinPR}
end if

end while
end if

end for
SD ← SD

⋃
D

end while

return SD

Algorithm 3 Add redundancies to a DODAG

Require: The topology graph G = (V, E), a DODAG D = (V, ED)
Ensure: The modified DODAG D

global variables
a, b node
Adj node set
for all a ∈ D do ▷ For the nodes covered by D

Adj← adj− nodes(n)
for all b ∈ Adj do

if b ∈ ED ∧ L⃗a + L⃗a,b + L⃗b ≤ L⃗ ∧ rank(a) ≥ rank(b) then
ED ← ED

⋃{(a, b)}
end if

end for
end for

return D
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