
Article Not peer-reviewed version

A Model For Financing The Process of

Education Informatization, Taking Into

Account Computer Security Within The

Framework Of A Differential Quality

Game

Arkadii Chikrii , Kaiyrbek Makulov , Volodimir Malyukov , Berik Akhmetov , Valerii Lakhno , Inna Malyukova ,

Bagdat Yagaliyeva *

Posted Date: 30 December 2024

doi: 10.20944/preprints202412.2371.v1

Keywords: higher education; informatization; cybersecurity; game theory; scenarios; resources; optimal

strategy

Preprints.org is a free multidisciplinary platform providing preprint service

that is dedicated to making early versions of research outputs permanently

available and citable. Preprints posted at Preprints.org appear in Web of

Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0

license, which permit the free download, distribution, and reuse, provided that the author

and preprint are cited in any reuse.

https://sciprofiles.com/profile/874312
https://sciprofiles.com/profile/4105245


 

 

Article 

A Model for Financing the Process of Education 

Informatization, Taking into Account Computer 

Security Within the Framework of a Differential 

Quality Game 

Arkadii Chikrii 1, Kaiyrbek Makulov 2, Volodimir Malyukov 1, Berik Akhmetov 2,  

Valerii Lakhno 3, Inna Malyukova 4 and Bagdat Yagaliyeva 5,* 

1 Department of optimization of controlled processes of the V. M. Glushkov, Institute of Cybernetics  

of the National Academy of Sciences of Ukraine, 01011 Kyiv, Ukraine 

2 Department of Computer Science, Caspian University of Technology and Engineering named after. Sh. Yesenova, 

Aktau 130000, Kazakhstan 

3 Department of Computer Systems and Networks, National University of Life and Environmental Sciences  

of Ukraine, 03041 Kyiv, Ukraine 

4 Rating Agency “Expert-Rating”, Lead Analyst, 04073 Kyiv, Ukraine 

5 Global Education and Training, iSchool at Illinois, University of Illinois at Urbana Champaign,  

Champaign, IL 61820, USA 

* Correspondence: bagdat.yagaliyeva@gmail.com or bagdaty@illinois.edu Tel.: +1-217-778-9141 

Abstract: This article proposes a game-theoretic model for financing the informatization of education, taking 

into account aspects of university cybersecurity. The model emphasizes the financial interactions between the 

players. The relevance of the study is due to the increasing interdependence between the quality of education 

and the provision of cybersecurity in universities, which requires the optimization of resources to create a secure 

and innovative educational environment. The novelty of the model lies in the use of a differential game of quality 

with a bilinear structure, where the financial states of the participants are described by a system of differential 

equations. In this formulation, the model allows for the determination of preference sets and optimal strategies 

for players, which has been demonstrated in a computational experiment. The visualization of the preference 

set for the first player, the cybersecurity center (CSC), demonstrates the applicability of the model for solving 

practical problems of financing the informatization of the educational process, taking into account the tasks of 

ensuring its cybersecurity. 

Keywords: higher education; informatization; cybersecurity; game theory; scenarios; resources; 

optimal strategy 

 

1. Introduction 

The quality of higher education (HE) plays a crucial role in a nation's progress, forming the 

foundation for the training of highly qualified specialists capable of ensuring the sustainable 

development of the economy and society of the Republic of Kazakhstan (hereinafter referred to as 

RK) for many years to come. In the era of rapid digitalization and the introduction of information 

technologies (IT) into educational processes, higher educational institutions (HEIs) of Kazakhstan face 

new challenges, including those caused by cybersecurity (CS) problems and information protection. 

The relevance of this project is due to the growing need for innovative approaches to improving 

the quality of HE in the context of the digital transformation of the RK economy. This transformation 

not only opens up new opportunities for education but also creates new risks that require careful 

analysis and management. 

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and 
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In light of these challenges and opportunities, we propose considering the interaction of two key 

players in the HE system. In our problem formulation, we assume the following. The first player is 

the Cybersecurity Center (hereinafter referred to as the CSC). It has resources aimed at ensuring CS; 

for example, it can be assumed that the center has a certain number of CS tools for which financial 

resources must be allocated. The second player is the Education Financing Center, for example, 

represented by the Ministry of Education (hereinafter referred to as the EFC). Its main task is to 

improve the quality of education, including through the introduction of IT into the learning process, 

such as cloud technologies and other innovative solutions. 

It is important to note that the activities of these two players - the CSC and the EFC - are closely 

interconnected. There is a clear correlation between "digitalization" (the introduction of IT into 

education) and the need to strengthen the CS of universities. The more resources are directed to the 

introduction of IT in education, the more attention and funds are required to ensure their CS. 

For example, consider situations that are typical for many HEIs in the RK. The introduction of 

distance learning systems (such as Moodle, Canvas, or others) requires enhanced protection of the 

personal data of students and teachers, as well as ensuring the security of online exams. 

The use of cloud storage for educational materials and research increases the risk of 

unauthorized access (UA) to confidential information, which requires the implementation of multi-

factor authentication and data encryption. 

The development of campus Wi-Fi networks to improve access to educational resources 

increases the likelihood of cyberattacks, necessitating the installation and configuration of modern 

firewalls and intrusion detection systems. 

Conversely, the higher the level of CS, the more incentives there are for the introduction of IT, 

which, in turn, contributes to improving the quality of education. This can be illustrated by the 

following examples. 

A reliable CS system allows universities to safely introduce virtual laboratories and simulators, 

which significantly expands the practical training opportunities, especially in technical and natural 

sciences. 

A high level of CS and data protection stimulates the creation and use of extensive digital 

libraries and databases (DB) of scientific research, which improves the quality and accessibility of 

information for students and teachers. 

A developed CS infrastructure allows universities to actively participate in international 

educational projects and exchange programs, which contributes to improving the quality of 

education through global cooperation. 

Confidence in the security of systems allows the introduction of advanced methods of 

knowledge assessment, such as adaptive testing or automated program code verification, which 

increases the objectivity and efficiency of the educational process. 

Thus, investments in CS and the digitalization of education in the RK create a positive feedback cycle, 

where each aspect reinforces the other, contributing to the overall improvement of the quality of HE. 

Given this dynamic relationship, we propose, within the framework of this article, to consider 

the situation using the approach described from the standpoint of a differential quality game, which 

will allow us to model and analyze the complex interactions between the introduction of IT and 

ensuring CS in the light of improving the quality of HE. 

In our opinion, the application of game theory to such a problem setting will make it possible to 

develop optimal strategies for resource allocation, taking into account both the needs for innovative 

development of education and the need to ensure its security in the digital age, which, in turn, will 

help to identify the most effective ways to improve the quality of HE in Kazakhstan that meet modern 

challenges and contribute to the sustainable development of the country. 

Indeed, all of the above has determined our interest in this problem statement. The relevance of 

this problem is due not only to the rapid digitalization of HE in Kazakhstan but also to the increasing 

CS risks that accompany this process. In conditions of limited resources and the need to make 

balanced decisions, the optimal allocation of funds between the development of IT infrastructure and 
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ensuring the CS of universities becomes critically important for the sustainable development of the 

HE system in the RK. And the application of game theory to this problem not only meets the current 

needs of the HE system in Kazakhstan but also provides a powerful analytical tool for developing 

effective development strategies in the context of digital transformation and growing cyber threats. 

2. Literature Review  

A significant number of research publications are devoted to the issues of cybersecurity for 

universities and other educational institutions, some of which also touch on aspects related to the 

correlation between the quality of education and the provision of cybersecurity for educational 

institutions. 

For example, in [1], the authors consider the impact of national cybersecurity strategies on the 

development of education in this area. The authors analyze how government initiatives and 

strategies can contribute to improving curricula, training specialists, and raising overall awareness 

of cyber threats. The importance of integrating cybersecurity into educational systems to ensure 

national security is also emphasized. 

In [2], the author examines approaches to education and research in the field of cybersecurity at 

universities and universities of applied sciences in Finland. The author analyzes existing curricula, 

teaching methods, and research initiatives, focusing on the importance of training specialists in this 

field. The challenges and prospects associated with the development of cybersecurity in the country's 

education system are also discussed. However, this study is analytical in nature and does not address 

the correlation between investments in university cybersecurity and the quality of education. 

A more interesting approach is proposed in [3], where the authors assess the level of 

cybersecurity in Saudi Arabian universities using a quality management approach. The study aimed 

to identify the strengths and weaknesses of existing cybersecurity practices in educational 

institutions. The authors proposed recommendations for improving cyber protection based on 

quality management principles, emphasizing the importance of integrating these practices into 

educational institutions to increase overall security. 

In [4], the authors investigate the use of the Blackboard e-learning system in the context of 

education quality and cybersecurity. They analyze how this platform contributes to educational 

processes and also discuss the risks associated with cyber threats. In their research, the authors 

emphasize the importance of ensuring data security and protecting users during online learning, 

offering recommendations to improve the quality of education when using such technologies. 

However, the authors do not provide a mathematical justification for their arguments. 

As for the use of game theory to assess university development strategies and improve the 

quality of educational processes, there are also quite a few publications. 

For example, in [5], the author applies game theory methods to analyze the education market in 

Egypt. The author examines the interaction between various participants in the education system, 

such as students, educational institutions, and government agencies. He considers how competition 

and cooperation affect the quality and accessibility of education. The article also discusses strategic 

decisions that can be made by participants to improve educational outcomes and optimize resources. 

In [6], the author considers the application of game theory in the organization of HE and the 

educational process, analyzing how game theory methods can help in understanding the interactions 

between students, teachers, and educational institutions. The paper emphasizes that theoretical 

models can be used to optimize learning strategies, improve interaction, and increase the efficiency 

of the educational process. The main focus of the research is on how the application of these concepts 

can lead to better results in higher education. However, the connection between the considered 

strategies and cybersecurity challenges is not traced. 

In [7], the authors investigate the application of multi-criteria decision-making (MCDM) in 

combination with game theory to select strategies in the field of higher education, proposing a 

method that helps educational institutions evaluate and select the most effective strategies, taking 

into account various criteria and interactions between participants. The main focus of the article is on 
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how this approach can improve management and resource optimization in higher education, as well 

as increase the competitiveness of educational institutions. The issue of the correlation between the 

quality of education and university cybersecurity is not addressed. 

In [8], the authors use game theory to analyze the interaction between teachers and students in 

the educational process. They expand the economic theory of education by considering how the 

decisions and strategies of both sides affect learning outcomes, i.e., in fact, the quality of education. 

The study focuses on the interdependence of the actions of teachers and students, emphasizing that 

understanding these interactions can help improve the effectiveness of learning and the optimization 

of educational resources. However, as in the previously analyzed works, the issue of the correlation 

between the quality of education and university cybersecurity is not addressed. 

As the analysis of the above works, as well as other publications that we have analyzed [9], [10], 

has shown, there are currently no works that systematically address the issue of modeling the 

financial processes of informatization of education, taking into account computer security. That is 

why the topic of our research seems relevant to us. 

3. Research Objective and Tasks 

Research Objective. The primary goal is to develop and refine mathematical models that will 

serve as the foundation for creating a decision support system designed to optimize the allocation of 

resources (financial, intellectual, personnel, technical) between the processes of education 

informatization and ensuring cybersecurity. 

Research Tasks. During the research, the following tasks were addressed: 

Development of a game theory model (differential quality game) to find optimal player 

strategies. Finding an analytical solution to the game and characteristics of achieving the players' goal 

when using their optimal strategies. 

Conducting computational experiments to test the model. 

4. Methods and Models 

The quality of higher education (HE) plays a key role in the progress of any state. Innovative 

approaches to improving the quality of HE in the context of global digitalization not only open up 

new opportunities but also create, as the analysis of the literature has shown, additional risks that 

require careful analysis and management. Recognizing these risks and opportunities, we propose 

considering the interaction of two key players in the HE system. These players are responsible for 

allocating resources between the processes of education informatization and ensuring computer 

security in universities. Within our model, we reduce various types of resources (financial, human, 

intellectual, technical, organizational) to a single financial equivalent. This simplification allows for 

the creation of a universal resource allocation model and facilitates quantitative analysis. However, 

we acknowledge the limitations of such an approach and recognize that some qualitative aspects of 

resources may not be fully reflected in the financial assessment. Therefore, when interpreting the 

model results, it will be necessary to additionally consider the qualitative characteristics of resources 

and the specifics of their application. 

4.1. Problem Statement 

There are two players: The first player is the Cybersecurity Center (hereinafter referred to as the 

CSC). It has resources aimed at ensuring cybersecurity, for example, it can be assumed that the center 

has  n  cybersecurity tools for which resources must be allocated. These tools can be called the CSC's 

technological strategies. The second player is the Education Financing Center (hereinafter referred to 

as the EFC). Its main task is to improve the quality of education, including through the introduction 

of IT into the learning process, such as cloud technologies and other innovative solutions. It is 

assumed that the second player has  m  tools (its technological strategies) that it can use to improve 

the quality of education. 
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For example, consider a small list of player strategies, each of which will require corresponding 

resources that can ultimately be reduced to the dimension of financial resources (RES) with the 

limitations that were discussed above, see Table 1. 

Table 1. Examples of Possible Player Strategies. 

Player 1 - Cybersecurity Center (CSC) 

№ 

Strategy 
Name of the strategy Description 

1 

 

Network Activity 

Monitoring 

Using tools for continuous monitoring and analysis of traffic in a university 

network and its information systems to identify anomalies and threats. 

2 
 

Security Audit 

Conducting regular checks of the university's systems for vulnerabilities 

and weaknesses for their subsequent elimination. 

3 

 

Security Policy 

Development 

Creating and implementing a clear data security policy within the 

university's information systems, including access rules and data processing 

procedures. 

4 

AI Integration into 

University Security 

Systems 

Implementing Artificial Intelligence Technologies for Automated Threat 

Analysis and Incident Response in Higher Education Institution 

Information Systems 

5 And others.  

Education Financing Center (EFC) 

1 

 

Cloud technology 

implementation  

 

Using cloud platforms for storing and processing educational materials, 

which ensures accessibility and flexibility in organizing the educational 

process. 

2 

Integration of Learning 

Management Systems 

(LMS)  

Implementing learning management systems to simplify planning and 

assessment of the quality of the educational process at the university. 

3 

Creation of high-quality 

interactive learning 

materials 

Developing high-quality multimedia and interactive resources that adapt to 

the knowledge level and learning pace of each student. As well as 

educational materials that are accessible to students with diverse needs, 

including those with physical or cognitive limitations. 

 

4 
Training Teachers in 

New IT Solutions 

Organizing courses for university professors on the use of modern IT 

technologies in teaching 

5 And others.  

Interdependence in the financing of cybersecurity and education informatization is a complex 

dynamic mechanism where one player's resources influence the actions and needs of the other. For 

example, funding the Cybersecurity Center (CSC) directly stimulates additional investments in the 

informatization of the educational process. This is because the more funds are directed towards 

introducing IT into education, the more pressing cybersecurity issues become, and consequently, the 

more resources are required to address them effectively. 

On the other hand, a high level of cybersecurity creates attractive conditions for the introduction 

of new IT. Thus, increasing investments in cybersecurity not only protects existing university 

information systems but also serves as a powerful incentive for further innovation. This, in turn, will 

contribute to improving the quality of educational services in universities. This interdependence of 

financing processes leads to a conflict of interest between the players, as one of them often finds 

themselves unable to meet the financial demands of the other. A shortage of resources - especially 

financial ones - can block the implementation of their own technological strategies. 

In this regard, in our research, we will use the term "resource" (RES) to denote all the necessary 

funds allocated by the players. The conflicting relationship between the CSC and the Education 

Financing Center (EFC) becomes the basis for applying game theory, namely an antagonistic game, 

in the task of finding optimal strategies for the participants. We consider this interaction as a 

differential quality game, which allows us to take into account changes and adaptation of player 
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strategies depending on current conditions. The interaction between the players occurs continuously 

over time, emphasizing its dynamic nature. As already mentioned, the first player (CSC) allocates 

funding to its technological strategies aimed at protecting cybersecurity, while the second player 

(EFC) funds its strategies aimed at improving the quality of education through the introduction of 

IT. The EFC's investment in its technological initiatives, in turn, requires additional funds from the 

CSC to ensure their protection, creating a closed loop of mutual dependencies and financial 

obligations. 

Let's assume that i is a technological strategy of the EFC that leads to the need for the CSC to 

spend resources in the amount of 
1
j . Then, j is a technological strategy of the CSC that leads to a 

cost of resources for the EFC in the amount of 
1
j . Let's give an example. 

Suppose the EFC wants to introduce a new online learning system (this i is the technological 

strategy of the EFC). The EFC invests in a platform for conducting online courses. The introduction 

of this system will require additional CS measures; accordingly, the CSC needs to allocate additional 

resources 
1
j  ( i ) to strengthen the protection of the personal data of students and teachers, as well 

as to protect against DDoS attacks on online learning servers. 

In response, the CSC introduces a multi-factor authentication system (this j is the 

technological strategy of the CSC). The introduction of this CS system, in turn, will allow the EFC to 

expand the functionality of the online platform, including conducting online exams and attracting 

more foreign students due to the increased level of data protection, as well as reducing the risks of 

financial losses from possible cyberattacks. However, this will require additional investments from 

the EFC 
1
j  ( j ) in the development and adaptation of the educational platform for new 

opportunities provided by the increased level of CS. 

Thus, one can clearly see in this small example how the actions of one center (the introduction 

of a new technology) lead to the need for additional investments from the other center, and vice versa, 

which, in fact, illustrates the relationship and mutual influence of the strategies of both players in the 

proposed model. 

Let us denote by 
1
ijp the ratio 

21/ ji  , and by 
2
ijp the ratio 

12 / ij  . If 01 i is very large for some 

i  and j, or 02 j is very large for some j , then such strategies are excluded from consideration. 

Let's assume that 1S is a matrix of size nm  , consisting of elements 
1
ijs . The number of rows 

of the matrix 1S is the number of technological strategies of the EFC. In the matrix 1S , the number 

of each row is the technological strategy of the EFC. The column numbers of 1S are the technological 

strategies of the CSC. Then 2S  is a matrix of size mn  . In 2S , the row numbers are the technological 

strategies of the CSC. The column numbers of 2S  are the technological strategies of the EFC. We obtain 

that the elements 
2
ijs  mean that they are located in the ойj   row and омi  column. 

Let us denote by
1
ijp  the ratio, and by the ratio. If it is very large for some and j or is very large 

for some, then such strategies are excluded from consideration. 

To make further calculations more compact, we introduce the following notations: 

 ),...,1( mjj  Elements of a diagonal matrix   order m : 



m

j
jj

1

1,0  . Matrix   

characterizes the 'structure' of the EFC's resources. 

" j represents a portion j  of the CSC's resource set, which is transformed into j  a 

component of the same size within the EFC's resource set. What does this situation correspond to? If 

we have a CSC resource set ),...,( 1 nww  of size j , then the y-component of the EFC's resource set of 

the same magnitude is transformed into a CSC resource set equivalent to ),...,( 1 nj ww ." 
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 ),...,1( njj The elements of the diagonal matrix   are ordered by n : 



n

j
jj

1

1,0  : 

XX:X. Matrix   describes the structure of the CSC's resource set. Each element in j represents a 

share j  of the EFC's resource set, which is transformed into a corresponding component j  in 

the CSC's resource set. 

This means that if there is a resource set in the EFC represented by ),...,( 1 mgg , then in the j

component, the resource set magnitude of the CSC is transformed to match the resource set 

magnitude of the CFO, also represented by ),...,( 1 mj gg ." 

We assume that there exists a set of resources, ),...,( 1 nwww  , available to the Central Design 

Bureau (CDB) for operation.  wS 1 represents m  a multidimensional vector, which is 

intended to indicate the full set of CFO resources. However, in practice, this product only allows for 

determining a single component of the CFO's resource vector. This is because the entirety of vector 

),...,( 1 nwww  is effectively “spent” on this one component. There are no additional resources from 

the CSC that are “resource-equivalent” to this component within the EFC’s resources. 

The complete set of CSC resources has been utilized to “equalize” its “resource equivalence” 

with just one component of the EFC’s resource set. Essentially, the CSC’s resources have been directed 

towards additional funding for one specific EFC strategy. Consequently, the CSC lacks any remaining 

resources to support further allocations or funding of other EFC strategies. 

In other words, all available CSC resources have been expended on a single EFC strategy. As a 

result, the EFC is in a position to continue its financing process using its remaining resources and 

strategies, thereby placing the CSC in a vulnerable position, as its resource (financial) capacity has 

already been depleted in support of only one of the multiple EFC strategies. 

Therefore, it becomes necessary to divide the set of resources m  into separate parts. This 

partitioning would enable the "equalization" of the efficiency of the EFC’s resource sets across all 

components, matching them with proportional shares of the CSC’s resources. To facilitate this, a set 

of elements within 
j  is introduced. This same approach can be applied to the set of EFC resources. 

In this work, the reasoning is conducted from the perspective of the first player-ally. This implies 

that no assumptions are made about the level of awareness of the Education Financing Center (EFC), 

which is equivalent to a situation where the EFC has complete information. Thus, the EFC may have 

a complete understanding of the state of the Cybersecurity Center (CSC), as well as all of its actions 

and strategies. 

The CSC, at time ),0[ t
nRtw )( , converts its resources into resources of magnitude 

)(twQ  . Here, Q  represents a resource transformation matrix for the CSC, which is of order n  and 

consists of positive elements. The CSC then makes a strategic move by choosing the quantity of 

resources )()0( twQU  , where )0(U  is a diagonal matrix composed of elements 1)(0:)(  tutu ii . 

This magnitude of CSC resources leads to additional financing for the EFC, amounting to 

)()0(1 twQUS  . 

Similarly, the EFC, at time ),0[ t
mRtg )( , converts its resources into resources of size 

)(tgH  . Here, H  is the resource transformation matrix for the EFC, also of order m  and 

consisting of positive elements. The EFC then makes its strategic move by choosing its resource 

amount )()0( tgHV  , where )0(V  is a diagonal matrix of order m , containing elements 

1)(0:)(  tvtv ii . This magnitude of the EFC's resources also leads to additional financing for the 

EFC, amounting to )()(2 tgHtVS  . 

At time ),0[ t , the resources of both players, the EFC and CSC, satisfy the following system 

of differential equations: 

).()()()()()(/)(

);()()()()()(/)(

1

2

twQtUStgHtVtgHtgdttdg

tgHtVStwQtUtwQtwdttdw




  (1) 
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At the moment of time ),0[ t  The following variants are possible: 

     2, Gtgtw    (2)

     3, Gtgtw    (3)

     4, Gtgtw    (4)

     5, Gtgtw    (5)

where 

 
m

i
i

mn gwRgwgwG
1

2 }0,0,),(:),{(


  ,  

.}0,0,),(:),{(
1

3  
n

i
i

mn wgRgwgwG


    

 
m

i
i

mn
n

i
i

mn gRgwgwwRgwgwG
11

4 }}0,),(:),{({}}0,),(:),{({






  ,  

.int5
mnRG 

   

Condition (2) indicates that the Cybersecurity Center (CSC) has sufficient resources to interact with 

the Education Financing Center (EFC), while the EFC lacks resources. In this case, the interaction ends. 

Condition (3) indicates a situation where the EFC has sufficient resources to interact with the 

CSC, while the CSC lacks resources. In such a case, the interaction also ceases.  

Condition (4) states that both players do not have enough resources to continue the interaction, 

which also leads to its completion.  

If condition (5) is met, the interaction process between the players continues. 

The financing process described in system (1) is considered within the framework of a positional 

differential game of quality with several terminal surfaces [11], [12]. We focus on analyzing the 

problem from the perspective of the first allied player, given the symmetry of the conditions. The 

problem, considered from the position of the second allied player, is solved in a similar way. 

Let's denote by ),0[* T  – time interval 

Definition. A pure strategy (.,.,.)U for the first player (ally) is defined as a set of functions 

),,...,1(],1,0[:(.,.,.) * niRTu mn
i  

 such that ).),(,(],1,0[),(,( * mn
i RgwTtgwtu 

 . 

Specifically, a pure strategy for the first player (ally) is a predetermined set of actions or decisions 

made to protect cybersecurity. The second player (opponent) then chooses their strategy (.)V . Based 

on any information. For example, a pure strategy of the CSC (player-ally). Suppose the CSC decides 

to implement a comprehensive protection system that includes: a) Installing a modern firewall; b) 

Implementing a multi-factor authentication system; c) Implementing a SIEM. This is a specific set of 

actions that represents a pure strategy of the CSC. Then, the strategy of the EFC (player-opponent) is 

determined based on the fact that the EFC, knowing about the actions of the CSC, can choose its own 

strategy. For example, implement such strategies: a) increase funding for the implementation of a 

new online learning system; b) invest in cloud storage for educational materials; c) expand 

communication opportunities with students using social networks. Accordingly, the CSC seeks to 

determine such initial conditions (for example, the initial budget, the number of personnel, the 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 30 December 2024 doi:10.20944/preprints202412.2371.v1

https://doi.org/10.20944/preprints202412.2371.v1


 9 of 13 

 

current level of protection) under which it will be able to ensure the required level of cybersecurity, 

despite the actions of the EFC. 

For example, the CSC might seek answers to questions such as: 1) With what minimum initial 

budget can we ensure protection from all major cyber threats? 2) What is the minimum number of 

cybersecurity specialists that the university initially needs to cope with the increased load due to new 

IT systems? 3) What level of basic protection should we have initially so that we can successfully 

resist new threats arising from the expansion of the university's digital infrastructure? In fact, the 

CSC seeks to find such initial conditions under which it can ensure the necessary level of 

cybersecurity, regardless of which strategy the EFC chooses to expand the use of IT in education. 

That is, the first allied player seeks to find a set of its initial states that have the following property. 

Property: If the game starts from the initial states, the first allied player can choose a strategy 

(.)*U that ensures the fulfillment of condition (2) at a specific point in time t . Moreover, this chosen 

strategy prevents the EFC from fulfilling condition (3) at previous points in time. In other words, this 

property indicates that the first allied player can select a strategy guaranteeing that, at some moment 

in time t , the EFC will lack sufficient resources to fund its technological strategies further. Thus, the 

first allied player's strategy should be such that it reduces the resource capabilities of the EFC to a 

level where additional financing of its technological strategies becomes impossible. 

A set of such states represents the preferences of the first allied player, 1Y , whose strategies we 

will denote as (.)*U 's strategies. The CSC, with its specified properties, represents (.)*U 's optimal 

strategies." 

The goal of the first allied player is to find preference sets. They also find strategies that, when 

applied, will lead to the fulfillment of condition (2). 

The described model is a bilinear differential quality game with multiple terminal surfaces [11]. 

The following paragraph presents the conditions that will allow us to find a solution to the game. 

That is, we can find 'preference' sets. 1Y  and optimal strategies (.)*U  of the first player-ally (CSC). 

4.2. Solution to Problem 1 

A brief outline of the analytical solution to problem 1 is presented in this article for one of the 

variants of the game's parameter ratio. Solutions for other variants can be found similarly, utilizing 

the potential of cybernetic modeling tools. 

Let us introduce the following notation: QB 1 , HB 2 , 11 SD  , 22 SD   

Solution to problem 1 depends on the ratio of parameters that determine the interaction between 

the first player-ally and the second player-opponent. 

All cases of the ratio of parameters, we will present in the form of two cases. 

Case 1. 

2211 BDBD  , 1112 BDDB  , 02D  (these are matrix inequalities), 

122 DBD   – Diagonal matrix; 

),max(]})(...)[(

/})(...)[()])(/()([{{[

5.0
22122

1 1
111112222

iiii

m m

j
niji

fBDBD

BDBDBDBD








 
 

,  

])/(])(/[)[( 2
1

2222max ij

m

j
ijij

j
i DBDBD 




, 





m

j
ijiii BDDBDf

1
22122 ])(/[)(

. 

Case 2. 

When analyzing the interaction between the CSC and the EFC, several scenarios can be 

distinguished, depending on the ratio of their parameters and initial conditions. 
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Scenario 1: CSC Advantage. In this situation, the CSC has the opportunity to achieve its goal of 

ensuring the necessary level of cybersecurity if the initial conditions are favorable. For example, the 

CSC may start with a significant advantage in resources, such as: 1) a substantial initial budget for 

cybersecurity; 2) The presence of highly qualified specialists; 3) The use of advanced data protection 

technologies. At the same time, the EFC may face limitations that prevent it from fully realizing its 

goals for digitalizing education. For example, limited funding for the implementation of new IT 

systems or a lack of technical specialists to deploy new educational platforms. 

Scenario 2: Equal Opportunities. In this scenario, both the CSC and the EFC start with comparable 

resources and capabilities. For example: 1) both centers have similar budgets for implementing their 

strategies; 2) both have access to modern technologies in their respective fields; 3) the teams of both centers 

have a comparable level of expertise in decision-making. In such a situation, the success of each center 

will depend on their ability to effectively utilize available resources and adapt to the actions of each other. 

The CSC can focus on developing flexible cybersecurity systems and data protection systems that can 

quickly respond to new threats arising from the introduction of IT innovations by the EFC. In turn, the 

EFC can focus on selecting educational technologies that initially have a high level of built-in security. It 

should be noted that these scenarios are extreme cases, and the real situation may be somewhere in 

between them or have a more complex structure of interaction between the CSC and the EFC. 

Further, we introduce the following notations: 

};,...,1:),0(}(

)]0([])/()[(,))0(),0((:))0(),0({(

1
11

,
11

,
21

niiwBD

gBDBRgwgwW

jij

n

j

i
iimn









 

  











n

j
ij

n

i

ii
mn

niBDgBD

wqRgwgwW

1
22

1
22

*
*

};,...,1],)(/[]))0(()([

))0(()(,))0(),0((:))0(),0({(




  

Here ])/[)( ,
11

,
2*

  ii
i BDDq , 

)( ,
2
iB – sum of elements i - The strings of the matrix 2B , 

 ,
11 )( iBD – sum of elements i - The strings of the matrix 11 BD  , 

*
111 WWY  . 

The outcome of the players' interaction is represented in a theorem that describes the preference 

set YY  of the first player (ally), which reflects the advantage of this player over the opponent. This 

advantage is expressed in the following ways: 

The quantity of resources available. 

The efficiency of resource allocation, represented in matrices 1S and  . 

The implementation of the optimal strategy ,),(,:(.,.) ** EgwURRRU nmn     where E  is 

the identity matrix of order ,n \times 1),( Ygw   and is undefined otherwise. 

It is important to note that the methodology for determining optimal strategies and preferred 

initial conditions is applicable to both the CSC and the EFC, despite their different roles in our model. 

For the CSC, the process of determining optimal strategies and the most favorable initial conditions 

is based on the analysis of various scenarios for the development of the cybersecurity situation in the 

educational environment. In this case, the CSC assesses which initial resources and which strategic 

decisions will allow it to most effectively ensure cybersecurity and protect the information infrastructure 

of universities, taking into account the possible actions of the EFC to digitalize education. 

For the EFC, a similar approach is used, as the EFC also conducts an analysis to determine its 

optimal strategies and preferred initial conditions. However, the focus here shifts to assessing which 

initial resources and which strategic decisions will allow for the most effective implementation of 
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innovative educational technologies, taking into account the need to ensure their cybersecurity and 

the possible response actions of the CSC. 

Thus, although the goals of the CSC and the EFC are different, the methodological approach to 

determining their optimal strategies and preferred initial conditions is similar, which will allow for 

the analytical creation of a balanced model that takes into account the interests of both parties in the 

process of digital transformation of the higher education system of the Republic of Kazakhstan. 

4.3. Constraints Adopted in the Game for the Given Problem Statement 

1. Time-Invariant System Parameters. 

The current model assumes that parameters affecting the system remain constant throughout 

the analysis. This simplification has allowed us to focus on the interactions between players, but it 

limits the model's accuracy in a dynamically changing environment where time-varying factors can 

significantly influence outcomes. 

2. Bilinearity of the System of Differential Equations. 

The proposed model is based on a bilinear structure, which implies linear dependencies between 

variables within certain limits. While this simplification makes the model more manageable, it may 

not fully reflect the complex nonlinear interactions that are often observed in real-world scenarios of 

university financing and informatization. 

3. Schematic Nature of the Problem Statement. 

The formulation of the problem in the model is schematic, which has allowed us to highlight the 

key aspects of the interaction between the participants. However, this also leads to the neglect of 

some important factors, such as cultural, organizational, or technical features that can significantly 

influence the decision-making process. 

Taking into account these limitations and their potential removal is an important direction for 

future research. In particular, in future works, we propose to consider the possibility of introducing 

time dynamics into the model, as well as studying the influence of nonlinear dependencies and taking 

into account more detailed aspects of the interaction between participants. This will allow us to 

increase the accuracy and applicability of the model in real-world conditions. 

5. Computational Experiment for Evaluating Player Resources in the Process  

of Improving Education Quality 

A computational experiment was conducted to evaluate the resources of both players on a set of 

synthetic data, and the strategies described earlier were analyzed. The model was implemented in 

Python using the PyCharm development environment, and the results of the players' interaction are 

visualized in Figure 1. 

 

Figure 1. Preference set of the first player-ally (University Cybersecurity Center). 
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The experiment plan included the following stages: 1) defining the initial positions of the 

players; 2) constructing, based on the proposed model, colored hyperplanes indicating the 

boundaries of the preference region of the first player-ally; 3) identifying the set of player states 

located below the hyperplanes in the positive orthant, indicating that when starting interaction from 

these points, the first player-ally can choose a strategy leading to the desired result; 4) determining 

the intersection of the hyperplanes and finding the balance ray, on which the states of both platforms 

are in equilibrium; 5) analyzing the resources of both players; 6) evaluating the effectiveness of 

achieving goals by both players with the chosen strategies and analyzing the trajectories of changes 

in their states relative to the balance ray. 

6. Discussion of the Results of the Computational Experiment 

The preference set of the first allied player is depicted in the positive orthant of a three-

dimensional space. It represents a set of player states located "under" hyperplanes of different colors. 

The blue hyperplane  13 wg   shows the ratio between the resources of the EFC and the first 

strategy of the CSC, while the pink hyperplane  14 wg   reflects the ratio between the resources 

of the EFC and the second strategy of the CSC. The orange hyperplane  21 52 wwg   represents 

a combined strategy that takes into account both CSC strategies. The area beneath all three colored 

planes indicates states where the CSC has an advantage over the EFC. The intersection of the 

hyperplanes defines the boundaries of the preference region for the first allied player and allows for 

the determination of balance rays.  

These balance rays have the following property: if the interaction between players begins from 

states along these rays, each player has strategies that enable them to remain on these rays for as long 

as desired. In this context, the CSC and EFC maintain a balance between cybersecurity and a sufficient 

level of education quality. 

7. Conclusions 

In the course of the research, a game-theoretic model for financing the informatization of 

education was developed, taking into account aspects of computer security, with a focus on the 

financial interaction between players. The novelty of the model lies in the use of a differential quality 

game with a bilinear structure, where the financial states of the players are described by a system of 

differential equations. In this formulation, the model allows for the determination of preference sets 

and optimal strategies for players, which was demonstrated in a computational experiment. The 

conducted analysis confirms that the proposed model effectively evaluates strategic interactions 

between participants, ensuring consideration of cybersecurity. Visualization of the preference set for 

the first player, the CSC, demonstrates the applicability of the model for solving practical problems 

of financing the informatization of the educational process. In the future, it is possible to expand the 

model to integrate real data and more complex strategic scenarios. 

Author Contributions: The authors’ contributions are as follows: ‘‘Conceptualization, Arkadii Chikrii, Valery 

Lakhno, Volodimir Malyukov; methodology, Arkadii Chikrii, Valery Lakhno, Volodimir Malyukov; software, 

Inna Malyukova, Berik Akhmetov; validation, Kaiyrbek Makulov, Bagdat Yagaliyeva; formal analysis, Inna 

Malyukova, Berik Akhmetov; investigation, Valery Lakhno, Volodimir Malyukov; resources, Kaiyrbek 

Makulov, Bagdat Yagaliyeva; writing—original draft preparation, Valery Lakhno, Volodimir Malyukov, Bagdat 

Yagaliyeva; writing—review and editing, Valery Lakhno, Volodimir Malyukov; funding acquisition, Kaiyrbek 

Makulov, Bagdat Yagaliyeva. 

  

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 30 December 2024 doi:10.20944/preprints202412.2371.v1

https://doi.org/10.20944/preprints202412.2371.v1


 13 of 13 

 

References 

1. AlDaajeh, S., Saleous, H., Alrabaee, S., Barka, E., Breitinger, F., & Choo, K. K. R. The role of national 

cybersecurity strategies on the improvement of cybersecurity education. Computers & Security 2022, 119, 
102754. 

2. Lehto, M. Cyber security education and research in the Finland's universities and universities of applied 

sciences. In Cyber Security and Threats: Concepts, Methodologies, Tools, and Applications 2018, pp. 248-267. 

3. Alhumud, T. A. A., Omar, A., & Altohami, W. M. An assessment of cybersecurity performance in the Saudi 

universities: A Total Quality Management approach. Cogent Education 2023, 10(2), 2265227. 
4. eM Elsawy, A., & Ahmed, O. E-Learning using the Blackboard system in Light of the Quality of Education 

and Cyber security. International Journal of Current Engineering and Technology 2019, 9(1), pp. 49-54. 

5. Selim, T. H. The education market in Egypt: a game theory approach. In Selim, Tarek H. (2007)." The 

Education Market in Egypt: A Game Theory Approach. Economic Research Forum Annual Conference, 

Economic Research Forum Working Paper Series (No. 422). (August 2008). 

6. Beltadze, G. N. Game theory-basis of higher education and teaching organization. International Journal of 

Modern Education and Computer Science 2016, 8(6), p. 41. 

7. Ekinci, Y., Orbay, B. Z., & Karadayi, M. A. An MCDM-based game-theoretic approach for strategy selection 

in higher education. Socio-Economic Planning Sciences 2022, 81, 101186. 

8. Correa, H., & Gruver, G. W. Teacher-student interaction: A game theoretic extension of the economic theory 

of education. Mathematical Social Sciences 1987, 13(1), pp. 19-47. 

9. Jadreskic, O., Cerovic, L., & Segota, A. Game Theory and its Application in Analysis of Relationship 

Between Educational System and Labour Market. Economic and Social Development: Book of Proceedings, 

p. 125. 

10. Liu, C., Wang, H., & Dai, Y. Sustainable Cooperation between Schools, Enterprises, and Government: An 

Evolutionary Game Theory Analysis. Sustainability 2023, 15(18), 13997. 

11. Lakhno V., Malyukov V., Malyukova I., Akhmetov B., Alimseitova Z., Ogan A., A neuro-game model for 

analyzing strategies in the dynamic interaction of participants of phishing attacks. Telkomnika 

(Telecommunication Computing Electronics and Control) 2024, 22 (3), pp. 645 - 656. 

12. Author 1, A.; Author 2, B. Title of the chapter. In Book Title, 2nd ed.; Editor 1, A., Editor 2, B., Eds.; Publisher: 

Publisher Location, Country, 2007; Volume 3, pp. 154–196. 

13. Chikrii A. A. Conflict controlled processes. Dordrecht; Boston; London: Springer Science and Business Media 

2013, p.424.  

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those 

of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) 

disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions or 

products referred to in the content. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 30 December 2024 doi:10.20944/preprints202412.2371.v1

https://doi.org/10.20944/preprints202412.2371.v1

