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Abstract

Tuberculosis (TB) remains a persistent global health challenge, particularly in resource-constrained
and remote regions where healthcare access is limited. Despite being both curable and preventable,
TB continues to cause significant morbidity and mortality, emphasizing the urgent need for early
detection and large-scale screening of at-risk populations. In recent years, artificial intelligence (Al),
and more specifically deep learning, has emerged as a transformative tool for automating medical
image analysis and supporting clinical decision-making. However, the reliability, robustness, and
security of these Al solutions are critical concerns, as their vulnerability to adversarial attacks poses
serious risks in safety-critical healthcare environments. This study systematically investigates the
adversarial robustness of deep learning models for TB screening using chest X-ray images. A diverse
set of convolutional and transformer-based architectures is evaluated under a range of white-box and
black-box adversarial attack scenarios. Experimental results reveal that both model families exhibit
significant performance degradation when subjected to adversarial perturbations. Our findings also
suggest that leveraging a feature-encoder-based defense framework can significantly improve each
model’s capability to handle adversarial attacks. This approach allows the model to maintain high
diagnostic accuracy on unperturbed images while abstaining from unreliable predictions on potentially
adversarial samples.

Keywords: tuberculosis; disease screening; adversarial attack; computer vision; radiology

1. Introduction

Tuberculosis (TB) remains a prevalent and persistent disease worldwide, where regions with
limited medical resources are more susceptible to widespread and higher mortality [1-3]. TB is a
preventable and curable disease, yet in 2022, it was the second deadliest infectious disease globally,
surpassed only by COVID-19 [4]. The risk of developing active TB disease is highest within the first
two years after infection and then declines significantly [5], with some individuals even clearing
the infection entirely [6]. While TB is treatable—about 85% of infections can be cured with a six-
month antibiotic course [1]—the untreated disease carries a high mortality rate of approximately
50% [7]. These statistics underscore the urgent need for timely, accurate, and accessible TB screening,
particularly in low-resource environments.

Recent advancements in artificial intelligence (Al) have transformed many aspects of healthcare,
offering unprecedented capabilities in disease detection, treatment planning, and patient management
[8]. Among various Al subfields, computer vision has become particularly prominent due to its critical
role in medical imaging modalities such as computed tomography (CT), magnetic resonance imaging
(MRI), X-ray, and ultrasound, all of which provide essential visual information for disease diagnostics
[9]. Additionally, camera-based applications such as colonoscopy and endoscopy would also benefit
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from computer vision systems, indicating the broad and growing influence of this technology in
medical practice [10].

Within medical imaging, classification and segmentation represent two cornerstone tasks. Classi-
fication models, often based on convolutional neural networks (CNNs) or transformer architectures,
have demonstrated remarkable performance by detecting subtle patterns and pathological features in
images [11,12] that may be imperceptible to the human eye, leading to enhancing diagnostic efficiency
and accuracy, potentially supporting clinicians in early disease detection and risk stratification. Seg-
mentation, on the other hand, plays a critical role in delineating anatomical structures and pathological
regions, facilitating applications such as digital twin construction, surgical simulation, and treatment
planning [13]. Deep learning models can achieve pixel-level precision in identifying tissue boundaries,
enabling the creation of anatomically accurate digital representations of patients [14].

Despite their promise, Al-enabled solutions remain vulnerable to security threats, which pose
significant challenges to the reliability and safety of medical AL. Adversarial attacks introduce subtle,
often imperceptible alterations to input data that can mislead models into making incorrect or even
dangerous predictions [15]. In medical imaging, even minor perturbations can drastically alter
diagnostic outcomes, potentially resulting in misdiagnosis, delayed treatment, or unnecessary medical
interventions. As Al becomes increasingly embedded in clinical workflows, these vulnerabilities
not only threaten patient outcomes but also undermine trust in Al-driven diagnostic solutions. The
complexity and variability of medical images further amplify these risks, as adversarial perturbations
can obscure critical diagnostic features [16] or exploit weaknesses in model generalization. Ensuring
the robustness of Al systems against such attacks is therefore essential for their safe and ethical
deployment in real-world healthcare settings.

In this paper, we contribute to the growing body of research on secure and trustworthy medical
Al by investigating defence mechanisms designed to enhance the robustness of deep learning models
for TB screening. Specifically, we evaluate the effectiveness of approchaes such as the Multivariate
Gaussian Model (MGM) [17] and adversarial training [18] in mitigating both single-step and multi-step
attacks under white-box and black-box threat scenarios. Through comprehensive experimentation, we
demonstrate the detrimental impact of adversarial perturbations on unprotected models, highlighting
the urgent need for defensive strategies in clinical Al applications. By fortifying the robustness and
security of Al-based diagnostic tools, our work aims to support the reliable and equitable deployment
of TB screening technologies, especially in underserved regions, thereby advancing global health
equity and resilience.

The remainder of this paper is organized as follows. Section 2 provides an overview of the
related work and the foundational concepts. Section 3 describes the data, model architectures, and
methodologies employed in this study. Section 4 presents the experimental findings and performance
evaluations. Section 5 interprets the implications of our findings, highlighting the importance of
robustness and security. Finally, the last section outlines the limitations of this study and proposes
directions for future research.

2. Background and Related Work

Recent research has demonstrated that medical imaging models are highly vulnerable to adversar-
ial perturbations across a wide range of modalities, including computed tomography (CT), magnetic
resonance imaging (MRI), chest X-ray (CXR), ultrasound, and digital pathology. Comprehensive
reviews have shown that most adversarial pipelines in medical Al utilize gradient-based techniques
such as Fast Gradient Sign Method (FGSM), Basic Iterative Method (BIM), Projected Gradient Descent
(PGD), and Momentum Iterative Method (MIM), which consistently degrade the performance of
classification, segmentation, and detection models even under minimal perturbation budgets [16].
More advanced attack paradigms have emerged in recent years, introducing task-aware and modality-
specific strategies such as reconstruction-space perturbations for MR, intensity-based transformations
for CT, and patch-level attacks for high-resolution pathology images [19]. Furthermore, the growing
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prevalence of black-box transfer attacks, which exploit surrogate models to mislead clinical decision-
support systems, underscores the pressing real-world risks adversarial threats pose to automated
screening and triage workflows [19].

In parallel, defensive research in medical imaging has evolved to counter increasingly so-
phisticated attack algorithms. Modern defences are typically categorized into adversarial training,
purification-based methods, feature-level regularization, and statistical detection approaches [19]. Al-
though adversarial training remains the most widely adopted defence mechanism, its limitations—such
as reduced accuracy on clean images and limited generalization to unseen attacks—restrict its suitabil-
ity for safety-critical clinical applications. Emerging defences have introduced innovative strategies,
including diffusion-based purification [20], denoising reconstruction modules [21], anatomical priors
for enforcing structural consistency [15], and likelihood-based feature modelling to identify adversarial
deviations in learned embedding spaces [17]. Recent studies also highlight the growing promise of
architecture-agnostic statistical detectors and distribution-aware defences, which can be integrated
with pretrained medical Al models while maintaining favourable robustness—accuracy trade-offs [19].
Collectively, these advances signify a notable shift toward detection-oriented and model-agnostic
defence paradigms, guiding the direction for clinically deployable and trustworthy Al systems in
medical imaging [19].

One of the most widely studied defence strategies against adversarial attacks is adversarial
training [18,22]. This method involves incorporating adversarially perturbed samples into the training
process to improve the model’s resilience and ability to recognize malicious distortions. By repeatedly
exposing the network to adversarial variations during learning, the model learns more stable decision
boundaries and becomes better equipped to mitigate the influence of noise perturbations. Aversarial
training has demonstrated strong defensive performance in conventional computer vision tasks
[23]. However, it presents notable challenges when applied to medical imaging [18], where data
characteristics differ significantly from natural images. The medical domain is characterized by
complex high-dimensional data, subtle anatomical and pathological variations, and limited availability
of labelled samples. Medical images often contain fine-grained diagnostic details that can be distorted
by perturbations, making it difficult for adversarially trained models to generalize without sacrificing
diagnostic sensitivity [18].

To address these limitations, alternative defence frameworks such as Multivariate Gaussian Model
(MGM) [17] have been explored. MGM operates by modelling the distribution of high-dimensional
feature representations extracted from clean training images using a multivariate Gaussian defined
by a mean vector and covariance matrix. The Mahalanobis distance is then used to calculate the
log probability of a test sample, distinguishing between adversarial and clean inputs based on their
distance from the learned distribution. This probabilistic approach enables the detection of anomalous
or perturbed samples without requiring model retraining. A major advantage of MGM lies in its
adaptability—it can be applied post hoc to existing networks, regardless of their architecture, making
it a practical and efficient solution for medical Al systems [17]. The growing vulnerability of medical
imaging models to adversarial perturbations calls for robust defence strategies to provide complemen-
tary mechanisms for improving reliability in clinical Al systems, balancing robustness with diagnostic
accuracy.

3. Data and Methodology

This section outlines the datasets, preprocessing steps, model architectures, and experimental
procedures employed to evaluate the robustness of TB screening models against adversarial attacks, as
well as the implementation of defence mechanisms designed to enhance their resilience and diagnostic
reliability. Figure 1 shows the high-level overview of the analyses.
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Figure 1. Overview of the analysis for fortifying TB screening models against adversarial attacks. The diagram
begins with data acquisition and preprocessing of chest X-ray images, followed by model training and evaluation
under both clean and adversarial conditions. It also highlights the integration of defence mechanisms. The final
stage presents the comparative performance assessment.

3.1. Data
3.1.1. Data Collection

This study utilizes two distinct sets of datasets: (1) a highly imbalanced composite dataset
aggregated from multiple open-source CXR collections (see Table 1), and (2) a moderately imbalanced
dataset (see Table 2). The highly imbalanced dataset integrates six publicly available TB CXR datasets
and one COVID-19 CXR dataset, namely, the Montgomery dataset [22], the Shenzhen dataset [22],
Rahman’s combined CXR dataset (TB Radio) [24], a drug-resistant TB dataset (TB Portals) [25], an
11K bounding box TB dataset (TBX11k) [26], and the COVIDx-CXR-v4 dataset [27]. These sources
were selected for their comprehensive coverage of tuberculosis manifestations and their widespread
use in medical imaging research. The inclusion of the COVID-19 dataset broadens the diversity of
visual features and expands the sample size, facilitating more rigorous and targeted adversarial attack
evaluations.

Table 1. Class distribution of highly imbalanced chest X-ray datasets.

Dataset Total Healthy @ TB COVID-19
Shenzhen 662 326 336 0
Montgomery 138 80 58 0
TB Radio 4200 3500 700 0
TB Portals 1049 0 1049 0
TBX11K 4600 3800 800 0
COVIDx-CXR Train 61440 0 0 61440
Total 76330 7706 2943 61440

The moderately imbalanced dataset used in this study was derived from the work of Patel et
al. [2], comprising a curated collection of labelled and unlabelled CXR images. In total, the dataset
includes 10,288 CXR scans, distributed across three diagnostic categories: 3,906 normal cases, 2,141
TB images, and 4,241 COVID-19 images. This dataset provides a more balanced representation and
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serves as a valuable benchmark for evaluating model performance under conditions of moderate class
imbalance. The detailed image distribution is presented in Table 2.

Table 2. Class distribution of moderately imbalanced chest X-ray datasets.

Dataset Total Healthy @ TB COVID-19
CXR Train Unlabeled 8332 3170 1719 3443
CXR Train Labeled 925 345 207 373
CXR Test 1031 391 215 425
Total 10288 3906 2141 4241

3.1.2. Data Split and Preparation

Prior to merging, each dataset was partitioned into training, validation, and testing subsets using
an 80:10:10 split ratio, ensuring consistent evaluation protocols while accommodating the distinct
preprocessing requirements of individual datasets. Standard preprocessing procedures were applied,
including image normalization to standard distribution, lung segmentation to isolate the pulmonary
region and remove non-diagnostic areas, padding the masked image into the same aspect ratio, resizing
each image to 224 x 224 pixels, and histogram equalization to enhance contrast and colour consistency.
To further improve model generalization and mimic realistic variations in clinical imaging, a range
of data augmentation techniques was employed. These included Gaussian blur and additive noise,
horizontal flipping, random rotations between 0° and 15°, random translations in horizontal and
vertical direction for less than 15% of its original dimensions, and colour jitter to simulate common
radiographic artifacts. However, extreme augmentations such as random cropping were deliberately
excluded, as they risk removing critical pathological regions necessary for accurate TB detection.

Following preprocessing, all subsets were combined into a unified imbalanced dataset comprising
7,706 normal, 2,943 TB-affected, and 65,681 COVID-affected CXR images. This distribution results in a
class ratio of approximately 1:0.4:8.5, reflecting an epidemiological scenario. The other moderately
imbalanced dataset comprises 3,906 healthy, 2,141 TB-affected, and 4,241 COVID-19 chest X-ray
images, for a total of 10,288 samples. Several measures were implemented to mitigate the effects of an
imbalanced class distribution, as described in the next section. The resulting datasets provide a diverse
and comprehensive collection of CXR images, serving as a representative foundation for developing
and evaluating the robustness of Al-based TB screening models under adversarial conditions. Their
composition allows for the assessment of model performance across heterogeneous image sources
and pathologies, supporting the development and validation of the defence mechanisms aimed at
fortifying medical Al systems against adversarial threats.

3.2. Methodology
3.2.1. Lung Segmentation

The aggregated dataset comprises CXR images from multiple sources, each acquired under
varying imaging conditions such as contrast, exposure, orientation, and resolution. These variations
can introduce inconsistencies that may hinder model performance and generalization. To ensure
uniformity and preserve diagnostically relevant features for disease detection, a segmentation pipeline
was implemented. Specifically, we used Unet [28] to generate binary lung masks, effectively delineating
the pulmonary regions from surrounding anatomical non-diagnostic structures. Each CXR image
was then cropped to the lung region with a controlled margin of padding (10 pixels on each side)
to maintain contextual anatomical information that may contribute to diagnostic accuracy. This
segmentation process also mostly removes irrelevant background elements, e.g., text labels, markers,
and extraneous artifacts that appear in the image corners frequently, while focusing the model’s
attention on regions most indicative of disease pathology. Moreover, the refined lung-focused inputs
improve interpretability and support the development of robust adversarial defence mechanisms by
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ensuring that attacks and defences operate on clinically meaningful visual content. Representative
examples of this segmentation step are shown in Table 3, where original CXR images are compared with
their corresponding segmented outputs across Normal, TB, and COVID-19 cases. The segmentation
results display consistent localization of pulmonary regions and effective removal of non-diagnostic
background elements. This standardization reduces inter-sample variability while preserving key
anatomical structures.

Table 3. Representative examples of original chest X-ray images and corresponding segmented outputs.

Normal COVID-19

Clean

Segmented

3.2.2. Model Training

(1) Convolutional and Attention-based Networks: Three CNN models, i.e., ResNet50 [29],
DenseNet121 [30], and MobileNet v3 [31], and two attention-based models, i.e., ViT Base [32], and
DeiT [33], were initially pretrained on the ImageNet dataset and were fine-tuned on our dataset over
50 epochs. The weights for the ImageNet were loaded into the models first, then the initial layers, other
than the last three layers, were frozen to preserve the low-level features such as edges and local regions.
All models were trained on a single NVIDIA RTX A6000 with a batch size of 256, and CPU worker
threads were set to 8 to maximize the speed of training. Mix precision was used to optimize training
speed and memory usage as well. To effectively manage the inherent class imbalance in the dataset
and reduce overfitting, focal loss with class weights was employed alongside the Adam optimizer
with a learning rate of 0.001, which included weight decay of 0.01. Additional gradient clipping with a
max value of 1.0 was applied to prevent exploding gradients due to overfitting as well. The selection
of CNN and attention-based baselines was based on their simplicity and common application across
the machine learning domain, along with their effectiveness in handling complex image classification
tasks [14]. These architectures are particularly well-suited for medical image analysis, where capturing
intricate features is crucial for accurate diagnosis.

(2) Self-Supervised Self-Train Learning: Self-supervised learning (SSL) leverages the intrinsic
structure of unlabeled data to learn robust, semantically meaningful feature representations without
extensive manual annotation. Instead of relying on explicit ground-truth labels, SSL defines auxiliary
learning objectives or enforces consistency constraints across multiple augmented views of the same
input. Through this process, the model learns transferable representations that can later be fine-tuned
for downstream tasks [34]. This paradigm has gained significant traction in medical imaging, where
curated and expertly labelled datasets are often scarce, costly, and time-intensive to produce.

In this study, the distillation for self-supervision and self-train learning (DISTL) framework [35],
which effectively leverages limited labelled data alongside extensive unlabeled samples, was also
included among the evaluated models under adversarial conditions. The architecture integrates a
self-distillation with no labels (DINO) head [36] for representation learning with a classification head
for TB detection. Within this framework, first, a teacher model trained on a small labelled subset
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produces pseudo-labels for a large collection of unlabeled samples. These pseudo-labelled data are then
used to train a student model, enabling it to learn from both labelled and pseudo-labelled examples
and thereby enhance its generalization capability. To ensure stable convergence and prevent training
collapse, the teacher’s parameters are updated using an exponential moving average (EMA) of the
student’s weights [2]. For the purposes of this study, the original binary classification configuration
was extended to a multiclass setting by replacing the final classification layer with an appropriately
dimensioned output head, while preserving the training procedure described in [2].

The principal strength of this architecture lies in its ability to efficiently utilize large-scale unlabeled
data while maintaining strong generalization performance [3]. The vision transformer backbone
further enables global contextual modelling across lung regions through self-attention mechanisms,
facilitating the detection of diffuse and spatially distributed pathological patterns [2]. Importantly,
the reduced dependence on extensively annotated datasets makes such models particularly attractive
for deployment in real-world medical settings. As self-supervised approaches continue to mature,
they represent an emerging class of architectures warranting systematic evaluation in safety-critical
domains such as medical diagnosis.

3.2.3. Adversarial Attack Generation and Configuration

After training the baseline models, adversarial images were generated to evaluate the robustness
of the TB screening solution under both white-box and black-box threat scenarios. These two attack
categories differ in the level of information accessible to the adversary, providing a comprehensive
assessment of model vulnerability across varying degrees of exposure.

e White-box attacks: In this setting, the attacker has complete access to the model’s architecture,
weights, and gradients [18]. This allows direct computation of perturbations that maximize
prediction errors by exploiting internal model parameters.

*  Black-box attacks: In contrast, the attacker has no knowledge of the target model’s internal struc-
ture or parameters [18]. To simulate this scenario, a separate CNN architecture, i.e., DenseNet121
[30], was employed to generate adversarial samples. These samples were then transferred to the
target model to evaluate its susceptibility to cross-model perturbations.

Four established adversarial attack algorithms were implemented to simulate different perturba-
tion strategies:

1.  Fast Gradient Sign Method (FGSM) [37], a single-step gradient-based attack that introduces
small pixel-level perturbations along the gradient’s sign direction.

2. Projected Gradient Descent (PGD) [38], a multi-step iterative extension of FGSM that refines
perturbations while projecting them within a defined epsilon boundary.

3.  Basic Iterative Method (BIM) [39], an iterative variant of FGSM that applies repeated small
perturbations, enabling more precise adversarial manipulation.

4. Momentum Iterative Method (MIM) [39], an improved iterative technique that incorporates
momentum in gradient updates, enhancing attack stability and effectiveness.

For the white box setting, the perturbation strength (epsilon) was set to 0.02, while for the black
box scenario, epsilon was increased to 0.05 to account for reduced transferability. The iterative attacks
(PGD, BIM, and MIM) were performed with 20 steps, ensuring sufficient optimization of adversarial
perturbations. Epsilon defines the magnitude of pixel-level alteration introduced by the attack and
thus directly controls the balance between perceptual similarity and adversarial effectiveness. This
controlled generation of adversarial samples enables systematic evaluation of model resilience under
diverse attack conditions, revealing how different defence mechanisms perform against both direct
and indirect adversarial threats. Table 4 illustrates examples of each attack scenario across all the labels.
As seen, both white-box and black-box adversarial attacks lead to a loss of class discrimination.
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Table 4. Representative examples of clean chest X-ray images and their corresponding adversarially perturbed
counterparts generated under white-box and black-box attack scenarios.
Normal

TB

rmal
( lean Confidence: 0.545 Confidence: 0.795 Confidence: 1.000

I

coviD coviD

White_b 0X attack Confidence: 0.999 Confidence: 1.000

COVID-19

Ty

covip
Confidence: 1.000

Black-box attack

3.2.4. Defence Mechanisms for Adversarial Robustness

To enhance the robustness of the TB screening models against adversarial perturbations, two
complementary defence strategies were implemented:

1.  Adversarial Training (AT): AT was adopted as a foundational defence mechanism and as a
benchmark for evaluating alternative robustness strategies. Using the Adversarial Robustness
Toolbox library [40], the model was iteratively trained with a mixture of clean and adversarially
perturbed samples. Specifically, adversarial examples constituted 30% of the training data to
balance robustness improvements with feature-space stability and prevent excessive drift from
clinically relevant image representations. This process ensures the model is continuously exposed
to new adversarial examples during training, allowing it to learn more invariant and resilient
decision boundaries. By integrating adversarial examples directly into the optimization process,
the model becomes better equipped to recognize and mitigate subtle perturbations that could
otherwise lead to misclassification. As a result, AT serves as a strong baseline defence [18],
improving overall robustness while maintaining diagnostic accuracy across diverse CXR inputs.
In this study, two variants of AT are implemented. The first one, employs PGD as the method to
generate the adversarial images for training (AT-PGD) [41]. The second variant, Tradeoff-inspired
Adversarial Defense via Surrogate-loss minimization (TRADES) [42], introduces a theoretically
grounded trade-off between natural accuracy and robustness. TRADES decomposes the objective
into a natural classification loss on clean samples and a robustness regularization term that
penalizes the divergence between predictions on clean and adversarial inputs, thus it allows
more stable optimization and mitigates excessive degradation of clean performance compared to
the basic PGD-based AT [42].

2. Multivariate Gaussian Model (MGM): To complement AT, an MGM was employed following
the methodology outlined in Li et al. [17]. MGM operates as a post hoc detection mechanism
that models the distribution of high-level features extracted from the final layer of the CNN.
During training, these features are fitted to a Gaussian distribution characterized by a mean vector
and covariance matrix. At inference time, MGM computes the log-likelihood or Mahalanobis
distance of each input’s feature vector relative to the learned distribution. Samples that deviate
significantly from the distribution of clean images are flagged as potential adversarial inputs. By
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thresholding the log-likelihood score, the model can selectively ignore or reject inputs suspected
of being adversarial, thereby reducing the risk of incorrect predictions.

To integrate MGM with transformer-based backbones such as DINO, we extracted fixed-
dimensional, L2-normalized embeddings from the backbone network rather than from task-specific
classification heads. The backbone was wrapped to provide a single embedding from the DINO
block or a pooled token representation, ensuring that only pure feature representations were used for
Gaussian modelling. For general attention-based architectures, e.g., vision transformer (ViT) [32] and
data-efficient image transformers (DeiT), global average pooling of spatial features followed by L2
normalization was applied to produce consistent embeddings. This approach yields a uniform feature
representation across architectures, enabling reliable MGM fitting and scoring based on Mahalanobis
distance without requiring model retraining. It also enhances feature stability and improves the
compatibility of MGM with transformer-style models. Collectively, these two defence mechanisms,
i.e., AT and MGM, offer a robust, flexible defence framework capable of mitigating adversarial risks in
TB screening systems while maintaining clinical interpretability and scalability.

4. Results
4.1. Effect of Region-of-Interest Isolation

Figure 2 depicts the F1 score and loss curves across training, validation, and test datasets for the
ResNet50 model trained both with and without lung segmentation on the highly imbalanced dataset.
The results indicate that applying lung segmentation markedly improves model performance and
stability. Specifically, the segmented model achieves higher F1 scores across all dataset splits, reflecting
better precision—recall balance and enhanced generalization to unseen samples. Correspondingly, the
loss curves generally show faster convergence and lower final loss values compared to the unsegmented
model, suggesting that segmentation effectively reduces irrelevant background noise and enables the
network to focus on diagnostically meaningful pulmonary features.

The confusion matrices presented in Figure 3 illustrate the effect of lung segmentation on class-
wise prediction performance across healthy, TB, and COVID-19 categories. For the segmented model,
correct predictions are strongly concentrated along the diagonal, indicating high classification fidelity.
Specifically, the model accurately identifies 1151 healthy, 423 TB, and 2109 COVID-19 cases, with
only minor misclassifications; 6 healthy samples were predicted as TB and 3 as COVID-19, while
11 TB cases were incorrectly labelled as healthy. By contrast, the non-segmented model exhibits a
noticeably higher degree of cross-class confusion. The number of healthy samples misclassified as
COVID-19 increased sharply from 3 to 41, and TB samples mislabeled as COVID-19 rose from 6 to
19, suggesting that the lack of segmentation introduces spurious correlations between global image
features and disease patterns. Although COVID-19 detection remains relatively strong in both settings,
segmentation substantially reduces false positives and false negatives for the healthy and TB classes,
leading to more reliable diagnostic separation. These results demonstrate that segmentation enhances
the model’s focus on disease-relevant lung regions, effectively suppressing background noise and
non-diagnostic features. Overall, the segmented model demonstrated clearer class boundaries and
fewer off-diagonal errors, consistent with the improved F1 scores and loss reductions observed during
training and validation (see Figure 2).

4.2. Pre-Attack Performace Analysis

This section presents the baseline multiclass classification performance of all backbone models
before the application of adversarial attacks. The results summarize each model’s accuracy, F1 score,
and Area Under the Receiver Operating Characteristic Curve (AUC-ROC), establishing their initial pre-
dictive capabilities on both the highly unbalanced and moderately unbalanced datasets. These metrics
serve as benchmarks for subsequent evaluation of adversarial robustness and defence effectiveness
across different architectures.
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Figure 2. Comparison of the ResNet50 model’s performance with and without lung segmentation during model
training, presenting the F1 score and loss curves for training, validation, and testing datasets.

a) Without lung segmentation b) With lung segmentation
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Figure 3. Confusion matrices on the highly imbalanced test dataset using the ResNet50 model: a) model trained
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without lung segmentation, b) model trained with lung segmentation.

As shown in Table 5, all backbone models demonstrated strong baseline classification performance
on the highly unbalanced test set, achieving accuracies above 0.96 and AUC-ROC values exceeding
0.99. DISTL model delivered the highest overall accuracy (0.988) and F1 score (0.992), reflecting its
ability to effectively leverage both labelled and unlabeled data through self-supervised representation
learning. The MobileNet architecture attained the highest AUC-ROC (0.999), indicating exceptional
discriminative capability and robustness to class imbalance. Traditional convolutional backbones
such as DenseNet121 and ResNet50 also performed competitively, achieving accuracies of 0.976
and 0.967, respectively, with AUC-ROC values reaching 0.998. These results confirm the reliability
of CNN-based models in capturing fine-grained spatial features relevant to tuberculosis detection.
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Meanwhile, transformer-based architectures, i.e., DeiT and ViT, achieved accuracies of 0.982 and
0.962, and AUC-ROC values of 0.997 and 0.995, respectively. Although slightly trailing CNNs in raw
accuracy, their strong AUC-ROC scores demonstrate effective global contextual modelling across lung
regions, enabling consistent performance even under severe class imbalance.

Table 5. Baseline three-class classification performance of various backbone models on the highly unbalanced test
set (n = 2024) before the introduction of adversarial attacks.

Model Accuracy F1Score AUC-ROC
DenseNet121 0.976 0.976 0.998
ViT Base 0.962 0.962 0.995
ResNet50 0.967 0.967 0.998
MobileNet 0.985 0.985 0.999
DeiT 0.982 0.982 0.997
DISTL 0.988 0.992 0.998

Performance on the moderately unbalanced dataset (see Table 6) reveals more nuanced differences
among architectures. Here, the overall accuracy and F1 scores slightly decreased compared to the
highly unbalanced dataset, reflecting different characteristics in the highly and moderately unbalanced
datasets. Nevertheless, the moderately unbalanced dataset yields more balanced class sensitivity and
greater diagnostic reliability, since the elevated performance on the highly unbalanced dataset can
largely be attributed to bias toward the majority class and a lack of equitable representation among
minority categories. DeiT achieved the highest accuracy (0.952) and AUC-ROC (0.995), followed
closely by ResNet50 (0.949) and MobileNet (0.943), demonstrating that transformer-based and CNN-
based architectures can perform comparably under moderately unbalanced conditions. The DISTL
model recorded slightly lower metrics (accuracy=0.936, F1=0.936, AUC-ROC=0.989), which is expected
given its self-supervised pretraining approach that prioritizes feature generalization over supervised
optimization. Nevertheless, its competitive performance suggests that self-supervised representations
may remain valuable for downstream TB classification tasks. Overall, the baseline results confirm that
all tested architectures are highly proficient in detecting TB from CXR images. The strong AUC-ROC
values across both datasets indicate reliable discrimination between positive and negative cases. These
findings establish a solid foundation for subsequent experiments, where the same models are subjected
to adversarial perturbations to assess how their robustness and generalization hold under attack.

Table 6. Baseline three-class classification performance of various backbone models on the moderately unbalanced
test set (n = 1031) before the introduction of adversarial attacks.

Model Accuracy F1Score AUC-ROC
DenseNet121 0.938 0.938 0.993
ViT Base 0.942 0.942 0.994
ResNet50 0.949 0.949 0.994
MobileNet 0.943 0.943 0.993
DeiT 0.952 0.952 0.995
DISTL 0.936 0.936 0.989

4.3. Comparative Analysis of Model Robustness to Adversarial Perturbations

This section presents the classification performance of all models when subjected to four adver-
sarial attack types—FGSM, PGD, BIM, and MIM—under both white-box and black-box conditions,
without any defensive mechanisms applied. The results reveal substantial degradation in model perfor-
mance across all architectures, underscoring the susceptibility of deep neural networks to adversarial
perturbations in medical imaging tasks.
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On the highly unbalanced dataset, all models experienced pronounced performance drops (see
Table 7) compared to their clean baselines (Table 5). DenseNetl121 exhibited moderate resilience,
maintaining F1 scores between 0.42 and 0.47 under white-box attacks and slightly higher under black-
box conditions. This may suggest that CNNs, while not inherently robust, retain some stability due
to their localized feature extraction and inductive biases. In contrast, transformer-based models (ViT
Base and DeiT) showed severe degradation, particularly under FGSM and PGD attacks, with F1 scores
falling as low as 0.07 and accuracy dropping below 0.25. These results indicate that self-attention
mechanisms, which rely on global context, might be more easily disrupted by pixel-level perturbations
that distort fine spatial relationships. Interestingly, the MobileNet architecture demonstrated consistent
but relatively low performance across attack types, suggesting that lightweight models may also trade
robustness for computational efficiency. A comparison between white-box and black-box attacks
revealed that transfer-based (especially DeiT) black-box attacks generally cause slightly less damage,
with small improvements in F1 and AUC values across most models. This aligns with expectations, as
black-box perturbations are crafted using surrogate networks and may not perfectly align with the
target model’s decision boundaries. Nonetheless, the persistence of high vulnerability even under
black-box conditions highlights the practical threat that adversarial examples pose in real-world
screening and triage settings, where attackers may not have full model access.

Table 7. Classification performance of models on the highly unbalanced dataset under various adversarial attacks
and without any defence mechanisms applied.

Model Attack White-Box Black-Box
F1 AUC ACC F1 AUC ACC
ResNet50 FGSM 0393 0471 0.539 0.393 0.474 0.535

PGD 0475 0498 0472 0413 0488 0.535
BIM 0479 0494 0472 0458 0.512 0.535
MIM 0477 0499 0473 0399 0484 0.540

DenseNet121 FGSM 0.468 0479 0497 0.503 0.499 0.537
PGD 0439 0499 0413 0487 0.508 0.552
BIM 0419 0490 039 0437 0508 0.414
MIM 0.437 0501 0.403 0.483 0.501 0.554

MobileNet FGSM 0.403 0470 0.383 0412 0472 0.392
PGD 0385 0452 0367 0403 0455 0.381
BIM 0379 0444 0360 0.397 0447 0.373
MIM 0.381 0451 0363 0401 0450 0.377

ViT Base FGSM 0.067 0.512 0.037 0.041 0.502 0.022
PGD 0.195 0494 0.124 0.083 0.503 0.049
BIM 0331 0507 0253 0412 0506 0.359
MIM 0.207 0496 0.131 0.069 0.507 0.040

DeiT FGSM 0.280 0.505 0.210 0.315 0.509 0.240
PGD 0262 0497 0.191 0.298 0.501 0.222
BIM 0301 0503 0230 0334 0506 0.258
MIM 0271 0498 0.200 0.306 0.503 0.232

DISTL FGSM 0.268 0.505 0.359 0.244 049 0.317
PGD 0294 0499 0298 0.243 0491 0.320
BIM 0346 0499 0380 0392 0498 0.392
MIM 0311 0.504 0305 0253 0492 0.347

On the moderately unbalanced dataset (see Table 8), similar patterns emerged but with some
notable variations. The ResNet50 and ViT Base architectures demonstrated comparatively stronger
performance under certain attack types, with F1 scores reaching 0.697 (ResNet50, BIM white-box) and
0.631 (ViT Base, BIM black-box). This may suggest that a slightly more balanced class distribution can
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marginally improve model robustness by preventing bias toward dominant classes and stabilizing
feature representation. However, the overall decline in AUC values indicates significant disruption of
the models’ discriminative capacity. MobileNet showed steady but moderate performance. The DISTL
model, despite leveraging self-supervised learning, performed inconsistently, achieving relatively
high resilience under MIM and PGD attacks but poor results under FGSM, suggesting that its learned
representations are not yet optimized for adversarial robustness.

Table 8. Classification performance of models on the moderately unbalanced dataset under various adversarial
attacks and without any defence mechanisms applied.

Model Attack White-Box Black-Box
F1 AUC ACC F1 AUC ACC
ResNet50 BIM 0.697 0.499 0.535 0.738 0.464 0.585

FGSM 0.010 0.485 0.005 0.030 0.457 0.009
MIM 0379 0480 0234 0.034 0478 0.017
PGD 0346 0503 0210 0.002 0.529 0.001

DenseNet121 BIM 0.191 0.512 0.106 0.527 0.531 0.358
FGSM 0.085 0.514 0.045 0.137 0.520 0.074
MIM 0.142 0476 0.077 0.112 0491 0.059
PGD 0.190 0.532 0.105 0.119 0.503 0.063

MobileNet BIM 0451 0465 0451 0451 0476 0.451
FGSM 0466 0.522 0466 0466 0.511 0.466
MIM 0.453 0472 0453 0.453 0.488 0.453
PGD 0454 0481 0454 0454 0474 0454

ViT Base BIM 0515 0463 0347 0.631 0471 0461
FGSM 0513 0.535 0.345 0.598 0494 0427
MIM 0469 0478 0306 0571 0.486 0.400
PGD 0460 0491 0.299 0.582 0477 0.410

DeiT BIM 0462 0472 0462 0462 0475 0.462
FGSM 0471 0551 0471 0471 0.525 0471
MIM 0465 0481 0465 0465 0487 0.465
PGD 0466 0493 0466 0.466 0479 0.466

DISTL BIM 0.131 0468 0.070 0359 0475 0.219
FGSM 0.098 0.549 0.051 0.122 0.532 0.065
MIM 0349 0479 0211 0.120 0.488 0.064
PGD 0.357 0493 0.217 0.180 0.481 0.099

Collectively, these findings confirm that none of the evaluated architectures maintain acceptable
diagnostic performance under adversarial pressure, with F1 scores and accuracies often collapsing
by over 50% relative to clean baselines. The results emphasize the inherent fragility of deep learning
models in medical imaging when exposed to even minor input perturbations and highlight the need
for explicit defence mechanisms. Moreover, the consistent vulnerability across both white-box and
black-box scenarios demonstrates that adversarial robustness cannot be assumed from high clean-data
accuracy alone, a critical insight for deploying Al systems in safety-critical healthcare applications.

4.4. Comparative Evaluation of Defence Mechanisms

Table 9 presents a comparative evaluation of the robustness of three defence strategies, i.e., MGM,
AT-PGD, and TRADES, under both white-box and black-box attack scenarios on the unbalanced
dataset, using a ResNet50 backbone. Across all four white-box attacks (FGSM, PGD, BIM, and MIM),
the MGM defence consistently achieved outstanding robustness, with F1 score, accuracy, and AUC
values all reaching 0.969, 0.969, and 0.998, respectively. Remarkably, the same level of performance
was maintained under black-box conditions, suggesting that MGM provides architecture-independent
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protection and effectively mitigates adversarial perturbations regardless of attack type or source model.
In contrast, both AT-PGD and TRADES exhibited lower robustness across attack settings. Under
white-box conditions, AT-PGD reported F1 scores between 0.370 and 0.385, accuracy ranging from
0.389 to 0.405, and AUC values between 0.459 and 0.505, reflecting limited resistance to direct attacks.
Under black-box scenarios, AT-PGD showed only marginal improvement, with F1 scores between 0.378
and 0.396, accuracy from 0.418 to 0.428, and AUC values between 0.430 and 0.487. Similarly, TRADES
achieved white-box F1 scores between 0.399 and 0.423, accuracy ranging from 0.390 to 0.422, and AUC
values between 0.467 and 0.507, while its black-box performance remained modest, with F1 scores
ranging from 0.410 to 0.440, accuracy between 0.427 and 0.450, and AUC values from 0.436 to 0.507.
These findings demonstrate that the MGM defence markedly outperforms adversarial training-based
approaches in both attack settings. Its consistent stability across all metrics highlights its potential
as a lightweight defence mechanism capable of preserving diagnostic accuracy under adversarial
perturbations, a critical property for reliable and secure deployment of Al-based tuberculosis screening
systems.

Table 9. Comparative performance of MGM, AT-PGD, and TRADES on the
unbalanced dataset using the ResNet50 backbone.

White-Box Black-Box
F1 AUC ACC F1 AUC ACC

MGM* FGSM 0969 0.998 0.969 0.969 0.998 0.969
PGD 0969 0.998 0.969 0969 0.998 0.969
BIM 0969 0998 0.969 0969 0998 0.969
MIM 0.969 0.998 0.969 0.969 0.998 0.969

AT-PGD FGSM 0385 0.459 0.405 0.396 0.487 0.428
PGD 0.374 0.505 0.396 0.379 0.430 0.425
BIM 0.371 0.504 0.391 0.387 0.438 0.425
MIM 0.370 0.501 0.389 0.378 0.452 0.418

TRADES FGSM 0.399 0.467 0.390 0.410 0.448 0.450
PGD 0413 0507 0411 0411 0436 0.444
BIM 0417 0.503 0.414 0421 0477 0.427
MIM 0423 0.504 0.422 0.440 0.507 0.434

" This defence mechanism is highlighted in bold to indicate its superior performance
across all evaluated categories.

Defence  Attack

Table 10 summarizes the robustness performance of the MGM defence across six backbone
architectures, ResNet50, DenseNet121, MobileNet, ViT Base, DeiT, and DISTL, evaluated on the
unbalanced dataset under both white-box and black-box adversarial attack conditions. For each
combination of model and attack type (FGSM, PGD, BIM, and MIM), three key evaluation metrics
are reported: Fl-score, AUC, and accuracy. These metrics are presented separately for white-box and
black-box scenarios, enabling direct comparison of model robustness when the adversary possesses
full internal knowledge of the target model versus limited external access. The table demonstrates that
MGM consistently preserves high performance across architectures and attack types, with minimal
deviation between white-box and black-box settings, indicating strong generalization and attack
invariance. Models such as DenseNet121 and ResNet50 achieved near-perfect robustness (AUC > 0.99,
F1 > 0.96), while transformer-based architectures (ViT Base and DeiT) and the self-supervised DISTL
model also maintained high diagnostic reliability under adversarial conditions. These results highlight
MGM’s effectiveness as a universal defence mechanism, capable of sustaining diagnostic accuracy and
minimizing classification errors even in the presence of adversarial perturbations.
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Table 10. Performance of the MGM defence across multiple backbone architectures
on the highly imbalanced dataset.

Model Attack White-Box Black-Box
F1 AUC ACC F1 AUC ACC
ResNet50 FGSM 0969 0998 0969 0.969 0998 0.969

PGD 0969 0998 0969 0.969 0.998 0.969
BIM 0969 0998 0969 0.969 0.998 0.969
MIM 0969 0998 0969 0.969 0.998 0.969

DenseNet121* FGSM 0984 0999 0985 0984 0.999 0.985
PGD 0984 0999 0985 0.984 0.999 0.985
BIM 0980 0997 0981 0.980 0.997 0.981
MIM 0984 0999 0985 0.984 0.999 0.985

MobileNet FGSM' 0994 1.000 0994 0994 1.000 0.994
PGD 0918 0994 0916 0918 0.994 0916
BIM 0770 0937 0760 0.770 0.937 0.760
MIM 0782 0953 0.772 0.782 0.953 0.772

ViT Base FGSM 0964 0994 0964 0964 0.994 0.964
PGD 0964 0994 0964 0964 0.994 0.964
BIM 0.824 0.877 0.811 0.824 0.877 0.811
MIM 0964 0994 0964 0964 0.994 0.964

DeiT FGSM 0903 0944 0.894 0903 0.944 0.894
PGD 0908 0946 0901 0908 0.946 0.901
BIM 0.876 0919 0.864 0.876 0.919 0.864
MIM 0908 0946 0900 0.908 0.946 0.900

DISTL FGSM 0953 0990 0.983 0957 0.990 0.988
PGD 0945 0987 0982 0951 0.987 0.983
BIM 0927 0936 0975 0932 0936 0.980

MIM 0951 0987 0983 0.951 0.987 0.985

" Model that performed the best overall.

+ .
Best performance from one scenario.

Table 11 presents the performance of MGM defence across multiple backbone architectures on the
moderately imbalanced dataset. In this configuration, the class distributions are much more balanced
compared to the highly unbalanced dataset to assess whether dataset imbalance influences adversarial
robustness and overall diagnostic reliability. The table reports results under both white-box and
black-box adversarial attack settings (FGSM, PGD, BIM, and MIM), with three evaluation metrics (F1
score, AUC, and accuracy), summarized for each model-attack combination. All backbone models
maintained high performance under adversarial conditions, with F1 scores ranging from 0.946 to 0.969
and AUC values between 0.990 and 0.998. The minimal performance variation across white-box and
black-box attacks highlights MGM'’s consistent resilience and attack invariance, even when trained on a
balanced data distribution. These findings confirm that while absolute performance values are slightly
lower in some cases than those obtained on the unbalanced dataset, the balanced configuration yields
improved class sensitivity and fairness, reducing the influence of majority-class bias. Overall, MGM
continues to provide robust protection against adversarial perturbations across all tested architectures,
demonstrating its effectiveness as a generalizable defence strategy for medical image classification
tasks under varying data distributions.
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Table 11. Performance of MGM defence across multiple backbone architectures
on a more balanced dataset.

White-Box Black-Box
F1 AUC ACC F1 AUC ACC

ResNet50* FGSM 0969 0998 0.969 0.969 0.998 0.969
PGD 0969 0998 0969 0969 0.998 0.969
BIM 0969 0998 0969 0969 0.998 0.969
MIM 0969 0.998 0.969 0.969 0.998 0.969

DenseNet121 FGSM 0.966 0.996 0.966 0.966 0.996 0.966
PGD 0966 099 0966 0966 0996 0.966
BIM 0966 099 0966 0966 0.996 0.966
MIM 0966 099 0966 0966 0.99 0.966

MobileNet FGSM 0962 0995 0962 0.962 0.995 0.962
PGD 0962 0995 0962 0962 0995 0.962
BIM 0962 0995 0962 0962 0995 0.962
MIM 0962 0995 0962 0962 0995 0.962

ViT Base FGSM 0954 0992 0954 0954 0.992 0.954
PGD 0954 0992 0954 0954 0992 0.954
BIM 0954 0992 0954 0954 0992 0.954
MIM 0954 0992 0954 0954 0992 0.954

DeiT FGSM 0946 0990 0.946 0.946 0.990 0.946
PGD 0946 0990 0946 0946 0.990 0.946
BIM 0946 0990 0946 0946 0.990 0.946
MIM 0946 0990 0946 0946 0990 0.946

DISTL FGSM 0958 0.993 0.958 0.958 0.993 0.958
PGD 0958 0.993 0958 0.958 0.993 0.958
BIM 0958 0.993 0958 0.958 0.993 0.958
MIM 0958 0993 0958 0.958 0.993 0.958

" Model that performed the best overall.

Model Attack

5. Discussion
5.1. Impact of Lung Segmentation on Model Performance

Incorporating a lung segmentation step that crops each image to the lung region substantially
improved the classification performance. As reported in Tables 5 and 6, all models exhibited strong
baseline performance, particularly on the highly unbalanced dataset. On the moderately unbalanced
dataset, segmentation continued to yield consistent gains. The confusion matrices in Figure 3 highlight
these improvements, showing reduced misclassification across all classes, particularly between healthy
and TB categories. Fewer off-diagonal errors indicate improved class separation and enhanced
generalization. Overall, segmentation provided a more stable foundation for subsequent robustness
evaluations by emphasizing diagnostically relevant lung features.

5.2. Vulnerability of Models to Adversarial Perturbations

All architectures exhibited pronounced vulnerability to adversarial attacks when no defence
mechanisms were applied. Adversarial perturbations are often imperceptible, yet as shown in Table 4,
they caused severe misclassification, for instance, a TB image being predicted as healthy with 100%
confidence. Such behaviour is particularly alarming in medical contexts, where diagnostic reliability is
critical. Across both white-box and black-box settings, models experienced substantial degradation.
On the highly unbalanced dataset, convolutional backbones dropped to F1 scores between 0.37 and
0.42, with corresponding AUC values around 0.50. Transformer-based models achieved slightly higher
robustness (F1 up to 0.43), while DISTL exhibited moderate stability (F1 0.35-0.45). These results
may suggest that attention mechanisms provide only marginal resilience and that class imbalance
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may amplify vulnerability by skewing decision boundaries toward dominant categories. For the
moderately balanced dataset, degradation patterns were similar, though less severe. Convolutional
models reached F1 scores between 0.35 and 0.46, and transformers achieved F1 scores between 0.46
and 0.52, confirming that balancing mitigates bias but does not eliminate susceptibility. Multi-step
attacks such as PGD, BIM, and MIM consistently induced greater degradation than FGSM, reflecting
their iterative optimization process that better exploits model weaknesses.

5.3. Comparative Evaluation of Defence Strategies

To address these vulnerabilities, three defence mechanisms were evaluated: AT-PGD, TRADES,
and MGM. Adversarial training approaches provided limited protection. AT-PGD achieved F1 scores
between 0.37 and 0.39, with AUC values between 0.43 and 0.50, while TRADES offered marginal
improvement (F1 ~0.40-0.42, AUC ~0.50). Both approaches suffered from the well-documented
trade-off between robustness and clean-image accuracy, as adversarial training tends to overfit to
specific perturbation types and diminish general diagnostic performance [43]. In contrast, the MGM
defence demonstrated substantial resilience. On the highly unbalanced dataset, MGM achieved an
average F1 score of over 0.96 and AUC-ROC approaching 1.0, maintaining near-identical performance
under both white-box and black-box attacks. ResNet50, for example, retained F1=0.969 and AUC=0.998
under PGD and MIM, while DenseNet121 achieved F1=0.984 and AUC=0.999. These results represent
a recovery of over 60-70% of the performance lost under attack. Although some architectures, such
as MobileNet, regained less (F1 ~0.77 under BIM), the overall trend confirmed that MGM prevents
catastrophic collapse in adversarial settings. Importantly, MGM operates outside the training loop,
filtering inputs based on probabilistic feature distributions rather than gradient manipulation, making
it computationally efficient and easy to integrate into existing diagnostic pipelines. Performance on
the more balanced dataset mirrored that of the unbalanced configuration, with deviations below three
percentage points across F1, and AUC metrics. ResNet50 maintained identical robustness (F1=0.969,
AUC=0.998, ACC=0.969 under PGD), confirming that class rebalancing had a negligible influence
when MGM was applied. Furthermore, architectures that initially exhibited lower resilience, e.g.,
DeiT, which recorded F1=0.876 and AUC=0.919 under BIM on the unbalanced dataset, regained
stability in the more balanced configuration, exceeding F1=0.900 across all attacks. This consistency
across datasets demonstrates MGM’s invariance to class distribution shifts, a crucial property given
that class imbalance is inherent in medical datasets due to the rarity of certain conditions. MGM
also generalized effectively to non-convolutional architectures. The DISTL model, despite its self-
supervised transformer design, achieved F1=0.864, AUC=0.954, and ACC=0.857 under PGD and BIM
attacks, recovering approximately 40-50% of lost performance relative to undefended baselines.

5.4. Mechanistic Insights into MGM'’s Stability

The near-identical results across different attacks and datasets can be attributed to the evaluation
mechanism of the MGM framework. MGM filters inputs based on their likelihood under a modelled
Gaussian feature distribution, allowing only clean or high-confidence samples to proceed to classifica-
tion. Consequently, performance metrics reflect this subset of images that pass the filter, leading to
convergence across attack types. This behaviour indicates not insensitivity to perturbations, but rather
the stability of the probabilistic filtering process, which effectively rejects adversarially corrupted
samples before inference.

5.5. Implications for Medical Al Deployment

Across all architectures and attack types, MGM restored an average of 68.3% of lost performance,
effectively closing the gap between clean and adversarial conditions while maintaining diagnostic-
level accuracy. Its training-independent design minimizes computational overhead, making it highly
practical for real-world medical imaging systems where model retraining may be infeasible. By
combining high fidelity and computational efficiency, MGM represents a promising defence paradigm
for safety-critical medical Al applications. Future work may extend this approach to other imaging
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modalities and explore hybrid frameworks that integrate probabilistic filtering with active adversarial
adaptation to further enhance robustness and transparency.

6. Conclusions and Limitaions

This study systematically evaluated the impact of adversarial attacks on deep learning models for
TB screening and assessed the effectiveness of defence mechanisms. The results demonstrate that while
current Al models achieve high diagnostic accuracy under clean conditions, their performance can
degrade drastically when exposed to adversarial perturbations. Such vulnerabilities pose significant
risks to clinical reliability, especially in resource-limited regions where Al-assisted screening has the
potential to improve access to diagnostic services and reduce the burden on healthcare systems.

The introduction of the MGM defence framework proved highly effective in restoring diagnostic
performance under both white-box and black-box attack scenarios. MGM achieved strong robustness,
architecture generalization, and computational efficiency, making it well-suited for real-world medical
imaging applications. Our findings highlight that robust, interpretable, and lightweight defence
mechanisms are essential to ensure trustworthy deployment of Al systems in critical healthcare
environments.

Several limitations must be acknowledged. First, the evaluation was conducted on a specific
set of chest X-ray datasets, which may not fully capture the diversity of global populations, imaging
equipment, and clinical conditions. Differences in acquisition protocols, disease prevalence, and
demographic variability could influence model behaviour and robustness. Second, while MGM
demonstrated strong resilience to the attacks tested, the study did not explore adaptive adversaries
or domain-specific black-box scenarios that may arise in real-world clinical settings. Third, the
analysis focused primarily on classification tasks; extending evaluation to multi-modal imaging
would provide a more comprehensive understanding of adversarial vulnerabilities across diagnostic
modalities. Future work will therefore focus on expanding robustness evaluation across larger and
more heterogeneous datasets, representing diverse populations and imaging systems. Collaborative
research with healthcare institutions will also be pursued to assess operational feasibility and clinical
trustworthiness in deployment scenarios.

Ultimately, this study underscores the critical importance of adversarial robustness as a prerequi-
site for safe and reliable medical Al By developing scalable and transparent defence strategies, future
diagnostic models can achieve not only high performance but also the resilience and interpretability
necessary for ethical and dependable clinical decision support.
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