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Abstract 

Cyber-threat is now a global concern to all internet users, as the rate of crimes has 

tremendously changed from physical to virtual. Implementing awareness programs at 

various organization levels is required, Also there is a need to know the methodologies 

used in measuring cybersecurity awareness program effectiveness. The paper aims to 

review and explore the previous methodologies applied, target organizations, and 

application of Machine Learning techniques in the assessment of awareness programs. 

Systematic literature review techniques were used to conduct the search using pre-

defined keywords and published papers from 2006 to 2019, the information was used 

in providing an answer to the research questions. The finding shows questionnaire was 

widely used as a method of evaluating cybersecurity awareness and also organizations 

implement more awareness programs, the gap found is the lack of using ML in 

assessing the effectiveness of design, implemented cybersecurity awareness programs.   
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1. Introduction  

The protection of critical information assets has become an organization's priority as 

most activities are performed online, therefore continues updating and improving the 

technology used to avoid cyber-threats (Dlamini et al., 2009). This has been possible 

as the result of the increase in high dependence on the internet, as of today there are 

about five billion people worldwide are using the internet(WIS, 2021). The 21century 

is regarded as the saturation stage of cybersecurity due to the high rate of cybercrimes. 

Sometimes the world cyber does not only refers to as technology but also a political 

idea that is cantered in the numerous technologies. 

These threat has increased as the result of reliance on using smartphones device, which 

is particularly seen among young generation (Lau et al., 2017; Mi et al., 2020). This 

young generation has less knowledge on basic cybersecurity tips on how to protect 

themselves from any minor cyber threat. There are many smartphones available, 

therefore data can be easily breached and stolen (Allam et al., 2014), which increases 
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security risk and causes a great threat to its users. Internet users’ behavior when using 

the internet has an important role to play in either minimizing or increasing 

information security problems(Öʇütçü et al., 2016).  

Cyberspace has been working as a financial marketplace, partisan background, and 

also as a social scene by utilizing the potential of the sector(Weishäupl et al., 2018). 

According to Langer, (2017), Stated that organizations are required to adopt an 

optimized security measure that works within and outside the network to protect their 

sensitive information. Also to control access to critical infrastructure organizations 

need employees to be aware of cyber threats (Taylor et al., 2014). 

The risk of security threats increases due to the lack of proper awareness which tends 

to increase security problems (Kim, 2014; Peker et al., 2016). The result of using a 

smartphone to access the internet and the affected people to cybercrimes keeps on 

increasing (EDUCAUSE, 2018). Hence, designing security awareness programs 

becomes crucial (Allam et al., 2014).  Educational institutions can assist in 

implementing an action plan for educating students and other individuals as most were 

considered to be the “weakest link” in information security  (Mi et al., 2020). 

Cybersecurity awareness programs should be a continuous process to keep updating 

with the new cyber threats, however, there are certain challenges associated with how 

to identify the effectiveness of cybersecurity awareness programs for youths.  

Firstly,  how to identify the acceptance of the concept of security and how to promote 

security culture within a workspace (Rantos et al., 2012). This challenge is often 

contributed  to the behaviors of youth, whose cybersecurity knowledge is low but tends 

to ask an expert (S. Furnell, 2008) 

Secondly, how to assess the message conveyed in an awareness program is enough or 

not? “ often one full size- fit all” is applied (Rahim et al., 2015).  This can only be 

achieved when the program is tailored to the specific audience and to the cybersecurity 

knowledge required to change their mindset toward cybersecurity risk. This would 

help in delivering an effective cybersecurity awareness program to the intended 

audience.   

The most important aspect in delivering a cybersecurity awareness program is to 

change or tech certain concept which directly affects the behavior, with this, 

understating the methods to identify the effectiveness of the program is significant. 

There are many methods available, however, selecting the appropriate one that suits 

the program is quite difficult and how to identify which method is frequently used.  

This research would review the current method in assessing the effectiveness of 

cybersecurity awareness programs and further see if machine learning techniques 

(ML) are used in assessing the effectiveness of cybersecurity awareness programs. 

This research would further help the researcher in applying these methods in assessing 

the effectiveness of cybersecurity awareness programs, also this would help other 

researchers to adopt the use of ML in analyzing cybersecurity awareness programs.  

The paper consists of the following sections 1, Introduction. 2, Objective of the review. 

3, Methodology. 4, Discussion. 5, Conclusion 
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2. The objective of the review  

This review objective is to identify the current methods used in assessing the 

effectiveness of cybersecurity awareness programs, target organization, and What 

Machine learning techniques are used in cybersecurity awareness program assessment.  

3. Methodology  

The systematic literature review process was performed in obtaining selected papers, 

this method is widely accepting in conducted holistic review on a certain phenomenon 

as proposed by (Kitchenham, 2007; Kitchenham et al., 2009). This method consists of 

a predefined step-by-step method in conducting particular research. The steps in this 

method include the following:(Rahim et al., 2015)  

• Step 1: Define the research question  

• Step 2: Determine the data sources and search process 

• Step 3: Define inclusion and exclusion criteria  

• Step 4: Result of searching and data extraction  

• Step 5: Discussion 

 

 

Step 1:  Research Question  

The review was carried out to find the answer to the following research questions: 

 RQ1. What is the current method used in identifying the effectiveness of 

cybersecurity awareness programs? 

 RQ2.  What type of organizations implement cybersecurity    

  awareness programs?   

 RQ3. What Machine Learning Technique is used in the assessment of the 

effectiveness of cybersecurity awareness programs? 

Step 2: Determine the data sources and search process 

The following known databases were used in searching relevant available papers in 

cybersecurity awareness programs and assessment methods, these databases include 

IEEE, Science Direct, Scopus, Emerald and Springer, and web of Science. The 

keyword used as search terms: “Cybersecurity assessment method”, “Security 

program”, Awareness education”, “Cybersecurity in ML”. The search was limited to 

the only article published from 2006 to 2019 

Step 3: Define inclusion and exclusion criteria 
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The following table 1 explains the inclusion and exclusion criteria applied in the 

research.  

 

 

Table 1: Inclusion and exclusion criteria 

Included Article  Excluded Article  

Fully available paper Full text but not available  

Year of publication from 2006 – 2019 Outside range of the year  

English version Non-English  

focused on  “cybersecurity awareness 

program”, “cybersecurity assessment 

method”   

Were outside domain  

Found in the selected database.  Duplicated studies  

  

Step 4: Result of Searching and Data Extraction 

This section provides the search results from the database based on the search 

keywords. The section outline the identified articles, the table comprise of authors 

name, year, and tile. From the table other analyses such as identifying the current 

method used in identifying the effectiveness of cybersecurity awareness programs, 

organizations that implement cybersecurity awareness programs, and what Machine 

Learning Technique is used in the assessment of the effectiveness of cybersecurity 

awareness programs. A total of 41 articles was used based on the predefine key-words 

out of the many retrieve from the selected database,  figure 1 below shows  the 

processes that were followed in the data extraction phase  

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Data Extraction Process
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Table 2: Cybersecurity Awareness Program Evaluations Methods Metrics Analysis  

Authors and 

years 

Survey  Case 

study  

Questionnaire  Interview Focus 

group  

Game 

tool 

E-

learning 

Pre-test 

questionnaire 

Post-test 

questionnaire  

Value-  

focused 
Response 

 to email 

(Rahim et al., 

2015) 

✓   ✓          

(Ahlan & 

Lubis, 2011) 

 ✓  ✓          

(Tsohou et al., 

2008) 

 ✓  ✓          

(Shamsi, 

2019) 

 ✓   ✓         

(Albrechtsen, 

2006) 

 ✓   ✓         

(Albrechtsen 

& Hovden, 

2010) 

✓   ✓          

(Bada & 

Nurse, 2019) 

 ✓   ✓         

(Burcu 

Bulgurcu, 

2016) 

✓   ✓          

(Drevin et al., 

2007)  

         ✓   

(Charoen et 

al., 2008) 

 ✓    ✓        

(Chen et al., 

2006) 

   ✓    ✓      

(Cheung et al., 

2012) 

✓   ✓          
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(Claar & 

Johnson, 

2012) 

✓   ✓          

(Cone et al., 

2007) 

 ✓     ✓       

(D’Arcy et al., 

2009) 

✓   ✓          

(Eminaǧaoǧlu 

et al., 2009) 

 ✓  ✓          

(Furman et al., 

2012) 

 ✓  ✓          

(S. Furnell, 

2008) 

✓   ✓          

(S. M. Furnell 

et al., 2007) 

✓   ✓          

(Hagen et al., 

2011) 

✓   ✓          

(Hepp et al., 

2018) 

 ✓  ✓  ✓  ✓        

(Caputo et al., 

2014)  

          ✓  

(Kim, 2014) ✓   ✓          

(Rantos et al., 

2012) 

✓   ✓          

(Korovessis et 

al., 2017) 

✓    ✓         

(Kritzinger & 

Von Solms, 

2010) 

      ✓      
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(H. A. Kruger 

& Kearney, 

2006) 

✓   ✓   ✓        

(H. Kruger et 

al., 2010) 

 ✓  ✓          

(Labuschagne 

et al., 2011) 

 ✓     ✓       

(Mani et al., 

2014) 

✓   ✓  ✓         

(McCrohan et 

al., 2010) 

 ✓  ✓          

(Monk et al., 

2010) 

✓   ✓          

(Parsons et al., 

2014) 

✓   ✓          

(Michael & 

Power, 2007) 

 ✓  ✓          

(Rezgui & 

Marks, 2008) 

✓   ✓  ✓         

(Al-jerbie & 

Mohd 

Zalisham Jali, 

2014) 

 ✓  ✓          

(Slusky & 

Partow-Navid, 

2012) 

 ✓  ✓          

(Talib et al., 

2010) 

✓   ✓          

(White, 2015)  ✓  ✓          

(Wolf et al., 

2011a) 

 ✓  ✓          
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(McCrohan et 

al., 2010) 

       ✓  ✓    

 

 

Table 3: Type of Organizations Implement Cybersecurity Awareness Program 

Authors and years  Organization Home User  Secondary/ 

College/University 

Normal 

Internet User 

Social networking  

User 

(Ahlan & Lubis, 2011)   ✓    

(Shamsi, 2019)   ✓    
(Albrechtsen, 2006) ✓      
(Albrechtsen & Hovden, 

2010) 
   ✓   

(Bada & Nurse, 2019) ✓      

(Burcu Bulgurcu, 2016) ✓      

(Drevin et al., 2007)  ✓      
(Charoen et al., 2008) ✓      

(Chen et al., 2006) ✓      
(Cheung et al., 2012)   ✓    
(Claar & Johnson, 2012)    ✓   

(Cone et al., 2007) ✓      
(D’Arcy et al., 2009) ✓      

(Eminaǧaoǧlu et al., 

2009) 
✓      
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(Furman et al., 2012)    ✓   
(S. Furnell, 2008)    ✓   
(S. M. Furnell et al., 

2007) 
 ✓     

(Hagen et al., 2011) ✓      

(Hepp et al., 2018) ✓      
(Caputo et al., 2014)  ✓      
(Kim, 2014)   ✓    
(Rantos et al., 2012) ✓    ✓   
(Korovessis et al., 2017) ✓      

(Kritzinger & Von 

Solms, 2010) 
 ✓     

(H. A. Kruger & 

Kearney, 2006) 
✓      

(H. Kruger et al., 2010)   ✓    

(Labuschagne et al., 

2011) 
    ✓  

(Mani et al., 2014) ✓      
(McCrohan et al., 2010)   ✓    

(Monk et al., 2010) ✓      
(Parsons et al., 2014) ✓      

(Michael & Power, 

2007) 
✓      

(Rezgui & Marks, 2008) ✓      

(Al-jerbie & Mohd 

Zalisham Jali, 2014) 
  ✓    
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(Slusky & Partow-

Navid, 2012) 
✓      

(Talib et al., 2010) ✓  ✓     
(White, 2015) ✓      
(Wolf et al., 2011a)   ✓    
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4. Discussion  

This section clearly explains research questions formulated in this paper and discusses 

each question with its relevant justification  

RQ1: What is the current method used in identifying the effectiveness of cybersecurity 

awareness programs? 

The assessment of cybersecurity programs has gotten much attention from several 

researchers who have proposed many methodologies that are used in identifying the 

effectiveness of the program and how user level of understanding has increased due to 

the cybersecurity awareness program conducted. The currently identified method is 

used to know the effectiveness of an awareness program. Following the systematic 

review conducted and presented in table 2, where it shows the identified method, 

authors, and year of the publication. Based on the table there are eleven independent 

assessment methodologies by thirty-seven authors. These all identified can further be 

group into either qualitative or quantitative methods or approaches. Based on the table 

it has clearly shown the most used or trending method is the Questionnaire-based as 

figure 2 shows below with 29 occurrences. However, some researchers have used 

multiple methods to identify the effectiveness of their (Ahlan & Lubis, 2011; Bada & 

Nurse, 2019; Burcu Bulgurcu, 2016; D’Arcy et al., 2009; Korovessis et al., 2017; 

Rezgui & Marks, 2008; Shamsi, 2019). 

This has indicated that cybersecurity awareness assessment can be obtained with the 

combination of more than one methodology, this would provide more non-bias, and 

also humans cannot be based simply on one type of method. Therefore, researchers 

can mix more than one method when trying to identify the effectiveness of the 

implement cybersecurity program as evaluating human behavior is quite complex.  

From the identified methods to the best of the authors' research, there are no 

assessments ever conducted using the program evaluation technique that follows a 

certain framework or guideline. Therefore, this shows no framework has been 

followed for designing any cybersecurity awareness program, and also no program 

assessments have ever been conducted during the design process before 

implementation. This pointed out the need for a framework that would guide 

researchers in designing an effective cybersecurity awareness program.  

 

 

 

 

 

 

 

 

 Figure 2. Assessment Methodologies Statistic   
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RO2. What type of organizations implement cybersecurity awareness programs?    

This section would explain the type of organization that implemented cybersecurity 

awareness programs.  The audience can be employees, students, or the community. 

This section is important as its details out where the previous studies have covered and 

where is left out. The research target is to find out if university students were 

considered in the previous research or not as they are the most vulnerable due to the 

high dependence on the internet (Johansson & Götestam, 2004).  Table 3 has identified 

five major organizations that mostly implement cybersecurity awareness programs.  

 

 

 

 

 

 

 

 

 

Figure 3 Assessment on an organization that implement cybersecurity awareness 

programs 

The table below shows the organization has the highest with 23 and the university has 

an average of eight, this has indicated less focus on students’ awareness. The research 

objective was to identify which organization has implemented the program, from the 

survey has indicated there are is less research in this field. Therefore, more research is 

needed to be conducted for the student to be aware of cybersecurity. Few studies have 

covered this section (Kim, 2014; H. Kruger et al., 2010; Slusky & Partow-Navid, 

2012). 

RQ3. What Machine Learning Technique is used in the assessment of the 

effectiveness of cybersecurity awareness programs?  

This section explains the available previous research conducted with machine learning 

(ML) techniques to assess the effectiveness of cybersecurity awareness programs.  

Machine learning has been bumming in recent times as many applications and critical 

systems have implemented the techniques for prediction.  In the field of cybersecurity, 

ML is mostly used in the networking area for threat, attack, and anomaly detection 

(Martínez Torres et al., 2019). Also in spam detection ML is used (Fawcett, 2003). 

however, Abu-Nimeh et al., (2007) published a paper that explains phishing e-mails 

detection with ML techniques. Based on the authors' knowledge and research 

conducted most ML techniques used are mainly for identification or prediction of 

cyber-threats, however, one paper was found to have used ML to predict the level of 

cybersecurity awareness level using classification and regression tree  CART 
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Classifier in an educational environment in the middle east, this was used based on a 

pre-designed quantitative questionnaire (Al-Janabi & Al-Shourbaji, 2016). This paper 

only identifies the current cybersecurity awareness knowledge of the students without 

conducting any awareness program, therefore, firstly there are urgent needs to conduct 

an awareness program based on the cybersecurity need then a quantitative method 

should be used in gathering the result for prediction.  The section seems to be left out 

as no other researcher has conducted such an experiment to the best of the authors’ 

understanding.  This has given room for more research to be conducted and ML 

techniques to be used in predicting the effectiveness of cybersecurity awareness 

programs. 

5. Conclusion  

In conclusion, this paper has provided a detailed answer to the research questions 

formulated, and the assessment of the effectiveness of cybersecurity awareness 

methodologies used has been provided based on the previous researcher, thou is not a 

new topic in the literature.  However it was found, the application of ML in identifying 

the effectiveness of cybersecurity awareness programs was given much attention like 

in cyber-threat predictions, and this has open up an opportunity for researchers to apply 

more ML to predict the success of cybersecurity awareness programs.  The recent 

methods use are good also but, applying ML would provide more accurate results than 

only depending on the quantitative or qualitative, or mix-method approach.  Moreover, 

it was found from the literature there is no framework used when designing any 

cybersecurity awareness program as a guide. This also has opened up a new dimension 

for the researchers to propose frameworks peculiar to cybersecurity awareness 

programs that would be used as a guide when designing an awareness program, this 

would further make the program more effective after implementation than when the 

traditional method is used.   Finally, based on the literature, universities/ colleges/ 

secondary was far left behind when it comes to implementing cybersecurity awareness 

programs as youths are more exposed to cyber-threats due to the high dependency on 

the internet in their daily activities.
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