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Abstract: The rise in dependency upon information present on web and social networks has increased the
importance of content credibility systems. These sys- tems can help the users to make a right decision related to
buying a product, utiliz- ing a service and etc. Application areas including social network blogs of different
subjects such as health, food, education, politics and product review/ratings some- times suffer incredible and
wrong information flow. The content credibility sys- tems can help users to identify the credible information
on these various forums. Recently, researchers have proposed certain mechanisms for these systems, out of
which reputation based systems have gained most attention. However, reputa- tion systems are vulnerable to
reputation based attacks, like Sybil, Slandering, and Whitewash promoting spread of wrong information. The
authors have proposed a defense mechanism against these attacks that is based upon Bayesian Model. The
proposed defense mechanism provides protection against these attacks so that fake or wrong information could
be prevented. The authors evaluated the proposed mechanism in three different scenarios and presented the
results in terms of pre- cision, recall and rate of change in rank. The results reveal almost 88%prevention against
these attacks in comparison to the baseline systems.

Keywords: Content Credibility; Reputation Attacks; Sybil; Slander; Whitewash

1. Introduction

The content present on web is not reliable and credible [1][2]. The content can be a piece of text,
product reviews, user ratings, recommendations, QA blogs to name a few. Reputation systems are
utilized in different domain, it is built upon the success or failure of interactions. Recently Reputation
systems [3] are employed to ascertain the credibility of reviews, ratings, rankings and
recommendations. The importance of content credibility systems [4][5] have emerged due to a rise in
reliance on the information present on web by the people from every age, background and knowledge
level. Anyone with or without expert knowledge can contribute on the web in the form of social
networks blogs, emails, web content.

An approach towards evaluating content credibility is to evaluate the ranking and rating
associated with the contributor of that information. Reputation Systems[6]are widely employed to
calculate these ratings or ranks. However, these rating and rankings can be manipulated through
reputation attacks [7], that can increase the reputation rank of fake or wrong content. These attacks
can be launched on the information dissemination, calculation structure of the reputation systems.
These attacks on reputation based systems are also evaluated in cloud environment [8], IoT Systems
[9] and social networks [10]. Reputation attacks investigated in a recent research [11] has studied the
impact of the ratings and reviews of the users. One approach to mitigate these attacks is to identify
the Sybil identities or dishonest nodes. This involves content based analysis[12] of the nodes, that is
hard to capture and is sometimes not revealed. Another approach involves graph based analysis to
find attack edges. This article however, has proposed an approach that strengthens the calculation
structure of the reputation model that can filter the malicious activity while preserving privacy of the
nodes. In this article the authors have focused on the attacks that are specifically launched to explore
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the vulnerability of the mathematical model of the reputation systems utilized to judge credibility of
web content.

Attacks on reputation management systems are directed at the system’s objective. The capacity
to ap- propriately portray a participant’s ranking based on their interactions with other participants
is the aim of reputation systems. However, under these assaults, the system is unable to generate
correct ranks, conse- quently rewarding dishonest individuals and discouraging the truthful ones. The
attack model is carried out by insiders who are authenticated to the system. This paper identifies the
popular attacks on content credibil- ity systems, that are Sybil, Slandering and Whitewash attacks. The
existing reputation based approaches of content credibility do notidentify these attacks, and are easily
vulnerable to these attacks. The existing con- tent credibility systems are based upon simple summation
[13], pagerank [14] and normal distribution(NDR) [15] based reputation calculation structures. More
recently an iterative filtering(IF) based reputation algo- rithm [16] has been proposed to address the
issue of unfair ratings. This algorithm is based upon updating of weight by calculating the distance
of a user’s rating from the aggregate. This article proposes the defense algorithms to counter these
attacks as part of the content credibility framework that is based upon Bayesian algorithm utilizing
beta probability density function [5]. Finally efficacy of the proposed mechanism is demonstrated
through simulation experiments in different scenarios. The article contains sections of Prob- lem,
Research Objectives, Literature Review, followed by Experiments evaluating different attack scenarios
and finally the Conclusion.

2. Problem Formulation

Let U={u1, u2, u3, - - -, un} has interactions I where I = {i1, iz, i3, - - - , in} are the interactions that U had, I is
categorized as positive or negative i.e i = alpha/beta. Reputation rank is calculated through the [5] algo-
rithm,as R={r1, 2, 13, - - -, 4} ,in such a way that element of U are in sorted manner according to R.Attacker
A manipulates the R of U such that elements of U are not in sorted manner now.A ={a1, az a3, - - -, au} be-
comes subset of U thereby increasing rank of u« in case of Sybil attack or decreasing rank of u« in case
of Slander attack. The problem scenario is graphically presented in the Figure 1.

Interactions

4

Reputation Interaction

Reputation Engine

calculation structure Categorization

Expected Value

Legitimate
node

Figure 1. The Attack Model Scenario.

2.1. Research Contribution

The Content credibility systems based upon reputation systems are vulnerable to reputation
attacks. Thus content credibility systems require a defense module that can prevent such attacks.
Following objec- tives are addressed by authors in this article.

+  To protect the reputation ranking from the Sybil attacks.
+  To design prevention technique against the Slandering attack whereby the attacker
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intends to nega- tively impact the reputation rank of the target node.
*  To prevent Whitewash attack that is launched as either sybil or slandering attack.
The attacker gains a good rank initially and after sometime it starts attacking as a

sybil or slander.

3. Literature Review

3.1. Threat Model

An attacker in the context of reputation based credibility systems is someone who has intention
to reduce the reputation score of an agent, user, person, expert commenting or recommending a piece
of infor- mation. Attacks under discussion in this paper are categorized as active attacks. For example
an entity gain higher rank and is thus regarded as subject expert with greater reputation rank. In order
to tarnish the rank, an adversary introduces many fake identities in the system. The purpose of the
act is to increase the rating of the attacker while decreasing the rating of the genuine user. This attack
can be targeted to decrease the rank of the genuine expert by producing negative reviews, or ratings.
Another type of attacker starts of with passive behavior, after gaining some reputation through positive
behavior, it starts attacking behavior by pro- ducing negative comments/reviews for the target thereby
decreasing its reputation.These attackers exploit the calculation structure of the reputation systems.
The calculation structures adopted by content credibility systems are based upon page rank, normal
distribution(NDR) and simple summation. Mathematically NDR is presented as,

k
NDR=Y(l* LW) (1)
=1

where LW is the weighing factor. PageRank based reputation is mathematically represented as,

PR(u) =Z§

PR(v
L(v) )

where page rank value of page u is dependent upon the pagerank value of each page in set B divided
by the total number of pages. The reputation model in [13] is simple summation of the total number of
followings, tweet and likes. While the mathematical representation of [5] is

E M-1_p+1
=X
i=1
pHn+2 3)

where E represents the expected value(reputation) of a node in a particular context.The p represents
the positive interactions and n represents negative interactions.The proposed defense mechanism is
based upon this calculation structure. In the following sections authors have elaborated the three
types of attacks in the context of reputation calculation structures.
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3.2. Types of Attacks

3.2.1. Self Promotion or Sybil Attack

Sybil refers to fake identities. Sybil can launch an attack by demeaning a reputed identity by
false accusation. Initially Sybil gains some reputation in the system, by fabricating its behavior. An
extreme kind of Sybil attack would be, where multiple Sybil identities are created. One scenario of a
Sybil attack is when Sybils form a group to give false positive feedback about a node, just to increase
the reputation [17] of that particular node. In a different scenario, a Sybil account could generate
fraudulent accounts to harm a legitimate user’s reputation or rating. Today, online bullying, etc., are
all examples of this kind of attack. These attacks have recently been discussed in relation to social
media, particularly twitter. [18],[19]. Regression modelling has been used by the authors of this work
to make predictions about the user profile.

o o o
o e
'® @

False positive increase in
rank of target node by
sybils

Target node interacts with
honest nodes and influence
wrong information

O

Sybil Node Target Node  Honest Node

Figure 2. The Sybil Attack.

More recently authors utilized game theoretic [20] approach to mitigate the Sybil malicious
behavior by addressing issue of dynamic update of trust value and trust threshold. The Figure 2
elaborates the Sybil attack scenario, whereby false positive increase in the rank of the target node
promotes malicious activity.

3.2.1. White Washing

In white wash attack , the node tries to whitewash its bad behavior . The node initially gains
good reputation through positive interactions. Once trust is established it behaves maliciously . This
attack is coupled with Sybil or Slander attacks.

Literature reveals systems including Sybil Guard[21], SumUp[22], Sybil Limit[23] fighting
against these attacks. These systems are not suitable for the content credibility systems.

Another study on preventing Sybil attacks in expert ranking systems, the SumUp algorithm is
used by MHITS[24]. In this system, the nodes are eliminated by the SumUp approach prior to the
ranking procedure. SumUp is an online content rating system that resists Sybil attacks by relying on
the user trust network. It makes advantage of the idea of max-flow. The peer prediction approach,
which has been the subject of research in the field of defence mechanisms, is related to receiving
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honest feedback from users [25, 26]. In a Nash equilibrium fashion, they offer an appropriate payment
scheme to nodes providing accurate reports about others. Theoretically, these systems have
attempted to combat these attacks by observing behaviour related to cost incurred in providing
opinions.

3.2.3. Slandering

Positive users may receive negative comments from malicious users, harming the reputation of
deserv- ing individuals. The influence of a single defamatory node is minimal; however, when nodes
band together to harm a node’s good reputation, it can have an effect. The recognised slander node is
penalised by standard defence measures. As a precautionary step, attaching nodes to genuine
transactions or interactions is also possible. The slander assault scenario is further described in the
figure ??. The slander node defames by encouraging fictitious negative interactions with the honest
node.

Slanders malign honest node
by false negative interactions
Credible information

attached with honest node
looses its rank

Slander Node Honest Node

Figure 3. The Slander Attack.

4. Defense Mechanism

The scheme presented in this article utilizes Bayesain based reputation model[5] . The Bayesian
repu- tation system utilizes beta probability density function and takes into account positive and
negative interac- tions.

fpla, B)= LEa+ip)pt-eD(1-p)irD @)

TG.a)[G.B)
The probability expectation value is given by, where alpha and beta are two events

E(p)= _a

a+p

©)
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Suppose there are two outcomes of interaction i named as « and § then mathematically we can

write it as
ia,ip (6)
If the observed number of outcomes are denoted by n then it can be expressed as,
i11.0(, l'n.ﬁ (7)
a=ia+1 ®)
B=inf+1 ©

Substituting in the equation4 following mathematical expression can be derived.

fpla, )= IL(na+ing)ptna-1)1-p)inp-1)
L (in.a)L (in.B) (10)

E(p)= ina+1
(11)
ina +inf+2

The probability expectation value from the above equation is interpreted as the relative
frequency of the outcome in.c¢ is uncertain in future and presented by the value calculated by the
equation 11. The reputation value is symbolised by the expectation value. Every user in the network is
ranked using the reputation value. The input provided by the other members is used to determine the
reputation value. The suggested method divides interactions into positive and negative categories
before computing the probability distribution of two events, i.e., the two categories in this method.
As a result, if a Sybil attack is initiated using false identification, not all of the network’s legitimate
users will be complimentary of them; in other words, they may experience isolation. This is true
whether the feedback is in the form of opinion, text or both.

By incorporating a time factor into the reputation value, the white wash attack can be thwarted.
Older feedback is therefore given less weight than more recent feedback values. A threshold can aid in
identifying the presence of harmful feedback in the instance of a slandering attack where the user is
providing falsely bad feedback. Since a genuine user will stop interacting after unfavourable
interactions. The next sections discusses attack-resistant reputation algorithms.

4.1. White Wash Defense Algorithm

The reputation value incorporates a temporal element to combat the whitewash attack, devaluing
older feedback in favour of more recent feedback. The dishonesty detector based on historical
data[27] also discusses a related notion. The algorithm suggests that the model will only include
recent interaction if the value of the variable t is zero. Else other interactions in the history are also
counted. These can be restricted by mentioning the numbers 2,3,etc showing number of interaction
from the history included in the calculations. Algorithm 1lines 1 to 6 address defense against this
attack, where N is a list containing the number of interactions.

4.2. Slandering Defense Algorithm

In this attack [28] a malicious entity is identified by the frequency of false negative feedback over
a period of time. A genuine user will not have more interactions, after the negative encounters. The
attack resistant reputation algorithm 1 assumes anode’s’ as a slander node. The interactions are firstly
categorized as positiveP and negativeN. Then number of negative interactions are checked against a
threshold. If it falls beyond the threshold, the node is filtered. In the assumption node s’ is filtered.
Algorithm 1 lines 8 -17 categorizes the interaction from the list N as positive or negative. If the
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negative interactions are beyond a certain threshold that node is added to the list of slandering nodes
depicted by s.

Algorithm 1 Defense Algorithm

: Get time t node i interacting node j

: t «— value

: if t =0 then

Last interaction between node i,j

1
2
3
4
5: else
6 N « interactions
7
8
9

: end if
: while N~0 do
if interaction == negative then

10: Ni++
11: Nj++
12 else
13: Pi++
14: Pj++
15 endif
16:  if Nj>threshold then
17: s « j where s is list of slandering nodes
18:  else
19: Ev(j)«— p+1l/p+n+2
20: Ev(i) «— p+1/p+n+2
21: Ev(i, j) < Ev(i)* Ev(j)
22: end if

23: end while
24: ExpectedValue — Ev(i)

4.3. Sybil Defense Algorithm

The reputation value is utilized to rank the entities. The algorithm determines the user’s
reputation value by comparing it to the reputation value of the user with whom they are interacting,
i.e. j when they provide feedback, ratings, or reviews. The reputation of node i is calculated based
on the weights of the nodes it had interactions. The proposed mechanism to address the Sybil attack
is shown in lines 18 to 22 in algorithm 1,indicates the expected value of a node that is established by
weighing it in accordance with an interaction node’s expected value i.e. j.

The proposed defense algorithm counters these three attacks on every interaction of a node.

5. Experiment and Results

5.1. Experiment Setup

The experiments are carried out on three varied scenarios . The scenarios are related to the dataset
that lists the interactions of 40 nodes. The interactions are rated on the scale of 1-5, such that 1 is the
lowest and 5 is considered as the highest rating. These rating are the interaction feedback values after
utilizing the service. This dataset is developed as part of study carried out with the students of UET
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Peshawar.The study was unbiased carried out by a third party. The performance evaluation of the
defense mechanism of the content credibility system is carried out by authors utilizing Rate of change
in rank, Precision, Recall, FMeasure as the performance metrics[29, 30].

5.2. Attack Model

5.2.1. Scenario 1

A rank list is generated from the dataset with the basic reputation rank algorithm. In order to
prevent the Sybil attack a rank list is generated according to the Sybil algorithm as discussed above.
The top three nodes are node 17,2, 32. In order to verify if Sybil can be prevented the dataset is
manipulated and new nodes are introduced with the intention to rise the reputation rank of a
particular node i.e. node 13. The results however, show that node 13 does not attain any significant
advantage, thus the attack is effectively prevented. In this particular case the newly introduced nodes
had no interaction with other nodes so their rank is zero. However, in another case the reputation rank
of these newly introduced nodes is fabricated so as to find the implications of the attack. In such case
the rank of node 13 got improved from the previous case. Launching the same attack on other content
credibility systems i.e pagerank the rank of target nodes gets incremented since more connections are
now developed . To authors knowledge this issue is not addressed in any of the versions of the
pagerank. Similarly NDR based system could not prevent it since more feedback are now added
thereby increasing the overall of average of the reputation value of the target node. Another baseline
[13] that is based upon summation reputation calculation, whereby the number of followers, likes are
treated as input to calculate the reputation rank easily suffer this attack. The recent randomized IF
algorithm has similar results to the proposed technique, however due to its iterative nature the
algorithmic complexity is high that increases with increase in number of users and ratings. They
also have the assumption that randomly selected users, lead to filtering of unfair rater. The assumption
however does not always hold true. The Table 1 shows the ranking before and after attack. After clear
observation it was found that node13 gained reputation and its rank improved to 4th place from 7th
place in the ranking.The authors calculated the Precision that measures the number of nodes that
gained new improved rank in Sybil attack. Thus in this scenario Precision is 0.94 , while Recall is 0.90

5.2.2. Scenario 2

Scenario2 demonstrates the Slandering attack. The attackers intend to decrease the reputation
rank of the target node. Thus in this scenario newly introduced nodes give poor feedback so as to
malign the target node. The analysis of the results as shown in Figure 4 reveal that ranking after slander
attack is quite similar to the ranking after sybil attack. However, few nodes lost their rank and went
down in the rank list.The target node 13 didn’t lose its rank, the reason being the nodes that are
referred by node 13 also face change in rank, thereby in overall calculation node 13 still retains its
position, however its reputation value drops considerably. The Precision calculation of this scenario
yields value of 0.86 and recall is also 0.8 approx.

o Sybil

Nodes

B Slander

Figure 4. Sybil , Slander RankD comparison.
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Figure 5. Comparison of ranking before the Sybil attack and after Sybil attack.

5.2.3. Scenario 3

The Scenario 3 is targeted towards effect of the Whitewash attack. The algorithm proposes that
with t=0 all interactions in history are used and for t=1..n a specific number of history interactions are
utilized in calculating final reputation rank. In order to evaluate this, a simulation is created where
change in the reputation rank of node is recorded according to the history of interactions, it can clearly
be analysed from the results that the rank is changing with change in history of interactions. This
behavior is compared against a competing reputation structure based upon Hidden Markov
Model(HMM)[31]. The Table 2 and the Figure 7 shows comparative result of change in reputation
values in case of HMM based model and the proposed technique by varying numbers of
interactions.The basic thing to compare between the two techniques is the in terms of the response to
change in behavior by the two systems. Thus, the authors tested a particular situation involving a
node that had a history of 10 interactions with other nodes. We obtained expected value of 0.4 when
time factor t=0 was considered, and expected value of 0.3 was obtained when time factor t=1 was
considered. The time factor t=0 means usage of all interactions of the history while t=1 means
utilization of only recent interactions. The change in HMM based model is steeper meaning it can
easily capture the rapidly changing behaviors. However the scenario of whitewash attack does not
assume such rapid changes as node starts behaving either as slander or sybil after gaining some
reputation in the system, thus employing HMM based model to capture this would be an expensive
choice. Also HMM is limited by the duration of states and if combined with learning technique it offers a
complex solution. Comparatively beta probability based reputation system equipped with the proposed
mechanism to fight against whitewash attack is simpler in terms of time complexity.

Table 1. Ranking without and RankingD with defense.

Rank Nodes RankD(Sybil) Nodes Nodes RankD(Slander)
1 17 1 17 1 17
2 2 2 2 2 2
3 32 3 32 3 32
4 28 4 13 4 13
5 39 5 28 5 28
6 25 6 39 6 39
7 13 7 25 7 25
8 35 8 35 8 35
9 40 9 40 9 40
10 30 10 30 10 30
11 23 11 23 11 23
12 8 12 8 12 8
13 38 13 38 13 38
14 5 14 5 14 5

7 7 15 7

—_
Q1
—_
Q1
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16 6 16 6 16 6
17 37 17 37 17 37
18 9 18 9 18 9
19 20 19 20 19 20
20 16 20 16 20 16
21 10 21 10 21 10
22 4 22 4 22 4
23 31 23 14 23 31
24 19 24 3 24 19
25 33 25 31 25 26
26 14 26 33 26 21
27 3 27 19 27 14
28 21 28 26 28 3
29 27 29 27 29 33
30 26 30 21 30 12
31 34 31 12 31 34
32 24 32 34 32 27
33 12 33 24 33 22
34 22 34 22 34 24
35 1 35 45 35 1
36 11 36 44 36 11
37 15 37 43 37 15
38 18 38 42 38 18
39 29 39 41 39 29
40 36 40 36 40 36
41 0 41 29 41 41
42 0 42 18 42 42
43 0 43 15 43 43
44 0 44 11 44 44
45 0 45 1 45 45
50
45
40
35
30
w2 B Rank
5| 20 B RankD({Slander)
= 15
" 1,
o L IRERTRTTARRR s RRARREERTL AR
135 7 911131517192123252729313335373594143
Nodes
Figure 6. Comparison of ranking before the Slander attack and after Slander attack.
Table 2. Reputation Value (observation probabilities) With Varying History.
Interaction History Reputation Value Expected Value (HMM)
All History 0.40 0.45
Latest 0.3 0.20
Latest 3 0.40 0.40
Latest 5 0.42 0.50
Latest 7 0.50 0.60
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Figure 7. Reputation Rank in case of Whitewash Attack.

5.3. Analysis

Three different scenarios are discussed in this article. The results reveal that performance of
defense scheme in case of Sybil attack is better compared to the case of Slandering attack thus,
showing that the nodes gaining ranks are monitored in a better manner. The Figures 5 and 6 report the
comparison of ranks of nodes before the attack and after the attacks, while the defense algorithms are
in practice. It is to be noted that the defense mechanism is preventive in nature. The precision values
verify this in both Scenariol and

Table 3. Time Complexity Comparison- Of Reputation Calculation Structures.

IF Algorithm HMM PageRank Proposed
O(n?) O(K?N) O(n?) O(n)

Table 4. Related Work Efficiency Evaluation.

Schemes Evaluation Metrics Results
SybilGuard Probability of honest node acceptance 87%
SybilLimit Number of sybil nodes accepted per attack edge O(logn)
M. Qurishi et.al Accuracy 86%
Bhupender Kumar et.al Cost benefit, Utility Optimum Value

Scenario2. Scenario3 evaluates defense against white wash attack, giving us an insight that it can
be a good candidate for domains that do not experience rapid dynamism and a likeable solution for the
domains where nodes/agents do not change their behavior rapidly, instead sustain it. The results also
reveal that datasets that are dense in nature can have behavior similar to above whereby decreasing or
increasing rank of a node can have ripple effect on many others. While in case of sparse datasets
where the connectivity is loose, prevention against these attacks can have promising outcomes. In
scenario 1 although the attacking nodes had no reputation rank but they still succeeded to raise rank
of target node due to density of connections. Thus we can predict that attacker could gain advantage
if the attacking nodes have already gained reputation. The comparative Figure 8 shows the Precision,
Recall and FMeasure in case of Scenariol and Scenario2. The FMeasure clearly shows that the proposed
mechanism is good enough in prevention against these attacks. Algorithmic comparison to the IF
algorithm reveals a major difference in terms of time complexity. The proposed algorithms in this
research has complexity of O(n) while the complexity of IF [16] based algorithm is O(n?). The time
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complexity comparison of different reputation models is shown in the Table3. The IF algorithm
iteratively operates until the mean average error of a user no more changes. The weights of raters are
adjusted according to their distance from the average ratings. The proposed algorithm has mean
average error to negligible value. Thus the distinctive feature for comparison is the time complexity of
the algorithm. We have also carried out a comparative analysis of previous related work whose target
was to detect and prevent Sybil attacks in case of social networks. These schemes utilized different
evaluation metrics and reported the results accordingly as shown in the Table 4. However they
have proposed schemes in case of social networks . This article has proposed such attacks on
reputation based systems that are widely employed in different domains to judge the credibility and
quality of information. Also we have evaluated different kinds of attacks that are carried out by fake
or Sybil nodes. The previous work as shown in the Table 4 proposes identification of the sybils in the
system, we have however assumed that manipulation of Sybils that are not identified can be prevented
by securing the calculation structure of the system. We propose that the mathematical model of
reputation systems that are used to calculate, ratings, rankings are equipped so as the malicious
activity is filtered out. The existing web content credibility systems utilizing reputation [13] do not
have defense module to prevent such attacks, that can effect the credibility evaluation of the system.
Thus comparative analysis to these cannot be reported. In the context of countering threats that
propagate misinformation, this study extends from prior research [32-45] and focuses on the
development of a robust defense mechanism

6. Conclusions

Content credibility systems can help users identify credible and correct information. Users
utilize ratings, and reputation scores to judge the credibility of content. However such ratings,
ranks can suffer these attacks thereby presenting wrong information. This article is focused on the
information in social network blogs and related domains. The reputation based credibility systems
suffer reputation attacks that can promote spread of wrong information. These attacks can bring down
the credible information thereby inducing fake and incorrect information. Sybil, Slandering and
Whitewash attacks are explored in this context. One approach is to identify the Sybils and prevent the
honest nodes to interact with them. This study however, has proposed another approach whereby
malicious act of Sybils could be prevented by the mathematical calculation structure of the reputation
systems. The authors have proposed a defense module of the content credibility system that is based
upon Bayesian reputation model. The defense module serves to prevent the attacks. The efficacy of the
module is discussed in the context of different scenarios. The experimental results revealed a precision
of 0.88 when attack is imposed on the system. Similarly the White wash attacks are compared with
another solution based upon HMM algorithm also shows choice of the proposed technique appropriate
in terms of cost in the given problem space. As a future enhancement the authors aim to simulate further
attacks, in different scenarios considering different features of social network users.

Table 5. Comparative Analysis in Terms of Precision, Recall and FMeasure.

Metrics Scenariol Scenario2
Precision 0.94 0.836
Recall 0.9 0.8

F Measure 0.919 0.817
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Figure 8. Comparative Analysis in Terms of Precision, Recall and FMeasure.

Appendix A. Example of appendix

Authors that need to include an appendix should place it after the References section. Multiple ap- pendices are
allowed and they should be labeled in the order in which they appear in the text. Each of the appendices
shall have its heading that follows the style detailed in Section 2.2. Appendices shall be labeled as Appendix
A, Appendix B, Appendix C, etc.

Appendix B. Another appendix
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