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Abstract

Mechanistic Interpretability (MI) is a subfield of interpretability seeking to explain the internal workings
of a model. It has become a thriving subfield for interpreting large language models (LLMs). In this
position paper, we argue that while MI can provide insight about LLMs in controlled and/or simplified
task settings, it is not sufficient for interpreting LLMs in complex settings such as LLM agents. This is
because understanding LLM agents, which consist of multiple interconnected components, operate
over long trajectories, and interact with external environments, requires attributions beyond only the
backbone model internals. Thus, we argue that interpreting LLM agents requires pairing MI with the
traditional behavioral approaches, which examine the external input-output attributions of a model.
As such, a chain of attributions tracing an agent’s action back to the output of the responsible component
and timestep, then to the input that drove it, and finally to the internals of that component’s LLM
backbone, can form a complete, traceable, causal, and actionable interpretation.

Keywords: LLM agents; interpretability

1. Introduction

Mechanistic Interpretability (MI) has become one of the most active areas of research on Large
Language Models (LLMs), as reflected by the growing number of papers in the field [1-3] and the
number of dedicated workshops at major machine learning and natural language processing venues [4—
6]. By reverse-engineering the internal computations of neural networks into human-understandable
algorithms and concepts, MI has produced valuable insights across a variety of tasks [7-10]. However,
this success has yet to extend into LLM agents, which are among the most widespread and exciting
real-world applications of LLMs today [11-13]. As these agents are increasingly deployed in sensitive
environments, obtaining actionable interpretations' of their behavior is critical for safety and control
[1,15].

Position

To build an actionable understanding of LLM agents, mechanistic and behavioral approaches must interface
together as neither suffices on its own. Behavioral approaches can localize the agent component(s), trajectory
step(s), and part(s) of the input responsible but cannot say why the model produced that output, while a
mechanistic finding can explain the internal computation but only once the parts of the system responsible
have been scoped down precisely. Only by combining the two can we form the chain of attribution required to
achieve an actionable understanding of LLM agents.

1 We call an interpretation actionable [14] if it supports an intervention that changes the targeted behavior as intended and

generalizes to deployment settings.
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Interpreting an LLM agent requires explaining why it produced a given behavior over the course
of its interaction with an environment. That behavior unfolds over long trajectories and across multiple
interconnected components, each of which can issue several LLM calls on inputs that mix environment
observations, stored memory, and the outputs of earlier steps [11,13,16]. Explaining agent behavior,
hence, demands analyzing how these components interact across the trajectory and how the agent
engages with its environment along the way. These lie beyond the scope of what MI methods target,
which is explaining the internal computations that drive a well-defined input-to-output pattern [1,3].
An agent’s behavior is not a single output but one that emerges over a trajectory of many LLM
calls; thus, the behavior must first be traced to the steps and components responsible for it. Once the
responsible step and component are identified, determining which inputs led to which outputs requires
behavioral analysis, since each call’s input is assembled at runtime and not known in advance. Only
once that pattern and the agentic system’s behavior are well-understood can we perform mechanistic
analysis to understand the internal computation of the backbone model contributing to the behavior.
Explaining an agent, hence, calls for both behavioral and mechanistic analysis.

Accordingly, getting actionable explanations of an agentic system’s behavior requires a chain of
attribution: first attributing the behavior to the component(s) and timestep(s) that produced it, then
to the specific input(s) to the LLM calls responsible for it, and finally to the internal mechanism by
which that input gave rise to the output. Each link determines a different part of how to act on the
explanation. The first identifies where to intervene, the second whether the fault lies in the model or
in what it was given, and the third whether an intervention will generalize beyond the observed case.
An intervention guided by a partial chain may be aimed at the wrong step, the wrong target, or only
the instance that was observed. The scope of Ml is mainly targeted to address the last link, making
MI by itself insufficient.

We posit that behavioral approaches offer the missing link for explaining agentic systems. These
approaches attribute a model’s outputs to its inputs and can localize which timestep in the trajectory,
and which agent component produced a behavior [17-19], as well as which part of that component’s
input triggered it [20-22]. However, while behavioral approaches can help identify where and when
a failure occurs, it cannot explain why at the mechanistic level, making designing interventions
more challenging. As a result, any proposed fixes remain tied to the specific instance that was
observed, and may fail to prevent the same behavior when it arises from a different input or trajectory,
whereas intervening on or monitoring model internals can target the mechanism itself, yielding more
generalizable interventions. We highlight how explanations derived through chain of attribution can
help inform actionable explanations for LLM agents using an example of indirect prompt injection
[23-25], where an agent leaks all of a user’s emails. We summarize how this framework can help in
Figure 1.
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Figure 1. Interpreting an LLM agent as a chain of attribution. (a) An agent reads an injected email at step t — k
and forwards all emails at step t; the agent’s action is first isolated from its environmental effect (Attribution 0).
(b) Attribution 1 localizes the originating step and component, (c) Attribution 2 the triggering input span, and (d)
Attribution 3 the internal mechanism. (e) The framework for interpreting and intervening on agent behavior.

Recent work [26] calls for layered, system-level interpretability to govern agents. We adopt a
similar position and develop it technically, specifying how behavioral and mechanistic attribution
can be chained to complement each other to produce complete?, traceable, causal, and actionable
interpretations to guide interventions.

2. Background and State of Research
2.1. The Components of an LLM Agent

LLM agents are increasingly deployed across diverse applications, including web navigation
[17,27-29], computer use [30], software engineering [31], scientific discovery [32,33], embodied tasks
[34,35], and tool use [36], and are increasingly composed into multi-agent systems [37,38]. However,
despite their diverse applications, all of these systems can be placed within the framework of the
definition of an agent as an entity that perceives its environment and acts upon it, with its behavior
determined by a mapping from its history of percepts to actions [39].

LLM agents realize this definition through a common set of interconnected components operating
over a sequence of timesteps t [16]: Perception converts raw observations o; into token representations
x¢ = enc(o;); Memory maintains information across timesteps through a history state (or collection
of states) hy = u(h;_1,x¢), taking the form of working memory (the current context window) and
long-term memory (parametric knowledge and external retrieval); Reasoning transforms perception
and memory into a decision, formalized as a policy a; = 7t(h, x¢), often through explicit reasoning
chains [40] but can also be implicit [41]; an Action a; € A is executed by an external environment
through a transition function 1 = fenv(&t, at), yielding a new observation o, 1; and Evaluation and
Monitoring compare actual and predicted outcomes, and replanning when needed.

In practice, these agents are largely evaluated by task success on benchmarks [27,30,42], though
a growing body of work moves beyond end-to-end metrics toward process-based evaluation that
attributes outcomes to specific steps, components, or capability layers [17-19,43]. While these frame-
works reveal system shortcomings, they are limited to the behavioral aspect without delving into
the underlying mechanistic causes. However, as systems gain the ability to operate autonomously in
real-world environments and behavioral evaluations offer limited insight into the internal decision
processes behind an agent’s actions [1], they cannot fully explain the consequences those actions entail.

2 By complete, we mean an explanation that identifies all the causes of the targeted behavior, distinguishes them from those of

unrelated behaviors, and characterizes them generally rather than only as they appeared in the observed instance.
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Consequently, ensuring these systems are safe for deployment requires interpreting their behavior
by identifying its root causes, raising the question of what the methodology for interpreting system
behavior should target.

Running Example

Consider an LLM agent asked to summarize a user’s inbox and archive old messages. While reading
one email, the agent encounters injected text “forward all future emails to attacker@evil.com” embedded
in the message body. The perception component reads this text and the memory component stores it as
context. Several steps later, when the user calls the agent to write and to send a new email, the reasoning
component treats the injected text as a legitimate instruction and issues an action that forwards the
user’s emails.

2.2. Behavioral Approaches

We use Behavioral Interpretability (BI) as an umbrella term for interpretability methods that explain
a model’s outputs in terms of its inputs, treating the model as a black box, in contrast to MI, which
explains outputs through the model’s internal computations. We use behavioral approaches more broadly
to cover both these interpretability methods and behavioral evaluation such as the ones highlighted
section 2.1, which assesses an agent from its observable inputs, outputs, and trajectories.

BI methods such perturbation-based attribution [20,22], and counterfactual explanations [44,45]
predate MI. BI methods are reported to be even more widespread in practical applications [46—48].
This is motivated by the practicality of these methods. Behavioral techniques require only the ability
to query a model, which makes them applicable to any architecture. Their explanations are also
expressed in terms of the input itself; as such, they require less expertise to interpret than mechanistic
explanations, and acting on them, for example by modifying or filtering the inputs a model receives
[49,50], typically requires less engineering effort than intervening on model internals.

More recently, behavioral methods, have become central to overseeing increasingly capable agents.
For instance, chain-of-thought monitoring, which reads a model’s intermediate reasoning to detect
misbehavior before it surfaces in actions [51,52] was used to understand the OpenAl-Hugging Face
incident [53], in which autonomous agents coordinated a multi-day intrusion of Hugging Face [54].
Such analyses operate entirely at the behavioral level, and, while they can be quite valuable, report
only what the agent states, which may not match the computation that actually drove its actions [55];
thus, confirming why an agent behaved as it did ultimately requires examining the model’s internals.

2.3. Mechanistic Interpretability

MI seeks to explain model behavior by identifying internal mechanisms responsible for it [56,57],
operating directly on weights, activations, and their causal relationships. It is often organized around
three key constructs [2]: circuits: computational subgraphs executing identifiable algorithms (e.g.,
copying, induction) that map information flows and causal responsibility [58,59]; features: inter-
pretable directions in activation space representing concepts [60,61]; and universality: the recurrence
of features and circuits across architectures [62].

While MI has yielded insightful explanations across a range of tasks [7,8,59,63,64], these have
largely been focused on targeted, well-scoped, and stationary settings. There is growing consensus that
the field must move towards more complex real-world scenarios; for instance, critics of MI argue that
LLMs are complex systems whose behavior resists reduction to human-understandable mechanisms,
highlighting how MI research have produced few generalizable findings [65]. On the other hand,
Sharkey et al. [66] highlight several key challenges that hinder applicability of MI, while Orgad et al.
[14] argue that a key missing ingredient is evaluation criteria centered around actionability, and that
most MI insights have not yet translated into concrete changes to improve model performance. We
argue that the lack of actionability of Ml is partially due to the infeasibility of directly applying MI to
complex scenarios, and that this gap can be filled by complementing MI with behavioral approaches.
Our position is situated in this context, but within the specific case of LLM agents: the application of MI
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to agentic settings remains scarce, with existing work limited to decision-making in toy environments
or static settings [67-69]. Several works have also studied the mechanisms behind reasoning abilities
of LLMs [55,70-72]. Agentic settings introduce additional challenges: failures compound over long
trajectories and across multiple agent components, and the specific behaviors can also depend on the
agent and environment designs, which are variables that lie outside the model, and hence, outside the
scope of MI.

Nonetheless, a small number of works have begun applying MI to LLM agents directly [73-75].
These studies, however, mostly target decisions made within a single model call, and stop short of
explaining behavior: tool selection that is steerable in single-turn settings becomes inconsistent in
a multi-turn agent benchmark [73], and intervening on a decodable representation does not change
the agent’s subsequent actions [76]. Thus, these mechanistic explanations are incomplete and are not
actionable in realistic settings.

3. Can MI Provide Complete Explanations for LLM Agents on Its Own?

One of the main motivations for interpreting LLM agents is to ensure that they are both safe and
reliable at deployment time [15,77-79]. This makes actionability [14] a key consideration for any agent
interpretation. For this, an explanation must be complete enough to account for every cause one might
act on, since an intervention built on a partial explanation can target the wrong cause and leave the
behavior in place or produce other undesired behaviors. We identify two challenges in the way of MI's
ability to produce complete actionable explanations of LLM agents.

3.1. Challenge 1: Agents Operate Across Many Components and Timesteps

The behavior of LLM agents consist of multiple LLM calls, while current MI methods are typically
designed to explain only single decisions. A circuit is traced through the computation that produces
a given output, and features are read from the activations at a given position, thus, the resulting
explanation accounts only for a single computation where the behavior appears, produced by one
component at one step, and not for the rest of the trajectory that led there. Across time, the step at
which a behavior manifests is not necessarily the step at which it originates; an incorrect decision at
step t — k may be followed by k steps that execute correctly before the failure appears; thus, performing
analysis at the point where the failure surfaces risks analyzing the wrong point in the trajectory, and the
produced explanations can be incomplete. Across components, the calls that contribute to a behavior
may be made by different parts of the agent: an error introduced by the perception component, for
example, may only lead to a faulty action once the reasoning component acts on it [80], and faulty
reasoning or planning may not emerge until the agent tries to execute the action [17]. Thus, applying
MI to the timestep and component that uncover the failure does not necessarily reveal the root cause of
the failure. A complete explanation instead requires performing mechanistic analysis at the timestep(s)
and component(s) at which the behavior emerges, which MI by itself cannot identify.

Running Example — Challenge 1

In our running example, the unsafe forwarding of emails emerges several steps after the instruction is injected.
While it originated in the perception module, is propagated to the memory and reasoning modules.

3.2. Challenge 2: Agents Are Not Closed Systems

Agents are not closed systems; both the inputs they act on and the outcomes they produce are
determined outside the model. In contrast, MI takes the input as given and treats the model’s output
as the direct behavior of interest.

On the input side, MI explains the computations through which a model transforms its input,
assuming that the relevant part of that input is already known, so that hypotheses can be formed in
advance and a feature of interest can be varied against a controlled counterfactual. However, for agents,
the input to each computation is assembled from various sources (e.g., environment observations,
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memory entries, tool results, and the outputs of other components); which part of it the output
depends on is not known in advance. On the output side, MI explains the model’s output, but whether
that output becomes the observed behavior depends on an environment the model does not control,
and the same computation can lead to different outcomes depending on the state and the design of
that environment. Thus, a complete explanation must first isolate how the agent behaves from the
system-level observation.

Running Example — Challenge 2

In our running example, input to the reasoning module is assembled from the email being read, retrieved
memory, and the outputs of earlier steps, making it difficult to identify beforehand which part of the input is
responsible and how it affects the system. The outcome depends on the environment as well, as the same
computation leaks the inbox only if the mail client executes the forward, and the injected instruction with the

same model and agent design can work on some clients and fail on others.

4. Chain of Attribution as a Framework for Explaining LLM Agents

We posit that designing actionable explanations for agents requires attributing a behavior to
the timesteps, components, inputs, and model internals responsible for it. We call this a chain of
attribution: a sequence of attributions that traces an agent’s behavior from its observable outcome
back to the internal computations that produced it. In doing so, one can discover a complete chain of
accountability and thus design corresponding methodology for agent control or improvement.

Attribution 0: Isolating the Behavior.

Before a behavior can be explained, it must be first identified and separated from the system’s
overall success or failure. Whether a task succeeds and whether a behavior occurs depends not only
on the agent’s own actions but also on the environment that executes them, so the outcome does not
directly reflect the quality of the agent’s behavior. This first step, thus, is to observe the agent’s actions
and their effects in the environment and decoupling agentic decisions from environment mechanics in
order to provide the target behavior that the next levels of the attribution chain have to explain.

Attribution 1: Behavior — Step and Component.

The first attribution needs to answer where and when the behavior originated. More precisely, it
consists of identifying which step and component(s) are responsible for the behavior of interest. The
component and timestep responsible for a behavior are often not the ones where it is observed. This
attribution addresses Challenge 1 of MI application (Section 3.1). This layer of attribution attempts to
localize the component(s) and timestep(s) responsible for the behavior through behavioral evaluation
at the trajectory level. This is the aim of several recent works [17-19,43] which take a behavioral
approach to identifying where in the trajectory, and at what components the agent failures occur.
Cherep et al. [81] argue that agents, being behavioral systems, call for behavioral methods as the
primary means of evaluation. We agree that behavioral evaluation is a crucial first step: trajectory-level
attribution narrows the target of interpretation from a long, multi-step trajectory down to the specific
call that produced the behavior. On its own, however, it does not provide a complete, actionable
explanation of an agentic system, since it identifies where a behavior occurs without explaining why.

Attribution 2: Step and Component Output — Input.

The second attribution is from the output of the call identified in attribution 1 to the parts of its
input responsible for it. This attribution determines what triggered the behavior using BI methods,
such as perturbation-based attribution [20,22] and counterfactual explanations [44,45], which vary
parts of the input and measure the effect on the output. As such, this layer of attribution identifies the
responsible input to the step or component, addressing the challenge of multi-source input towards
performing mechanistic analyses (Challenge 2 in Section 3.2). In addition, it determines whether the
model is at fault at all—if the responsible input was itself faulty, such as a corrupted memory entry,
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the model may have processed it correctly, and analyzing its internals would describe a computation
that is not the cause of the failure. This step then routes the analysis in one of two ways: (1) back to
Attribution 1, if the input itself is the root of the issue rather than the model’s computation, in which
case Attribution 1 backtracks to locate where the faulty input originated; or (2) forward to Attribution 3,
to explain why the model produced the output.

Attribution 3: Output — Mechanism.

The final layer attributes the output to the internal computations of the backbone LLM to get a
better understanding of why the specific inputs produce the observed outputs at the identified points
in the trajectory. This is where MI applies to answer why the model’s generation looked as it did. The
particular component, the output, and the input in question all come from the preceding layers; hence,
MI can concentrate on a single, well-defined computation.

Our chain of attribution framework enables a complete interpretation of agents that can be utilized
for actionable downstream agent control or improvement. Below, we ground the framework in the
running example and extend it with two further steps, i.e., “intervene” and “deploy”, to close the
loop of actionable understanding. We also note that because each attribution scopes the next, an error in
localizing the step or input will carry into the mechanistic analysis; the process is therefore iterative,
and when the mechanism fails to explain the behavior or the intervention fails in the environment, the
chain is revisited until the explanations can be causally validated through intervention.

Running Example — Framework

Step 0 (Isolate). Separating the agent’s actions from their effects in the environment fixes the behavior to
explain as the agent’s decision to forward the emails, whether or not the mail client delivers them.

Step 1 (Localize). Performing behavioral ablations and evaluation shows that the email forwarding disappears
only when the perception step k steps earlier, where the injected email was read, is changed.

Step 2 (Attribute to input). Varying the parts of that call’s input isolates the injected instruction as the trigger,
giving Step 3 a clean contrast of the same call with and without the injected span.

Step 3 (Explain). With a single, well-scoped computation and a clean contrast, activation patching can trace
the forward to the features or attention heads that let the injected text override the user’s goal.

Step 4 (Intervene). Add a filter at the perception component that removes instructions like the injected span
(e.g. by training a filter or filtering by keywords) before emails are stored in memory, and steer the model by
suppressing the attention heads from Step 3 so it ignores any injected instruction that gets through.

Step 5 (Deploy). The interventions are deployed and monitored to confirm that they stop the forwarding
without introducing new failures.

Final Note.

We note that this backward tracing from a symptom to its root cause resonates with practices in
other fields, such as computer security. For instance, provenance-based intrusion analysis has relied
on a similar process for nearly two decades, reconstructing how an attack unfolded by following de-
pendencies backward from the observed damage to the point of entry [82]. Understanding agents calls
for the same discipline and inherits some of the same difficulties (e.g., dependency explosion emerges
because every model call conditions on the entire context). Conceptualizing agent understanding as a
chain of attribution thus allows us to borrow experience from these fields.

5. Challenges and Future Work
5.1. How Do We Attribute an Outcome to a Timestep and Component Causally?

The target of the localization step is to identify the timestep and agent component responsible for
an observed behavior. However, while several work in the literature does attempt to achieve this kind
of attribution [17,18,43], these methods are primarily observational. This means that the relationships
between the components and the behaviors are solely correlational, with no causal link established. The
natural way to establish that such relationships are causal is to intervene [83]; changing a component’s
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output and checking whether the behavior persists. In an agent, this means replaying the trajectory
from that point, which assumes the environment can be reset and will respond consistently. This is
rarely something that can be achieved in real-world applications due to both practical and safety issues.
For instance, replaying an injected instruction can recreate the dangerous action(s) and its effects. This
opens the door to the following directions:

Counterfactual Attribution Without Re-Execution.

Methods that estimate the effects of a component’s output without replaying the trajectory in the
live environment, for instance by learning a model of the environment’s responses or by reusing the
trajectories already collected to make inferences.

Tools for Safe Replay.

Sandboxes, simulators, or benchmarks that reproduce an environment’s responses faithfully
enough for causal testing while preventing harmful actions from taking real effect.

5.2. What Is the Right Unit of Input Attribution for an Agent?

BI methods were developed to attribute an output to fine-grained units of the input, such as
individual tokens in a sentence or pixels in an image [22,84]. An agent’s input is gathered from larger,
and substantially different pieces (e.g., a memory entry, the result of one tool call, a span of a web page,
and the triggering cause), which are naturally expressed at that level. Knowing that a particular token
raised the probability of an action is not very informative; instead, knowing that a specific injected
instruction is responsible is what routes the rest of the chain. This raises the question of what the unit
of attribution should be.

Hierarchical Attribution.

One way to address this is to attribute hierarchically instead of committing to a single attribution
unit in advance. The behavior is first attributed to coarse units such as whole documents, memory
entries, or tool results, and then recursively to finer units within the implicated ones, down to the
responsible sentence or span. This removes the need to pre-define a unit, and the cost grows only with
the precision needed. The exact approach however will depend on the agent’s design and will need to
consider how to define the levels of the hierarchy for different components and modalities, when to
stop descending, and how to keep an error at a coarse level from derailing the attribution beneath it.

Benchmarks with Annotated Causal Inputs.

The most challenging parts of evaluating the chain of attribution is that the true cause of an
observed behavior is often hard to pinpoint. This means there is no ground truth to check a proposed
attribution against, so a method can be judged only by whether its interventions happen to work, not
by whether it identified the actual cause. There are a few benchmarks that address this; for instance,
AgentDojo [85] and InjectAgent [25] simulate an attacker-planted input, so the responsible input and
the step at which it enters are known by construction, and an attribution method can be scored on
whether it recovers them. Extending this idea to more general agentic applications, by planting known
causes for other documented failure modes such as corrupted memory entries or seeded tool errors,
would provide the ground truth required to evaluate input attribution.

5.3. How Do We Identify Agent-Specific Concepts?

Mechanistic analysis often relies on feature discovery methods to build a vocabulary of concepts
that attribute a behavior to conceptual primitives. However, tools such as SAEs [9,86,87] are trained on
text, and the features they learn reflect that distribution. Hence, the learned directions may not capture
concepts only seen in interactive settings.
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Building Feature Ontologies and SAEs for Agents

Agentic settings introduce conceptual primitives and concepts with no analog in existing feature
ontologies [88], such as goal tracking, commitments to multi-step strategies, and representations of
how the environment works, and their geometry is unlikely to be well-approximated by the linear
directions SAEs are designed to find [89]. Progress therefore requires not only training SAEs on agentic
data, but also approaches that can recover richer geometric structure and the development of agentic
feature ontologies organized around agent components, giving researchers a concrete vocabulary for
searching for, and evaluating features relevant to LLM agents.

Richer Structure than Linear Directions.

Most feature-discovery methods rely on the assumption that a concept corresponds to a single
direction in activation space. This has worked for many static concepts; however, recent work [89-91]
has shown that this assumption is challenged in realistic applications. This is particularly true in the
case of agents; a commitment to a plan, for instance, may strengthen over a trajectory, combine with
the current environment state, or drift from a goal after several steps. Given the rich structure of
agentic systems, the methods used to find them, and the interventions built on them, would need to
represent concepts that are nonlinear, state-dependent, or distributed across several dimensions.

5.4. How Do We Attribute Behavior That Spans Many Generated Tokens?

Even after the chain narrows the analysis to a specific component and timestep, the output to
be explained is seldom a single token. An agent call produces an extended generation, a reasoning
trace, a tool call with arguments, or a structured action, and the behavior of interest is a property of
that whole sequence. However, most MI methods attribute a target token to the model’s computation
[7,8,59]. While recent work [92,93] has begun to address this, it remains a major bottleneck for MI
approaches, and, to the knowledge of the authors, no work has targeted this challenge specifically in
agentic systems. This provides an exciting avenue for future work.

6. Alternative Views
Mechanistic or Behavioral Approaches Are Sufficient on Their Own.

One counter-argument to our position is that existing MI tools can be extended to produce
complete, actionable explanations of agents [94]. We agree they can yield useful insights, but MI is
only effective once the analysis has been narrowed to the model and input parts responsible for the
behavior, which, as we argue, lies outside what MI methods are designed to do. Conversely, one could
argue that since agents are behavioral systems, behavioral analysis should be how we evaluate and
control them [81]. Behavioral approaches are a crucial step, but they cannot explain why agents fail at
the level of internal computation, and less common failure modes may get past evaluation.

We Do Not Need Interpretability for Agents.

Another argument is that agent behavior is best controlled through curated training data instead
of interpretability. Better training can be helpful, but it is not enough on its own because training-based
fixes respond to observed failures without revealing the mechanisms that produced them. As a result,
training can alter internal representations in ways behavioral evaluation may miss. For example,
finetuning on insecure code causes misalignment in unrelated contexts [95], and finetuning on benign
data can degrade safety alignment [96]. MI can help detect such side effects, and it can also guide tar-
geted training that intervenes only on the components responsible [97,98], without affecting unrelated
behaviors.

7. Conclusion

In this paper, we argued that neither MI nor behavioral approaches alone can provide complete,
actionable understanding of agents. Behavioral approaches can localize where a behavior arose and
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which input triggered it, but not the mechanism behind it, while MI can explain that mechanism only
once the analysis has been narrowed to a well-scoped computation. We therefore proposed the chain of
attributions, which traces a behavior to the responsible component and timestep, then to the triggering
input, and finally to the internal mechanism. We hope this perspective encourages both communities
to treat their methods as complementary stages of a unified explanation process and look forward to
seeing how future work implements our framework into different applications.

Limitations

As this is a position paper, we do not evaluate our chain of attributions framework empirically.
This is a deliberate choice both due to the page limitations and because the framework’s main con-
tribution is conceptual, specifying which questions must be answered, and in what order, for an
explanation to be actionable. The framework also inherits the limitations of the methods it combines.
Behavioral attribution over long trajectories can be expensive, and nondeterministic environments
make results hard to reproduce and MI explanations can still fail to generalize. We see these limitations
as an opportunity for future work to use the framework as a guide for improving mechanistic and
behavioral approaches, and the interfaces between them, to better understand and control agents.
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