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Abstract

Infectious diseases remain a leading cause of global morbidity and mortality, underscoring the need
for rapid, accurate, and comprehensive diagnostic approaches. Advances in omics technologies have
evolved our ability to detect, characterize, and monitor pathogens. Together, these technologies offer
a systems-level perspective that enhances diagnostic accuracy which can be applied both in clinical
and public health laboratories, to ameliorate infectious diseases policies and strategies. Despite
significant progress, challenges remain in terms of cost, data integration, standardization, and clinical
translation. Future directions include the development of multi-omics platforms, real-time
sequencing technologies, and robust bioinformatics pipelines to accelerate implementation in routine
clinical practice. This review highlights the current landscape, key applications, and future potential
of omics-based diagnostics in combating infectious diseases.
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1. Introduction

Infectious diseases pose a major issue on a global scale as they are responsible for the significant
morbidity and mortality rates worldwide affecting not only the economical scene alongside with
health systems, but also, have an impact on quality of life. The impact of such diseases can be
quantified in Disability-adjusted life years (DALYs) which express healthy life years lost to premature
death and disability [1,2]. In 2021 infectious diseases were responsible for an estimated 2.88 billion
DALYs worldwide, 52% of which were concentrated in Asia. As far as socioeconomic factors go, the
largest shares of DALYs were observed in low-middle and upper-middle income countries with
44.7% and 29% respectively [3]. In a study conducted in 2025 it was revealed that the COVID-19
pandemic caused a shift in DALYs worldwide with low-income, low-middle income and high-
income countries accounting for almost 56%, 39% and 10% respectively, of communicable, maternal,
neonatal, and nutritional diseases in 2021 [4].

Moreover, climate change substantially exacerbates the global burden of infectious diseases
through its effect on key environmental factors including air quality, water contamination, hygiene
and extreme temperature exposure. Due to the increasing global temperature vectors, like mosquitos,
can migrate to new areas carrying non-native diseases causing problems for the native populations
that lack crucial defense mechanisms and herd immunity. Also, extreme temperatures increase host
susceptibility leading to an increased transmission of diseases across the population. Additionally,
poor air quality compromises respiratory health and immune function amplifying the intensity and
occurrence of respiratory tract infections while disruptions in water supply and safety, aggravated
by droughts, floods and climate induced infrastructure stress, increase the burden of enteric
infections, especially in kids under the age of five [5,6]. Lastly, it is important to note that due to the
migration of vectors to new environments, viruses, which were previously geographically isolated,
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may interact with each other through cross species infections resulting into viral recombination. This
could lead to the creation of new highly infectious and deadly strains causing diseases affecting
humans [7].

These findings emphasize the global demand for the development of novel, accurate, rapid and
accessible disease diagnostics that will add an extra diagnostic value in the current field of
diagnostics. Conventional diagnostic methods, although known for their timeless reliability, often
require highly trained personnel and consist of lengthy protocols, in other cases, culture based
methods, hemagglutination inhibition tests and enzyme-linked immunosorbent assays (ELISA) rely
solely on the morphological characteristics of pathogenic organisms resulting in poor specificity and
sensitivity [8].

Diagnostic techniques based on the aforementioned conventional methods need to be replaced
by more modern, high-throughput and sensitive methods like PCR, biosensors and Next Generation
Sequencing (NGS) which can be used for a variety of cases, from the detection of pathogens to the
verification of antimicrobial resistance [9,10]. A major contributor to the development and
implementation of these methods will be the use of multi-omics data. This data could be retrieved
from omics-fields such as genomics, proteomics and metabolomics, allowing scientists to gain a better
understanding of the molecular pathways involved in infectious diseases and uncover useful
biomarkers leading to the development of more accurate tests that will detect diseases at an early
stage. However, the integration of multi-omics data necessitates sophisticated bioinformatic
approaches, the use of artificial intelligence, deep learning technologies and systems biology methods
due to the significant complexity and volume of raw data which comes as a result of this multi-source
approach [11,12].

Even with major advances in diagnostics, current methods still do not fully meet the challenges
posed by infectious diseases. Traditional microbiological tests remain dependable but are often time
consuming. Similarly, serological assays can confirm that someone has been exposed to a pathogen,
but they cannot reliably show whether the infection is active or past. These gaps underline the need
for new diagnostic tools, more rapid, more accurate, and able to provide deeper biological insights.
Omics technologies offer a way forward by allowing systematic study of the genome, transcriptome,
proteome, and metabolome. These techniques provide a more holistic approach of both pathogens
and host responses. This review summarizes recent advances in omics technologies for infectious
disease diagnostics, considers their benefits and limitations, and highlights their potential to reshape
diagnostic strategies worldwide.

2. Genomics

According to the National Human Genome Research Institute (NHGRI), genomics is a field of
molecular biology tasked with studying the complexity, interactions, products and function of the
genetic material of organisms. This includes the identification and description of genes, and their
respective functional elements, as this facilitates the research on organism’s metabolism,
development and behavior [13].

Genomics utilize Whole Genome Sequencing (WGS), shotgun metagenomics and Next-
Generation Sequencing (NGS) to reveal the sequence of an organism’s genetic material leading to
pathogen identification [14,15]. Applications of WGS are being used in public health, enhancing
laboratory surveillance in outbreaks but also with the detection of multi-drug-resistant pathogens
[15]. A major example of genomics application in pathogen identification are host gene expression
arrays that work by quantifying a host’s gene expression, when infected by a pathogen, and using
that expression pattern as a molecular signature to identify the responsible pathogen and choose
suitable treatment methods [16]. Moreover, in the context of outbreak tracking, genomic sequencing
enables the examination of pathogens isolated from different patients. This facilitates the construction
of phylogenetic trees, which help in the identification of closely related infections as well as with
sporadic cases lacking clear transmission relations [17]. Additionally, genomic techniques, such as
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nanopore sequencing, have proven to be advantageous when tasked with reading sequences rich in
GC nucleotides whereas alternative methods struggle significantly [18].

On the other hand, genomic approaches have some drawbacks as they show decreased
sensitivity in samples with high background noise due to sample quality issues, contaminants,
patient-specific factors, whether it is of human origin (e.g. tissue biopsies) or as a result of the
microbiome (e.g. stool) and pathogens may go unnoticed. Furthermore, NGS analysis requires highly
trained personnel and extreme care in sample preparation and handling to avoid errors or cross-
contamination as even miniscule amounts of exogenous genetic material will result in a detectable
signal misguiding scientists and practitioners. Finally, user-friendly bioinformatics software has yet
to be developed requiring highly qualified programming staff to develop, validate and maintain the
pipeline for clinical purposes [19].

Thankfully, 165 rRNA sequencing (Small Subunit Sequencing- SSU sequencing) can be
employed as an alternative to WGS as it offers great accuracy, versatilityand simplicity that can be
used for every kind of pathogen. More specifically, this sequence is present in all bacterial DNA, and
it has regions which have been conserved throughout the evolution of bacterial species. These
conserved regions offer a countless advantage over other genes such as rpoA, rpoB, rpoC or rpoD in
discrimination among bacteria [20,21]. The SSU sequencing utilizes 16S rRNA gene responsible for
the production of ribosomal RNA (rRNA), which acts as a building block for the small 30S subunit of
the ribosome. Its versatility stems from the fact that since the gene is responsible for protein
production its sequence is highly conserved as most deviations from the original gene may halt
protein resulting in the cell’s death. According to the recent literature, the use of 16S rRNA sequence
as an identification tool offer significant advantages concerning to accurate identification compared
to other genes, used for the same purpose [21].

3. Metagenomics

The field of metagenomics is part of the emerging omics technologies, and it is based on the
sequencing of all nucleic acids in a sample without the need for prior culturing of known species.
Lacking the necessity of cultures, metagenomics allows the unbiased determination of microbial
composition in clinical and environmental samples, such as blood and tissues. Therefore, this
approach is applied in the diagnosis of infectious diseases, besides ecological and biotechnological
uses, overcoming the limitations of traditional diagnostic methods, culture, microscopy and targeted
PCR methods. Two types of metagenomics next-generation sequencing (mNGS) are mostly utilised,
targeted sequencing amplicon metagenomics and whole-genome shotgun metagenomics, the latter
being the most applied as a diagnostic method [22-24].

The development of metagenomics next-generation sequencing (mNGS) incites the partial
replacing of conventional diagnostics. Specifically, shotgun metagenomics have been used to detect
unculturable organisms, diagnose viral infections, identify rare infections and contribute to
investigations of outbreaks [25,26]. Host depletion and the enrichment of pathogen nucleic sequences
by exhausting host DNA and RNA, applying mechanical, chemical and enzymatic methods, can
increase mNGS sensitivity. The selection of sequencing platforms depends on laboratory needs and
priorities, pathogen load and sample type. Also, it is suggested utilising bioinformatics
computational pipelines to filter host and low-quality genomic reads and compare the rest to viral
reference databases [27].

A variety of applications and combinations of these steps in different studies have shown the
clinical utility of shotgun metagenomics in cases where pathogens are unknown or culture negative.
A seven-year performance of mNGS testing was able to identify a broad array of pathogens including
novel, emerging, and unexpected microorganisms by utilising a workflow consisting of nucleic acid
extraction and microbial enrichment using antibody-based removal of methylated host DNA (for
DNA libraries) and DNase treatment (for RNA libraries), library preparation and pooling in
equimolar concentrations, sequencing on Illumina NextSeq 550 instruments [25].
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Metagenomic next generation sequencing (mNGS) can be employed in a variety of clinical
samples in order to identify microorganisms such as bacteria, viruses, fungi and parasites. Research
of mNGS in sepsis of immunocompromised patients discovered the increased sensitivity of the
method compared to the culture method in samples of blood, bronchoalveolar lavage fluid,
cerebrospinal fluid and sputum. The aforementioned workflow consisted of nucleic acid extraction,
nucleic acid fragmentation, end repair, end adenylation, primer ligation, and purification to form a
sequencing library, real-time PCR for library assessment, sequencing on Illumina NextSeq 550
instrument and bioinformatics analysis aligning sequence data to a microbial database comparable
to the NCBI [28] (Figure 1). An assay for the detection of respiratory viral pathogens from upper
respiratory swab and bronchoalveolar lavage samples demonstrated the increased performance of
mNGS compared to the RT-PCR method by utilising a workflow consisting of nucleic acid extraction,
reverse transcription of purified RNA, ribosomal RNA (rRNA) depletion, second strand cDNA
synthesis and cDNA purification, sequencing on Illumina NextSeq 550 and MiniSeq instruments and
a SURPI+ bioinformatics analysis pipeline [27] (Figure 1).
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Figure 1. Demonstration of metagenomics Next Generation Sequencing (mNGS).

The emerging technology of metagenomics appears to surpass traditional diagnostic methods'
efficiency in infectious disease diagnosis. mNGS offers an unbiased, broad detection of bacteria, DNA
and RNA viruses, fungi and parasites in a single run without the need for prior suspicion and
hypothesis or targeted primers, revealing unusual, unexpected, and novel pathogens [23,25]. The
detection of pathogens missed by culture or PCR methods is possible in cases of culture-negative
samples [23]. Moreover, mNGS is suitable to detect co-infections provide genomic information about
different types of pathogens simultaneously [23,25,27]. Additionally, infections such as bone and joint
infections, central nervous system infections, and infections in immunocompromised patients can
also be detected [29].

However, the use of mNGS has limitations so conventional diagnostic methods should not be
abandoned. Sensitivity can be impacted negatively by the background reads of host nucleic acids in
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a sample if they are not depleted successfully [23]. Results depend on pipelines, reference databases,
and filtering rules, therefore possible poor pipelines, incomplete databases and misclassification will
produce false results [23]. Also, contaminations and false positive results complicate clinical
interpretation, which is already hard because not all microbial nucleic acids belong to pathogens [30].
Therefore, considering the advantages and disadvantages of mNGS, studies focusing on diagnosing
infectious diseases could be more complete if they include both metagenomics and traditional
diagnosis methods.

4. Transcriptomics

Transcriptomics assesses messenger RNA expression profiles for genes within cells or tissues.
The primary objectives of transcriptomic analysis include the evaluation of gene activity and
regulation, distinguishing between infectious and non-infectious inflammatory processes, and
identifying pathogenetic mechanisms and predictive parameters for clinical outcomes [31]. Gene
expression studies are commonly used to examine human host responses to infection and changes in
immune function. The development of omics technologies based on gene expression has offered a
great opportunity in gene expression alterations in cells and tissues to evaluate the host’s response to
vaccines or infections (Figure 2) [32].
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Figure 2. A scheme representing the step-by-step analysis using transcriptomics.

Transcriptomics involve techniques with high levels of sensitivity. One of these methods can
detect the hybridization of fluorescently labeled mRNA transcripts to specific nucleotide probes
immobilized on a bead chip (microarrays), while the most common method is a sequencing-based
assay applied on individual transcripts and aligning them to a reference genome (RNA-seq) [32].
Microarrays use short nucleotide probes fixed on a solid surface to measure transcript abundance.
Fluorescently labelled transcripts bind to these probes, and fluorescence intensity reflects the amount
of each transcript. However, designing microarrays requires prior information about the organism,
such as an annotated genome for probe generation [33]. RN A-seq uses high-throughput sequencing
and computational analysis to identify and measure RNA transcripts by deeply sampling the
transcriptome and assembling short sequence reads into full transcripts using a reference genome or
de novo methods. Applications of RNA- seq include gene identification within a genome, as well as
determining gene activity at specific times [33]. Nowadays, RNA-seq are widely used in antimicrobial
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and antiviral immune response due to its competence to identify non- coding RN As. However, recent
studies mention that RN A-seq assays could be employed as biomarkers too [32]. In addition to RNA-
seq, single-cell RNA sequencing (scRNA-seq) has emerged as a transformative tool, enabling
transcriptome profiling at single-cell resolution (Figure 3). This approach uncovers immune
heterogeneity, distinguishes infected from bystander cells, and identifies rare immune subsets
contributing to disease progression [34,35]. As a next step in transcriptomics technologies, spatial
transcriptomics allows measurement of gene expression while preserving the spatial context within
tissues. This approach has been used to study SARS-CoV-2 infection in lung tissue, where viral RNA
was co-localized with inflammatory host signatures, and in fungal infections to map immune-
pathogen interactions in situ [36].
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Figure 3. Demonstration of single- cell RNA sequencing (scRNA-seq) assay.

Through transcriptomics it is possible to correlate alterations in gene expression with other
clinical aspects such as C- reactive protein (CRP) [32]. Furthermore, Abdallah et al. in their study used
transcriptomics to reveal the linkage between COVID- 19 disease severity and gene expression. The
application of RNA-seq to whole blood from patients with the disease, demonstrated that the levels
of CRP were found meaningfully raised, corresponding transcriptomic groups associated with
immune dysregulation. As a conclusion, it could be affirmed that a raised CRP level, indicates a
relationship between transcriptomic signatures and systemic inflammation [37]. Moreover, it is found
that the application of transcriptomics on blood samples, can facilitate to distinguish between
bacterial and viral infections, as well as the comparison of genomes among pathogens [38,39]. More
specific, during COVID-19 pandemic blood transcriptomics were used in order to detect interferons
(IFNs) and alterations on gene expression of SARS-CoV-2 [38]. Furthermore, identifying
transcriptomic markers linked to immunogenicity and protection may help develop more effective
vaccines against diverse pathogens. These signatures could also serve as non-serological biomarkers
for predicting vaccine-induced protection [32].

5. Proteomics

Proteomics refers to the comprehensive study of proteins concerning their expression,
modifications, and interactions in organisms. Proteins have a role as priceless markers that not only
show the presence of pathogens but also display the immunological response from the host in
infections. Through recent technologies such as MALDI-TOF MS, LC-MS/MS, and selective platforms
such as Olink PEA, it's now feasible to generate comprehensive diagnostic profiles. With the ability
to test both pathogen and host simultaneously, proteomics offers knowledge often not achievable
through standard diagnosis tests [40].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202510.0203.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 October 2025 d0i:10.20944/preprints202510.0203.v1

7 of 12

MALDI-TOF MS has become a standard instrument in clinical laboratories for the rapid
identification of bacteria and fungi from colonies. Although, it is highly precise for common
pathogens it is, however, limited in use when it involves detecting rare or fastidious organisms
because it requires prior culture. LC-MS/MS methodologies enable protein examination directly from
clinical specimens without culture requirement, although such methodologies are largely
experimental at this point. Such methodologies have been utilized in tuberculosis- and COVID-19-
related research for typing strains, monitoring outbursts, and determining antimicrobial resistance,
thus aiding both clinical diagnosis and public health surveillance [41].

During infection, the expression of hosts’ proteins is altered dramatically. Cytokines, acute-
phase proteins, and complement proteins are key diagnostic markers indicating the intensity of
inflammation and immunoresponse. In infection due to SARS-CoV-2, plasma proteomic panels have
been successful in distinguishing between severe and mild disease and distinguishing from bacterial
sepsis and therefore yield critical directions for clinical intervention [42]. Moreover, in tuberculosis,
protein signatures in plasma and urine serve to differentiate between active and latent disease, and
measurement over time of these markers can reflect drug response and disease dynamics [43].
Utilization of multi-protein panels greatly enhances both precision and reproducibility, especially
across variable patient populations.

Findings from recent studies, have demonstrated that proteomics are more specific and sensitive
than conventional methods such as cultures. Moreover, in some cases multi-protein panels are used
instead of molecular methods (e.g. PCR). For the disease COVID-19, plasma protein profiles have
been utilized for prediction of disease severity and discrimination between viral infections and
infections caused by sepsis-induced bacteria. Correspondingly, for tuberculosis disease, plasma and
urine protein measurement in conjunction enables differentiation from pneumonia and demonstrates
the practical significance of proteomic markers for diagnosis of infectious diseases and monitoring
patients [42,43]. However, although proteomic assays have elevated specificity and sensitivity levels,
it has been shown that in identification of closely genetic microorganisms in species level such as
Streptococcus spp. and Neisseria spp., application of MALDITOF could lead in misidentification
[44,45].

Proteomics allows for simultaneous identification of several biomarkers, identification of novel
proteins, and rapid identification of pathogens. Challenges are complex data analysis, high costs and
standardization needs [40]. Furthermore, in order to enhance diagnostic accuracy, the combination
of proteomics with other "omics" technologies and artificial intelligence, assists in recognition
patterns in large datasets, unlocking opportunities for personalization in diagnosis. Future advances
will encompass portable proteomic devices, standard panels of biomarkers, and cross-verification
across large population databases, thereby paving the way for broader clinical implementation [41].

6. Metabolomics

Metabolomics is an important and arising tool in the field of “-omics” alongside with genomics,
transcriptomics and proteomics that surpasses the limitations of conventional methods. The main
aim of metabolomics is to study metabolites, small molecules produced by cells [46]. It is a holistic
approach most closely related to phenotype as it reflects the direct signature of biochemical activity
of the cell (Figure 4) [47,48]. Furthermore, metabolomics offers the ability of simultaneous
identification and quantification of low molecular weight metabolites that can be endogenous or
exogenous to the organism [48].
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Approaches that are used in metabolomics can be divided into two categories, targeted and
untargeted [49,50]. The targeted methods examine a predefined total of metabolites that are suspected
whereas the untargeted ones examine the whole metabolome for differences from the normal [49,50].
The most common analytical techniques employed to study the metabolome are nuclear magnetic
resonance (NMR) spectrometry, liquid chromatography (LC), gas chromatography (GC), capillary
electrophoresis and mass spectrometry (MS) (Figure 5) [48,49,51].
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Figure 5. General workflow of metabolomics. Sample preparation and extraction, chromatographic separation
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(GC, LC, EC), ionization, mass analysis based on mass-to-charge (m/z) ratio, and detection. Metabolite
identification relies on retention time (RT) and MS signature. Common mass analyzers include TOF, quadrupole,

and ion trap.

Nowadays, significant progress has been made in metabolomics through the integration of new
and advanced analytical technologies, including high-resolution mass spectrometry (HRMS). HRMS
has enhanced the sensitivity and accuracy of metabolite detection, while imaging mass spectrometry
(IMS) has enabled spatially resolved analyses, providing insights into tissue and cell specific
metabolic distributions. In addition, stable isotope-based metabolite flux analysis has expanded the
field beyond static metabolite profiling, allowing the dynamic characterization of metabolic pathway
activity [52]. Collectively, these innovations have transformed metabolomics from a primarily
descriptive approach into a powerful tool for mapping and understanding metabolic dynamics in
health and disease.

Metabolomics have an extensive application in both infectious and non- infectious diseases, such
as cancer, cardiovascular diseases, neurodegenerative diseases and metabolomic syndromes [53]. In
the field of infectious diseases, technologies based on metabolites gained ground, as metabolomic
profiling facilitates the discovery of diagnostic biomarkers that distinguish the different kind of
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pathogens (virus, bacteria, parasite) and provides information for the host-pathogen interactions
[47,49,54]. These approaches can also discriminate inflammation from infection states, and can
thereby enhance the specificity and sensitivity of the diagnostic assays [54]. Extensive research on
metabolites, has been on the line, to develop novel diagnostic assays for several infections, among
which are human immunodeficiency virus (HIV), hepatitis B and C virus (HBV, HCV respectively),
severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2), Clostridium difficile, tuberculosis and
malaria [49].

Despite the widespread clinical implementation of biomarkers like metabolites, this approach
faces challenges such as the need for standardized sampling protocol, the additional influence of
microbiome variability and environmental factors. Moreover, it should be enhanced with a large-
scale multicenter validation trial. Overall, metabolomics offers a powerful complimentary technique
for more fast, sensitive, and specific diagnosis of infectious diseases.

7. Conclusions

Omics technologies have redefined the diagnostic landscape of infectious diseases by enabling
high-resolution detection, comprehensive pathogen characterization, and deeper understanding of
host—pathogen interactions. Collectively, genomics, transcriptomics, proteomics, metabolomics, and
metagenomics provide perspectives that enhance diagnostic accuracy.

Despite these advances, several challenges remain, including high costs, limited accessibility in
low-resource settings, and the need for rapid, clinically validated workflows. Data analysis and
interpretation also represent critical points, as large-scale omics datasets require advanced
bioinformatics tools, standardized pipelines, and robust reference databases to ensure accuracy and
reproducibility.

Looking ahead, the integration of multi-omics approaches promises to deliver a holistic view of
infectious disease dynamics, enabling the identification of novel biomarkers, and improving outbreak
surveillance. Emerging trends such as real-time nanopore sequencing, Al-driven data analytics, and
portable point-of-care platforms may further accelerate translation into routine clinical practice.
Continued collaboration between researchers, clinicians, and policymakers will be essential to
overcome existing limitations and fully harness the transformative potential of omics technologies in
infectious disease diagnostics.
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