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Abstract

Critical National Infrastructures (CNIs) have evolved over the last years through the digitization
of their services, which simultaneously led to an increase of their threat surface. Meanwhile the
exponential rise of Artificial Intelligence (AI) technologies has given the means to adversaries to
perform targeted attacks against high impact systems as the ones found in CNIs. Current regulation
directives as the NIS2 or the Cyber Resilience Act (CRA) focus on the presence of Security Operation
Centers (SOC), which include different security technologies for the detection and response to cyber-
attacks. Nevertheless, such baseline SOCs do not provide the ability to perform a coordinated and
orchestrated detection and response cycle for existing cyber threats, but also do not provide proactive
measures for zero-day threats. To this end, this paper presents a new approach for automating the
orchestration of the incident lifecycle through Next Generation SOC services able to detect/mitigate
sophisticated attacks against CNIs, but also implement proactive detection measures against zero-day
threats.

Keywords: SOC; cybersecurity; NIS2

1. Introduction

Cyber threats towards critical infrastructures, which are defined based on the NIS2 directive
[1], have had a recent exponential increase due to the abundance of interfaces that are present in
different applications [2]. Moreover, the technological advances that are recently introduced through
the Machine Learning (ML) and Artificial Intelligence (AI) models are automating the attacks, but also
allowing the adversaries to launch sophisticated and complex targeted attacks against operational
systems of critical infrastructures [3].

Moreover, the expansion and heavy deployment of Al systems has led to the development of a
new attack surface that focuses on exploiting vulnerabilities in ML and AI models and compromising
their function (e.g., reducing their accuracy). Such attacks are focusing on production-based ML and Al
models and in literature they are termed Adversarial Machine Learning (AML) in [4,5]. AML attacks
are usually based on data poisoning (i.e., attacks targeting the training data of an Al system) via the
deployment of an ensemble learning model that will combine well-known ML and DL models (e.g.,
Convolutional Neural Networks (CNN), Multi-layer Perceptron. (MLP), RF) and distance metrics (e.g.,
Euclidean distance, Manhattan distance, Minkowski distance) to accurately detect poisoning samples
in training datasets.

With cyber incidents increasing in number and sophistication, countries around the world are
trying to improve their smart defenses [5,6]. Creating diplomatic toolboxes and shaping incident
response procedures is not always enough [7]. While regulations like NIS2 and the Cyber Resilience
Act (CRA) mandate the use of Security Operation Centers (SOCs) among other solutions [8], baseline
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SOCs are currently insufficient for coordinated or proactive response. The gap between having a
box-ticking compliance SOC and a truly resilient operational center capable of handling zero-day
threats is still to be met. Concepts like securability that combine security compliance and reliability
analysis were also recently proposed [9] EU strategic approach against cyber attacks is shifting from
isolated responsibility of an organization or company to a collective and cross-border resilience model
[10]. This model includes policies and procedures for exchanging real-time information about an
attack or sensitive information about new threats. There is a clear need for Next-Gen services that go
beyond the Endpoint Detection and Response (EDR) and Network Detection and Response (NDR)
solutions[11].
Based on these findings, this article makes the following contributions:

1.  Presents a new approach for automating the orchestration of the incident lifecycle.
Introduces Next-Generation SOC services specifically designed for Critical National Infrastruc-
tures (CNIs).

3. Proposes a conceptual architecture that integrates proactive detection for zero-day threats.

The remainder of this paper is organized as follows: Section 2 provides preliminaries on current
threat landscape and baseline SOC services. Section 3 analyzes the technological and regulatory
requirements for next-gen environments. Section 4 presents the proposed conceptual architecture, and
Section 5 concludes the work.

2. Preliminaries

In this section, we present the current threat landscape, especially those targeting CNIs and the
baseline services that are offered in existing SOCs.

2.1. Critical Infrastructure Threat Landscape

Critical infrastructures are becoming more exposed to cyber risk as their services grow more
digital, more connected, and more dependent on cloud, edge, IT, and OT integration [12]. Energy,
transport, healthcare, water, public administration, and digital public services now depend on inter-
connected platforms, remote monitoring, and cyber-physical assets for daily operation. This improves
efficiency and automation, but it also creates new attack paths and weakens the separation between
environments that were once more isolated [13,14]. These are also sectors where a successful cyberat-
tack can cause consequences beyond the loss of information. Services may fail, safety may be affected,
reputation may be damaged, and financial loss may occur. Electricity distribution, water supply,
transport coordination, hospital services, financial services, and digital government services all face
cyber threats and, therefore, cyber risk. This broader view, based on resilience, safety, and service
continuity [15,16], is also reflected in more recent EU legislation covering energy, finance, health, and
water infrastructures [17-19].

One of the most damaging threats is ransomware, which can lock operational systems, encrypt
critical data, or disable essential organisational functions. In practice, this may disrupt emergency
response, utility services, healthcare delivery, and financial transactions [13,20]. Phishing and social
engineering also remain effective because they are often used to obtain internal credentials or initial
access through staff in administrative or operational roles. Once access is gained, attackers may move
toward administrative systems or operational technology. DDoS attacks against publicly accessible
services and communication platforms are another major concern, especially because disruption can
create immediate operational impact. ENISA identifies public administration, transport, banking, and
digital infrastructure among the sectors most affected by DDoS activity, which shows how exposed
critical digital services remain to availability attacks [13].

Critical infrastructures also depend on third-party software, managed services, cloud infrastruc-
ture, hardware vendors, and maintenance providers that remain outside the direct control of the
operator. Because of this, a malicious update, a compromised library, a weak supplier, or a tainted
software component may give attackers indirect access to a high-value environment before the operator
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notices the issue. This is why supplier assurance, dependency management, and third-party risk have
become important concerns in recent EU regulations [14,21]. The same logic is also visible in DORA for
the financial sector [17,22]. This issue becomes more serious with the growing use of IloT and OT in
critical services that depend on SCADA, PLCs, RTUs, gateways, field sensors, and remote monitoring
devices. These industrial systems often operate under strict real-time and high-availability require-
ments. At the same time, they may still rely on weak authentication, insecure industrial protocols,
poor IT/OT separation, slow patching practices, weak or missing encryption, insecure remote access
paths, and limited monitoring of the physical processes they control. Such weaknesses can enable
process manipulation, service disruption, or even physical impact [18,19,23]. Similar concerns have
also been reported in healthcare and other highly digitalised sectors [20,24].

Generative artificial intelligence can support cyber defence, but it can also help adversaries scale
phishing campaigns, generate convincing malicious content, and improve deception operations. At
the same time, the transition to post-quantum cryptography and the migration of legacy cryptographic
systems in long-lifecycle infrastructures create additional long-term challenges. As energy, water,
healthcare, and financial services become more digitalised and interconnected, the resilience of critical
infrastructures depends increasingly on the security and assurance of their digital assets [17,18]. Recent
EU policy developments also suggest that cyber resilience is now treated more as a collective and
cross-border issue than as a purely internal organisational responsibility [25,26].

Table 1 summarises the main cyber threat classes affecting critical infrastructures, together with
their common attack vectors, likely target environments, and operational impact. Taken together, these
threats show that isolated security products are not enough. Critical infrastructures need continuous
monitoring, dependable detection, incident correlation, and timely response across heterogeneous
environments. They also need coordinated security operations with visibility across endpoints, net-
works, platforms, and operational assets. This is why baseline SOC services are no longer optional
support functions. They have become a basic operational requirement for protecting modern critical
infrastructures.

Table 1. Main cyber threat categories in critical infrastructures and their operational impact.

Threat category Typical attack vector Potential target environment Operational impact

Ransomware Malicious payloads, ex-
ploited vulnerabilities,
compromised remote access

Deceptive emails, fake por-

Enterprise IT systems, operational
servers, service platforms

Service interruption, delayed re-
covery, financial loss, and safety
risk

Unauthorized access, credential

Phishing and social en- Staff accounts, administrative sys-

gineering tals, employee manipula- tems, communication platforms theft, lateral movement, and data
tion, credential harvesting exposure

DDoS attacks Traffic flooding from bot- Public portals, communication gate- Service unavailability, disrupted
nets or distributed sources ways, digital public services public access, and degraded emer-

gency communication

Data breaches Database compromise, Citizen recqrds, finar_lcia} databases, Privacy loss, fraud, reputational
stolen credentials, insider administrative repositories damage, and follow-up attacks
misuse

Supply-chain compro- Malicious updates, tainted Software supply chain, managed ser- Indirect compromise, stealthy infil-

mise libraries, compromised ven- vices, hardware procurement chain  tration, and operational disruption
dors, hardware tampering
IIoT/OT exploitation ~ Insecure industrial proto- SCADA, PLCs, RTUs, gateways, and Process manipulation, cyber-

cols, weak segmentation, re- field devices

mote access abuse

physical disruption, and persistent
operational risk

Infrastructure sabotage

Zero-day exploits
Credential theft

Insider threats

Malicious commands, con-
trol tampering, destructive
actions

Previously unknown soft-
ware vulnerabilities

Password theft, token
abuse, account compromise

Malicious or accidental mis-
use of legitimate access

Utility controls, transport systems,
and public safety platforms

Control applications, service plat-
forms, software stacks

Remote access systems, privileged ac-
counts, internal platforms

Trusted personnel, contractors, privi-
leged environments

Physical disruption, degraded con-
tinuity, and public safety conse-
quences

Undetected intrusion, rapid escala-
tion, and high-impact compromise
Unauthorized changes, account
abuse, and service compromise

Security bypass, data leakage, and

intentional or accidental disrup-
tion
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2.2. Current State for Baseline SOC Services

The baseline services that are offered in existing SOCs have as an initial foundation the Endpoint
Detection and Response (EDR) and the Network Detection and Response (NDR) systems. EDR systems
focus on detecting and responding to threats at the endpoint level. They provide continuous monitoring
and analysis of endpoint activities to detect, investigate, and remediate potential security incidents. On
the other hand, NDR tools monitor and analyze network traffic to detect malicious activities, unusual
patterns, and potential threats. They provide visibility into network communications and help in
identifying and responding to network-based threats.

Both EDR and NDR systems collect security events and logs that are provided to SIEM systems in
order to aggregate and correlate security event data from various sources across the organization’s
infrastructure. SIEM systems allow to perform triaging, scoping and investigation within a SOC
environment and since this is the main source that the SOC analysts look at, eventually leads to the
identification of false positives from the real incidents.

Finally, incident response is handled through SOAR platforms that integrate security operations
and incident response workflows, enabling automation, orchestration, and response to security in-
cidents. They enhance the efficiency and effectiveness of incident response by providing actionable
insights and automating repetitive tasks.

3. Requirement Analysis for Next-Gen SOC Environments
3.1. Sectorial, National & EU-Level Resilience Requirements

In Europe, critical infrastructure resilience is no longer defined by a single regulation or by
one sector alone. It depends on a wider governance structure that brings together EU cybersecurity
legislation, sector-specific obligations, national implementation mechanisms, incident reporting duties,
information-sharing channels, and assurance frameworks. In this setting, resilience cannot be treated
as a narrow technical task. For critical infrastructures, it has become a continuous requirement covering
prevention, detection, response, recovery, and coordination across both national and cross-border
environments [14,27].

NIS2 is the main EU cybersecurity baseline for essential and important entities. Compared with
the earlier NIS framework, it applies to a broader range of sectors, places stronger obligations on
management bodies, and gives more emphasis to incident reporting, risk management, business
continuity, and supply chain security [14,28]. Under this framework, organisations are expected
to implement technical, operational, and organisational measures that match their risk exposure.
These include incident handling, vulnerability management, access control, cryptographic protection,
multi-factor authentication, and secure practices for the acquisition, development, and maintenance of
network and information systems [15,16]. The CER Directive extends this view further by focusing
on the availability and continuity of essential services under disruption, rather than on cyber defence
alone [27]. This baseline is strengthened further by sector-specific instruments. In the financial sector,
DORA introduces a harmonised framework for ICT risk management, ICT-related incident reporting,
resilience testing, third-party risk management, and cyber threat information sharing [17,22]. In
electricity, the Network Code on Cybersecurity sets stricter requirements for risk assessment, incident
management, business continuity, supply chain security, and coordinated information sharing among
actors involved in cross-border electricity exchange [18]. In healthcare, the European Action Plan on
the Cybersecurity of Hospitals and Healthcare Providers places greater emphasis on prevention, early
warning, rapid response, training, and sector-specific support [20,24]. The same resilience logic can also
be seen in newer initiatives for submarine cable and water infrastructure, including the EU Action Plan
on Cable Security [29] and the European Water Resilience Strategy [30]. These legal requirements are
implemented within each Member State through national authorities, CSIRTs, supervisory authorities,
and sectoral bodies. As a result, the governance, response, and notification processes of critical
infrastructure operators need to align not only with EU legislation, but also with national enforcement
and implementation structures [14,27]. In practice, resilience is therefore managed across layered
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environments that combine EU-level obligations, sector-specific controls, and national operational
requirements.

In line with these frameworks, NIS2 provides a multi-level structure for coordinated response,
including early warning, incident notification, and incident reporting [14,15]. Similarly, DORA requires
harmonised reporting of significant ICT-related incidents across the financial sector in the EU [17,21].
When an ICT incident involves personal data, the GDPR may also require notification to the competent
supervisory authority without undue delay and, where feasible, within 72 hours of becoming aware of
the incident [31]. The Cyber Solidarity Act reflects the same collective logic at the EU level through
joint alerting and standby mechanisms for major cyber incidents [25,26]. Although these instruments
differ in legal form and sectoral scope, they are all built around prevention, detection, response, and
recovery, as shown in Figure 1. These remain the common resilience dimensions across sectors and
regulatory environments. Resilience should therefore be understood not as a box-ticking compliance
exercise, but as a continuous operational cycle involving monitoring, coordination, reporting, and
service restoration.

Prevention Detection
Risk management ontinuous monitoring
Governance Early warning

Supply-chain security Threat intelligence

|

Resilience
Requirements

<

Response Recovery
Incident handling Business continuity
Reporting Resilience testing
Coordinated operations Service restoration

E{egulation, reporting, information sharing, certification, and national coordinatiorﬂ

Figure 1. Core resilience pillars shaping critical infrastructure resilience.

Certification of critical digital elements is another important part of this resilience picture. The
EUCC scheme provides a certification path under the European Union cybersecurity certification
framework for ICT products, services, and processes established by the EU Cybersecurity Act [32,33].
This direction has been reinforced further by the Cyber Resilience Act, which introduces horizontal
cybersecurity requirements for products with digital elements while supporting more secure-by-
design supply chains [34]. In this way, certification can strengthen resilience by establishing a common
assurance baseline and reducing fragmentation in the cybersecurity assessment of critical digital
technologies.

At the operational level, resilience also depends on how these expectations are applied in daily
practice. Continuous risk assessment, asset criticality analysis, incident response planning, resilience
testing, cross-border information sharing, and structured third-party risk management all remain
important. Table 2 summarises these areas and links them to the needs of resilience-oriented SOC
environments. It also shows that modern SOCs are expected to support not only alert handling and
threat response, but also evidence generation, supplier visibility, compliance-focused reporting, and
coordination across different infrastructure layers.
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Table 2. Best-practice areas supporting resilience-oriented SOC environments.

Requirement area

Best-practice focus

Operational implication for SOCs

Risk management

Incident reporting

Continuous monitoring

Threat detection & cor-
relation

Supply-chain security

Resilience testing

Information sharing

Business continuity &
recovery

Continuous risk assessment, asset criti-
cality analysis, governance accountabil-
ity

Early warning, structured notification,
final reporting, evidence retention

Real-time visibility across endpoints,
networks, cloud, and OT/IIoT assets

Event aggregation, anomaly detection,
alert triage, cross-domain correlation
Third-party risk visibility, dependency
monitoring, secure procurement, vendor
assurance

Scenario-based exercises, penetration
testing, disaster recovery drills, readi-
ness validation

Cross-border intelligence exchange,
CSIRT cooperation, coordinated situa-
tional awareness

Service restoration planning, crisis coor-
dination, post-incident analysis, lessons

Support risk-aware monitoring, alert priori-
tization, and escalation workflows

Generate timely alerts, preserve reporting
evidence, and support compliance-driven
reporting

Integrate telemetry sources and reduce at-
tacker dwell time through early detection

Distinguish true incidents from noise and
improve visibility of multi-stage attacks

Extend monitoring beyond internal assets
and track supplier-related attack exposure

Validate detection and response perfor-
mance under disruptive conditions

Operationalize threat intelligence and sup-
port coordinated incident response

Support recovery workflows and feed inci-
dent lessons back into resilience planning

d0i:10.20944/preprints202605.0201.v1
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learned

Overall, these sectoral, national, and EU-level requirements show that resilience cannot rely on
isolated security controls or fragmented operational practices. It requires continuous monitoring,
governance accountability, third-party risk visibility, structured incident reporting, privacy-aware
information sharing, and coordinated operational response. For this reason, next-generation SOC
environments should be designed not only for threat detection and response, but also for compliance
support, evidence generation, cross-domain coordination, and resilience-oriented decision making
across different regulatory and sectoral contexts. These observations directly motivate the technological
and operational requirements discussed in the next subsection.

3.2. Technological & Operational Requirements

The important part of a next-generation SOC for critical infrastructures is not only the number of
tools, but especially whether those tools work together in a consistent security operations approach. In
a critical infrastructure SOC, it is not sufficient to only raise alerts. It is also important for the SOC to
maintain a system-wide view of what is going on, especially in a dynamic threat environment. This
wider role also fits with the resilience perspective of NIS2 and the CER Directive, especially with
regard to governmental and defence-sensitive environments [14,27]. Continuously monitoring the
environment is critical for the effectiveness of triage, investigation and response functions later in the
incident response process. Therefore, SOC telemetry should cover not only endpoints and enterprise
networks, but also cloud services, operational technology, internet of things (IoT), and field systems.
EDR, NDR, and SIEM should therefore be considered integrative components of one monitoring
layer. The monitoring layer in critical infrastructures should also contain protocol-aware monitoring
of SCADA systems, PLCs, RTUs, and related field devices, given the strict availability and safety
requirements their components need to meet [18,19]. This monitoring structure is a core part of the
SOC as shown in Figure 2.
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Figure 2. Core functional layers of a Security Operations Center.

However, visibility alone is not enough. The SOC must also understand what the observed
activity means and why it matters. For this reason, cyber threat intelligence (CTI) is an essential part
of SOC operations. CTI should not be treated as a separate function or only as an external feed. In
addition, it should use both internal and external CTI, such as indicators of compromise, malware
artefacts, attacker behaviour, and context and provide the ability for daily alert analysis, investigation,
prioritisation, and threat hunting. It is also useful to map observed activity to attacker TTPs, which are
most commonly associated with the MITRE ATT&CK framework [35], to help analysts understand
attacker behavior and find gaps in detection coverage. Similar conclusions apply to analytics. A SOC
based on static rules alone may not respond adequately to stealthy attacks, insider threats or multi-
stage attacks, and should therefore focus on improved behavioural analysis and anomaly detection
for post hoc and real-time analyses. This would allow user and entity behaviour analytics (UEBA)
to identify signs of anomalous account usage and unusual access patterns sooner, as well as provide
greater visibility into the actions of malware payloads and attackers through malware analysis and
sandboxing. Applications of machine learning models for tasks such as scoring, anomaly detection,
and classification may also pose a risk of their own. Data poisoning, evasion attacks and model drift
are attacks on analytics themselves. Resources such as MITRE ATLAS and the OWASP Machine
Learning Security Top 10 can help to design more secure analytics pipelines [36,37].

Another area where baseline SOCs may be insufficient is in the area of response, where critical
infrastructures may require very fast but controlled responses. Thus, orchestration and automation of
triaging, containing, notifying, and escalating requires interoperability among the SIEM, EDR, 1AM,
firewall, and ticketing systems. Full automation may not be feasible or appropriate when handling
classified information, mission-critical systems, or where legal implications may exist [17,38]. Thus,
while automation is used to speed and ensure consistency, humans must remain in the loop for
oversight. Thus, the success of the SOC will ultimately depend on how well it is operated. Just having
a good technical platform is not enough. Whether or not the SOC runs daily depends on its governance,
staffing, procedures, and performance control. As shown in Figure 3, operational readiness depends on

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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several interrelated factors. These include coordination with national authorities and CSIRT structures,
dedicated resources and expertise, a consistent approach to incident handling and notification, and
clear performance targets for detection, response, and service availability. Without these foundations,
even advanced SOC technologies may operate in a fragmented and ineffective manner.

Coordination Staffing
National authorities T1/T2/T3 model
CSIRT linkage CTI roles
Cross-border cooperation Training & certification
Operational
Readiness
Process Performance
Incident handling Detection time
Escalation Response time
Reporting & PIR Uptime & 24/7 coverage

Figure 3. Operational readiness dimensions for advanced SOC environments.

These issues become even more important in national and defence-grade environments, where
the baseline is expected to be higher than in a typical enterprise SOC. Security zoning, data separation,
cross-domain protection, zero trust access control, role-based access control, multi-factor authentication,
and microsegmentation should all be treated as baseline design requirements. It is also important
to preserve analyst actions in tamper-evident logs, including which alerts were raised, which tools
were used, and which actions were taken. This supports both auditability and evidentiary value. The
need becomes stronger when the SOC supports both classified and unclassified systems, or when
later incident reconstruction may be required [27,39]. A next-generation SOC should also support
multi-stakeholder coordination, since incidents in critical infrastructures are rarely limited to one team
or one institution. In multi-party, cross-sector, and cross-border incidents, the SOC should enable
secure communication with national competent authorities, national CSIRTs, and sectoral supervisory
authorities. It should also support coordinated incident handling and escalation to national authorities
when needed. In cross-border cases, this also depends on alignment in threat intelligence exchange,
reporting, and coordinated response practices [25,26]. In this sense, interoperability should be treated
as part of resilience rather than as a purely technical capability.

Human factors of SOCs include role separation, incident escalation, periodic training, and sus-
tainable 24/7 coverage. SOCs often have tiered analyst teams, with tier 1 analysts reviewing and
validating alerts. Tier 2 analysts investigate, scope, and assist with containing incidents. Tier 3 analysts
focus on threat hunting, forensics, advanced analytics, and complex response. CTI analysts and
SOC managers provide the intelligence and governance functions needed for operational maturity.
Training should not be occasional. Cyber range exercises, ATT&CK-aligned scenarios, standards-based
simulations, and post-incident learning loops should be used to maintain readiness under different
threat conditions [35,38]. Service-level performance, such as detection time, response time, platform
availability, and analyst actions, should also be defined as operational requirements. Critical incidents
should be detected within short and realistic time windows. Response workflows should start within
thresholds defined by severity. Core SOC platforms should provide high availability and reliable
failover capabilities. These are not only performance metrics. They are also resilience requirements.
The weaker the visibility, detection, or escalation process, the longer adversaries can remain unde-
tected and the greater the resulting impact. Therefore, architecture, staffing, processes, and governance
should be treated as interconnected parts of one operational system.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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Table 3 gives the main requirement areas discussed in this subsection and shows the shift from

baseline SOC functions to next-generation resilience-oriented SOC environments. Overall, a future-

ready SOC for critical infrastructures should move beyond fragmented monitoring and reactive alert

handling. It should provide continuous visibility, intelligence-informed analysis, orchestrated response,

strict operational control, trained personnel, and measurable service performance within a single

resilience model. These requirements directly shape the conceptual next-generation SOC architecture

presented in the next section.

Table 3. Technological and operational requirements for next-generation SOC environments.

Requirement

Baseline SOC capability

Next-generation SOC capability

Operational value

Telemetry & moni-

toring

Threat intelligence

Analytics & threat

hunting

Response & orches-

tration

Defense-specific

controls

Asset visibility

Alert management

Staffing & readiness

Processes & proce-

dures

Service performance

Endpoint and network
monitoring with central-
ized log collection

Feed ingestion and basic
IoC matching

Rule-based detection and
limited anomaly analysis

Manual triage, analyst-
driven escalation, and iso-
lated response actions

Standard access control
and routine logging

Static inventories and
manual asset discovery

High alert volume and
manual prioritization

Basic analyst coverage
and conventional shift op-
eration

Generic incident handling
and limited procedural
standardization

Best-effort detection and
response

Continuous telemetry fusion across
IT, OT, cloud, and field assets with
protocol-aware visibility

Multilayer CTI fusion, ATT&CK
mapping, automated enrichment,
and contextual prioritization

UEBA, proactive threat hunting,
malware analysis, and Al-assisted
analytics with AML safeguards

SOAR-driven playbooks, API-
based integrations, automated
containment, and HITL control

Security zoning, cross-domain
protection, zero trust access,
RBAC/MFA, and tamper-evident
audit trails

Dynamic asset tracking across IT,
OT, and hybrid cloud with shadow
asset discovery

Intelligent scoring, false-positive re-
duction, benign alert suppression,
and contextual enrichment

Tiered analyst roles, CTI specializa-
tion, cyber range training, certifica-
tion, and resilient 24 /7 staffing

Standardized workflows, defined
escalation thresholds, post-incident
review, and auditable documenta-
tion

Defined targets for detection time,
response time, uptime, and KPI
tracking

Stronger situational
awareness and reduced
blind spots

Faster and more accurate
triage

Earlier  detection  of
stealthy and adaptive
attacks

Faster and more consis-
tent incident handling

Higher assurance for sen-
sitive and classified envi-
ronments

Better exposure aware-
ness and prioritization

Lower analyst fatigue and
better alert quality

Higher operational matu-
rity and continuity

Better traceability, repeata-
bility, and compliance

Measurable and resilience-
oriented SOC perfor-
mance

4. Next-Gen SOC Conceptual Architecture

The conceptual architecture of the proposed next generation SOC is illustrated in Figure 4. It is
formed by the intelligent SOC layer that integrates with the Core SOC layer, in order to 1) receive
information about local and remote monitoring, and 2) provide the raw internal data upon which the

rest of the components operate. These will holistically cover network and compute assets, through

endpoint and network monitoring and protection technologies (e.g., host-level EDR, anti-malware,

host and network log aggregation tools, network intrusion detection and NDR). The components of

the Next Generation SOC architecture forming an intelligent SOC layer are:
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Figure 4. Next Generation Security Operation Center architecture

1.  Cyber Threat Intelligence (CTI) Discovery and Analytics: This component leverages the capa-
bilities of emerging Al models, to extend the breadth, depth and freshness of CTI information,
including Large Language Models (LLMs) will be leveraged to provide CTI Discovery and
Analytics capacities. The adoption of well-known LLMs, such as LlaMA 2 [40] and Bloom,
will overcome the struggle of traditional Natural Language Processing (NLP) methods, such as
TF-IDF [41], allowing the handling the intricacy of text data from diverse data sources and their
complex interrelationships paving the way for more efficient CTI contextualization and sentiment
analysis for the identification, extraction, and classification of security-related indicators and
attack predictions. Moreover, the novel method of Retrieval Augmented Generation (RAG) will
be investigated and deployed along with the generation-based models (i.e., LLMs) to enhance
their context understanding (i.e., overcome the limitation of comprehend new context apart from
the context they have been trained on) and improve the retrieving of relevant information from
large knowledge bases. In particular, the LLMs text classification abilities will be leveraged to
classify the CTI information, which will be collected from heterogeneous, unstructured (e.g.,
human readable) threat intelligence sources (such as dark web, social media, blogs, articles), struc-
turing them based on the STIX domain object categories (e.g., attack pattern, campaign, course of
action, etc.). This text classification is a complex task that cannot be effectively performed using
traditional NLP methods; thus, with the employment of LLMs empowered with RAG methods,
this module will contribute to the overall improvement the SOTA in CTI discovery and analytics.

2. User and Entity Behavioral Analytics (UEBA): This component uses pseudonymized user data
for training the system’s AutoML module, and user behavior analytics will be handled as ML
tasks. Subsequently, the generated models will be applied to forecast fresh data or assess the
model’s efficiency. Periodic comparisons of model performance and data validity will also be
carried out. There will be an integrated statistics module including informative, summary, and
inferential statistical approaches in addition to the machine learning portion. Additionally, the
MLFlow framework will provide version control and metadata information storage for every
analysis. A similar approach will be utilized for entity behavior analytics, or device behavior
analytics. However, depending on the nuances of the device (data type and volume, interaction
patterns, etc.), various Al techniques (ML, Federated Learning, Statistical Analysis, etc.) will be
investigated through the in order to determine the best method for characterizing the behavior
of the particular device (or device type, if clustering is relevant). The objective is to create a
suitable and distributable behavioral profile that may serve as a starting point for UEBA device
monitoring across different deployment scenarios

3. Adversarial Machine Learning Monitoring and Mitigation: This component allows to: (i)
detect threats and vulnerabilities in Al systems, exploiting the information provided in publicly
available sources, such as MITRE ATLAS and OWASP Machine Learning Security Top Ten and (ii)
detect AML attacks (Figure 5). The ensemble learning model will be pre-trained combining the
outputs of the CTI Discovery and Analytics with heterogeneous data sources (i.e., MITRE ATLAS,
dark web, social media, etc.) augmented with adversarial examples powered from well-known
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AML attacks (e.g., JSMA, FGSM, and DeepFool [42]) based on widely recognized tools, such
as Adversarial Robustness Toolbox and CleverHans [43]. Moreover, the pre-trained models
will be fine-tuned using de-anonymized data from the organizations in which the component
is implemented to identify fluctuations in the deployed training data. The outputs of this
component will be exploited by the Attack Prediction and Threat Hunting to further investigate
whether the detected threats, vulnerabilities, and Adversarial ML attacks are related to an
APT that during its operation it compromises Al systems as well as by the core SOC enablers
(i.e., Situational Awareness) to offer vulnerability detection capabilities and security assurance
assessments specifically for Al systems.

MITRE 0 P Detected Threat &
ATLAS 3 Vulnerabiities #
) Y. Threats, Vulnerabilities,
OWASP Detection of Threats & Vulnerabilities Aftacks Attack Prediction &
ML Sec in Al systems' Training Threat Hunting }
Dataset
Detection of data
polsoning attacks —D[C«e S0C Enablels}

Adversarial ML Monitoring & Mitigation

Figure 5. Adversarial ML Monitoring and Mitigation component

4.  Attack Prediction and Threat Hunting: This component combines the outputs of the Baseline
toolkit along with the thorough threat landscape information that will be obtained from the
Situational Awareness components (core and Al-based) to identify most probable and most
impactful potential attacks, to inform control implementation and prioritization as well as to
drive proactive threat hunting in a cost-effective way (Figure 6). This is achieved through an
ML-assisted threat hunting approach that will unfold in two steps. The first step will act as a pre-
filtering mechanism leveraging the power of semi-supervised learning to construct a data-driven
anomaly detection model that will perform an initial filtering of the organization’s network traffic
and log files (acquired from the baseline tools and situational awareness core SOC services) to
suspicious in case that it has been identified an event related an APT activity or benign in case
that it has not. The anomaly detection model will be originally trained using data from publicly
available sources which contain network activity or log files of sophisticated and prominent
attacks and APTs (e.g., malware-traffic-analysis.net', APT-Malware?). Later, the second step will
be triggered in case that the anomaly detection system flags an event as suspicious, this event will
be further examined using the KESTREL language [44] to provide a more thorough analysis. The
major benefit of the Attack Prediction and Threat Hunting component is that it minimizes the
manual intervention of security analysts in the threat hunting process, which is widely known that
it is a severe and time-consuming procedure, enhancing also the efficacy compared to traditional
human-driven threat hunting. The output of this component (i.e., predicted APT attacks) is
employed by the Proactive and Reactive Response Recommendation component to facilitate both
proactive (by indicating the exact location of the incident) and reactive response recommendation
processes (by identifying threats before an incident occurs). The Attack Prediction and Threat
Hunting will overall improve the capabilities of the Situational Awareness and Incident Response
core SOC enablers by limiting the manual intervention in the threat identification and analysis
processes exploiting the method of semi-supervised learning.

https:/ /malware-traffic-analysis.net/
2 https://github.com/cyber-research/ APTMalware
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Figure 6. Attack Prediction and Threat Hunting module

5. Proactive and Reactive Response Recommendation: This component constitutes a Decision
Support System (DSS) that considers outputs of other components (e.g., monitoring, vulnerability
and penetration testing, risk assessments, CTI, attack predictions) and the list of known mitigation
actions (from relevant knowledge bases, such as MITRE ATT&CK Enterprise® and ICS*, ATLAS®
and D3FEND®), to recommend - or even directly trigger, if needed - the most appropriate of
the available courses of actions, as encoded in the relevant Playbooks. The playbook categories
that are used include : a) Prevention Playbooks (e.g., specifying actions to prevent a threat
from materializing), b) Assessment Playbooks (e.g., to automate vulnerability assessments), c)
Detection Playbooks (e.g., automating monitoring for specific Indicators of Compromise (IoCs)
that are received through the CTI Discovery and Analytics component), d) Mitigation Playbooks
(e.g., encoding actions that mitigate the effects of a security incident, such as isolating an offending
host), e) Remediation Playbooks (e.g., encoding steps to return affected systems to a good
operating state), f) Investigation Playbooks (e.g., encoding post-incident analysis orchestration
steps, to investigate how and why the incident took place), and g) Business Continuity playbooks
(e.g., encoding the workflow to be followed for the activation of a business continuity plan).

Aside from these components the Next Generation SOC architecture also includes a additional
component for Information Exchange, Alerting and Reporting which, essentially, facilitates the transition
to shared situational awareness, coordinated incident response and joint preparedness amongst EU’s
cyber-defenders. To that end, this component includes the mechanisms and processes for information
exchange with third parties (e.g., other SOCs, CSIRTs, National, Cross-border and EU-level actors),
covering exchanges during day-to-day SOC operations (e.g., CTI information), periodic exchanges
(e.g., periodic reports to National Authorities), as well as time-sensitive information (e.g., alerts,
reports) exchanged in the case of cyber incidents. It will also support incident reporting in the various
formats required by the different frameworks (e.g., NIS/NIS2, CyCLONe, GDPR), to be sent to the
relevant Authorities and bodies. Overall, the trustworthy, privacy-aware and sanitized exchange of
the following information is supported:

* time-sensitive (e.g., early warning) alerts

e technical indicators (e.g., IoCs)

*  structured reports (e.g., CyCLONe or in national formats)

e sanitized CACAO playbooks of all types

* CTI information of all levels (including CTI discovered and enriched through the service’s
intelligent enablers)

* re-usable, pre-trained ML models and anonymized data (for ML training) from the intelligent
SOC architecture components

¢  training material for preparedness against different types of cyber-attacks

A key consideration in this subsystem is the provision of an implementation that satisfies the
most recent European mandates for coordinated response and the eventual interlinking of relevant

https:/ /attack.mitre.org/matrices/enterprise/
https:/ /attack.mitre.org/matrices/ics/

https:/ /atlas.mitre.org/

https:/ /d3fend.mitre.org/

A G = W
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EU-level parties at the strategic and political level, as well as cybersecurity incident response actors
(CSIRTs network, ENISA, NIS CG, CyCLONe) and other third parties (e.g., private entities).

5. Conclusions and Future Work

Over the last years, Critical National Infrastructures (CNIs) have experienced rapid digitization.
While this has advanced the offered services to the citizens, it has also expanded the potential attack
surface of CNIs. This problem is further enhanced by the rise of Artificial Intelligence (AI), which
enables adversaries to launch sophisticated, targeted strikes against critical systems. While current
regulatory frameworks like NIS2 and the Cyber Resilience Act (CRA) focus on the need for the
deployment of more sophisticated Security Operation Centers (SOCs), traditional SOC models often
fall short. They often lack the capability to coordinate detection and response actions and remain
reactive, leaving systems vulnerable against zero-day attacks. To address these problems, the current
paper introduces novel Next-Generation SOC services. The proposed framework automates the
orchestration of the incident lifecycle, making it able to mitigate complex attacks while implementing
proactive measures to defend against zero-day attacks.
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