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Abstract: Localizing faults in a software is a tedious process. The manual approach is becoming impractical

because of the large size and complexity of contemporary computer systems as well as their logs, which are often

the primary source of information about the fault. Log-based Fault Localization (LBFL) is a popular method

applied for this purpose. However, in real-world scenarios, this method is vulnerable to a large number of

previously unseen log lines. In this paper, we propose a novel method that can guide programmers to the location

of a fault by creating a hierarchy of log lines with the highest rank, selected by the traditional LBFL method.

We use the intuition that the symptoms of faults are in the context of normal behavior, whereas suspicious log

lines grouped together are from new or additional functionalities turned on during faulty execution. To obtain

this context, we used unsupervised log sequence segmentation, which has been previously used to segment log

sequences into meaningful segments. Experiments on real-life examples show that our method reduces the effort

to find the most crucial logs by up to 64% compared to the traditional timestamp approach. We demonstrated that

context is highly useful in advancing fault localization, showing the possibility of further speeding up the process.

Keywords: automated log analysis; log-based fault localization; log sequence; unsupervised log sequence

segmentation; software reliability

1. Introduction

Software systems play a crucial role in modern societies. They are responsible for services
delivered by airports, banks, medical centers, and even the government. The need for reliability
has grown rapidly. In July 2024 a software glitch in the CrowdStrike patch, a leading cybersecurity
company, caused a major outage for Microsoft system users, leaving many organizations without a
working operating system. Flights in the main airports were grounded, payments were blocked, and
the functioning of medical centers was paralyzed. This incident highlighted the profound impact
of software failures on businesses and underscored the importance of effective fault localization in
software systems. Fault localization is a critical aspect of software maintenance and reliability. It plays
a pivotal role in reducing the time and resources required to debug and fix issues, thereby ensuring
the smooth functioning of complex systems.

Fault localization works by narrowing the scope of a developer’s interest from the entire codebase
to the specific areas where the fault is likely to be located. This process typically involves two main
stages: detection of anomalies and correlation with the potential place of the fault or root cause.
Anomalies are identified using various data sources, such as logs, execution traces, and metrics. Once
detected, these anomalies were analyzed to determine the patterns and correlations that point to
the probable fault location. By effectively pinpointing these locations, fault localization techniques
can help developers focus their debugging efforts more precisely, thereby accelerating the process of
resolving software issues. Fault localization often relies on multimodal data, including logs, execution
traces, metrics [1], test results, and textual information [2]. To obtain execution traces and metrics, the
system must be instrumented in advance, that is, it must be equipped with a code that generates the
mentioned data. A popular framework for this purpose is OpenTelemetry [3], which implements the
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concept of observability and involves understanding the internal state of a system through its outputs.
Such an enriched system is a good foundation for applying automatic diagnosis and localization
methods, such as AIOps [4]. However, obtaining such a rich source of data from a system is infrequent
and sometimes not feasible. Thus, many fault-localization methods rely on unimodal data, that is, data
from only one source, such as logs.

Spectrum-Based Fault Localization (SBFL) [5] is a rapidly growing field that use unimodal data.
The methods based on code coverage (spectrum) are lightweight and competitive. They are fast and
scalable. They use code coverage generated by module and unit tests, which are often collected during
execution. The anomaly measure was calculated based on the number of times a line appeared in the
passed and failed tests. The correlation is such that the lines of code that appear more frequently in
failed tests are more likely to be the source of the problem. Statistical methods [6–8] are frequently used
to calculate the suspicious scores. Based on this metric, a ranking of program lines can be produced
and suggested to the developer regarding where to look first. Ideally, the line with the actual error
should be at the top of the suggestions.

Machine learning [9] and deep learning [10,11] models also use code coverage to predict the faulty
lines. Training involves teaching the network to predict the test results based on code coverage. Then,
during inference, virtual tests consisting of a single line of code are inputted. The returned results
indicate that the line is a potential source of error. Deep methods use code coverage, represented as a
Coverage Matrix [10,12]. It is important that the code coverage of similar tests is placed next to each
other in the matrix, as the CNNs used in these solutions excel at detecting local dependencies. This
allows the network to learn which changes in test execution cause an error.

However, code coverage information alone does not always correlate with the actual cause of
an error. This is because the execution frequency data of a given line affects the localization result.
Non-faulty code fragments can be executed more frequently than actual faulty fragments, which skews
the SBFL result. Therefore, more costly and powerful Slicing-Based Fault Localization methods are
used to solve this problem.

Slicing methods identify exact instructions for a given system output. The reference point is a
specific instruction or variable that we want to trace. The flow is observed throughout all places, from
its creation and modification to its return. Slicing can be performed statically [13,14] or dynamically [15–
17], or by combining both approaches [18] to limit the size of static slicing while improving the quality
of dynamic slicing.

Obtaining code coverage or instrumenting code to obtain traces is not always feasible because code
coverage is not collected during field execution, and instrumentation of the code often produces an
unacceptable level of overhead and may introduce faults themselves. Logs are a source of information
that introduces minimal overhead and intervention in the system. Therefore, logs are the most common
source of information after failure. As part of the execution path, logs can be used as a source of
fault localization information. Logs are generated by lines in the source code and are placed by
programmers to reflect a specific intention. The structure and consistency of logs can vary significantly
depending on the discipline within a company [19]. This variation necessitates a high resilience in
log-based methods. Logs can be considered in terms of their static and dynamic components, where
the static part corresponds to the text placed in the code by the programmer, whereas the dynamic
part corresponds to the text generated during the program’s execution.

Several fault localization methods based on logs have been proposed. Some of these methods
use logs in conjunction with other data such as the content of a build configuration file [20] or key
performance indicators (KPIs) [21]. However, it is also possible to use logs alone. Fault localization
in such a scenario can be achieved by minimizing the number of logs to analyze (Log-based Fault
Localization)[22] or by substituting logs with the components behind them and then applying tradi-
tional Spectrum-Based Fault Localization (SBFL) to rank the components based on their suspicious
scores [23]. Although the former method successfully reduces the number of logs to a small percentage,
it may still result in a large number of comprehensive software systems.
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Log-Based Fault Localization (LBFL) applies a technique similar to code coverage methods but
is tailored specifically for log analysis. This approach adjusts the calculation of failure and pass
occurrences by normalizing repetitions within a single file. Afterward, the suspiciousness score is
computed using the same methodology as in Spectrum-Based Fault Localization (SBFL). The result is a
ranking of log templates ordered from the most suspicious to the least. However, in large systems, the
number of logs with high suspiciousness scores is still overwhelming. To address this, we propose
further refining the order of the log lines by incorporating contextual information. This is achieved
through the use of an unsupervised log sequence segmentation method, Voting Experts [24], and we
have previously demonstrated that this method is effective in segmentation and meets the human
golden standard segmentation in open source logs [25].

The main contributions of this paper are as follows:

• Introduction of a new measure to calculate the suspiciousness of a segment.
• A method combining existing Log-based Fault Localization techniques with a new metric to

further refine the localization results.
• Utilization of output from unsupervised log sequence segmentation for automated log analysis.
• Provision of an anonymized dataset from Nokia covering three real-world faults.

Section 2 describes the proposed method and datasets used for its evaluation. This is followed by
the research questions and results in Section 3 and discussion in Section 4. The last section outlines
directions for further research.

2. Materials and Methods

The proposed fault localization model is designed to identify the log messages related to failures
in complex systems through the expansion of existing fault localization techniques. This model is
useful when logs from normal execution of the system are available, and the traditional log based
fault localization method produces a large number of rank 1 lines when applied to logs from a failed
execution of the system. Logs, along with other parts of the code, constantly change, making it difficult
for methods based on a long history to operate well. We propose a method that requires only one
current set of normal logs and corresponding failed logs, generating a hierarchy of anomalous log
lines, which is crucial from a fault localization point of view. As a result, our method overcomes this
limitation and can be easily used for current/new software releases.

Our approach (Figure 1) consists of two stages:

• a log-based fault localization framework that identifies the most suspicious log lines in a failed
log file,

• context-based ranking of rank 1 log lines, based on unsupervised log sequence segmentation.

Logs

Log Based Fault Localization

Unsupervised Logs Sequence Segmentation

Context Based Fault Localization

Figure 1. Overview of the approach.
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2.1. Normalization

Before analysis, the logs were normalized by removing timestamps and lines where objects were
described (Figure 2). The timestamps follow a consistent format throughout the log file; therefore they
do not contribute to template distinction and only add overhead to the template extraction process.
We used timestamps to sort the lines, but after that, they were removed. The inclusion of object
descriptions in the log makes it challenging to capture regular expressions because of variations in
spaces and special punctuation marks. These objects do not contain execution-related information,
and are essentially one-line information spread across multiple lines for readability. The structure
and values of the printed fields of the objects can only be verified against specifications; therefore we
decided to exclude these lines from consideration.

Figure 2. Description of object in log lines. Such descriptions are removed during normalization as
they don’t provide useful information for error localization.

2.2. Log-Based Fault localization

The normalized log contains lines of interest; however, the lines are composed of constant and
variable parts. The variable parts contain information inserted in log lines during execution, and
documentation is required to examine their correctness. Therefore, the next step after normalization
is to remove variable elements from the lines and create so-called log templates. A well-established
method for log template extraction is Drain [26], which performs this task with the highest accuracy.
For example, in the messages "Status of connection to IP:192.168.11.1 is SUCCESS" and "Status of
connection to IP:192.168.11.2 is FAILURE," the constant part is "Status of connection to IP:* is *," and
the variable parts are [’192.168.11.1’, ’SUCCESS’] and [’192.168.11.2’, ’FAILURE’]. This method relies
heavily on the quality of the provided regular expressions, as it must correctly distinguish between the
constant and variable parts of the log lines. This distinction is not trivial, and it has been shown that
improvements at this stage can lead to improvements in downstream tasks [27].

Let Ln be the set of all log templates in normal logs, and L f be the set of all log templates in the
failed logs.

The suspiciousness of a log template l is defined as:

Susp(l) =
Fail(l)

FT
Fail(l)

FT
+ Pass(l)

PT

, (1)

where FT, PT are the number of all failed and passed logs, respectively, Fail(l) is the number of times
log template l was seen in the failed logs, and Pass(l) is the number of times log template l was seen
in the passed logs. These definitions differ from those of the original LBFL, where occurrences are
normalized. We decided not to normalize occurrences, as we would like to operate in situations where
there is only one failed, and normal logs and the frequency of log templates are important sources of
information for our context-based approach. Figure 3 presents two histograms of suspicious scores;
one for normalized and the other for non-normalized occurrences. Normalized occurrences are much
less differentiated, whereas in our approach, frequency information is utilized to make the context
more useful.
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Figure 3. Occurences metrics used in (a) standard LBFL, and (b) Context-based approach.

The Susp metric has several important properties. It is equal to 1 for any log template that is
exclusively present in failed log files and 0 for log templates that are exclusively present in the passed
log files. Ranking was provided based on these values. However, this metric cannot further grade log
lines that have a rank of 1. In the case of large systems, this may result in a substantial number of log
lines having the same highest rank.

Tables 1–3 show the Log-based Fault Localization with suspiciousness score and ranking proposed
in [22]. An example of this is a simple OK/NOK case. Tables 1 and 2 contain log examples: the first
column contains log line numbers, the second is the content of the log file, the third is the ID of the
extracted log template. The last one is the number of occurrences of each template ID (’-’ is used when
the template ID repeats).

Table 3 show Fail(l) and Pass(l) values, Susp score and rankings based on occurrences.
Then, the suspiciousness score wass calculated using Formula 1. The lines are ranked according

to the suspiciousness score. As we can see in this simple example, four lines are already marked with
the highest suspicious score (rank equal to 1).

Table 1. Normal log example.

# Log content Template ID Pass(l)
1 INF, State change notif received [CONNECTED] 1 7
2 INF, State change notif received [CONNECTED] 1 -
3 INF, State change notif received [CONNECTED] 1 -
4 INF, State change notif received [CONNECTED] 1 -
5 INF, State change notif received [CONNECTED] 1 -
6 INF, State change notif received [CONNECTED] 1 -
7 INF, State change notif received [CONNECTED] 1 -
8 INF, SW Version: xxxxx 2 1
9 INF, currentImageType = package.01 3 1

Length 9 3
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Table 2. Failed log example.

# Fail log Template ID Fail(l)
1 WRN, BlackBoxLoggingService MemoryItem::update 4 1
2 WRN, BlackBoxLoggingService get entry value 5 1
3 WRN, BlackBoxLoggingService get entry value 5 -
4 INF, State change notif received [FAILED] 1 4
5 INF, State change notif received [CONNECTED] 1 -
6 INF, Recovery action requested 6 1
7 INF, State change notif received [CONNECTED] 1 -
8 INF, State change notif received [CONNECTED] 1 -
9 INF, Received reset request because of node2 failure. 7 1

10 INF, SW Version: xxxxx 2 1
11 INF, currentImageType = package.01 3 1

Length 11 7

Table 3. Not normalized Log-based fault localization.

# Template ID Fail(l) Pass(l) Susp Rank
1 1 4 7 0.36 3
2 2 1 1 0.5 2
3 3 1 1 0.5 2
4 4 1 0 1.0 1
5 5 2 0 1.0 1
6 5 1 0 1.0 1
7 5 1 0 1.0 1

2.3. Unsupervised Log Sequence Segmentation

Log sequence, as a part of the execution path, conveys some information on the software system
and its execution. It contains events that are visible to humans and allows us to distinguish patterns
and segments of lines as they reflect the architecture of the system. Following this observation, a few
approaches have been proposed to extract this structure to ease manual examination of the log file
(for example [24,28]). However, the application of these methods in automated log analysis has not
yet been demonstrated. One of our contributions is that they can be used not only to improve the
manual inspection of logs. We used VotingExperts [24] to extract meaningful segments from long
log sequences and calculate the rankings of localized suspicious lines. Let S represent the set of all
sequences of log templates

S = {ê0, ..., êm}, (2)

where êi is i-th sequence and m is the number of all sequences. The sequence is obtained by extracting
all log lines belonging to one thread, block ID, or node ID. A single sequence êj from S contains a
sequence of log templates li:

êj =< l0, ..., ln > (3)

Each li belongs to a set of log templates L contained in the log file. Segment Segmk is the sequence of
nk log templates from êj.

Segmk =< lik , ..., lik+1
> (4)

where ik >= 0 and ik < n. For the sake of simplicity, for further details, please refer to the original
work [24] or our previous work [25], where we showed how unsupervised word segmentation
methods can be transferred to the log sequence segmentation domain. For our experiments, we used
VotingExperts with window size of seven and threshold four.
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2.4. Context Based Ranking

Existing log-based fault localization methods struggle when there are many previously unseen
logs. This situation is common in large software systems where a single issue can cause a cascade of
failures and generate thousands of related logs. Simply returning all of them may not be helpful.

To address this issue, we propose a ranking based on context. Intuitively, unseen log lines
appearing within the context of well-known log lines are more suspicious than unseen log lines
grouped together. The reas is that grouped unseen log lines are often stack traces, crash dumps, or
new functionalities, whereas a single anomaly midst well-known behavior can be the first symptom of
a program going off the track. To calculate this metric, we first segment the log file using unsupervised
log sequence segmentation, and then calculate the mean of suspicious scores of log templates in the
segments where the most suspicious log templates are present. Context-based ranking was calculated
using the following equation:

Context_ranking(Segmk) = 1 −
∑li∈Segmk

Susp(Li)

|Segmk|
, (5)

where Segmk denotes the k-th segment of log file. The greater the mean value of the segment, the less
suspicious are the lines.

In the example in Table 2, the fault is located in line 6. It appears in the context of successful
connection responses and explains subsequent node failure. Let us assume that the first segment of the
failed log is from lines 1 to 3. The sequences of the template IDs is 4, 5, 5, and all lines were ranked as
suspicious. The context ranking of this segment was calculated as Context_ranking(S1) = 1 − 1 = 0.
The second segment is from lines 4 to 8 with a sequence of template IDs 1, 1, 6, 1, 1, and the context
ranking of this segment is Context_ranking(S2) = 1 − mean(4 ∗ 0.36 + 1) = 0.5. The last segment is
from lines 9 to 11, and its context ranking is Context_ranking(S3) = 1 − mean(0.5 + 0.5 + 1) = 0.3.

The segment with the highest context ranking was S2, which was the expected value. The third
segment is lower in the hierarchy. The first segment is correctly the lowest in the ranking, as it is not
related to the actual fault, but represents an additional logger turned on for the expected failure.

2.5. Dataset

We performed our study on real industrial logs from Nokia, which deliver wireless connectivity
solutions to many different enterprises. The reliability of communication is expected nowadays,
putting pressure on the software and hardware components of the Base Transceiver Station (BTS). The
software component of the BTS consists of many components that communicate over the interfaces.
Failure of any component often leads to an unacceptable drop in performance. Detecting and fixing
faults often can only be performed by comparison with previous normal behaviors. However, simple
manual comparisons of log files consisting of hundreds of thousands of log lines are not feasible. The
dataset used in this study, which is publicly available along the code [29], comprises anonymized logs
from Nokia containing three faults. Anonymization was performed by removing the content of the
log templates, leaving only template IDs. Thread names and level info details were also anonymized
by substituting with the "thread<num>" and "level<num>" strings. For the first two fault scenarios,
we collected 10 logs from normal execution prior to the fault date. For the third one, there was only
one normal log and one failed log. The logs were normalized by removing timestamps and lines with
interface object descriptions, segmented by thread ID, and processed using Drain. VotingExperts was
then used to segment the log template sequences from each thread.

2.5.1. Example 1

In this scenario, Nokia’s software failed because of the lack of communication with one of the
nodes. The failed communication was logged in the middle of the normal communication with other
nodes. At the beginning of the logs, there were many additional entries from the logging module,
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which had been turned on by the tester to ensure that all possible logs were collected. These logs,
which are not usually enabled, contaminated the logs with false positives ranked as 1.

The failed log contained 250,578 lines with 5,557 templates, while ten normal logs contained
1,172,986 lines with 6,124 templates.

2.5.2. Example 2

In this scenario, the Nokia software failed because of a timeout on one of the mutexes. The timeout
was logged during normal behavior. Previous logs with a ranking of 1 in the suspicious score were
due to the newly introduced functionality, which was not the source of the problem. This issue was
occasional and occurred by chance when the new functionality was turned on.

The failed log contained 90,463 lines with 4,624 templates, whereas the normal logs contained
676,942 lines with 5,475 templates.

2.5.3. Example 3

In this scenario, we had a limited number of logs, as the normal log contained only 8,188 lines
and the failed log contained 6,980 logs. The Nokia software failed because of the incorrect setup of
some interfaces. The real difference was in some functionality not being executed; however, this can be
localized by determining the recovery actions being taken. Therefore, the most important logs were all
logs containing string "RecoveryService".

The failed log contained 6,980 lines with 1,268 templates, whereas the normal logs contained 8,188
lines with 1,282 templates.

3. Results

The purpose of this work was to localize logs related to faults by reducing the number of logs an
engineer has to analyze when traditional LBFL methods return many log lines with the highest rank
of 1. The data used were labeled by experts to identify the crucial log in each scenario that revealed
the real root cause. We collected the number of segments sorted by context ranking and standard
timestamp. We consider our method better if it ranks the most important log template with a lower
rank than the timestamp approach, and if going from the top of the ranking to the obtained segment,
the developer has to examine a lower number of log templates. Suspicious log lines are presented to
the developer in an original form, not in a log template form, as it is easier to analyze and understand.
It is thus preferable to group all instances of the log template together so that after seeing one instance
from the group, the developer may skip the rest. To measure the gain we use a percentage of reduction
of data to analyze, calculated from the equation:

Red =

(
X1 − X2

X1

)
× 100 (6)

, where X_1 represents the baseline value, and X2 represents the obtained value. During our experi-
ments, we aimed to answer two research questions:

RQ1: Is segment ranking by context suspicious score more effective than the standard timestamp
approach?

RQ2: Does ranking by context suspicious score reduce the number of distinct log templates to
check?

RQ1: Is segment ranking by context suspicious score more effective than the standard timestamp approach?
In Example 1, after the application of the traditional LBFL, there were 70 log templates with a

suspicious score of 1, and 105 segments obtained by VotingExperts contained these log templates. The
most crucial log template was 5992, located in segment 64 when sorted by timestamps. Our method
ranked the most important line in segment 22. With segments sorted by timestamp, the most important
log template was in the 64th segment. The number of segments to be analyzed was reduced by 65.6%.
In Example 2, the LBFL marked 665 log templates with a suspicious score of 1, and 1,629 segments in
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the failed log contained these log templates. The most crucial log template was template 18 in segment
736, when sorted by timestamp. The log snippet with failure from this example is shown in Figure 4.
Context-based ranking ranked the most important line in position 303, compared to the 737th segment
in the timestamp approach. The number of segments to be analyzed was reduced by 59%. In Example
3, LBFL returned 86 log templates with a suspicious score of 1, and 319 segments from VotingExperts
contained those log templates. The most crucial log templates were 16, 17, and 1297. Context-based
ranking ranked the most important segment at position 34, compared with the 44th segment in the
timestamp approach. The number of segments to be analyzed was reduced by 22.7%.

Figure 4. Log snippet from Example 2 with the most important line being marked.

RQ2 Does ranking by context suspicious score reduce the number of distinct log templates to check?
Example 1, with context-based ranking segments from 1 to 22nd, contained 18 different log

templates for verification. In the timestamp ranking, 38 different log templates were visible in segments
1-64. The reduction in the number of distinct templates for these analysis was 52.6%. In Example 2,
with context-based ranking in the first 303 segments, 104 different log templates were for verification.
With timestamp ranking, 289 templates were contained in the 737 first segments. The reduction in the
number of distinct templates for these analysis was 64%. In Example 3, with context-based ranking,
17 different log templates were to be verified in the first 34 segments. Using timestamp ranking, 23
templates were contained in the 44 first segments. The reduction in the number of distinct templates
for these analysis was 26.1%.

In all cases, our solution outperformed the standard timestamp approach, providing the possibility
of identifying the most important log lines more quickly, as presented in Table 4.

Table 4. Comparison of Context-Based Ranking and Standard Timestamp Approach.

Ex. Approach Rank Templ. No. Seg. Red. (%) Templ. Red. (%)
1 Standard Timestamp 64 38 - -
1 Context Suspicious Score 22 18 65.6 52.6
2 Standard Timestamp 736 289 - -
2 Context Suspicious Score 302 104 59.0 64.0
3 Standard Timestamp 44 23 - -
3 Context Suspicious Score 34 17 22.7 26.1

4. Discussion

The proposed Log-based Fault Localization with context-based ranking for rank 1 lines proved to
be more effective than timestamp ranking in the provided fault localization scenarios. Context-based
ranking reduces the number of segments to be analyzed as well as the number of distinct log templates.
The former implies that developers must analyze fewer logs to encounter the most important one. The
latter implies that log lines with the same log template are grouped together; therefore after seeing one
such example, a developer can skip subsequent ones. In contrast, the timestamp approach forces the
developer to analyze many more log templates and their contexts before reaching the crucial log line.
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This demonstrates that log-based methods can be applied in situations with large differences in log
templates between normal and failed logs, where traditional LBFL returns a substantial portion of the
same rank 1 log templates for analysis, and context can be used to refine the analysis.

Our approach uses the context of log templates obtained from unsupervised log sequence seg-
mentation, showing that the segmentation of log sequences can be useful for downstream tasks, such
as fault localization.

For further research, it would be interesting to investigate how the quality of the Drain influences
the results. Because Drain is the main source of information regarding log templates and is highly
dependent on the quality and accuracy of regular expressions, it would also be valuable to experiment
by substituting this method with neural-based semantic approaches that are less reliant on human
effort. Further experiments can also be done using sophisticated neural-based methods to compare
segments, including Transformer based methods.
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