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Abstract: This report is to investigate the development of cloud computing and its security
paradigms, highlighting key components such as data, applications, operating systems,
virtualization, servers, storage, and networking, which form the foundation of cloud security. It
explores the threats inherent in cloud environments, including account hijacking, malware, data
leakage, DoS/DDoS attacks, and social engineering, detailing their impact and countermeasures.
Notable security technologies like encryption, Identity and Access Management (IAM), cloud
firewalls, and disaster recovery planning are discussed as critical safeguards. Limitations of cloud
computing security, including bandwidth issues, redundancy challenges, and control constraints, are
analysed alongside emerging trends like Al-driven threat detection, the adoption of zero-trust
security models, and unified multi-cloud security approaches. The report proposes advanced
countermeasures, including enhanced zero-trust models with behavioural biometrics and adaptive
honeypots, as well as Al-augmented threat detection systems utilizing neural networks and
reinforcement learning. The findings underscore the importance of continuous innovation and
adaptive strategies in cloud computing security to mitigate evolving threats and ensure secure,
resilient cloud infrastructures. Future advancements in regulatory compliance, Al integration, and
predictive analytics will further shape the trajectory of cloud security in the face of growing
technological complexities.

Keywords: Cloud Computing Security; Zero-Trust Architecture; AI-Augmented Threat Detection;
Data Leakage Prevention; Multi-Cloud Strategies

1.0. CLOUD COMPUTING BACKGROUND

1.1. Cloud Computing Development History

In a 1965 publication, Christopher Strachey explicitly introduced the idea of "virtualization."
This was the beginning of cloud computing. Virtualization is the cornerstone and fundamental
element of cloud computing development (Jayachander Surbiryala, 2019).

In the 1990s, computing expanded quickly, and companies like Cisco thrived. By making
network services quick and simple to use, the expansion of the Internet has now benefited more users.
Users will have access to more potent computing processing services because of certain significant
companies beginning to create large-scale computing power technology at the same time
(Jayachander Surbiryala, 2019).

In 2006, this was a pivotal point in the development of cloud computing. On August 9, 2006,
Google CEO Eric Schmidt first introduced the concept of "Cloud Computing" at the Search Engine
Conference (SESSanjJose2006). That year saw the launch of Amazon's laaS service platform, AWS
(Jayachander Surbiryala, 2019).

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Although the concept of "cloud computing" was first proposed by AWS in 2006, the word was
not formally adopted by the industry until 2008. The domestic cloud computing standard, Ali Cloud,
began to prepare in that year (Ananna et al., 2023; Babbar et al., 2021). But the short two-year time
difference also gives Amazon, the first to venture into this wild region, a natural advantage. At the
height of the financial crisis, in early 2009, the US-based Salesforce company published its 2008 fiscal
year annual report (Azam, Dulloo, Majeed, Wan, Xin, & Sindiramutty, 2023). The report showed that
the company's revenue from cloud services topped $1 billion. Since then, cloud computing has
become one of the most important areas for the growth and research of Internet companies and one
of the most worrisome subjects in the computer industry (Jayachander Surbiryala, 2019).

With the emergence of a second tier that includes IBM, VMware, Microsoft, and AT&T, top-tier
providers have steadily entered the cloud industry over the next few years. In 2011, Google
announced the launch of GCP, marking the beginning of the same phase in the public cloud industry
(Azam, Dulloo, Majeed, Wan, Xin, Tajwar, et al., 2023; Brohi et al., 2020). Although its CEO, Steve
Ballmer, is still sluggish, Microsoft joined around 2010 (Jayachander Surbiryala, 2019).

As cloud computing technology gradually matures, manufacturers are offering security services
via cloud service platforms. Security as a service is the collective term for a variety of additional
security products and solutions that are offered directly through cloud services (Azam, Tajwar,
Mayhialagan, Davis, Yik, Ali, et al., 2023; Chesti et al., 2020). The Security Guidelines for Key Areas
of Cloud Computing published by the Cloud Security Alliance (CSA) state (Khalil, 2014)

1.2. Cloud Computing Security Development

Cloud security has drawn increasing attention as cloud computing becomes more widely used,
and both established and up-and-coming cloud computing and security businesses have introduced
numerous cloud security technologies. However, the industry has yet to reach a clear consensus on
"cloud security” from the concept, technology, and product, in contrast to the well-defined "cloud
computing” (NISTSP 800-145 and ISO/EC Park 17788) (Khalil, 2014).

From the context of development analysis, "cloud security" related technologies can be divided
into two categories:

Class provides protection for the use of cloud Computing services, namely security for using the
cloud, also known as Cloud Computing Security, which is generally a new product category (Azam,
Tan, Pin, Syahmi, Qian, Jingyan, et al., 2023; Dogra et al., 2021). The class is derived from traditional
security hosting services, that is, security provided from the cloud Service (also known as security-
as-a-service (SECaaS)), There is usually a traditional security (Sama et al, 2022, Saleh et al, 2020)
software or equipment production cloud.

d0i:10.20944/preprints202501.0514.v1
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security for
using the cloud

Figure 1. Cloud Computing Security Classification.

The overlap between the two cloud technologies is that the cloud service mode protects the use
of cloud computing services.

1.3. Three components of the NIST Cloud Computing Security Reference Architecture

Service based on cloud model, deploy, and participating in three dimensions, such as the
American national standards institute of technology (NIST) cloud computing security working group
released in May 2013 the cloud computing security reference architecture (draft) gives the cloud
computing reference architecture (NCC - SRA, NIST Cloud Computing Security Reference
Architecture) (Fang Liu, 2011). Figure 1 shows cloud computing security classification.

Three dimensions make up the NIST Cloud Computing Security Reference Architecture.:

The three cloud computing service models: IaaS, PaaS, and SaaS. Cloud computing can be
deployed using four different models: community, hybrid, private, and public. In cloud computing,
there are five roles: auditor, agent, carrier, consumer, and provider. Figure 2 shows NIST Cloud
Computing Security .
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Figure 2. NIST Cloud Computing Security (Foster, 2013).
2.0. DETAILED DISCUSSION

2.1. Component

As defined by Deyan Chen and Hong Zhao (Deyan Chen, 2012), Cloud Computing Security, or
often abbreviated as cloud security is a subset of security of computer and network that is managed
by privacy-enhancing technology and regulated by a set of policy rules to safeguard the use of data,
software applications, and related services that are outsourced to the cloud. As such, when we discuss
about the components of cloud computing security, we are talking about a subset of components of
cloud computing (Hussain et al., 2024; Fatima-Tuz-Zahra et al., 2020). IBM defined the components
of cloud computing as data centres, networking capabilities, and virtualization (International
Business Machines Corporation, 2024). However, this is too broad for what cloud computing security
covers. Therefore, we can look at key components of cloud security, which separates cloud security
into 7 components, namely data, applications, operating system, virtualization, servers, storage, and
networking. We will discuss further what each of these components mean in the section below.

2.1.1. Data

Data are often referred to as larger amounts of unorganized information produced by a variety
of sources such as sensors, mobile devices, social media, and IoT devices (Fabrizio Marozzo, 2022).
In this case, these data would be on the cloud environment. Data can be separated into sensitive data
and insensitive data (Jun et al., 2024; Gopi et al., 2021). Sensitive data are the upmost important
component to be protected in cloud environment and should be always kept secure with limited
access. Insensitive data on the other hand can be accessed by anyone but the integrity of the data
should never be compromised.

2.1.2. Applications
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Applications, or sometimes called cloud applications are defined as software that runs natively
on the cloud that are accessible to users via the Internet (Nazir, 2020). As these cloud applications
often contains sensitive user data, it is crucial that the application itself is secure and does not contain
any vulnerability that will lead to leak of data.

2.1.3. Operating System (OS)

Operating System is a system software that controls the hardware and software resources of a
computer. The security of an OS is also very important as cloud computing supports various OS,
therefore, if the computer itself is not secure, a secure cloud computing environment will not be
achievable as well (Manchuri et al., 2024; Gouda et al., 2022). As cloud computing grows bigger, a
concept of Web Operating System (WOS) has also emerged. A WOS is an interface that gives users
access to various programs and applications that are entirely or partially hosted on the Internet (Zain
Tahir, 2015). Although it may sound like conventional OS, a WOS doesn’t interact with the system’s
hardware directly (Khan et al, 2020). This makes the security of an OS or WOS more important as
they can be the weak link in cloud computing security, particularly when overlooked.

2.1.4. Virtualization

Virtualization means making a virtual replica of something, instead of the actual one. In the
context of cloud computing, virtualization is the process of digitally reproducing an actual version of
something (Ravichandran et al, 2024; Humayun et al.,, 2022). It enables numerous clients and
organizations to share a single physical resource or application. Such technology enables a single
hardware computing unit (host machine) to be divided into several virtual machines (Shukur, 2020).
Even though these virtual machines act as a logically separated machine, crossover may still happen,
which will lead to vulnerabilities in the host machine.

2.1.5. Servers

Servers or a cloud server, as defined by IBM (International Business Machines Corporation,
2024), is a robust physical or virtual infrastructure that is hosted remotely by a cloud service provider
to achieve the functionality of delivering applications, processing data, or storing data. Ensuring the
security of such physical or virtual infrastructure is crucial to maintaining a secure cloud
environment due to the servers having direct access to the important data that is being processed or
stored.

2.1.6. Storage

Storage, or more precisely cloud storage is when data is transmitted and stored on a remote
storage device (Allan Liu, 2018). These stored data is maintained and backed up frequently to make
them accessible to users over a network. Storage stores data used for cloud computing, therefore,

2.1.7. Networking

Networking on cloud computing, or better known as cloud networking, is a type of cloud
infrastructure where an organization’s networking resources are hosted in a private, public or hybrid
cloud (Chellammal Surianarayanan, 2023). Cloud networking is essentially what enables cloud
computing to be accessible everywhere. Therefore, the integrity and confidentiality of data during
transmission must be protected.

2.2. Process

Investigating cloud computing security means understanding how cloud systems work, what
risks they face, and how to protect them. Here's a straightforward explanation of the process:

1. Understand What Cloud Security Is
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Cloud security is about protecting data and applications stored on the internet (the "cloud") from
being stolen or damaged. Think of it like locking your house but for your online data and apps. It
includes rules, tools, and technology to keep everything safe.

2. Look at the Important Parts of Cloud Security

The information you store in the cloud like photos, documents, or business data. Sensitive data
like passwords must be locked tight as well. The programs you use in the cloud and the software
running on your computer or server need to be built securely to prevent hacking.

Virtualization: This means creating "virtual" computers inside one real computer to save space
and resources. It's handy but can be risky if not done right.

Servers: The big computers where your cloud data lives. These need strong defences, just like a
bank vault.

Storage: The "cloud hard drive" where data is saved. It must be backed up and secure to avoid
losing information.

Networking: The connections that let you access the cloud. These should keep your data private
and safe while traveling online.
3. Understand the Risks

There are risks like someone stealing your keys to break into your online accounts or even
malware infections like viruses that can infect the cloud and steal or affect your data. There are also
risks of data leaks where sensitive information is accidentally made public or stolen. It is also possible
that DDoS attacks happens where someone floods the service with too much traffic which leads the
entire system to overload and crash.
4. Learn About the Tools to Protect the Cloud

Tools to protect the cloud include encryption which scrambles data so only authorized people
can read it. Firewalls and recovery plans can be put up so that barriers can block unauthorized access
to cloud systems while backing up plans to recover data if they are lost. Another tool that can be used
is Identity and Access Management, a system that only allows the right people to access that specific
part of the cloud.
5. Recognize the Challenges

Some of the challenges include slow internet connection where a weak connection can affect
cloud performance and security as well as if backup problems occur when data is not stored in proper
places, it could be lost forever. Lack of control is also a common issue as businesses usually rely on
third-party providers to manage their data, resulting a lesser control over what data they lost or
affected.

Lack of Control: Businesses often rely on third parties (like cloud providers) to manage their
data, which means less direct control.

2.3. Threat

Every organization and individual must deal with security concerns, threats, and obstacles.
Although these terminologies are more complex, many people believe they all mean the same thing.
You may better safeguard your cloud assets by being aware of their small variances. What are the
security threats associated with cloud computing? The threat is the attacker who attempts to use that
API to obtain sensitive data (along with any ways they could try) (Puzas, 2024). Threat that is a way
or a method that hacker or attacker use to hack or attack the security of the target. Threat can be virus,
but it also can be no virus like DDoS which is sending a lot of packet requests to the server to find the
port vulnerability (Seng et al., 2024; Jhanjhi et al., 2021). The literature has extensively examined the
security issues related to cloud computing (Humayun et al, 2021). The purpose of this systematic
literature review (SLR) is to examine the current body of research on the security, risks, and
difficulties of cloud computing (Bader Alouffi, 2021).
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Figure 3. A graphical abstract of systematic literature review on cloud computing.

At a high level, cloud environments face the same threats as traditional data centre
environments; the threat landscape is identical (Morrow, 2018). Figure 3 shows a graphical abstract
of systematic literature review on cloud computing.
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Figure 4. Details of Threats to Cloud Computing Security (Morrow, 2018).

According to the most recent attack surface threat research study from Palo Alto Networks' Unit
42, cloud environments are responsible for four of every five security flaws found in businesses across
all industries. 60% of the most prevalent security vulnerabilities listed in this research are caused by
web framework takeover (22.8%), remote access services (20.8%), and IT security and networking
infrastructure (17.1%) (Ramachandran, 2024). Figure 4 shows details of threats to cloud computing
security.
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Figure 5. Common Threats to Cloud Computing Security (Alqahtani & Albalawi, 2023).

These typical threats are frequently employed by hackers to breach cloud computing security.
After identifying the cloud computing security flaws, they will utilize common attacks to take
advantage of the security flaws (Threats, 2024). Figure 5 shows common threats to cloud computing
security. We'll go over the common threats it exploits in brief here:

Account Hijacking: When credentials are stolen or authentication is inadequate, a hacker
obtains authorized access to user accounts.

Social Engineering: Manipulates human behaviour to gain access to confidential information.

Botnet: Coordinate attacks are carried out by a network of compromised machines.

Malware: Enter cloud systems, corrupt them, or steal data from them.

Man-in-the-Middle (MITM): Steals data by intercepting user and cloud service conversations.

DoS/DDoS: Use packets to overload cloud servers with massive requests to render them
inaccessible.

Data Leakage: Sensitive information is exposed to unauthorized parties.

2.4. Example

According to research technologies of cloud security includes Virtual Private Cloud (VPC),
Cloud firewall, Identity and Access Management (IAM), and Security Groups, Cloud Monitoring,
encryption Data Lost Prevention (DLP), Disaster Recovery and Business Continuity (DR/BC)
Planning, Virtual Private Networks (VPNs) and secure APIs and Data Security Posture Management
(DSPM).

Firstly, encryption which exist to scramble data until it becomes meaningless. Encryption only
allows authorized users to use it, who are in possession of decryption keys. Encryption ensures that
data cannot be sold, framed, or used to carry out other non-related actions or attacks without
permission or access (Trendmicro, 2020). Following by (IAM), which was its duty for authorizing
users (Sindiramutty et al., 2024). The role is about denying access to any suspicious or unauthorized
party by assessing a user’s identity and privileges, then determines whether the user is allowed
access. (IAM) can be said as highly useful in keeping cloud environments secure because no login is
attempted (Farber, 2024).

Moreover, cloud firewall. Cloud firewall helps to create a layer which helps to block malicious
web traffic such as various malicious bot activity including DDos attacks, vulnerability exploit. The
cloud plays an important role in creating a virtual security barrier wrapped around your cloud
infrastructure (Tigera, 2021).Fourthly, Virtual Private Cloud (VPC) and Security Groups that
provides a full protected and private cloud environment. It controlled in a public cloud whereby it
forms out a logically isolated and highly configurable sections of a public cloud. The role of this is to
gain access to VPC resources on the increasing of demand as needed by using security groups to
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secure your VPC (Sindiramutty, Jhanjhi, Tan, Khan, Shah, & Manchuri, 2024; Kumar et al., 2021).
Each of the security group plays a role as a virtual firewall whereby it allows you to control the
outbound and inbound traffic. It can assign with a maximum of five security groups per instance
(Tigera, 2021).

Plus, Cloud Monitoring. Cloud monitoring allows review, monitor, and manage your cloud
workflow. Besides, it also allows implementation manually and automated cloud monitoring services
or tools as needed. Automated monitoring helps in saving time during the working process and
ensure continuous visibility. In that sense, administrators will be notified so that a respective
mitigation measure can be applied once event occurs so that it helps to ensure the health and secure
of the cloud environment (Farber, 2024).

Furthermore, Data Lost Prevention (DLP), which plays a role to detect and prevent potential
data breaches through monitoring, identifying, blocking sensitive data from being shared and
through accessing inappropriately across cloud services (Farber, 2024). Additionally, Disaster
Recovery and Business Continuity (DR/BC) Planning Which helps in ensuring backups, redundancy,
and a comprehensive recovery strategy In order to minimize disruptions due to data loss or security
incidents (Trendmicro, 2020).Also, Virtual Private Networks (VPNs) and secure APIs that runs to
protect data transmission. ESective network segmentation and continuous monitoring of this (VPNs)
helps to detect and mitigate risks (Farber, 2024).

Finally, Data Security Posture Management (DSPM) which helps in managing configurations by
monitoring data security through identifying risk such as misconfigured access controls or
unencrypted data (Tigera, 2021).

3.0. IMPACT

3.1. Benefits

Compared to traditional IT infrastructure, cloud computing has many benefits, especially in
terms of flexibility, efficiency, and strategic value. One of the main benefits of the cloud is its
flexibility, allowing companies to adjust resources to meet demand and handle varying workloads
without paying excessive infrastructure costs. Depending on their security needs and other
requirements, companies can also choose between public, private, or hybrid storage options. Cloud
providers provide companies the flexibility to choose the level of management they want through a
variety of service models, including Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), and
Infrastructure-as-a-Service (laaS) (Sindiramutty, Jhanjhi, Tan, Khan, Shah, Yun, et al., 2024; Lim et al.,
2019). Additionally, a wide range of built-in tools allow companies to customize their solutions to
their requirements with strong security features such as encryption, virtual private cloud
environments, and API keys to protect their data (International Business Machines Corparation,
2024).

Cloud computing improves accessibility in terms of efficiency by making data and apps
accessible from any device with an internet connection. Companies can launch products more quickly
due to this accessibility, which shortens the time it takes for new applications to get into the market.
In addition, cloud storage improves the security of data by using networked backups to protect
against data loss due to hardware failures (Sindiramutty et al., 2024; Nayyar et al., 2021). Cloud
computing uses remote resources instead of expensive servers and infrastructure can reduce
equipment costs. Companies can only pay for the resources they use due to the cloud's pay-as-you-
go model, which makes it a cost-effective choice (International Business Machines Corparation, 2024).
Through the strategic outsourcing of infrastructure management to cloud providers, cloud
computing allows companies to concentrate on their main targets and development. Companies can
access the latest technologies without getting to handle maintenance due to frequent updates from
cloud providers. Collaboration is also improved by the cloud's globally accessibility, which allows
teams to collaborate easily across countries. Lastly, cloud computing gives companies a competitive
edge by allowing them to innovate and respond to market developments quickly without concern
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about maintaining a large IT infrastructure. Overall, cloud computing is an effective solution for
companies looking to innovate, streamline operations, and reduce costs (International Business
Machines Corparation, 2024).

3.2. Limitations

Cloud Computing Security not only have benefits, but it also has some limitations and will be
discussed as follows:

The first limitation is the bandwidth issues. Users must arrange accordingly and need to avoid
crowding many servers and capacity devices into a smaller number of information centres to achieve
best performance and efficiency (GeeksforGeeks, 2020). The second limitation is without excess
(Sindiramutty, Tan, Shah, et al., 2024). A cloud server is not overabundant or strengthened. Avoid
being burned by purchasing an excessive method of action. This is because development can explode
to an exceptional level. With any challenge faced, this is often defended since it can lead to additional
costs (GeeksforGeeks, 2020).

Other than that, the third limitation is data transfer capacity issues. Users need to prepare for
the future and need to avoid constructing huge numbers of servers and storage devices in a small
server ranch activity to reach highest performance (GeeksforGeeks, 2020). Furthermore, the fourth
limitation is more control. The data and information are transferred when the organization shifts to
the cloud (Shah et al., 2022). The organizations that hired in-house IT specialists will not be able to
handle problems by themselves. But the cloud service provider will provide a hotline that will be
available 24/7 to handle or help to solve the problems (GeeksforGeeks, 2020).

Lastly, the last limitation is no redundancy. There is no extra support for a cloud server. Keeping
a cautious distance from getting burned by getting a larger arrangement as the development could
often fail. Although there are extra costs needed to be involved, it is usually worthy of it
(GeeksforGeeks, 2020).

3.3. Future

The future of cloud computing security will be evolved by the factors of technology and
computer environment and most importantly future threats. In this case, here are some of the future
paths that cloud computing security might follow:

Firstly, as the quick development of Artificial Intelligence and Machine Learning, the
automation of threat detection and response might be one of the futures in the industry. This might
be useful for anomaly detection, automation of responding to threats, use predictive analytic models
to predict future attacks. This will highly enhance the efficiency and security of Cloud Computing
Security.

Secondly, the term “Zero Trust” is becoming a must in cloud computing security. It removes
implicit trust, requiring users, devices and applications to do continuous verification. Although it
might affect the user experience a little, it brings many security benefits. “Zero Trust” can reduce
lateral movement of the threats within the network and help data protection (Sindiramutty, Tan, &
Wei, 2024; Sharma et al., 2021). Thirdly, as some organizations are already adopting multi-cloud and
hybrid approaches, a unified approach for security is very important. Some tools like Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platform (CWPP) are important for
constantly maintaining the policies within environments. This strategy helps reduce gaps and
enhance monitoring in multi-cloud and hybrid setups.

Lastly, regulatory compliance and data privacy is a main focus for cloud computing security as
governments around the globe constantly tighten privacy laws, the cloud security solutions must
evolve to keep track of worldwide compliance. In this case, automated compliance reporting and
data encryption is a future focus of cloud computing security.

4.0. SECURITY COUNTERMEASURES
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Data Leakage:

To prevent data leakage from happening, it is essential to take security countermeasures such as
securing all endpoints that are vulnerable to accidental data leakage. An endpoint is responsible for
connecting to the network and exchange information with it (Waheed et al., 2024; Singhal et al., 2020).
Endpoints can be hard to secure as some organizations have a huge number of connected devices,
making it harder to preventing sensitive data from accidentally leaking. In order to solve this matter,
organizations should establish a strong and reliable firewall, implement a data loss prevention
software into their system and also encrypt all data so that even if a data leakage were to occur,
cybercriminals would find it difficult to exploit encrypted data (Kost, 2024).

DoS/DDoS:

One of the most effective ways to prevent DDoS attack is to implement an Anycast network. An
Anycast network is responsible for routing incoming traffic to the nearest data center to be processed
rather than processing in a single server which can be overwhelmed with traffic. With this network,
it can handle traffic spikes by dispersing traffic across multiple servers (CloudFlare, n.d.). Another
way to prevent DDoS from happening is to implement rate limiting on cloud servers (CloudFlare,
n.d.). This helps prevent cloud servers from being overloaded by limiting the frequency of an activity
a user can perform within a certain time (CloudFlare, n.d.).

Botnet:

To prevent a Botnet attack, users should regularly update their systems as system updates can
help secure and fix the vulnerabilities present. Another way to prevent botnet attack is to implement
multifactor authentication (MFA) as this allows a more secured login environment when accessing
websites. This is because by requiring a second form of verification, bots are harder to bypass cloud
servers (Pingldentity, n.d.).

Account hijacking:

To prevent cloud account hijacking, users should enforce multifactor authentication (MFA) as
this allows users to only access the resources in their cloud accounts after they are done verifying
themselves with 2 or more methods. MFA adds an extra layer of protection even if hackers can access
the password, they are not able to bypass the additional verification step, which can stop a lot of
cloud hijacking activities from occurring (Kasam, 2024).

Malware:

Malware refers to malicious software that is deployed on purpose to intrude the computing
environment by exploiting vulnerabilities. One of the countermeasures to deal with malware is
malware detection. Malware detection can be categorized into analysis, classification, detection and
containment of malware (Wen et al., 2023). Classification techniques are used to categorize malwares
according to their instances, which makes new variation to be identified easily based on their type
and activities. Malware analysis involves usage of different classification schemes to identify the
malware through the features of known malware. Malware detection involves quickly concealing
and validating any

instance of malware to exclude further damages to the system. Finally, containment of the virus
involves undertaking action to prevent escalation and damages to the system. The next phase will be
containment which involves implementing countermeasures to neutralize the malware to prevent
any damages to the system (Gounder, 2017).

MITM:

A man-in-the-middle (MITM) attack is a cyberattack performed by the hacker to steal
confidential information by eavesdropping on communication between two parties online, such as a
user and web application. To prevent MITM attack, the users should only visit the website that uses
HTTPS protocol. HTTPS is secured by SSL and TLS protocols, which encrypt the connection between
the user’s browser and the web server to prevent communication from being eavesdropped. In
addition, HTTPS prevents spoofing attacks by authenticating the website with a digital certificate
(Gregg Lindemulder, 2024).
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Social Engineering:

Social Engineering refers to the act of influencing and manipulating people to divulge sensitive
information (Sadiku, 2016). To deal with social engineering attacks, a well written security plan
should cover both technical and non-technical approaches that are downward driven by executive
management (Alex et al., 2022). This is to ensure that security is integrated into an organization's
operational objectives. Moreover, education and training are key components of this policy. The
employees should attend awareness campaign about social engineering attacks to prevent them from
being targeted by a social engineer (Conteh, 2016).

5.0. PROPOSED COUNTERMEASURES

5.1.1. Enhanced Zero Trust Model

Zero trust is a security model that follows the concept of ‘never trust, always verify’. It follows
three main principles: Identify, context and security. We proposed to improve this model by adding
a few things (Paloalto Networks, n.d.). For once, implement behavioral biometrics in the
identification principle to continuously analyse how they interact with devices to prevent any bot
activities. For the context principle, enforce the least privilege access by revoking a user’s permission
after they had completed their task and always validate their identity (Mughal et al, 2024) if they
want to access something in the cloud system (Alferidah & Jhanjhi, 2020). For the security principles,
implement an adaptive honeypot so that even if an intrusion does happen, it can help confuse and
distract the hackers from accessing critical systems by continuously changing their configurations
based on the hackers” actions (CloudFlare, n.d.).

5.1.2. Al Enhanced Threats Detection Technologies

Al and ML technologies look for trends and outliers which may occur security breaches.
Common supervised learning techniques used for malware and intrusion detection. However,
unsupervised learning approaches used to discover unknown dangers through behaviour patterns
recognition that is differ from typical system activity in terms of system logs and network traffic
(Alkinani et al., 2021). Deep learning (Vijayalakshmi et al., 2021) can be a potential approach for threat
identification that utilize neural networks like recurrent neural networks (RNNs) and convolutional
neural networks (CNNs) to derive hierarchical features automatically for recognition of sophisticated
threats. Furthermore, reinforcement learning can be implemented to facilitate autonomous and
adaptive threat response systems that grow and learn from environmental input (Sharma, 2024).

6.0. CONCLUSION

Cloud computing security has become an important aspect of modern technology infrastructure,
addressed complex challenges while offered numerous advantages. This report highlights the critical
components and threats inherent in cloud environments, such as account hijacking, malware, and
data leakage, alongside robust countermeasures like encryption, Identity and Access Management
(IAM), and disaster recovery planning. Despite its benefits, such as flexibility and cost-efficiency,
cloud security is limited by issues like bandwidth constraints, control deficits, and redundancy
challenges.

Emerging trends such as Al-powered threat detection, zero-trust security frameworks, and
integrated multi-cloud strategies highlight significant progress in the field. These innovations enable
cloud security to better address evolving risks and meet regulatory demands. The report emphasizes
the importance of adopting these technologies alongside strategic planning and compliance practices
to build secure, adaptable, and robust cloud infrastructures in an increasingly digital landscape.
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