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Abstract

The audit of Information Security Management Systems (ISMS) under ISO/IEC 27001:2022 has
traditionally relied on human auditors whose competence, experience, and judgment shape audit
outcomes. While effective, this human-centric approach suffers from inter-auditor variability, high
cost, scheduling constraints, and limited scalability — challenges magnified by the post-pandemic
shift toward remote audits and the growing volume of organisations seeking certification. Recent
advances in Natural Language Processing (NLP), Computer Vision (CV), and Large Language
Models (LLMs) suggest that significant portions of the audit workflow could be augmented by
machine learning. However, prior research has examined these technologies in isolation; no
integrated conceptual framework yet exists that unifies document review, field observation, and
interviewing under a single multi-modal pipeline tailored to ISO/IEC 27001 audits and explicitly
grounded in the audit methodology of ISO 19011:2018. This paper proposes such a framework — the
Multi-Modal ML-Augmented ISO 27001 Audit Framework (M3?A-Framework). We synthesise
insights from ISO 19011:2018 audit guidelines, recent advances in Al-driven assurance, and the
design science research paradigm to develop a five-stage conceptual model that augments the seven-
step evidence-collection process specified in ISO 19011 Clause 6.4.7 and that extends the audit-
methods matrix of ISO 19011 Annex A (Table A.1). The framework comprises: (1) audit planning and
scoping; (2) multi-modal evidence collection through NLP for document analysis, CV for physical
control verification (supported by inspection robots and drones), and LLM-based conversational Al
for interview; (3) ML-based evidence processing and triangulation; (4) confidence-weighted finding
classification using Explainable AI; and (5) human-in-the-loop validation. The framework explicitly
maps each module to the 93 controls of Annex A of ISO/IEC 27001:2022 and to the audit phases
mandated by ISO 19011. We further propose a set of testable propositions, evaluation metrics, and
ethical considerations that ground the framework in both academic rigour and practical
deployability.

Keywords: ISO/IEC 27001; information security audit; machine learning; natural language
processing; computer vision; large language models; audit automation; conceptual framework;
information security management system; compliance

1. Introduction

Information security has become a strategic imperative for organisations across all sectors. With
the proliferation of cyber threats, regulatory requirements, and digital transformation initiatives,
organisations are increasingly seeking certification against ISO/IEC 27001 [1,2], the leading
international standard for Information Security Management Systems (ISMS). The 2022 revision of
ISO/IEC 27001 introduced a streamlined Annex A with 93 controls organised into four themes —
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organisational, people, physical, and technological [3,4]. Certification against this standard is verified
through formal audits conducted in accordance with ISO 19011:2018 [5], which establishes the
principles, processes, and competence requirements for management system audits.

Traditional ISO 27001 audits are labour-intensive. They require certified lead auditors to plan
the audit, review extensive documentation, conduct on-site observations, interview personnel across
organisational levels, and synthesise findings into a comprehensive audit report [6]. Although
effective in principle, the human-centric model exhibits well-documented limitations: inter-auditor
variability in interpretation [7,8], high financial and time costs [9,10], and limited scalability for large
or geographically distributed organisations [11,12]. The COVID-19 pandemic exposed an additional
fragility — the difficulty of conducting on-site audits during travel restrictions — and accelerated the
demand for remote and hybrid audit modes.

Concurrent with these challenges, machine learning (ML) has reached a level of maturity at
which substantial portions of the audit workflow could plausibly be augmented. Natural Language
Processing (NLP) models can extract requirements from policy documents and verify compliance
against regulatory text [13-15]; Computer Vision (CV) systems can detect physical security controls
from imagery [16-18]; speech recognition and Large Language Model (LLM)-based conversational
agents can conduct structured interviews [19]; and retrieval-augmented generation (RAG) systems
can synthesise findings from heterogeneous evidence [20]. Explainable Al (XAI) further enables
auditors to interrogate model predictions and preserve human accountability [21,22]. Each of these
capabilities has been studied separately in the audit literature, but no integrated framework has yet
brought them together under a unifying architecture aligned with ISO 27001 controls and ISO 19011
audit phases.

Despite this convergence of need and capability, the research literature on Al-augmented ISO
27001 audits is fragmented. Compliance-checking studies have focused on textual analysis [23,24]
without addressing physical or interview evidence. Computer vision research on surveillance [25,26]
has not been linked to ISO control objectives. LLM applications in audit [27,28] have largely been
experimental rather than framework-based. Reviews of Al in auditing [29,30] discuss general
principles but do not propose deployable architectures. There is, in short, a recognised gap that calls
for a comprehensive conceptual framework — one that is grounded in established audit theory,
leverages contemporary ML capabilities, and is deployable in real-world certification contexts.

This paper addresses the gap by proposing a comprehensive conceptual framework for ML-
augmented ISO/IEC 27001 audits — the Multi-Modal ML-Augmented ISO 27001 Audit Framework
(M?A-Framework). Drawing on the design science research paradigm [31,32], we synthesise insights
from the ISO 19011:2018 audit standard, the ISO/IEC 27001:2022 control set, and recent advances in
NLP, CV, LLMs, and XAl to develop a five-stage conceptual model that integrates document review,
field observation, and interviewing in a unified pipeline.

The contributions of this paper are sixfold:

1. We synthesise the audit theory of ISO 19011 with contemporary ML capabilities to define a five-
stage conceptual pipeline for augmented ISO 27001 audits.

2. We articulate three multi-modal evidence-collection modules — NLP-based document review,
CV-based field observation (extended via robotic inspection and drone imagery), and LLM-
based conversational interview — and explain how their outputs are triangulated.

3. We provide a fine-grained mapping of ML augmentation to the seven-step evidence-collection
process specified in ISO 19011:2018, Clause 6.4.7 (Figure 2 of that standard), and demonstrate
how each step preserves the seven principles of auditing in Clause 4.

4. We extend the ISO 19011 audit-methods matrix (Annex A, Table A.1) by mapping each of its
four quadrants — interactive/non-interactive x on-site/remote — to dedicated ML module
classes, defining an incremental adoption pathway for organisations.

5. We map the framework to ISO/IEC 27001:2022 Annex A controls, demonstrating coverage and
identifying control families particularly amenable to automation.
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6. We propose a set of testable research propositions, evaluation metrics, and ethical considerations
to guide downstream empirical validation.

The remainder of the paper is organised as follows. Section 2 reviews the ISO/IEC 27001 audit
landscape, prior work on ML in auditing, and the design science approach. Section 3 describes our
research methodology. Section 4 presents the M3A-Framework in detail. Section 5 discusses the
mapping to ISO/IEC 27001:2022 controls and implementation considerations. Section 6 develops
testable propositions and evaluation metrics. Section 7 discusses ethical considerations, limitations,
and future research directions. Section 8 concludes.

2. Background and Related Work

2.1. ISO/IEC 27001 and the Audit Process

ISO/IEC 27001:2022 sets out requirements for establishing, implementing, maintaining, and
continually improving an Information Security Management System [3]. The standard is structured
around the high-level structure (HLS) shared with other ISO management system standards,
comprising clauses 4-10 covering context, leadership, planning, support, operation, performance
evaluation, and improvement. Annex A contains 93 controls organised into four themes:
organisational (37 controls), people (8), physical (14), and technological (34) [4]. The 2022 revision
consolidated 114 controls from the 2013 version into the current 93, introducing five new controls
focused on threat intelligence, cloud services, ICT readiness for business continuity, physical security
monitoring, and information deletion.

Audits are conducted in line with ISO 19011 [5], which defines the audit programme
management process and the conduct of individual audits. The standard establishes seven principles
of auditing — integrity, fair presentation, due professional care, confidentiality, independence,
evidence-based approach, and risk-based approach (the last added in the 2018 third edition) — and
prescribes a sequence of audit activities: initiating the audit, preparing audit activities, conducting
audit activities, preparing and distributing the audit report, completing the audit, and conducting
audit follow-up.

Empirical research has documented systematic limitations of the human-centric audit model.
Castka et al. [11] showed that audit duration and cost grow super-linearly with auditee complexity.
Beckmerhagen et al. [9] and Talapatra et al. [33] demonstrated significant inter-auditor variability —
auditors examining identical evidence can reach different conclusions due to differences in
experience, prior assumptions, and cognitive biases. Mirtsch et al. [10] used web mining to identify
factors driving ISO/IEC 27001 adoption, finding that the high cost of certification disproportionately
excludes small and medium-sized enterprises (SMEs) from the standard’s benefits.

2.2. ISO/IEC 27001 Audit Practice and Quality

The literature on ISO 27001 audit practice highlights several persistent challenges. Sartor et al.
[33] and Disterer [36] surveyed adoption barriers, citing complexity, expense, and the difficulty of
demonstrating return on investment. Topa and Karyda [37] developed practical guidelines for
enhancing information security management, emphasising organisational readiness and leadership
commitment. Boz et al. [38] proposed a framework for measuring auditor competence in continuous
auditing, recognising that competence requirements evolve as audit modes change. Culot et al. [39]
conducted a comprehensive literature review of ISO/IEC 27001 research, identifying methodological
compliance, governance, and technological alignment as recurring themes.

2.3. Machine Learning in Auditing

ML applications in auditing fall into three categories that map naturally to evidence collection.
First, NLP for documentary evidence: Hasan [40] surveyed Al in accounting and auditing, while
Munoko et al. [41] examined ethical implications. Hilal et al. [42] reviewed anomaly detection for
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fraud, and Apruzzese et al. [43] explored ML for cybersecurity threat detection. Domain-specific
transformer models such as LEGAL-BERT have demonstrated strong performance in legal text
analysis [47], and recent work on automated compliance checking against GDPR [24] and contractual
requirements [44] indicates feasibility of similar approaches for ISO 27001 evidence.

Second, CV for physical evidence: smart surveillance systems [25] use object detection (YOLO
[16], Vision Transformers [17,18]) to monitor access controls, identify intruders, and verify physical
security measures. Recent surveys on video anomaly detection [26,48] show that deep learning
methods achieve high accuracy on standard datasets. Robotic inspection [49,63,67] has been applied
to building maintenance and infrastructure assessment. Together with drone-based aerial
surveillance [63], these technologies can extend the auditor’s reach to perimeter inspection, data
centre monitoring, and remote facility verification.

Third, LLMs for interviewing and synthesis: chatbots and conversational agents [27,28] have
evolved from rule-based systems to LLM-powered agents capable of context-aware dialogue.
Modern LLMs such as GPT-4 [14] and Claude [15] can conduct structured interviews, summarise
responses, and identify gaps in answer coverage. Speech recognition models like Whisper [19] enable
voice-based interaction, while retrieval-augmented generation [20] grounds LLM responses in
authoritative sources to reduce hallucination [54].

2.4. Al Ethics and Governance in Auditing

The increasing role of Al in high-stakes decision-making has motivated extensive work on Al
auditing and governance. Mokander [29] articulated a three-layered approach (governance, model,
application) to Al auditing, while Mokander et al. [30] proposed similar layered methods for LLM
evaluation. Costanza-Chock et al. [56] examined the algorithmic auditing ecosystem, identifying gaps
in current practice. Schiff et al. [57] reviewed Al ethics frameworks across sectors. The forthcoming
ISO/IEC 42001:2023 [58] provides a management system standard for Al itself, defining requirements
for organisations to govern Al development and use. The framework presented here draws on this
literature to ensure that ML-augmented audits maintain accountability, transparency, and ethical
alignment.

2.5. Research Gap

Despite extensive research in each of these areas separately, three gaps remain. First, there is no
integrated conceptual framework that combines NLP, CV, and LLM-based interviewing for ISO
27001 audits, with explicit triangulation across modalities. Second, prior work has not provided a
fine-grained mapping of ML capabilities to specific ISO 19011 audit phases or to the 93 controls of
ISO/IEC 27001:2022 Annex A. Third, the ethical, accountability, and explainability requirements of
audit settings have rarely been treated systematically in the ML-for-audit literature. The M3A-
Framework presented in this paper addresses all three gaps.

3. Methodology

We adopt the design science research (DSR) paradigm [31,32] to develop the M3A-Framework.
DSR is well-suited to information systems artefacts that solve practical problems while contributing
to scholarly knowledge. Following the canonical DSR process [32], our research consists of six
activities: (1) problem identification (Section 1), (2) definition of objectives, (3) design and
development (Section 4), (4) demonstration through illustrative scenarios, (5) evaluation through
proposed metrics (Section 6), and (6) communication via this publication.

Our literature review followed the hermeneutic approach articulated by Boell and Cecez-
Kecmanovic [59] and the literature review methodology of Kraus et al. [59]. We searched Scopus,
Web of Science, IEEE Xplore, ACM Digital Library, and Google Scholar using combinations of
keywords spanning ISO 27001, ISMS audit, machine learning, NLP, computer vision, LLM, and audit
augmentation. The search yielded an initial set of approximately 350 candidate papers, which were
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screened by title, abstract, and full-text against inclusion criteria. After de-duplication and screening,
91 references were retained for the conceptual development.

The conceptual framework was developed iteratively through the design and evaluation cycles
described by Jaakkola [60]. We followed Whetten's [61] criteria for theoretical contribution: the
framework explicitly identifies what (the modular components), how (the data flows and
triangulation logic), why (the underlying audit-theoretic and ML-theoretic justifications), and
who/where/when (the deployment context). The framework was refined through three internal
review iterations against ISO 19011 audit principles, ISO/IEC 27001:2022 controls, and ML feasibility
constraints.

4, The M3A-Framework

4.1. Framework Overview

The M3A-Framework consists of five sequential stages, summarised in Figure 1. The stages map
to and augment the ISO 19011 audit phases. Each stage takes structured inputs, applies ML-based
processing, and produces structured outputs that feed into subsequent stages. The framework’s
central design principle is multi-modal triangulation: a finding is accepted with high confidence only
when supported by evidence from at least two independent modalities (document, observation,
interview). This principle directly operationalises ISO 19011’s evidence-based approach principle.

M?A-Fr k: ML-A ted ISO/IEC 27001 Audit Pipeline

End-to-End Mufti-Modal Conceptu

MODULE A
NLF — Dcument Review

Inputs:

Inputs:

EVIDENCE REPOSITORY {Knowledge Graph + Data Lake]

ol + o dul - Matdati taggeg | Mg b 03 (50 270082088 Anrti A contral

AUTO-GENERATED 150 27001 AUDIT REPORT

AUDIT REPORT (Draft, ready for human review)

0OP VALIDATION & FEEDBACK

Finwl autcome: 150 27001 audit repart comparable to Auman suditor — faster, more consistent, scalable, and remote-capable

InptTmta Scurce ML Processing B sconngsoxa Musgart Custput Phaman Veddatan
= | ; | |

Figure 1. The Multi-Modal ML-Augmented ISO 27001 Audit Framework (M3A-Framework). Five-stage pipeline
encompassing audit planning, multi-modal evidence collection, ML-based processing, scoring with confidence

weighting, and human-in-the-loop validation.
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4.2. Stage 1: Audit Planning and Scoping

The framework begins with structured audit planning aligned with ISO 19011 Clause 6.3 [5].
The certified lead auditor and the auditee jointly define the audit scope: which ISO/IEC 27001 controls
are in scope, which organisational units are involved, what evidence will be considered, and what
timeline applies. ML augmentation supports this stage in two ways. First, a control criticality
predictor based on the auditee’s industry, prior incident history, and risk register output a prioritised
control list — focusing the audit on areas of highest risk. Second, a workload estimator forecasts the
resources (auditor-hours, ML compute, sensor deployment) needed to complete the audit within the
agreed timeline. Both tools draw on historical audit metadata and operationalise the risk-based
approach principle added to ISO 19011 in 2018 [5].

4.3. Stage 2: Multi-Modal Evidence Collection

The second stage is the heart of the framework. Three parallel modules collect evidence from
three modalities, each addressing a distinct subset of the 93 Annex A controls.

4.3.1. Module A: NLP-Based Document Review

Module A processes the auditee’s documented information — policies, procedures, the
Statement of Applicability (SoA), risk register, incident logs, training records, and supplier contracts.
The pipeline uses domain-adapted transformer models [13,47] for requirement extraction, retrieval-
augmented generation [20] for cross-referencing against ISO 27001 control objectives, and named
entity recognition for identifying obligations. Recent advances in legal NLP [47] enable automated
checking of compliance language quality, while embedding-based similarity search [66] supports gap
analysis against authoritative templates. The output of Module A is a structured set of evidence items,
each tagged with the control it addresses and a confidence score.

4.3.2. Module B: CV-Based Field Observation

Module B captures physical evidence relevant to ISO 27001 Annex A theme A.7 (physical
controls). It comprises three sub-modules: (i) static camera analytics for monitoring access controls,
surveillance systems, and clean-desk compliance [25,48]; (ii) autonomous inspection robots [49,67]
that traverse data centres on pre-defined patrol paths and detect anomalies (open cabinets,
unauthorised devices, environmental issues); and (iii) drone-based aerial surveillance [63] for
perimeter inspection of large facilities. Detection models [16-18,64] localise objects of interest, and a
downstream verification module compares detections against the policy-specified state. Module B
operates with strict privacy safeguards: face blurring is applied by default, and personal data subject
to GDPR [80] is processed on-premise where feasible.

4.3.3. Module C: LLM-Based Conversational Interview

Module C conducts semi-structured interviews with auditee personnel covering people-related
controls (theme A.6) and organisational controls (theme A.5). The system uses speech recognition
[19] for voice transcription, an LLM-based agent [14,15,65] for adaptive questioning, and a retrieval-
augmented generation system [20] for cross-checking responses against documented policies. The
interview is structured as a tree of questions whose ordering depends on prior responses, enabling
efficient coverage of relevant controls. To maintain auditor accountability, the LLM agent is
configured to surface uncertainty markers and to flag responses that warrant follow-up by a human
auditor.

4.4. Stage 3: ML-Based Processing and Triangulation

The third stage receives evidence from the three modules and produces control-level findings.
A central knowledge graph stores ISO/IEC 27001 control definitions, ISO/IEC 27002 implementation
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guidance [4], and the auditee’s contextual information. For each control, evidence items from
multiple modalities are aggregated using a triangulation logic that requires at least two independent
corroborating sources before a finding is upgraded to high confidence. An ensemble decision engine
combines XGBoost [68] for structured feature classification with LLM-based reasoning for
unstructured text interpretation. Anomaly detection [42,48] flags evidence patterns that deviate from
expected norms.

4.5. Stage 4: Confidence-Weighted Scoring with XAI

The fourth stage classifies each control’s compliance status into four categories — conformity,
observation, minor non-conformity, and major non-conformity — together with a confidence score.
The scoring uses a calibrated probabilistic model [89] to ensure that confidence values are
interpretable as probabilities. Three confidence bands are defined:

e  High confidence (= 0.85) — auto-promoted to the audit report.
e  Medium confidence (0.60-0.84) — flagged for human review.
e  Low confidence (< 0.60) — referred back for additional evidence collection.

Explainable AI methods [21,22] generate per-finding justifications drawing on LIME [21], SHAP
[69], and natural-language explanations from the LLM. The output of stage 4 is a draft audit report
containing executive summary, control-by-control findings, and corrective and preventive action
(CAPA) recommendations.

4.6. Stage 5: Human-in-the-Loop Validation and Feedback

A certified lead auditor reviews the draft, focusing on medium-confidence findings and all major
non-conformities. The auditor accepts, rejects, or modifies each finding. Acceptance and rejection
signals are written back to the model registry as labelled examples for continual learning [70]. The
final report is signed by the lead auditor and issued to the auditee. The framework’s design preserves
the legal and ethical accountability of the certified auditor, in line with the recommendations of
Mokander [29] and ISO/IEC 42001 [58].

4.7. Augmenting ISO 19011:2018 Evidence-Collection Process

While Section 4.4 introduced the ML-based processing layer at a high level, the framework’s
principal methodological contribution is its tight coupling with the seven-step evidence-collection
process specified in ISO 19011:2018, Clause 6.4.7 and visualised as Figure 2 in that standard [5]. The
standard prescribes the following sequence: (i) sources of information, (ii) collecting by means of
appropriate sampling and verifying, (iii) audit evidence, (iv) evaluating against audit criteria, (v)
audit findings, (vi) reviewing audit findings, and (vii) audit conclusions. Each step is open to ML
augmentation, but the augmentation must respect the standard’s underlying principles —
particularly the evidence-based approach and due professional care articulated in Clause 4 [5]. Figure
2 of this paper presents the augmented version of the ISO 19011 collection process, with the
conventional steps in the left column and the corresponding ML-augmented steps in the right
column.
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Figure 2. Augmented audit evidence-collection process. The left column reproduces the seven-step process of
ISO 19011:2018 Clause 6.4.7 (Figure 2). The right column shows the corresponding ML-augmented steps in the
M3A-Framework. The bottom band represents the continuous ML interaction layer.

4.7.1. Step-by-Step Augmentation Rationale

Sources of information. ISO 19011 enumerates interviews, observations, and documented

information as the primary sources [5]. The M?A-Framework retains these three sources but extends

each: interviews are conducted by an LLM-based conversational agent (Module C); observations are
captured through CV-enabled sensors, robots, drones, and CCTV (Module B); and documented
information is processed at scale through a domain-adapted NLP pipeline (Module A). Crucially, the
extension does not eliminate human-driven sources — auditors may still conduct interviews directly,

and the ML modules complement rather than replace the human auditor’s senses.
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Collecting and verifying through sampling. Annex A.6 of ISO 19011 distinguishes two sampling
approaches: judgement-based sampling (A.6.2) and statistical sampling (A.6.3) [5]. The framework
redefines this trade-off. Where computational resources permit, the ML modules process the entire
evidence population (n = N), thereby eliminating sampling risk for that step. Where computational
cost demands sampling, the framework adopts active learning [71] and Bayesian-confident sampling
[72] that select the most informative subset of evidence — typically achieving the same audit
confidence with substantially fewer samples than statistical random sampling.

Verifying information against the four-criterion test of A.5. Annex A.5 of ISO 19011 lists four
properties that audit information should possess: complete, correct, consistent, and current [5]. These
four properties translate directly into ML verification subtasks. Completeness is checked by NLP
coverage models. Correctness is verified through cross-referencing against authoritative sources via
RAG [20]. Consistency is checked through pairwise document comparison and triangulation across
the three modalities. Currency is monitored by timestamp analysis.

Generating findings and reviewing them (Clauses 6.4.8-6.4.9). Findings are produced by the
decision engine and then reviewed by the audit team — both Al and human. The framework
distinguishes itself from prior automated-audit work by enforcing a two-stage review: an initial Al-
internal review where the LLM-based reasoner challenges its own findings against alternative
interpretations of the evidence (a self-consistency check inspired by [73]), followed by the mandatory
human review described in Stage 5.

Audit conclusions. The framework aggregates per-control findings into an overall ISMS
maturity score and a list of CAPA recommendations. The aggregation strategy is informed by the
risk-based approach added to ISO 19011:2018's principles in its third edition [5] and explicitly
considers the auditee’s context and life-cycle perspective where applicable.

4.8. Mapping the Framework to 1ISO 19011 Annex A Audit Methods Matrix

ISO 19011:2018 Annex A.1 (Table A.1) classifies audit methods along two axes: extent of
involvement between the auditor and the auditee (interactive vs. non-interactive) and location of the
auditor (on-site vs. remote) [5]. This 2x2 matrix yields four quadrants — Interactive On-Site,
Interactive Remote, Non-Interactive On-Site, and Non-Interactive Remote — each suited to different
audit objectives. The third edition of ISO 19011 added significant guidance on the remote column
reflecting the standard’s recognition that ICT-supported auditing is now a first-class audit method
[5]. The M3A-Framework offers an additional axis — ML augmentation level — that maps each
quadrant to a different class of ML modules. Figure 3 presents this extended matrix.
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Figure 3. ML-augmented audit-methods matrix, extending ISO 19011:2018 Annex A, Table A.1. Each of the four
quadrants is mapped to a dedicated class of ML modules. Quadrant 4 (Non-Interactive Remote) supports the

highest degree of automation; Quadrant 1 (Interactive On-Site) requires the deepest human-AlI collaboration.

4.8.1. Quadrant-Specific ML Augmentation Strategies

Quadrant 1 — Interactive On-Site. This quadrant covers face-to-face interviews, joint document
reviews, and on-site observations. ML augments rather than replaces the human auditor: real-time
speech-to-text [19], LLM-based follow-up question generation, adaptive checklist re-ordering, and
AR overlays [74,75] increase the auditor’'s effective bandwidth without altering the audit’s
interpersonal character.

Quadrant 2 — Interactive Remote. This quadrant covers video-conferencing interviews, remote-
guided observation, and online questionnaires. The framework introduces fully autonomous LLM
interview agents and tele-operated robots acting as the auditor’s eyes [49], making audits feasible
across borders and time zones.

Quadrant 3 — Non-Interactive On-Site. ML augmentation here is dominated by edge-deployed
models that respect data sovereignty: NLP for confidential documents that cannot leave the premises,
autonomous robotic patrols at night, and continuous sensor monitoring. This deployment is
particularly relevant for high-confidentiality sectors.

Quadrant 4 — Non-Interactive Remote. This quadrant exhibits the highest level of automation
potential: cloud-based document analysis, CCTV stream analytics, drone footage processing, and
continuous compliance monitoring (CCM) [77]. Here the framework can deliver event-driven audits
— triggering a focused audit when anomalies exceed a configured threshold — and federated
learning [79] enables multi-organisation models without centralising sensitive evidence.
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4.8.2. Adoption Pathway Across Quadrants

The four quadrants suggest a natural incremental adoption pathway. Organisations beginning
their ML-augmented audit journey should typically start in Quadrant 4 (Non-Interactive Remote),
where ML augmentation is least disruptive and the technology is most mature. Once trust is
established, the organisation can extend to Quadrant 3, then Quadrants 1 and 2. This phased pathway
aligns with the maturity-based audit programme guidance in ISO 19011 Clause 5.4 [5].

4.8.3. Compatibility with the Seven Principles of Auditing

ISO 19011 Clause 4 establishes seven principles that auditing should respect: integrity, fair
presentation, due professional care, confidentiality, independence, evidence-based approach, and
risk-based approach [5]. Each principle is addressed in the framework as follows:

e Integrity. The framework’s human-in-the-loop design preserves auditor accountability; the LLM
modules cannot overrule the auditor’s judgement on ethical questions.

e  Fair presentation. Confidence scores and XAl-based justifications [21,22,69] enable transparent
reporting of all findings, including uncertain ones.

e Due professional care. Al literacy is added to auditor competence requirements; auditors retain
the authority to override ML conclusions.

¢  Confidentiality. On-premise and federated learning options [79] support handling of sensitive
evidence; encryption and differential privacy [80] are applied throughout.

e Independence. The framework treats the ML system itself as an auditable component governed
by ISO/IEC 42001 [58]; bias testing addresses model-induced impartiality risks.

e Evidence-based approach. The triangulation requirement (Section 4.4) operationalises this
principle.

e Risk-based approach. The control criticality predictor in Stage 1 (Section 4.2) operationalises
risk-based prioritisation.

5. Mapping to ISO/IEC 27001:2022 and Implementation Considerations

5.1. Coverage of Annex A Control Themes

Table 1 maps the framework’s three evidence-collection modules to the four themes of ISO/IEC
27001:2022 Annex A. The mapping reveals that each control theme draws primarily on a different
modality, with significant overlap that supports triangulation.

Table 1. Mapping of evidence-collection modules to ISO/IEC 27001:2022 Annex A control themes.

Annex A theme # Controls Document review Field observation Interview
(NLP) (CV) (LLM)
Organisational 37 Primary Limited Secondary
People 8 Secondary Limited Primary
Physical 14 Limited Primary Secondary
Technological 34 Primary Secondary Secondary

The pattern is clear: organisational and technological controls (71 of 93) are predominantly
verifiable through documentary evidence; physical controls require CV-based observation; people-
related controls (training, awareness, responsibilities) are best assessed through interviews. The
framework’s strength lies in the triangulation of these complementary perspectives.

5.2. Mapping to ISO 19011 Audit Phases

Table 2 maps the framework’s stages to the audit phases defined in ISO 19011:2018 [5],
confirming methodological compatibility with established audit practice.
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Table 2. Mapping of framework stages to ISO 19011:2018 audit phases.

ISO 19011 phase Clause M3A-Framework stage ML augmentation

Initiating audit 6.2 Stage 1: Planning Risk-based control
prioritisation

Preparing audit | 6.3 Stage 1: Planning Workload estimation,

activities scheduling

Conducting audit | 6.4 Stages 2-4: Collection, | All  three  modalities

activities processing, scoring active

Preparing audit | 6.5 Stage 4: Scoring + Stage 5: | Auto-draft generation,

report Validation XAl justifications

Completing audit 6.6 Stage 5: Validation Human-in-the-loop final
review

Audit follow-up 6.7 Continuous monitoring Federated learning of
CAPA outcomes

5.3. Implementation Considerations

Three implementation considerations are critical. First, infrastructure: the framework requires
computational resources for ML inference, secure storage for evidence, and integration with existing
audit management systems. Second, data privacy: the framework’s data flows must comply with
GDPR [80] and equivalent regional regulations. Differential privacy [81] should be applied to model
training where possible. Third, auditor training: ML augmentation does not eliminate the need for
skilled auditors; rather, it shifts the competence profile to include AI literacy [82], statistical
interpretation, and human-AlI interaction skills.

6. Testable Propositions and Evaluation Metrics

6.1. Five Testable Propositions

The framework gives rise to five testable propositions, each predicting a specific direction of
effect for outcomes that can be measured in empirical studies.

P1 (Speed): ML-augmented audits will complete in significantly less wall-clock time than
conventional audits of comparable scope, with the largest reductions in document-heavy controls.

P2 (Cost): ML-augmented audits will exhibit lower per-control marginal cost than conventional
audits at scale, with the marginal cost approaching zero for documentary controls.

P3 (Consistency): ML-augmented audits will demonstrate higher inter-auditor agreement
(Cohen’s k) than conventional audits when applied to identical evidence.

P4 (Coverage): ML-augmented audits will achieve higher control-coverage rates than
conventional audits, particularly for technological controls.

P5 (Quality): Audit reports produced by ML-augmented audits will be rated by independent
expert reviewers as equivalent to or higher in quality than those of conventional audits, with no
degradation in finding accuracy.

6.2. Evaluation Metrics

Table 3 summarises the metrics we propose for evaluating the framework’s empirical validation.
The metrics are operationalised at three levels: process-level (auditing efficiency), output-level (audit
report quality), and learning-level (ML model performance).

Table 3. Proposed evaluation metrics for empirical validation of the framework.
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Level Metric Formula / Measurement Reference
Process Audit duration Wall-clock hours from kick- | [88]
off to draft report
Process Auditor effort Total  person-hours  per | [88]
control
Process Cost per control Total cost / number of | [10]

controls audited

Output Inter-auditor agreement | Cohen’s k on independent re- | [83,85]
audits
Output Coverage rate % of in-scope controls with | [88]

conclusive finding

Output Report quality Expert rating on Likert scale | [60]
1-7)
Output False-positive rate Findings overturned by lead | [88]

auditor / total findings

Learning Model accuracy Macro-F1 across the four | [88]

finding classes

Learning Calibration error Expected Calibration Error | [89]
(ECE)
Learning Fairness metrics Demographic parity, | [90]

equalised odds across sectors

6.3. Suggested Empirical Validation Design

We recommend a multi-stage validation. A first stage consists of within-organisation parallel
audits, in which a certified audit team and the M3A-Framework conduct independent audits of the
same organisation, and outputs are compared on the metrics in Table 3. A second stage consists of
multi-organisation longitudinal trials, in which the framework is deployed across a portfolio of
organisations from different sectors over multiple audit cycles. A third stage involves blinded expert
evaluation of report quality. Together these three stages can establish the framework’s external and
ecological validity [91].

7. Discussion

7.1. Theoretical Contributions

The framework contributes to the literature in five ways:

First, it unifies three audit modalities that have hitherto been treated separately, providing a
coherent multi-modal architecture grounded in ISO 19011’s evidence-corroboration principle.
Second, it operationalises the augmented-audit paradigm that has been advocated theoretically by
Mokander [29] and others, but rarely translated into deployable architectures. Third, it bridges audit
theory and ML methodology, articulating how DSR principles [31,32] can be applied to compliance-
domain artefacts. Fourth, it provides the first detailed step-level mapping of ML augmentation to
the seven-step evidence-collection process of ISO 19011:2018 Clause 6.4.7. Fifth, it extends the audit-
methods matrix of ISO 19011 Annex A Table A.1 by introducing ML augmentation as a third axis.

7.2. Practical Implications
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For practitioners, the framework offers a deployment blueprint that can be adopted
incrementally. Organisations can begin with Module A (NLP-based document review) for high-
volume documentary controls, expand to Module B (CV-based observation) as physical
infrastructure permits, and incorporate Module C (LLM-based interview) for distributed teams.
Certification bodies can accept M3A-Framework outputs as supporting evidence for their certification
decisions, provided the human-in-the-loop validation step is preserved.

7.3. Ethical Considerations

Three ethical concerns require careful management. First, accountability: the certified lead
auditor remains the locus of legal and ethical responsibility, irrespective of ML augmentation.
Second, fairness: ML models trained on historical audit data may inherit biases against particular
industries, geographies, or organisational types; bias audits are required prior to deployment [90].
Third, privacy: evidence collected by Module B (especially video) and Module C (interview
transcripts) must be handled with strict data-protection safeguards including consent, minimisation,
and time-bounded retention.

7.4. Limitations

We acknowledge several limitations. First, the framework is conceptual; empirical validation
against the proposed metrics is yet to be conducted. Second, the framework assumes a baseline level
of organisational digitalisation; auditees with predominantly paper-based records may require
additional preprocessing. Third, ML model performance varies across languages and cultural
contexts; cross-cultural validation is needed. Fourth, the framework’s effectiveness depends on the
quality and breadth of its training data, which may be limited in early deployments.

7.5. Future Research

The framework opens several research avenues. Empirical validation through controlled trials
is the most immediate need. Beyond that, we identify five research directions: (a) construction of an
open ISO 27001 audit dataset for the ML community; (b) cross-standard generalisation, including ISO
9001, ISO 14001, ISO 45001, and SOC 2; (c) integration with continuous compliance monitoring,
moving from periodic audits toward continuous assurance [76]; (d) extension to Al management
system audits under ISO/IEC 42001; and (e) exploration of federated and on-device learning to
address privacy concerns [79,80].

8. Conclusions

This paper has proposed a multi-modal, ML-augmented conceptual framework — the M3A-
Framework — for ISO/IEC 27001 audits. Drawing on the design science research paradigm and a
synthesis of audit theory, NLP, computer vision, and conversational Al the framework integrates
document review, field observation, and interviewing into a coherent five-stage pipeline aligned with
ISO 19011. The framework is mapped to all four themes of ISO/IEC 27001:2022 Annex A and to the
audit phases of ISO 19011:2018, demonstrating both completeness and methodological compatibility
with established audit practice.

The framework’s central proposition is that, by combining three complementary Al modalities
under a triangulation discipline and human-in-the-loop validation, ISO 27001 audits can become
significantly faster, less expensive, more consistent, and more scalable, while maintaining or
improving the quality of audit reports. Five testable propositions and a battery of evaluation metrics
are offered to guide the next wave of empirical research.

We conclude by noting that the framework is not a call to replace human auditors but to augment
them. The certified lead auditor remains the locus of professional judgement, legal accountability,
and ethical responsibility. ML serves as a force multiplier — collecting and processing evidence at a
scale unachievable by manual methods, surfacing the patterns that demand human attention, and
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freeing auditors to focus on the high-judgement aspects of their work. If the framework realises its
potential, it could materially improve the resilience of organisations’ information security posture
worldwide, with particular benefit for SMEs and organisations in geographically distributed contexts
that have historically been underserved by traditional audit models.
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